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ABSTRACT

Trust and reputation play a core role in underground cybercrime
markets, where participants are anonymous and there is little le-
gal recourse for dispute arbitration. These underground markets
exist in tension between two opposing forces: the drive to hide
incriminating information, and the trust and stability benefits that
greater openness yields. Revealing information about transactions
to mitigate scams also provides valuable data about the market. We
analyse the first dataset, of which we are aware, about the trans-
actions created and completed on a well-known and high-traffic
underground marketplace, Hack Forums, along with the associated
threads and posts made by its users over two recent years, from
June 2018 to June 2020. We use statistical modelling approaches to
analyse the economic and social characteristics of the market over
three eras, especially its performance as an infrastructure for trust.
In the SET-UP era, we observe the growth of users making only one
transaction, as well as ‘power-users” who make many transactions.
In the STABLE era, we observe a wide range of activities (including
large-scale transfers of intermediate currencies such as Amazon
Giftcards) which declines slowly from an initial peak. Finally, we
analyse the effects of the Covip-19 pandemic, concluding that while
we see a significant increase in transactions across all categories,
this reflects a stimulus of the market, rather than a transforma-
tion. New users overcome the ‘cold start’ problem by engaging in
low-level currency exchanges to prove their trustworthiness. We
observe currency exchange accounts for most contracts, and Bitcoin
and PayPal are the preferred payment methods by trading values
and number of contracts involved. The market is becoming more
centralised over time around influential users and threads, with
significant changes observed during the SET-uP and CovID-19 eras.
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1 INTRODUCTION

Online illicit marketplaces are a key part of the cybercrime economy,
enabling malicious actors to cash out earnings, trade in malware,
and obtain compromised credit cards. Trust and reputation are
key aspects of any market, but particularly so in cybercrime mar-
kets, where user anonymity means that ‘ripping’ or defrauding
customers is common. Underground markets have adapted to this
problem of ‘lemonisation’ by providing reputation and vouching
systems, escrow systems, and verified status to minimise informa-
tion asymmetry [10, 11, 16, 17, 21, 27]. While previous research
has focused on vendor ratings and public feedback, there are few
datasets as comprehensive as the one we analyse in this paper.

On the longest-running and most popular cybercrime forum,
a market has been active for some time. Previously, users posted
advertisements while transactions were finalised off-site. Hack Fo-
RUMs does not officially offer a formal escrow service, however, in
reaction to widespread concerns about abuse, the administrators
recently (June 2018) opened a dedicated marketplace to facilitate
the exchange and trade in goods and services where contracts
are logged. This appears to be primarily used as a reputation and
trust management system, in which transaction details are visible
to forum users on payment of a small fee. This trust adaptation
presents a unique opportunity for academic research. In this paper,
we present an extensive analysis of this burgeoning market. We
are particularly interested in exploring the longitudinal evolution
of conflict, trust, and activity of different kinds — we consider this
marketplace to be an example of a disparate group of actors coming
together (with their own diverse motivations) to work on a joint en-
deavour. Thus, we draw on Tuckman’s stages of group development
(discussed in Section 2.2) to guide our analysis.

Our dataset provides valuable insights into the economic ac-
tivity linked to the forum, and how an underground marketplace
evolves. The dataset begins from the start of this system, with de-
tails of goods traded, currency types and amount, time taken for
transactions to complete, and in some cases Bitcoin addresses for
transactions. First, we describe the dataset and its characteristics
in §3. As this kind of ‘social’ data is not originally generated for
research purposes, it requires additional interpretation, so we in-
clude findings from our exploratory analysis of the data in this
section where they are useful for making sense of the dataset and
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what it represents. We then provide a descriptive economic analysis, (notincludingHack Forums) by building the social networks based
outlining how much money is being made, by how many users, and on private messages, friend status and thread posting behaviour.
from what goods and services (Y4). We also identify the preferred Their dataset contains descriptive information, such as forum posts,
payment methods used and the top merchandise being traded. In Y5, private messages, user logs and user registration data; however, it

we use statistical approaches to explore the market's longitudinal
evolution, how users overcome the “cold start' problem, as well as
the trust and reputation functions facilitated by this marketplace. In
Y6, we draw major insights observed from our analyses over three
eras. We then discuss the contributions to the security community
and the limitations of our work in Y7. Ethical issues are discussed in
the Appendix. The dataset is made available for academia through

data sharing agreements so that other academic researchers can

fully reproduce our experiments and build further analyses based
on our results.

2 ANALYSING ONLINE MARKETPLACES

The products and services available in online underground mar-
ketplaces are diverse, ranging from illicit drugé][ malicious soft-
ware [17, to stolen data ¥, 10 11]. Forums remain a popular plat-
form as they provide an easy way to establish business and social
connections R7). As platforms, forums contain features such as
reputation systems and hierarchical levels of moderators and ad-
ministrators that allow for the exertion of social control on the
community [1, 7, 16 27). A pivotal question is how members of
anonymous illicit marketplaces can trust each other. This is impor-
tant to the sustainability of a marketplace, as trust increases actual
purchases$, 20. Underground markets use various techniques to
facilitate trust, including vendor veri cation and reputation sys-
tems [LQ 16 27). Moderators promote trust by verifying users and
excluding scammers7| 11, 16. Member activity may also act as a
signal of trust, as experienced users tend to be perceived as trust
worthy [7, 10 11, 27]. While existing literature mainly relied on
feedback from users, our research provides insights on the topic
with contractual data on created and completed transactions.

2.1 Related Work

Machine learning and natural language processing (NLP) methods
have been used to analyse marketplaces at scale. For example, Sun
al. [23 propose a machine learning-based approach to detect private
interactions on the Nulled forum, where they examine the trading
activities and monetisation methods of members. NLP methods
have been used to identify the function and intent of messadss [
identify posts related to transactions and to extract products and
prices [22], and to identify supply chains [3].

Afroz et al. [1] identify common features across successful fo-
rums, including top-down governance, norm-conforming behaviors
from members, frequent communication, and the use of enforce-
ment such as nes and bans. Holf] qualitatively analysed ten
publicly accessible Russian forums, nding the relationship be-
tween members is in uenced by price, customer service, and trust.
Allodi et al. [2] investigated factors contributing to the success of
online markets by analysing marketplace models, preferences of
online traders, market stability, and resiliency of cybercrime tools.

lacks transactions made by the forum members.

2.2 Theoretical Approach

To examine the evolution and maturation of thdack Forums
marketplace, we split the timespan into three eras. We draw on
Tuckman's P4 stages of group development, which proposes that
established groups go through four stagésrming, storming norm-
ing, andperforming Our rst two “eras' areSet-up (formingand
storming, from when the contract system was adopted (1 June 2018)
to before the time contracts become mandatory (1 March 2019),
andStable (norming), from the end ofSet-up to before 11 March
2020. At the beginning of 202Qovid-19 began to spread globally,
with a global pandemic declared by the World Health Organisation
(WHO) on 11 March 202@fF. This coincides with an uptick in
the number of contracts on the forum, representing therforming
stage. We name this most recent e€avid-19, which spans from
11 March 2020 to the end of the data collection period on 30 June
2020. In some gures, we denote the three eras as E1, E2, and E3.
It bears noting that the events which we use to de ne these
eras play adeductiveather thaninductiverole in our analysis
they are imposed by us in order to analyse the e ects of external
factors, rather than arising from the data. We use Tuckman's stages
in our analysis to make sense of the changes we observe in our
data which correspond to these external events; namely, how they
appear to re ect the evolution of trust, collaboration and con ict
in this marketplace. Tuckman's stages of group development as-

- sumes group membership is static. However, as with many online

networks, users of underground markets are transient. Therefore,
we also consider how users overcome thald start problerfil3 15
in this context. Here, the “cold start' problem refers to the di cul-
ties faced by new users who nd that others do not want to trade
with them due to lack of reputation, but cannot gain reputation as
nobody will trade with them. While the “cold start' problem is a
e\{vell-recognised issue for recommendation systems, we believe we
are the rstto consider it in relation to underground markets.

3 DATASET

We provide the rst analysis, of which we are aware, of contrac-
tual transactions made in the underlying marketplace on one of
the most high-tra ¢ and well-known online underground forums
Hack Forums. Our data, newly collected as a part of the CrimeBB
dataset L9, contains nearly 190,000 real contracts created by users
over two years from June 2018 to June 2020. The contracts repre-
sent transactions, and some are linked with the advertising threads
and discussion posts which provides additional context. Each con-
tract includes the goods and services being exchanged, obligations,
agreement terms, and the ratings of the parties involved.

The Contract System. OnHack Forums, a contract is an agree-
ment between members for trading goods or services. Contracts

A subset of research takes a network-based approach in analysing were optional when rst introduced to the forum in June 2018.

the dynamics of transactions within underground marketplaces.
The study by Motoyama et al1fg analyses six underground forums

However, on 30 January 2019, it was announced that contracts
would bemandatoryfor all deals from 1 March 2019. While some
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Table 1: Taxonomy of collected contracts from June 2018 to June 2020

Type\Status Complete  Active Deal Disputed Incomplete Cancelled Denied Expired Total

Sale 39,908 (21.20%) 1,931 (1.03%) 1,009 (0.54%) 66,347 (35.25%) 6,795(3.61%) 64 (0.03%) 6,080 (3.23%) 122,134 (64.88Y
Purchase 11,893 (6.32%) 10 (0.01%) 629 (0.33%) 4,703 (2.50%) 2,378 (1.26%) 29(0.02%) 2,761 (1.47%) 22,403 (11.90%)
Exchange 28,157 (14.96%) 2 (0.00%) 455 (0.24%) 3,342 (1.78%) 5,758 (3.06%) 66 (0.04%) 2,588 (1.37%) 40,368 (21.45%)
Trade 1,325 (0.70%) 1 (0.00%) 21 (0.01%) 547 (0.29%) 197 (0.10%) 3 (0.00%) 256 (0.14%) 2,350 (1.25%)
Vouch Copy 566 (0.30%) 0 (0.00%) 3 (0.009%) 228 (0.12%) 56 (0.03%) 0 (0.00%) 128 (0.07%) 981 (0.52%)
Total 81,849 (43.48%) 1,944 (1.03%) 2,117 (1.12%) 75,167 (39.93%) 15,184 (8.07%) 162 (0.09%) 11,813 (6.28%) 188,236 (1009

Table 2: Visibility of contract types

Public

9,757 (7.99%)
4,680 (20.89%)
7,304 (18.09%)

609 (25.91%)

183 (18.65%)

4,809 (12.05%)

2,880 (24.22%)

4,696 (16.68%)
351 (26.49%)
100 (17.67%)

Private Total

112,377 (92.01%)
17,723 (79.11%)
33,064 (81.91%)

1,741 (74.09%)
798 (81.35%)

35,099 (87.95%)
9,013 (75.78%)
23,461 (83.32%)
974 (73.51%)
466 (82.33%)

Type\Visibility

Sale Created
Purchase Created
Exchange Created
Trade Created
Vouch Copy Created

2,350
981

Sale Completed
Purchase Completed
Exchange Completed
Trade Completed
Vouch Copy Completed

1,325
566

transactions may be completed outside the contract system, in pri-

122,134

22,403 | .
40,368 Private contracts include the maker, taker, type of deal, created

39,908
11.893 Ous visibility. Table 2 shows the visibility of contracts by category.

28,157 Among created contracts, the proportion of public and private con-

rate ofSale (32.7%), indicating th&xchange are more likely to be
accepted and settletYouch Copyis the only type with no denials.
Contract Visibility. Contracts can be public (users with an up-
graded account can view all details) or private (some information
is restricted to involved parties). Information available relating to

date, and expiry date. Public contracts also include the obligations
of each party, terms, goods to be exchanged, and ratings. If a user
opens a dispute, the contract becomes public regardless of its previ-

tracts is 12.0% and 88.0% respectively. For completed transactions,
the percentage of public contracts is about 30% higher, accounting
for 15.7% of contracts, with 84.3% remaining private. This suggests
users tend to hide the majority of their contract details. Public
contracts are more likely to be settled, with 57.0% transactions com-

vate channels such as direct messages, the regulation was strictly pleted compared to 41.7% in private contracts. For both created and

adopted, as it was announced that those avoiding the system would
face account closure. This avoidance, if it occurs, might lead to inac-
curate measurements in this study, however, as the system allows
private contracts which do not reveal the goods being exchanged,

completed transactions, while the proportions of pubRurchase,
Exchange, Trade, Vouch Copy over the total are around 20%, the
percentage of publiSale among allSale contracts is considerably
smaller, accounting for 8.0% and 12.1%, respectively. This indicates

we believe users are incentivised to use the system as it enables that contracts created by the sellers are more likely to be private.

them to gain reputation and provides a certain level of protection
(e.g., opening disputes) if anything goes wrong with a transaction.
Contract Process. To create a contract, thenakerspeci es the
details and the user they want to trade with. If the receiving party
denies the proposed contract, it beconesnied If they accept,
the contract becomes aactive deaknd they become théaker.
Otherwise, the contract is marked @&xpiredafter 72 hours if no
decision is made. After both parties accept the contract's terms
and obligations and complete their own obligations, they can mark
the contract axompleteand users can rate each other (commonly
known asB-rating). If either party is unsatis ed with the deal, they
can open a dispute. The detailed process is shown in the Appendix.
Contract Taxonomy. We observe all contracts belong to one of
ve types: Sale, Purchase, andVouch Copy are one-way, while
Exchange andTrade are bi-directional. For the economic analysis,
we excludeVouch Copy, which was recently introduced in Febru-
ary 2020, as it represents a proof of reputation, not an economic
trade. Table 1 shows the number and proportion of contracts for
each type amona@ll collected data. Overal§ale dominates the oth-

Threads and Posts. To advertise goods or services, traders often
create a thread describing their o erings, which can then be associ-
ated with a contract. Not all of the threads associated with contracts
are advertisements, some are more general discussion threads from
elsewhere on the forum. In our dataset, we observe 68.4ptiblic
contracts (8.2% overall) are associated with a thread. Our dataset
includes around 6,000 threads containing roughly 200,000 posts
made by nearly 30,000 members from June 2018 to June 2020.

4 THE UNDERGROUND ECONOMY

In this section, we describe the evolution of th¢éack Forums
marketplace in terms of trading activities, payment methods, trans-
action values, number of contracts, parties involved, and completion
time of contracts. We also examine market centralisation over time
by looking at the social network formed by contractual relation-
ships between users. Note that for analyses relying on contractual
obligations, we only useublic contracts, as the information is
hidden inprivateones.

ers, accounting for 64.9% of contracts created, around three times

higher thanExchange (21.5%), but has the highest non-completion
rate (54.3%Jurchase, the reverse type oBale, accounts for 11.9%
of contracts, whileTrade accounts for only 1.3%xchange has the
highest completion rate, at 69.8%, more than double the completion

4.1 Members and Contracts

Figure 1 shows an unstable uctuation in the monthly growth of
new contracts and new members who are party to a contract over
the three eras. Overall, while there are signi cant shifts between
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Figure 1: Monthly growth of new members and contracts

the eras, the number of new contracts created and new members
tend to uctuate together, except during th8et-up era, when the
number of new contracts gradually grew but the number of new
members joining the marketplace moderately decreased. During the
9-monthSet-up era, the number of monthly created and completed
contracts roughly doubled, despite the number of new members
joining gradually decreasing. This indicates that on average, users
were making more contracts each month during this era.

The Stable era begins with a policy change requiring contracts
for all marketplace transactions. Compared to the month before,

AV. Vu, J. Hughes, |. Pete, B. Collier, YT. Chua, I. Shumailov, A. Hutchings.

Figure 2: The proportion of public contract over time

Figure 3: Contract type proportions by months

created contracts increase by 172% and completed contracts by 73%at around 45%, peaking in August 2018 at over 50%, then decreasing

A peak in April 2019, likely due to adoption of the new regulation,

to around 20%. At the beginning &table, when contracts are

with around 12,500 contracts made and 5,000 completed, is followed made compulsory, the proportion dropped again, accounting for
by a gradual decline, to around 8,000 contracts made and 3,000around 10% then remained mostly unchanged afterwards.

completed per month. From the end 8&t-up to the end ofStable,

the number of monthly created contracts doubles, but completed
contracts only increase by 27%. At the beginning of this era, many
new members start participating, peaking in March 2019 with 276%
and 143% more new members involved in creating and completing
contracts compared to the month before. The participation of new

Contract Types. Figure 3 shows the evolution of monthly pro-
portion of contract types from June 2018 to June 2020. For both
created and completed contracts, the market is mostly occupied
by Sale, Purchase, andExchange. Trade andVouch Copy con-
stantly account for a small proportion (mostly less than 2%). During
Set-up, the proportion of created and completed contract types

members then moderately declines to less than 50% of the peak at stays mostly the same. At the beginningxchange accounts for

the end ofStable with around 1,500 and 700 users, respectively.
The last 4-months of data collection in theovid-19 era show

a sharp but fairly short-lived peak in both new contracts and new

members joining the market. In April 2020, there are more than

the largest proportion (around 50%), followed Bgle (about 40%).
Purchase starts around 10%, then gradually increases over time.
At the beginning of theStable era, the market composition

shifts, with Sale and Exchange swapping positionsSale domi-

13,000 created and 5,500 completed contracts, even surpassing theates the other types, accounting for over 70% of created and 55% of

peak during theStable era. While the number of new members

completed contracts. The percentagetéchange declines to less

also increases, this does not outpace the past peak, indicating es-than 20% of created and 30% of completed contracts. The proportion

tablished members are contributing more at this time. During this
era, the ratio of the new members involved in created and com-
pleted contracts stays unchanged, with nearly 50% users involved
in contracts not completing. This indicates while there is a stimulus
in the Covid-19 era, the users involvement of the market remains
stable. After the peak in April 2020, we see a drop in both number
of users and contracts, showing a decrease of trading activities on
the marketplace. It appears the lockdown intensively a ected to
the market for only a short period after the pandemic was declared.
Contract Visibility. Figure 2 shows the proportion of created and
completedoubliccontracts declines over the three eras. The propor-
tion of completed public contracts is consistently higher, indicating
public contracts are more likely to be completed. The biggest shift
is in the Set-up era, when the percentage of public contracts began

of Purchase also drops to around 10% and 15%, respectively. In
this era, although the ordering of contract types stays the same, the
proportion of completedSale is lower than completedExchange,
indicating Exchange is more likely to be completed.

Despite the increase in contracts and member£iovid-19, we
observe little change in the proportion of contract types, suggesting
a marketstimulusrather than atransformation At the end of this
era,Sale still dominate, accounting for over 70% of created, and
55% of completed contractigouch Copy, adopted in February 2020,
rapidly outpacesTrade, and continues to increase. In June 2020,
the number ofVouch Copyincreased by around 91% for created
and 160% for completed contracts, compared to the ertalble
(February 2020). This rise suggests an increased desire to establish
reputation within the market, which has a known history of scams.



	Abstract
	1 Introduction
	2 Analysing Online Marketplaces
	2.1 Related Work
	2.2 Theoretical Approach

	3 Dataset
	4 The Underground Economy
	4.1 Members and Contracts
	4.2 Market Centralisation
	4.3 Trading Activities
	4.4 Payment Methods
	4.5 Trading Values

	5 Longitudinal Analysis
	5.1 Latent Class Transition
	5.2 Cold Start Problem

	6 Discussion
	7 Conclusion
	Acknowledgments
	References

