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Internet Routing Outline

Lecture 1 : Inter-domain routing architecture,
the Border Gateway Protocol (BGP)

Lecture 2: More BGP.

Lecture 3 : BGP traffic engineering and
protocol dynamics

Lecture 5 : Locator/ID split to the rescue?
Lecture 6 : How has the global Internet
changed in the last 10 years?



IP is a Network Layer Protocol
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JANET and the Internet

JANET External Network
Access Provision

Key

Abilene High speed US education and research network.
Japan (NII) ESnet Energy Sciences Network in the US

GEANT The pan-European research and education network.

HEAnet Ireland's national education and research network

1SPs Internet Service Providers.

LINX London Internet Exchange.

NIl National Insttute of Informatics - the Japanese

inter-university research institute.

People's Republic of China
Belfast

'
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Europe (GEANT2)
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LINX

Private Peering with ISPs
US Research Networks
Abilene ESnet
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RENATER-4 is deployed since september 2005
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WorldCom (UUNet)

— 64 Kbps m— OC12¢/STMA4 (622 Mbps)

——— T1/E1 (1.5 Mbps/2 Mbps) s QCA8C/STM16 (2.5 Gbps)

= E3/T3/DS3 (35 Mbps/45 Mbps) == OC192¢/STM64 (10 Gbps)
T2 (6 Mbps) * Single Hub City

s QC3¢/STM1 (155 Mbps) B Multiple Hubs City

[1 Data Center Hub



Arcnitecuure or vynamic
Routing

IGP = Interior Gateway Protocol.
Metric based.

OSPF, IS-IS, RIP, EIGRP (cisco)

EGP = Exterior Gateway Protocol.
Policy Based.

Only one: BGP
The Routing Domain of BGP is the entire Internet




How many prefixes are used today?
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Unigue ASes

How many ASNs are used today?
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The connectivity of ASNs is hard to visualize

 The graph is huge.

e Transit and stub networks.

e How can this be displayed in a meaningful
way? and protocol dynamics

e My favorite approach:

Visualizing Internet Evolution on the Autonomous Systems Level
Boitmanis, Krists and Brandes, Ulrik and Pich, Christian (2008)
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Technology of Distributed Routing

Topology information is
flooded within the routing
domain

Best end-to-end paths are

computed locally at each router.

Each router knows little about
network topology

Only best next-hops are chosen
by each router for each
destination network.

Best end-to-end paths
determine next-hops.

Best end-to-end paths result
from composition of all next-
hop choices

Based on minimizing some
notion of distance

Works only if policy is shared
and uniform

Examples: OSPF, IS-IS

Does not require any notion of
distance

Does not require uniform
policies at all routers

Examples: RIP, BGP




The Gang of Four

OSPF

IS-IS RIP

Ecp SGP



Happy Packets: The Internet Does Not Exist Only to
Populated Routing Tables

) RIP Process BGP Process

RIP Routing tables BGP Routing tables

BGP
OSPF Proces%

OSPF Routing tables




Before We Go Any Further

e [P traffic can be very bursty

* Dynamic adjustments in routing typically
operate more slowly than fluctuations in
traffic load

 Dynamically adapting routing to account
for traffic load can lead to wild, unstable
oscillations of routing system



Autonomous Routing Domains

A collection of physical networks glued together

using IP, that have a unified administrative
routing policy.

e Campus networks
e Corporate networks
e ISP Internal networks



Autonomous Systems (ASes)

... the administration of an AS appears to other ASes to
have a single coherent interior routing plan and presents a
consistent picture of what networks are reachable through it.

RFC 1930: Guidelines for creation, selection,
and registration of an Autonomous System



AS Numbers (ASNs)

ASNs are 16 bhit values (soon to be 32 hits)

64512 through 65535 are “private”
Currently nearly 30,000 in use.

JANET: 786

MIT: 3

Harvard: 11

UC San Diego: 7377

AT&T: 7018, 6341, 5074, ...
UUNET: 701, 702, 284, 12199, ...
Sprint: 1239, 1240, 6211, 6242, ...

ASNs represent units of routing policy




Policy-Based vs. Distance-Based Routing?

Minimizing

“hop count” can
violate commercial
relationships that
constrain inter-
domain routing.
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Why not minimize “AS hop count”?
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Customers and Providers

provider

Pro"ide'i> customer H IP traffic

Customer pays provider for access to the Internet



The “Peering” Relationship

Peers provide transit between
their respective customers

peer ‘=. peer
O=—>

provider customer

Peers do not provide transit
S > TETRTT = between peers

traffic traffic NOT
allowed allowed

Peers (often) do not exchange $$$



Peering Provides Shortcuts

—f &

% /

peer peer

provider .=> customer

!

Peering also allows connectivity between
the customers of “Tier 1” providers.




Peering Wars

Poer

Reduces upstream transit costs * You would rather have
Can increase end-to-end customers

performance » Peers are usually your
May be the only way to connect competition

your customers to some part of the ¢ Peering relationships may

Internet (“Tier 17) require periodic renegotiation

Peering struggles are by far the most
contentious issues in the ISP world!

Peering agreements are often confidential.



BGP-4

BGP = Border Gateway Protocol

|s a Policy-Based routing protocol

Is the de facto EGP of today’s global Internet

Relatively simple protocol, but configuration is complex and the entire
world can see, and be impacted by, your mistakes.

1989 : BGP-1 [RFC 1105]
— Replacement for EGP (1984, RFC 904)

1990 : BGP-2 [RFC 1163]
1991 : BGP-3 [RFC 1267]

1995 : BGP-4 [RFC 1771]
— Support for Classless Interdomain Routing (CIDR)

2006 : BGP-4 [RFC 4271]

34



BGP Operations (Simplified)

Establish session on
TCP port 179
Exchange all
active routes
Exchange incremental
updates

While connection
is ALIVE exchange

route UPDATE messages
35



AS1

Two Types of BGP Sessions

e External Neighbor (EBGP) in a
different Autonomous Systems

e Internal Neighbor (IBGP) in the
) same Autonomous System

EBGP

IBGP

AS2

36



BGP Next Hop Attribute

-
12.125.133.90 RS 2018 12.127.0.121

— x AT&T /
AS 64317/u AS 1265D?
esearc 4 - T RIPE NCC
JAT‘&T R/ h) A . / 45\ - RIS @act)

135.207.0.0/16 135.207.0.0/16

Next Hop =12.125.133.90 Next Hop =12.127.0.121

Every time a route announcement crosses an AS
boundary, the Next Hop attribute is changed to the IP

address of the border router that announced the route.
37



Join EGP with IGP For Connectivity
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Four Types of BGP Messages

Open : Establish a peering session.
Keep Alive : Handshake at regular intervals.
Notification : Shuts down a peering session.

Update : Announcing new routes or withdrawing previously

announced routes.

announcement

prefix + attributes values




BGP Attributes

Value Code Reference

1 ORIGIN

Most
important
attributes

11

12  ADVERTISER [RFC1863]

13  RCID_PATH/CLUSTER_ID [RFC1863]
14  MP_REACH_NLRI [RFC2283]

15  MP_UNREACH_NLRI [RFC2283]
16  EXTENDED COMMUNITIES [Rosen]

255 reserved for development

Not all attributes
~ From IANA: httptiwww.iana.org/assignmentsibgp-parameters need to be present in

every announcement




BGP Route Processing

Open ended programming.
Constrained only by vendor configuration language

Receive APPl Policy = Based on Best Apply Policy = Transmit
BGP filter routes & Attribute Routes filter routes & BGP
Updates | tweak atiributes | /) es tweak atfributes | jpgates

i Apply Import Best Route Best Route Apply Export 3
Policies - Selection - Table P Policies

Install forwarding
Entries for best
Routes.

IP Forwarding Table

41



Route Selection Summary

Enforce relationships

traffic engineering

Lowest router ID



ASPATH Attribute N
TR AS 1129

AS Path = 1755 1239 7018 6341

Global Access

— S~ o o (
135.207.0.0/16 S 175 135.207.0.0/16
AS Path = 1239 7018 6341 SR 2L T B 2l As Path = 1129 1755 1239 7018 6341
/ iy ™~
135.207.0.0/16 RIPE NCC
AS Path = 7018 6341  [HSEEEES
— 4
)
AS701 8 § 135.207.0.0/16
AS Path = 3549 7018 6341
135.207.0.0/16

AS Path = 6341 L AT&T

/ AS 3549

>~
AS 6341 ° 135.207.0.0/16 _
AT&T Research AS Path = 7018 6341 Global Crossing
135.207.0.0/16 D

43




Interdomain Loop Prevention

AS 7019
BGP at AS YYY will & pontt Acceptt
never accept a /\

route with ASPATH 12.22.0.0/16
containing YYY

AS1}

4
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BGP Routing Tables

show 1ip bgp
BGP table version is 0, local router ID is 203.119.0.116
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, R Removed
Origin codes: i - IGP, e - EGP, ? - incomplete Thanks to Geoff Huston_
Network Next Hop Metric LocPrf Weight Path ]
*> 0.0.0.0 193.0.4.28 0 12654 34225 1299 i http'llbgp'pOtaroo'net on Feb 1’ 2008
* 3.0.0.0 193.0.4.28 0 12654 7018 701 703 80 i
> 203.50.0.33 0 65056 4637 703 80 i
* 202.12.29.79 0 4608 1221 4637 703 80 i
* 4.0.0.0 193.0.4.28 0 12654 7018 3356 i
> 203.50.0.33 0 65056 4637 3356 i
* 202.12.29.79 0 4608 1221 4637 3356 i
* 4.0.0.0/9 193.0.4.28 0 12654 7018 3356 i
> 203.50.0.33 0 65056 4637 3356 i
* 202.12.29.79 0 4608 1221 4637 3356 i
*  4.23.112.0/24 193.0.4.28 0 12654 7018 174 21889 i
> 203.50.0.33 0 65056 4637 174 21889 i
* 202.12.29.79 0 4608 1221 4637 174 21889 i
* 4,23.113.0/24 193.0.4.28 0 12654 7018 174 21889 i
> 203.50.0.33 0 65056 4637 174 21889 i
* 202.12.29.79 0 4608 1221 4637 174 21889 i
* 4.23.114.0/24 193.0.4.28 0 12654 7018 174 21889 i
> 203.50.0.33 0 65056 4637 174 21889 i
* 202.12.29.79 0 4608 1221 4637 174 21889 i
* 4.36.116.0/23 193.0.4.28 0 12654 7018 174 21889 i
> 203.50.0.33 0 65056 4637 174 21889 i
* 202.12.29.79 0 4608 1221 4637 174 21889 i
* 4.36.116.0/24 193.0.4.28 0 12654 7018 174 21889 i
> 203.50.0.33 0 65056 4637 174 21889 i
* 202.12.29.79 0 4608 1221 4637 174 21889 i
* 4.36.117.0/24 193.0.4.28 0 12654 7018 174 21889 i
> 203.50.0.33 0 65056 4637 174 21889 i
* 202.12.29.79 0 4608 1221 4637 174 21889 i
* 4.36.118.0/24 193.0.4.28 0 12654 7018 174 21889 i
> 203.50.0.33 0 65056 4637 174 21889 i
* 202.12.29.79 0 4608 1221 4637 174 21889 i
*> 4,78.22.0/23 193.0.4.28 0 12654 3257 19151 13909 13909 13909 13909 13909 13909 13909 13909 13909 13909 13909 i
* 203.50.0.33 0 65056 4637 1299 1239 19151 13909 13909 13909 13909 13909 13909 13909 13909 13909 13909
* 202.12.29.79 0 4608 1221 4637 1299 1239 19151 13909 13909 13909 13909 13909 13909 13909 13909 13909 13
*> 4,78.56.0/23 193.0.4.28 0 12654 3257 19151 13909 13909 13909 13909 13909 13909 13909 13909 13909 13909 13909 i
* 203.50.0.33 0 65056 4637 1299 1239 19151 13909 13909 13909 13909 13909 13909 13909 13909 13909 13909
202.12.29.79 0 4608 1221 4637 1299 1239 19151 13909 13909 13909 13909 13909 13909 13909 13909 13909 13
* 4.79.181.0/24 193.0.4.28 0 12654 3741 10310 14780 i
> 203.50.0.33 0 65056 4637 10310 14780 i
* 202.12.29.79 0 4608 1221 4637 10310 14780 i
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AS Graphs Can Be Fun
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AS Graphs Depend on Point of
View




AS Graphs Do Not Show “Topology”!
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The AS graph
may look like this. Reality may be closer to this...



