
Challenging real-world targets: from iPhone to insulin pump Hardwear.IO 2017 Conference, The Hague, Netherlands, 19-22 September 2017

Challenging real-world targets:

from iPhone to insulin pump

Dr Sergei Skorobogatov

http://www.cl.cam.ac.uk/~sps32       email: sps32@cam.ac.uk



Challenging real-world targets: from iPhone to insulin pump Hardwear.IO 2017 Conference, The Hague, Netherlands, 19-22 September 2017

2

Outline

Å Introduction

Å How to find the hot topic for research?

ï iPhone, car keys and insulin pump: what is common?

Å Background

ï Apple iPhone 5C:  https://arxiv.org/abs/1609.04327

ï Audi Smart Key: work-in-progress

ï Insulet OmniPod:  https://arxiv.org/abs/1709.06026

Å iPhone 5C

Å Smart Key

Å OmniPod

Å Limitations and Improvements

Å Future work and Collaboration

Å Conclusion

Å The slides are available online: http://www.cl.cam.ac.uk/~sps32
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Introduction

Å Hardware Security research since 1995

ï testing microcontrollers and smartcards for security

ï research on semi-invasive attacks (PhD, 2005, Cambridge UK)

ï backdoors in semiconductors (2012)

ï iPhone 5C NAND mirroring (2016)

ï ñimpossibleò solutions for challenges in real-world devices

Å Hardware Security is about finding flaws and fixing them

ï preventing attacks on service, data and IP theft

ï what security features are implemented and how secure they are

Å Hardware Security challenges

ï data, keys and passwords storage

ï new attack technologies

ï modern fabrication processes (10nm, 14nm, 28nm, 45nm, 65nm)

ï developing countermeasures through understanding of flaws

ï prediction of new attack methods
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How to find the hot topic for research?

Å iPhone 5C

ï FBI recovered an Apple iPhone 5C used by one of the shooters involved in the 

December 2015 San Bernardino attack

ï On February 9, 2016, the FBI announced that it was unable to unlock the phone 

due to its advanced security features, including encryption of user data 

ï FBI asked Apple Inc. to create a new version of the phone's iOS operating system 

that could be installed to disable certain security features. Apple declined due to its 

policy to never undermine the security features of its products. Legal fight startsé

ï FBI Director James Comey at a press conference on 24 March 2016: "We tried 

everything we could think of, asked everybody we thought could help, inside and 

outside the government, before bringing the litigation." "The notion that we didnôt 

exhaust all alternatives is silly."

ï "I heard that a lot. It doesnôt work," Comey said in response to a reporterôs 

question about the NAND mirroring technique.

ï On March 28, the FBI said it had unlocked the iPhone with the third party's help

Å Challenges

ï look at the problem and find the solution

ï make something ñimpossibleò to attract attention to the research
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How to find the hot topic for research?

Å Audi Smart Key

ï recently bought a used Audi car from Audi dealership which is supposed to be more 

trustworthy than independent private garage

ï the car was supplied with only 2 keys and the salesman claimed it had only that

ï it is the part of 145-point check that Audi is proud of with their Approved Used cars 

as they claim ñyou have the reassurance of knowing that all cars have to meet our 

meticulous standardsòé ñ145 Exacting checks to passò; In the paperwork position 

ñ17. Check & record all ignition keys coded to the vehicle are present" is ticked

ï accidentally found in car menu: Car systems>Servicing&checks>Initialised keys: 3

ï response from Audi

Å ñThe spare/3rd key is a valet key, like the one attached, and is indeed programmed to the 

car. You are unable to start the car with this key, you can only open the driverôs door with itò

Å ñégetting your 3rdwallet key codedéò

Å Challenges

ï read the User Manual

ï find out what is inside Audi Smart Key

ï investigate the problem

ï evaluate the hardware security of the car key
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How to find the hot topic for research?

Å Insulet OmniPod wireless tubeless insulin pump

ï improves the life of patients with Type 1 diabetes ïno more tubes hanging around

ï the only tubeless insulin pump approved by FDA (important for USA patients)

ï requires manual monitoring of patientôs blood sugar level

ï the controller (PDM) securely communicates with the pump (Pod)

ï total lack of information about their devices from the manufacturer Insulet Corp.

ï wide community of people trying to build an artificial pancreas

Å Loop project: http://loopdocs.org

Å OpenAPS: https://openaps.org/

Å Nightscout Foundation: http://www.nightscoutfoundation.org/

ï so far succeeded with only conventional pump from Medtronic and only old version

Å Challenges

ï find the solution to help people

ï find out what is inside the medical devices

ï evaluate the security of custom medical device to help with improvements
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What is common between those projects?

Å Security claims

ï virtually unbreakable device

ï strong encryption

ï secure communication

Å Challenges

ï verify the claims

ï evaluate the security

ï find the ways for improvements

Å Impact

ï expose vulnerabilities

ï bring awareness

ï help communities of people

Å Attract attention

ï funding for existing research

ï attract sponsors and collaborators for new research



Challenging real-world targets: from iPhone to insulin pump Hardwear.IO 2017 Conference, The Hague, Netherlands, 19-22 September 2017

8

iPhone 5C: NAND mirroring

Å iPhone forensics expert Jonathan Zdziarski previously suggested the 

FBI could use NAND mirroring to get information off the locked iPhone

Å FBI Director James Comey claimed that making a copy of the phoneôs 

chip to get around the passcode "doesnôt work" and the solution would 

be "software-based."

Å Zdziarski responded by cooking up a NAND mirroring proof-of-concept 

to prove that "copying the back disk content could allow for unlimited 

passcode attempts." However, he used a jailbreaked phone, and no 

one has yet demonstrated the actual NAND mirroring attack

Å If he is correct and Comey is not, it wouldnôt be the first time the 

government lied to us. The Justice Department swore it was 

ñimpossibleò without having Apple to create a backdoor

Å FBI Director Comey was not pleased about the WSJ piece and fired 

back: "You are simply wrong to assert that the FBI and the Justice 

Department lied about our ability to access the San Bernardino killerôs 

phone."
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What is known

Å iPhone 5C allows 5 passcode attempts without delay

Å6th attempt is delayed by 5 seconds

Å7th attempt is delayed by 1 minute

Å8th attempt is delayed by 5 minutes

Å9th attempt is delayed by 15 minutes

Å10th attempt is delayed by 60 minutes

ÅPermanent lock could be activated after 10 attempts
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Introduction

ÅApple iPhone 5C security

ïclaimed to have hardware that is infeasible to break
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Taking iPhone 5C apart

ÅUsed iPhone 5C cost from £60 on Ebay 

ÅTeardown process is well described by repair geeks

ÅShieldings were desoldered with hot air gun
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Taking A6 CPU apart

ÅCPU and NAND Flash chips were glued to PCB

ï just raised the temperature and pulled with tweezers

ïA6 in BGA package with 1292 balls at 0.4mm pitch

ïA6 heated further to take it apart into SoC and SDRAM
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Taking A6 CPU apart

ÅSoC part of the CPU cleaned, polished and deprocessed

ïphotographed with low resolution for outlook image
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Search for UID

ÅBut A6 SoC is built with 32nm process

ïseveral generations have passed from 90nm: 65, 55, 45, 40nm

ïsome odd findings in ARM area
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Search for UID within ARM CPU cores

ÅCloser look at suspected areas with 160x/1.25W HA


