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What is phishing?

e Capture of user credentials through impersonation
" in 1996 this was pretending to be an AOL sysop
* since 2003 has been the creation of fake bank websites

e “Bank” is merely generic — attackers impersonate auction sites,
payment processors, online games, Habbo, IRS etc, etc
= common theme is that credentials are worth money

e Losses often quoted as over $2 billion/year
» loss figures are scaled up from phone interviews
= Gartner figures included lottery fraud scams
= UK banks lost £53million in 2008 (£20m-30m in previous years)

e Phishing rare in Germany — attacks are mainly keyloggers

e Some markets use 2-factor (TANs, CAP, SecurelD etc)
* just means that attacks must be done in real-time



Other parts of the criminal ecosystem

 Botnets key part of criminal infrastructure
= send email spam, host fast-flux website, used for DDoS attacks

e Botnets are believed to be mainly built by “drive-by” malware
= eg: email drives traffic to sites where “new” flash player needed
= also by “worms”, email attachments etc

e “Underground economy” handles sales of goods
" runs open-outcry on easy-to-find network of IRC servers

allows criminals to specialise (cf Adam Smith’s pin factory)

trust built by consistent use of “handle” (“rippers” not tolerated)
= samples available for first time purchasers (a big PR issue)
» cyberspace means that traditional police techniques limited

e Phishing kits deskill deployment of phishing websites
= “free” kits have complex backdoors to leak stolen data to builder



Types of phishing website @an 200s)

e Misleading domain name (unusual at present)
http://www.banckname.com/
http://www.bankname.xtrasecuresite.com/

e Insecure end user or machine (76% of sites)

http://www.example.com/~user/www.bankname.com/
http://www.example.com/bankname/login/

e Free web hosting (17% of sites)

http://www.bank.com.freespacesitename.com/

e Specialist attackers
= distinctive patterns, often rely on wildcard DNS
= figures only meaningful after canonicalisation
* rock-phish 4%, fast-flux 1.4%, “ark” 1.4%



Rock-phish & fast-flux mechanisms!

e Rock-phish (originally used /rock then /rl)
= compromised machines run a proxy
= domains do not infringe trademarks
= name servers usually done in similar style
= distinctive URL style

http://session9999( bankname.com| 10f80. info/signon/

 “fast-flux” appeared in Feb’07, exclusive since July 08
= also uses proxy machines that relay “mothership” traffic
= hosthame resolves to 5 (or 10...) IP addresses at once
= BUT in 20 minutes time, resolves to a different set of machines
" name server operates in the same way

e Tackling these sites means suspending the domain name,
because cannot tackle the proxies fast enough



Take-down time measurements @an 200s)

Mean Median

Total (hours) | (hours)
Free webhosting 395 48 0
when brand owner aware 240 4.3 0]
when brand owner unaware 155 115 29
Compromised machines 193 49 0]
when brand owner aware 105 3.5 0]
when brand owner unaware 155 104 10
Rock-phish domains 821 70 33
Fast-flux domains 314 96 25




Why are brand owners “unaware”

e Most brand-owners outsource take-down to specialist “brand
protection” companies

e These companies compete not only on removal times, but also
on how many websites they know of (“the quality of their feed”)

e They get data from “industry” lists (APWG etc) and also from
their own spam-traps (old domains, honeypots etc)

e So if Bank X hires company A, but only company B knows about
the phishing site then it isn’t removed

e However, as neutral academics we get data from both A and B,
we know of the site and measure its (rather slow) removal

e We recommend industry-wide data sharing; the companies
buying services from the competition as well!



Free web-hosting take-down data (spring 2007

Site lifetime

(in hours) # sites mean median
yahoo.com 174 23.8 6.9
doramail 155 32.8 18.1
pochta.ru 1253 33.8 16.8
alice.it 159 52.4 18.8
by.ru 254 53.1 38.2

BUT interpret this data carefully: almost all sites (except on
Yahoo!) were eBay (65 hour average; this is 1/3 of their total)



The gaining of “clue”
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Registrars can also have a “clue” issue
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since itg establizhment in 1959, Waller Truck Co., Inc. has centered iz famiy-owned
trucking business on: QUALITY, FAIRNESS, HONESTY and UNCOMPROMISING
CUSTOMER SERVICE.

Decau=e your product is your investrment, we take shipping your preduct and protecting
yvour investment serioushy. Waller Truck Company's well-maintained, market-responsive
equipment, strong =upply of gualty drivers and dedication to =ervice make meeting your
delivery times a habit, and one that will continue, From every angle of gualty, commitment
and customer service, Waller Truck Company is serious about being a leader in the
industry.




1. Regional Sales Manager

Status: Part-time
Job description:
¢ Work a= a member of a group, helplng tu enlarge a ba=ze of customers in countries all over the world
and |IE|t5E wrth head office on a daily ba=is

Manage a part of a 2ales cycle — ensure fast remittance of payments through your hank account and
then - thruugh I..-.|'|:|rl-|:l WH:IE Wastern Llnn:ln Ey*stern EH-I:I u:alu:ulata fees at ean:h step;

maximize opportunities TC
Employees should be able tcr p-erh:rrm

Excellent =poken Englizh & communication =kills (oral and written ).

Profes=ional approach on the phone conversations

PC lterate: Micro=oft Qutlook and Word as a minimum

Proven ability to communicate effectively at all levelz in a relaxed confident manner.

Extroverted and outgoing, with a positive outlook.

Significant attention to detail.

Excellent organizational =kills.

Customer focused.

Focused on own perzonal goals, integrating the achievement of company objectives.

* Ability to work un=supervized No previous =2ale or accounting experience is neces=sary, though it will be
valued.

Your Personal situation must allow you to travel around yvour place 1-2 hours a day on company
as=ignmentz( that would be particularty trips to the bank and Western Union branches)



Apply for this Position

WE OFFER:

* A base =alary with generous commif
EXPENSES .
#* Flexible timetable — allows you to chose NEwagls
¢ Benefitz, including Contributory Penszion, Life Assurance,
Day and Childcare vouchers

zions (10% out of each payment you've dealt with) and

2. Warehouse supervisor

Status: fulk-time

Job description:

#« Provide health and zafety of all staff and visitors to the warehouse and goods in area;
Make accounting for quality and storing of incoming goods;

Make =stock records of all stock in warehouse;

Correct azsembly of orders against shipping documents;

=upervize cleanliness of the warehou=ze and production area;

Monitor loading of vehicles to meet =hipping dates;

Inzpect maintenance of all mechanical handling equipment within the Company.
supervize and manage all 2taff reporting to you.

Employees =should be able to perform:

1 Knowledge of Warehouse QOperations

2 Stock Control =killz

3 Knowledge Warehouse |l Systems

4 Supervizion of Staff

o Profe=s=ional approach on the phone and in face-to-face meetings.

& PC lterate: Micro=oft Excel Qutlook & Word as a minimum



Mule recruitment

e Proportion of spam devoted to mule recruitment shows that this
Is a significant bottleneck

e In 2008/2009 have mainly avoided websites, relying on email
drop boxes instead

e But before that were often using web sites

e Aegis, Lux Capital, Sydney Car Centre, etc, etc
= mixture of real firms and invented ones
= some “fast-flux” hosting involved

e Only the vigilantes are taking these down
= impersonated are clueless and/or unmotivated

e Long-lived sites are even indexed by Google



Mule recruitment site takedown is slow!

“Company” Real Period Sites | | Mean Median
Lux Capital 4 Mar-Apr 07 11 721 1050
Aegis Capital 4 Apr-May 07 11 292 311
Sydney Car Centre X Jun-Aug 07 14 171 170
Harvey Investment v Sep-Oct 07 5 239 171
Cronos Investment X Oct-Nov 07 12 214 200
Waller Truck v Nov-Feb 08 14 237 3
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European Mover Transport, Inc.

... and to our commitment to provide a competitive service, we soon were ahead in the
sector, leaving all the traditional European companies behind. ...
www.svgverhuizingen.com/home_files/actueel.html - Similar pages

Welcome to Royal mail Diplomatic Courier Service.

hanks to our innovative view of courier transport and to our commitment to provide a competitive
service, we soon were ahead in the sector, leaving all the ...
www.royalmaildcl.com/about_us.htm - 12k - Cached - Similar pages

Welcome to Diamond Courier Service.

hanks to our innovative view of courier transport and to our commitment to provide a competitive

service, we soon were ahead in the sector, leaving all the ...

www.d-logistics.org/about_us.htm - 12k - Cached - Similar pages L3

Welcome to On World Courier Service.

hanks to our innovative view of courier transport and to our commitment to provide a competitive
service, we soon were ahead in the sector, leaving all the ...
www.onworldc.com/about_us.htm - 12k - Cached - Similar pages
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:::We offer good protecim® or the seller and the buyer

Privacy Policy. Our Third Party Service takes the privacy of all its users and customers very
seriously, and takes great care with user and customer ...
www.tamuflogistics24.com/thrd_privacy_policy.html - 14k - Cached - Similar pages

We offer good protection, both for the seller and the buyer

Why use our Third Party Agency? Our Third Party Agency protects both buyers and sellers in
online transactions. The buyer is protected because we do not ...
www.crimsonlog.com/thrd_why_use_it.html - 10k - Cached - Similar pages

We offer good protection, both for the seller and the buyer

We protect both the buyer and seller with a simple, 5-step trust process. Protect yourself
with a third party company. Internet fraud costs victims millions ...
www.airline-worldwide-cargo.com/thrd_agency.php - 10k - Cached - Similar pages

We offer good protection, both for the seller and the buyer

We protect both the buyer and seller with a simple, 5-step trust process. Buyers can
inspect merchandise before the seller is paid. ...
www.eurospeed-systems.com/thrd_home.php - 9k - Cached - Similar pages

:Gallery - Gallery

We protect both the buyer and seller with a simple, 5-step trust process .Our Company
reduces the potential risk of fraud by acting as a trusted third party ...

www aircargovfreight.com/gallery.php - 14k - Cached - Similar pages




/- Escrow.com - An established, reputable online service since 1999 - *.indows Internet Explo, ~r ‘THEIZ
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Bl =rPage ¥ :Tools v

@-.x—__;v ‘ £ https:/ /www .escrow .com/index.asp “?

v ‘ﬂ Escrow.com, Inc [US]

w | = Escrow.com - An established, rep... [_|

= ESCROW = Help and FAQ's | Site Map | Home | &

Sacure Online Transactions

SOLUTIONS COMPANY INFO

CONTACT US SUPPORT

Start an Escrow Now!

Escrow.com Protects Online Buyers and Sellers from Fraud

New User?
- For Buyers For Sellers
Register I Receive merchandise before | | Protect yourself fror credit
the Seller is paid, card and payrment fraud, =+  Why use Escrow?
?
Returning User? _ + How does Escrow work?

My email address is -+ How dol pay?

Why can’t | receive emails
from Escrow.com?

(e.g. name@domain.com)

M word s
s 5 Other Frequently Asked
Questions
Sign In =  Security Tips - Please Read
[ Remember me. M
Forgot your password? Information Center

e All Escrow.com web pages
are secure and begin with —

How It Works

Internet fraud costs victims In the News https://

g""'t[’"? of do"arFS ‘f—’tz'?h year. e Never download or open
rotect yourself wi _ .

Escrow.com! We protect e Autos Online - Safely a file or picture from

both the buyer and seller with e OCRegister.com Money: Escrow isn't just for real ST EER e UL

a simple, 5-step trust ostate e Escrow.com does NOT

process. . . . send emails with payment
o Experian: Almost 200,000 Titles Washed So Far this L ‘

Read How It Works. Yezr or shipping instructions.

e Escrow.com does NOT



Fake escrow sites

e Dozen+ sets of sites used for auction scams

e Typically half a dozen victims a week, but profit is the price of a
second-hand car or motorcycle!

e Tracked by “AA419” and taken down by amateur “vigilantes”
= monitored take-downs during Oct-Dec 2007
= 696 sites, 222 hours, 24.5 median

e Have tried (2007) searching for 81 unusual phrases
= average of 9.8 domains/phrase, 2.4 known to AA419

e Many of these phrases still work just as well today
= Websites often claim copyright from 1996, may mean it!
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Home | Bestsellers | Allproducts | FAQ | Contactus * Your cart: $0.00 (0 items)
: : : : i Proceed to Checkout %

Pharma Bonus

Best quality drugs

G | EVI‘T’IEd i c.com ! . _ | Special internet prices
" (€ Dest Oniine Drugstore ' ' b

Fast worldwide shipping

Friendly customer support

Bestsellers
Anti-Acidity

Anti-Allergic/Asthma

Anti-Depressant/Anti-Anxiety 10 x Viagra

100 mg
G 10 % Cialis 30 pills 30 pills.
Anti-Diabetic 20 mg 350 mg 100 mg
Anti-Herpes ORDER HNOW ORDER NOW ORDER NOW
Antibiotics
Searchbyname: ABCDEFEGHIJKLMNOPQRSTIUVWXYZ?2 Search:‘ \@

Blood Pressure/Cholesterol

Dental Whitening Today's Bestsellers

Female Enhancement Viagra Viagra Soft Tabs Cialis Soft Tabs
General Health Our price Our price Our price
$1.79 $1.88 $3.93

Male Enhancement

Men's Health More info 9 Add Lo cart More info e Add Lo cart More info e Add to cart

Pain Relief/Muscle Relaxant

© 00000000000 O *
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Web  Results 1 - 10 of @bout 98,900 for "Eood Pressure/Cholesterol” "Female enhancement” "Dental Whitening" "General Health".

Dental Whitening
If you look at prices for dental whitening in clinics, you will be disappointed. ... See the
complete description of dental whitening kits and tools. ...
gpills.net/dental-whitening/ - 14k - Cached - Similar pages

Reliable Dental Whitening products. Select item and buy now!

Dental Whitening: make your choice! Pills are doctor-approved. ... Blood
Pressure/Cholesterol ... Female Enhancement - General Health ...
www.realhealthcenter.com/category/dental_whitening.html - 109k - Cached - Similar pages

Dental Whitening

... Bestsellers - Blood Pressure/Cholesterol - Body-Building - Dental Whitening - Erectile
Dysfunction - Female Enhancement - General Health - Gums New! ...
www.shopmy.org/dental-whitening-c-137.html - 38k - Cached - Similar pages

Leadmedic. Online Pharmacy. Generic Viagra, Cialis.

... Bestsellers, Blood Pressure/Cholesterol, Body-Building, Dental Whitening, Erectile
Dysfunction, Female Enhancement, General Health, Gums New! ...
leadmedic.com/index.php?cPath=139&0sCsid=j01rs830lj5rig9lbn6n89be70 - 36K -
Cached - Similar pages

Dental Whitening

Blood Pressure/Cholesterol - Body-Building - Dental Whitening. — Professional Plasma
Tooth Whitening Kit ... Female Enhancement - General Health ...
www.onlinepillspro.com/group/dental_whitening.html - 20k - Cached - Similar pages




/- Canadian Pharmacy - Windows Internet Explorer

O© - |Ehty://eddrugs.us/ 9 [5)[x] | Google L

w I.&Canadlan Pharmacy fa - +Page ¥ : Tools v

e —

= Shipping policy

= Monevyback policy
- = Privacy policy
o = Report spam
Wurldmd! = Contact us

To all couniries Approvad By = Home
To all deatinatisns Amearican Drug Administration = Bestsellers

= All products
= FAQ

Pharma™
Checker.com

Faia (et Ol Phad macy'
*#% |ighest Kabing ***

We accept the following
payment methods:

iClick here for details Click bere for details

e ]
V154
 im—

Licensed by The College of Pharmacists of British Columbia.
If you have any questions or concerns you can contact the college at 200-1765 West 8th Ave. Vancouver, BC, Canada V6J 5C6

© Copyright Canadian Pharmacy, 2003-2006. All Rights Reserved.




£ http://eddrugs us/checker3.php

Humsn Services

. . " N Dozpastimiznt of
American Drug Administration 4 Health

CENTER FOR DRUG EVALUATION AND RESEARCH

Approved by

American Drug Administration

eddrugs.us

Company Name: eddrugs.us
Country: Canada

Type of Site: Actual Pharmacy
Year Founded: 2000

Products Sold:
Range of Prescription Drugs: Full Range

Other Pharmacy Products: OTC, V&S, Dx, Pet

Contact Information

LIS e PR Customer Service: Mon-Sun, 24 Hour/day. Pharmacy: M-Fri,

7:30a-11:30p CST, Sat-Sun 8a-6p

CEO/President: Kris Thorkelson
200-1765 West 8th Ave. Vancouver, BC, Canada V6J 5Cé

Done L& & Internet 100%
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Rip-off Report: Canadian Pharmac\y)- Pharmacy Support Group - The ...

T Des .. - M-Fri_L.28e71:30p CST, Sat-Sun 8a-6p. CEO/President: Kris
erracon Place Winnipeg, MB, R2J 4G7 ...
www.ripoffreport.com/reports/0/290/RipOff0290062.htm - 52k - Cached - Similar pages

Web Results 1 - 10 of s Thorkelson" "Sat-Sun 8a-6p". (0.31 seconds)

PharmaChecker.com: Check Ratings and Profiles

Hours of Operation: Customer Service: Mon-Sun, 24 Hour/day. Pharmacy: M-Fri, 7:30a-11:30p
CST, Sat-Sun 8a-6p. CEO/President: Kris Thorkelson ...
www.canadapharmacyline.com/checker1.php - 21k - Cached - Similar pages

PharmaChecker.com: Check Ratings and Profiles

Hours of Operation: Customer Service: Mon-Sun, 24 Hour/day. Pharmacy: M-Fri, 7:30a-11:30p
CST, Sat-Sun 8a-6p. CEO/President: Kris Thorkelson ...
legalpills.org/pharmacychecker.html - 14k - Cached - Similar pages

PharmaChecker.com: Check Ratings and Profiles

Hours of Operation: Customer Service: Mon-Sun, 24 Hour/day. Pharmacy: M-Fri, 7:30a-11:30p
CST, Sat-Sun 8a-6p CEO/President: Kris Thorkelson ...

pillsbot.com/checker1.php - Similar pages
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/- Penis Enlarge Patch Rx - Windows Internet Explorer
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Advanced Laboratories lnc

4

IHDUSTRY LEADER - T i
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- 60% of WOMEnN said they
| were UNhAPPY with their lover's penis size!

How it works B . Introducing the Newest, Safest, and o~
h" : Most Advanced Solution in
FAQuestions IR \‘
Testimanials

Penis Enlargement, Anywhere!
| Order NOWI Does size Matter?

. 100% Guaranteed!
"In a poll conducted by Durex™ Condoms, 67% of women said they were unhappy with their lover's
penis size."

CLICK HERE

for our You now have a truly amazing option for intense and effective penis enlargement: The Penis Enlarge
. : Patch .
Limited Time Offers

Drastically enlarge the penis length and width to sizes previously thought impossible! Gain incredible
girth and mind-blowing length in just a few weeks time!
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Penis Enlarge Patch Rx
You now have a truly amazing option for intense and effective penis enlargement: The
Penis Enlarge Patch . Drastically enlarge the penis length and width to ...

www.otimla.cn/ - 15k - Cached - Similar pages

Penis Enlargement PenisLessons.com - Penis enlargement resources ...

Penis Enhancement | Penile Enlargement - You now have a truly amazing option for intense
and effective penis enlargement. Don't waste your money on ...
www.penislessons.com/links/links.php - 25k - Cached - Similar pages

Penis Enlargement - MavicaNET

You now have a truly amazing option for intense and effective penis enlargement. Don't
waste your money on ineffective and possibly dangerous ...
www.mavicanet.com/directory/eng/33087.html - 71k - Cached - Similar pages

penis enlargement Patch

You now have a truly amazing option for intense and effective penis enlargement: The
Power Enlarge Patch. Drastically enlarge the penis length and width to ...
www.nutricounterusa.com/power_penis_enlargement_patch.htm - 12k - Cached - Similar pages

Power Enlarge Patch

You now have a truly amazing option for intense and effective penis enlargement: The
Power Enlarge Patch. Drastically enlarge the penis length and width to ...

www . virilitypillsvprx.us/penis_enlargement_patch.htm - 8k - Cached - Similar pages




/- Welcome to Our Website-Ainibuy Product Information - Windows Internet Explorer

£ http://www ainibuy .com/product.asp?id=1458

w & |.EWeIc0me to Our Website-Ainibuy ... | | * [ [=Page v i Tools »

290 EUR

e




Nikon D2xs SLR Digital Camera (Body)

Nikon have refined their award winning D2X to create the D2Xs for professional
photographers who want greater flexibility and control over their image ....

Add to Shopping List

Nikon D2XS Digital Camera-Body Only

The D2XS combines the widely acclaimed 12-megapixel CMOS sensor and the
outstanding speed and autofocus performance of its predecessor, with advanced
image ....

Add to Shopping List

Nikon D2XS Digital Camera

12.4 effective megapixel Nikon DX Format CMOS image sensor featuring optimum
image quality and high-speed 4-channel data output Nikon's most advanced image ....
Add to Shopping List

Nikon VBA160AB Nikon D2Xs SLR Digital Camera
VBA160AB - Nikon D2Xs SLR Digital Camera - Digital Camera.
Add to Shopping List

Nikon D2XS Digital Camera Body, Black (Body)

12.4 (effective) megapixel Nikon DX format CMOS Sensor: The CMOS image sensor
provides both high image quality and high-speed performance at up to 5 fps. ....

Add to Shopping List

£2,190.00

Hi-Digital
Yrdrdrdedr 12 seller ratings

£2,349.99

info@premierproductsonlin...

£2,475.98

Bestpricedbrands.co.uk
W iririr 78 seller ratings

£2,571.79

www.techstore.co.uk
Yl irir 46 seller ratings

£2,678.08

Plemix.com



" Consoles Systems
" Toys and Other
" Motorcycles

" Other

Products List
Shopping Sign in
Products Register

Products Search

Transport

Payment Bank

3723 transfer




Televisions

Hotebooks

GPS system

DVD player

Photography

Phones

MP3 MP4

Consoles Systems

Toys and Other

Nikon D70s Digital SL
R Camera Ouftfit with
1870mm

ltem Number: 340200612

Market Price: 240-EUR

Member Price: 160 EUR




180,000 known viruses. Secret spyware.

A&CAfee SitEAdViSOI’" l. International hackers. Online criminals.

Want to add your comments? Log in or Register.

HOME DOWNLOAD ANALYSIS SUPPORT BLOG ABOUT US Look up a site report: | |
hotshopgood.com

We tested this site and didn't find any significant Why buy 3 sepa rate

problems.

Are you the owner of thiz =ite? Leave 3 comment pdeUEtE tﬂ' guard againEt
today’s Internet threats?

oow

1

United States

VirusScan Plus

Antivinus, Firewall & AntiSpywan:

AUTOMATED WEB SAFETY TESTING RESULTS FOR HOTSHOPGOOD.COM

E-MAIL TESTS FOR HOTSHOPGOOD.COM: 7

DOWNLOAD TESTS FOR HOTSHOPGOOD.COM: 2

ONLINE AFFILIATIONS FOR HOTSHOPGOOD.COM: ?
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#
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"71: ONLINE AFFILIATIONS FOR HOTSHOPGOOD.COM: 2|

ANNOYANCES FROM HOTSHOPGOOD.COM: 2|

REVIEWER AND WEEB SITE OWNER COMMENTS

@ USER REVIEW SUMMARY FOR HOTSHOPGOOD.COM 2|

Internet Securlty

@ Bad =hopping experience (1)
Sulte

raer Mow

HOTSHOPGOOD.COM WEEB SITE OWNER COMMENTS [0) 2
Are vou the owner of this site? Add a comment

USER REVIEWS (1) ?/ page 1 of 1
Learn more about our reviewer system.

@ Rating: Bad =hopping experience
User claiming they were robbed here http:/fwww_castlecops.com/p908073- htm#308073

Posted at 03122007 -08:03:16 PM by JeaninMontana, Reviewer , View profile [ Reputation score: 1 /9]



REVIEWER AND WEB SITE OWNER COMMENTS

@ USER REVIEW SUMMARY FOR HOTSHOPGOOD.COM 2|
Questionable behaviors. [Reported]
Feedback from some users indicated this site engaged in one or more questionable activities.

'a-;flJ This site is good (0) Excessive popups (0)

@ Phishing or other scams (1)

This site spams (0)

McAfee
SiteAdvisor” Plus

Adware, spyware, or vses (0) @ Bad shopping experience (1)

Browser exploit (0)

HOTSHOPGOOD.COM WEB SITE OWNER COMMENTS (0) EI

Are you the owner of this site? Add a comment

USER REVIEWS (2) 2 page 1 of 1

Learn more about our reviewer system.

@ Rating: Phishing or other scams

A quick google search on "hotshopgood.com” shows it is listed at Artists Against 419 scams
Registrant Contact:

xiao

zhang zhang [email]fdsfdsf@163.com[/email]

013356767854 fax: 013356767854

pt

pt pujian 361000

cn



Pills, Penises and Photography

e Canadian Pharmacy &c

* hosted on same fast-flux pools as some of the phishing sites. Links
between the gangs remain unclear

» Sites have fake credential pages
" requires some knowledge to see why they are fake

e Google picks up a proportion of these sites, but by no means all
= often fairly long lifetimes (think “months”)

= Lots of variants, but key phrases in common

e Some fake shopping sites, which fool some reputation systems,

though Google searches often show complaints on the first page
= “if it’s too good to be true, it probably isn’t true”



Nation Buildingwide

Ban k © Mation Buildingwide Bank. . All Rightz Rezerved
all content of this zite iz 2ubject to change with the prior notice
to itz u=zers in Europe and Internationalhy.

ABOUT US

Our miz=ion

We azpire to be one of the mo=t admired financial
zervices organigations in the world, recognized as

an innovative, customer-focused company that delivers
supert products and services, ensures excellent careers
for our people and contributes positively to the
1c:ummun'rt're5 in which we live and work. What we'll do

Cur long-term =strategy i= to remain a financial 2ervicez company. We will continue to grow in Europe, and build our
bu=sine== in retail and commercial banking cutzide Europe, with a bias towards Continental Western Europe. We will
develop our 2ervices and products for wealthy customers, and we will build our global buzinez=es, =uch as investment
banking and credit cards.

Our strategy alzo determines the way in which we will achieve our goale. This includes the way we're organised, our
management beliefz and practices, and the way we behave towards our customers and each other.

Foremost among our practices is the uge of a2 management framework that shapes the way in which we make buginess
decizions. and ties all of our olannina and ooerations to the creation of economic value. M

WHO WE ARE WHAT WE DO
About Us Product & Services
Benefitz Private Banking
Structure Corporate Banking
Career &- Banking
Financialz

Fees & Charges Currency Converter User Log-in Dizclaimer Contact Us Back Home



Cater Allen Quick Jump Quick Jump
PRIVATE BANK

/:A

e-banking apply online Money Transfer

E Login to your account
Id Number

E Password

Pin

European Indices
—

DIJEURO | 2504.69 -0.53%
FTSE 4217.4. -0.79%



Cater Allen Quick Jurmp 3
PRIVATE BANK

home about us | services |[customer services news management | feedback contact |enquiry
e ——— ._':_." q t : [ =T | - E
& S— =— 1 - - - - I |

o~

e-banking apply online Money Transfer

Contact

Our Customer Service team is at your disposal to attend to all your v
gueries and give you any further information that you may need.

e Send us your application directly via the Internet and we will
contact you as soon as possible.

e If you wish, you can also contact our professional team by calling the following
telephone numbers:

CATER ALLEN PRIVATE BANK, Head Office.

GRAFTON GATE 150 SILBURY BOULEVARD,

EAST MILTON KEYNES, LONDON, MK9 1LT UNITED KINGDOM.
PHONE: +447005930945



Cater Allen

PRIVATE BANK

you are here: Home / Contact Us PART OF THE SANTANDER GROUP

The specialist bank with the personal touch

Home Page .
Why Cater Allen

Private Banking

Business Banking

Specialist Banking
Structured Products Contact Us

Professional Advisers

- New Customers
Services

If you would like to find out more about Cater Allen and what we can offer you, please call us on:
Interest Rates

Freephone 0800 092 3300

Literature and Downloads Outside the UK+44 114 228 2407

Standards and Regulations )
Lines are open 7.00a.m. — 11.00p.m. 7 days a week

News and Press Releases

» Contact Us

You can also write to us at:

New Customers Client Team

Cater Allen Private Bank

Existing Customers Abbey House

Professional Advisers 9 Nelson Street
Bradford
To Request Stationery BD1 5AN

Request a Call Back
If vou call us from outside the UK, normal international call charges will apply.
Request Internet Banking

Media Contacts |



Fake banks

e These are not “phishing”
= SO no-one takes them down, apart from the vigilantes

e Pattern of repeated phrases/addresses on each new site

* s0 googling finds more examples
= sometimes old links left in (hand-edited!)

e Sometimes part of a “419” scheme
= hard to put dictator’s $millions in a real account!

e Or sometimes part of a lottery scam
= your winnings are deposited in an interest bearing account...
= ... unfortunately you have to pay for opening it!



[Blog]

[ Rate Us ]

[ Detailed Deposits Statistics ]
[ Detailed Payouts Statistics ]
[ TOP Investors Statistics ]

[ TOP Referrers Statistics ]

Total active users

Total dennsits

118
374

Create Accou nt
Create Account (S5L)

&Logtn*

Logm (SSkis

Latest news

April 28_2009 12:03:11am

Update: referrers statistics has new features now.

April 27, 2009 04:36:01am
Update: new orange banners (728x90, 160x600) were added.

April 23, 2009 04.24.08&im1
GearsOfProfit project is now officially opened.

Introduction

Welcome to GearsOfProfit project. We are team of experienced Forex traders, market analysts and technicians specialists. Our
financial specialists are successfully working on Forex market since 2005. Today we decided to extend our business by opening this
project on the Net. Our aim is a cooperation with every new member willing to use Forex market to provide extra income. We offer you
flexible investment's plans, friendly support, extra bonuses and other unique offers which will be available after your registration.

General information

1. Secured dedicated server with powerful DDoS protsction by BlackLotus.net (see verification seal in bottom).
2. SSL cryptographic protocol for secured data transmission.

3. Secured site script X-HYIP v4.0 JS Edition with Extra protection of users accounts.

4. F.A.Q.: What is dedicated server? What is DDoS protection? What is SSL cryptographic protocol?

Deposits

1. Minimum amount of each deposit is $5.
2. Maximum amount of each deposit is $700 and maximum amount of all deposits is $3000.
3. You can make as many deposits as you wish. You can use different e-currencies for your deposits.



Plan Bronze Plan Silver Plan Gold

103 after 1 day(s) 108 after 2 day(s) 114 after 3 day(s)
Mimimum amount, US$ 5 Mimimum amount, US$ 5 Mimimum amount, US$ 5
Maximum amount, US$ 100 Maximum amount, US$ 100 Maximum amount, US$ 100
Payout fee, % 0.00 Payout fee, % 0.00 Payout fee, % 0.00
Extra bonus, % 0.00 Extra bonus, % 0.00 Extra bonus, % 0.00
Principal included yes Principal included yes Principal included yes
Compound no Compound no Compound no
Deposit calculator E Deposit calculator =] Deposit calculator =]

Advertisement area and other ratings

EVO NEWS

WEEOWALLET™ Wi Reviewed by
wrw. gvowallet.com money - news
YOLRE WAITET online.com Place your 120x120, 125x125 or

Place your text AD here only for

468x60 banner AD here only for
- $10/week $20/week
mggif:';gfar'ﬂgnu - I Reviewed by Money-News-Online.com
worldwide

Evowallet.com! Your Global Online
Payment Solution!



Home - FAQ - Rules - Sign up - Login - Support . Rate Us

OnlineForexBank.com
— Wy

"o Member Login
Username: |

Password:

64249

e

Started Apr 18, 2009

Running days 11

Total accounts 58

Active accounts 47

T o ¥ 5,945.00 Pukuotukas Apr-28-2009 04:16:44 PM

[RRarpserosstad Ll Kryptonite Apr-28-2009 04:16:35 PM

Total withdraw $8.21 )

Visitors online 4 HyipBlog Apr-28-2009 04:16:34 PM

e e i 0 fox-monitor.com  Apr-28-2009 04:16:12 PM

Newest Member wert bbs24 Apr-28-2009 04:16:03 PM

Last update Apr 29, 2009 ruspars3 Apr-28-2009 04:15:44 PM
m Messi Apr-28-2009 04:15:27 PM

0IGO09 Apr-28-2009 04:15:10 PM

Bigprofit Apr-28-2009 04:15:09 PM

-




Post-modern Ponzi schemes

e High Yield Investment Program (HYIP)
= propose returns of x% per DAY

e Basically Ponzi (pyramid) schemes that pay initial investors
from newly joined mugs

e Often splash out for HTTPS certificates !
e Now some are up-front about Ponzi nature
e Reputation sites document their status

e There are a LOT of them, but little studied



E-cabotage new

Our Rating:

Our Invetment: $10.00
Payout Ratio: 0%
|

Program Details

Last Paid:Apr-28,2009

Stableinterest new

Our Rating:

Our Invetment: $60.00
Payout Ratio: 0%
|

Program Details

Last Paid: Apr-27,2009

xagaenterprise new

Our Rating:

Our Invetment: $20.00
i’ayout Ratio: 3%

Program Details

Last Paid:Apr-25,2009

.. Payout Statistics

Status: Waiting

User Votes: 0.0 - 0 votes
Minimal Spend: $10
Maximal Spend: No limit
Referral: No

Withdrawal: Manual

:: Payout Statistics ;.. Vote Now ::

Status: Paying

User Votes: 0.0 - 0 votes
Minimal Spend: $10
Maximal Spend: No limit
Referral: No

Withdrawal: Manual

:: Payout Statistics ;.. Vote Now ::

Status: Paying

User Votes: 30.0 - 3 votes
Minimal Spend: %1
Maximal Spend: $100,000

Referral: 5%
Withdrawal: Manual

Added:Apr 28th, 2009

Support:
1.809%p for 80 days

2.40% daily for 80 days

Get Monitor Button

Join E-cabotage

Added:Apr 27th, 2009

Support:

36.00% / 30 days
102.00% / 60 days
264.00% / 120 days

500.00% / 200 days
o A Liberty
i snrve

Get Monitor Button

Join Stableinterest

Added:Apr 22nd, 2009

1.1% dail

Support:

::View Votes:: Vote Now :: Get Monitor Button

Join xagaenterprise

sasfund.com



Xinvestgroup Status: Paying Added:Feb 20th, 2009

Our Rating: User Votes: 85.0 - 10 votes Support:
Our Invetment: $20.00 Minimal Spend: $1 115%b after 1 day
Payout Ratio: 119%b Maximal Spend: No limit 150%b after 2 days
I Referral: 5% 200% after 4 days
i - Lib ~eralel
Withdrawal: Manual ﬁé;ﬂm m (2 F';','r”'f,‘_

Payout Statistics ::View Votes:: Vote Now :: Get Monitor Button
Last Paid:Apr-23,2009 Join Xinvestgroup

=~
W

s 496 S) ol

Very Good Good Bad Verv Bad
v Ba
9 votes 0 votes 0 votes 1 votes
User Host User E-Mail Date
02.182.49.xxx xxxxx@falkon.ru Apr 28th, 2009 12:42 PM

5! Does not pay from 21.04.09

i,

60.50.218.xxx xxxxx@gmail.com Apr 23rd, 2009 07:07 AM
= Paid to sasfund.com $0.2 and Ranked 2009-4-23,Thanks Admin!
00.50.218.xxx xxxxx@gmail.com Apr 16th, 2009 04:08 AM

! Paid to sasfund.com $0.2 and Ranked 2009-4-16,Thanks Admin!

i

60.50.218.xxx xxxxx@gmail.com Apr 9th, 2009 03:12 AM

! Paid to sasfund.com $0.2 and Ranked 2009-4-9,Thanks Admin!

i,

00.50.218.xxx xxxxx@gmail.com Apr 6th, 2009 03:46 AM

! Paid to sasfund.com $0.4 and Ranked 2009-4-6,Thanks Admin!

i,

60.50.218.xxx Xxxxx@gmail.com Mar 31st, 2009 08:49 AM

5! Paid to sasfund.com $0.2 and Ranked 2009-3-31,Thanks Admin!



Web Images Maps News Video Mail more v Sign in

GO L)S [e "exempt fropastk

bout 5,160 for "exg

o " Advanced Search
securities act of 1933 ‘ Search | o o oe

Web Results 1 - 10 oRa pt from the US securities act of 1933". (0.08 seconds)

Groups Discussing securities act ol 1933 | Yahoo! Groups

The opportunities listed on this page are exempt from the U.S. Securities Act of 1933, the
U.S. Securities Exchange Act of 1934, the U.S. Investment Company ...
groups.yahoo.com/phrase/securities-act-of-1933 - 24k - Cached - Similar pages

If you have money to throw away: "exempt from the U.S. Securities ...

Who'd have known "exempt from the U.S. Securities Act of 1933" is code for "let us steal all
your money." permalink; parent; replycancel ...
www.reddit.com/r/reddit.com/comments/67xyi/if_you_have_money_to_
throw_away_exempt_from_the/ - 33k - Cached - Similar pages

WEBER FUND

As a private transaction, this program is exempt from the US Securities Act of 1933, the US
Securities Exchange Act of 1934 and the US Investment Company ...
weberfund.com/terms.php - 10k - Cached - Similar pages

BEST-INVEST.US

As a private transaction, this program is exempt from the US Securities Act of 1933, the US
Securities Exchange Act of 1934 and the US Investment Company ...
best-invest.us/content.php?a=rules - 11k - Cached - Similar pages

CashLinkPromo ~ Your Best Partner

As a private transaction, this program is exempt from the US Securities Act of 1933, the US
Securities Exchange Act of 1934 and the US Investment Company ...
www.cashlinkpromo.com/terms.php - 8k - Cached - Similar pages
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EUROPEAN"*"HUMAN
RIGHTS CENTRE

Home Who we are Events | Members | Sections | Conventions

Today is time to Live Free!
Weblinks WELCOME TO THE

Why Jaoin ?
Membership Appication European Human Rights

Contact
Find jobs H Hu man s CEI’ItI’E

To sign up, enter your email R i g h l' S
address: The European Human Rights Centre (EHRC) represents over 100

| | go! | non-governmental and other not-for-profit organisations interested
in the promotion of Human Rights throughout Europe and beyond.

Visit EHRC websites for more information on EHRC and its activities.

The purpose of the Centre is to confribute to the general
advancement of the human rights research by promating
cooperation in Europe between organisation and goverment
offidals, and by collaborating with similar assodations throughout
the world.

Home : Who we are : Find jobs : Members : Sections @ Conventions
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EUROPEAN"*"HUMAN
RIGHTS CENTRE

Today is time to Live Free!
Weblinks
Why Join ?

Membership Application
Contact
Find jobs

Who we are

Home | Who we are Events |

To sign up, enter your email
address:

| | go! |

Our Mission Statement

Human Rights First believes that building respect for human rights and the rule of law will help ensure the dignity
to which every individual is entiled and will stem tyranny, extremism, intolerance, and wviolence.

Human Rights First protects people at risk: refugees who flee persecution, victims of crimes against humanity or
aother mass human rights violations, victims of discrimination, those whose rights are eroded in the name of
national security, and human rights advocates who are targeted for defending the rights of others. These groups
are often the first vicims of sodetal instability and breakdown; their treatment is a harbinger of wider-scale
repression. Human Rights First works to prevent violations against these groups and to seek justice and
accountability for violations against them.

Human Rights First is practical and effective. We advocate for change at the highest levels of national and
international policymaking. We seek justice through the courts. We raise awareness and understanding through
the media. We build coalitions among those with divergent views. And we mobilize people to act,

Human Rights Arst s & nonoroitt, nonoarisan mntemnmabonal iuman nghis organization based in Strasbourg

[x] | [xl [x]

Home : Who we are : Find jobs : Members : Sections : Conventions




{__ human rights first

PROGR AM W ||

ABOUT US W ||

About Us

CORMTRIBUTE || MEDIA ROOM W ||

SEARCH

Job Openings

Director of Communications

Deputy to the Washington
Director

Senior Associate Human
Rights Defenders Program

Fellowships

New York Internship
Program

Washington DC Internship
at Human Rights First

Volunteer Corps Program

Learn About Our
Work

MNewsletters from HRF
Crimes Against Humanity
Fighting Discrimination
Human Rights Defenders
Law and Security

Refugee Protection

Qur Mission

Human Rights First believes that building
respect for human rights and the rule of law
will help ensure the dignity to which every
individual 15 entitled and will stem tyranny,
extremism, intolerance, and violence.

Human Rights First protects people at risk:
refugees who flee persecution, victims of
crimes against humanity or other mass human
rights violations, vickims of discimination,
those whose rights are eroded in the name of
national security, and human nights advocates
who are targeted for defending the rights of
others. These groups are often the first vicims
of societal instability and breakdown; their
treatment is a harbinger of wider-scale
repression. Human Rights First works to
prevent violations against these groups and
to seek justice and accountability for violations
against them.

Human Rights First is practical and effective.
We advocate for change at the highest levels
of national and international policymaking. We
seek justice through the courts. We raise
awareness and understanding through the
media. We build coalitions among those with
divergent views. And we mobilize people to
act.

Join 32,532
Americans for
Human Rights

ADD
YOUR

NAME

Primetime >
TORTLURE
b=

WATCH >>
Qur two minute
Fi '

Right

Subscribe to
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Reservation Agent Jobs

&EHRCWEB.URG!JUBS Home | Links | Contact Us | Press | Post a job | Bookmark
E find a better job Search jobs:

Jobs - in your area Dutstanding IT sales jobs Google London Sales

Amazing Reservation Agent Job Thousands of Jobs in your area Direct from top tech firms: HP, Experience in consulting? Apply

Opportunities Available. &pply - all on 1 Job Microsoft, Symantec, Webeax, to join our sales management
MNow vaew, 11ob.co.uk Gartner team!
Leisurelobs.co.uk/ReservationA voeori. I Tsalesjobs.com warvi.google.co.uk

Ads by Google
Ads e Accounting Jobs Accounting Position Accounting Recruiters Accounting Recruiting

Home | [%] Accounting & Finance

Ads by Google

Finance .Jobs
Free Recruitment Trial
Package! Unlimited Job

Posting. Enguire Here
www. OnJobs. co. uk/RecruitCnlin

Find accounting jobs
Search for Accounts Jobs
Free emails about

Accounts Jobs
www.allthetopbananas. com

Let Jobs Find You

Leave your details for
employers to contact you -
All industries

Latest jobs Results: 1-30 of 12519

=ETCORAES - « First |1 | 2 2 |4 |5 & = Last =

Tax Exp'd Associate
Job Description

Appl

The Birmingham Tax practice delivers high-guality tax consulting and updated (ﬂ%f
compliance semrvices for businesses in a wide range of industries including
consumer and industrial products, pharm... Read Mare
Country: USA, Location: AL Birmingham
Payroll Supervisor
Fosition Type: Temporary

- . . . Apply
Alocal Birmingham company would like to add a Payroll Supervisor to its updated (22)

staff. The ideal person will have strong organizational, interpersaonal and
communication skills. Du... Read More
Country: USA, Location: AL Birmingham



Fake Institution

e Sends spam hoping for links to website

e Site has new graphics and layout, but stolen content (lightly)
edited for new context

e Point of site seems to be the job adverts
e Ads are by Google!

e A handful of similar sites known to exist...

= owner appears to be “Nichifor Valentin” from Tulcea in Romania
(cyberdomino.com)

e Has fooled many of the major universities of the world!



A

Let Jobs Find You
Leave your details for

employers to contact you - All

industries
vawewi.reversejobs.co.uk

Ads 4]

& EFBFWEB.ORG/JOBS
s, find a better job

Jobs

Search jobs:

How i earn £14,577 a week Sales Management Jobs
working from home, this online Lead Google's growing sales
business guarantees £14k 3 team in London. Submit your
waak CV today!
vwovi,earncashathome.co.uk vavewi.google.co.uk

Jobs in Sparis Fart Time Jobs

Home | Links | Contact Us | Press | Post a job | Bookmark

Axon - Jobs
Global opportunities Axon's
latest jobs - apply now.
wwaaxonglobal.com

Ads by Google

Fetail Employment

Home :* Accounting & Auditing

Ads by Google

Axon - Jobs
Global opportunities
Axon's latest jobs - apply

now.
www. axcnglobal .com

Find accounting jobs
Search for Accounts Jobs
Free emails about

Accounts Jobs
www.allthetopbananas. com

Google Sales Manager
Jobs

Strong sales experience?
Lead our growing London
sales team. Apply!

Latest jobs

Results: 1-30 of 18817

EXEEEEN <<t 1 2 3 4 5 6 > Last»

Financial Consulting Manager ( Healthcare )

Job Description:

Plante & Moran, PLLC, the 11th largest accounting and management
consulting firm in the nation is proud to be recognized as "One of Fortune
Magazine's Top 100 Companies to Work forin... Read More

Country: USA, Location: OH Toledo

Payroll/Accounting Specialist

First Solar, a high-energy, rapidly growing developer and manufacturer of thin
film Photovoltaic (PY) technology in solar modules is seeking a driven, results
ariented PayrolliAccounting Specialistto... Read Maore

Country: USA, Location: OH Perrysburg

Director Financial Reporting
If you have extensive experience in external reporting with an international

corparation, you should explore your potential with this Fortune 500
Crmd Mara

imtarmatiam sl Fesmfachiorar e bt Diirnestor oF C

updated

updated

updated

Apply
(40)

Apply
(22)

Apply
(5)
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EUROFPEAN FEDEHAT'“‘H OF

BIOPHYSICS
W ¥

Home | Who we are Events | Members | Sections | Technology

Weblinks s WELCOME TO THE

Why Join ?

Membership Application Eurupean FEdEI'EtiU“ Uf

Contact

; : Biophysics
To sign up, enter your email BBiophysIcs ' p V

address:

| |gn!| RESE‘“'Ch

«. The European Federation of Biophysics (EFBF) represents over 100
" non-governmental and other not-for-profit organisations interested
in the promotion of Biophysics throughout Europe and beyand.

Visit EFBF websites for more information on EFBF and its activities.

. The purpose of the Federation is to contribute to the general

" advancement of the sdence of biophysics research by promoting
cooperation in Europe between sdentific and technical societies and
associations devated to these areas of activity and by collaborating
with similar assodations throughout the world.

Home : Who we are : Events : Members : Sections | MNews




/~ Cambridge Journals Online - Quarterly Reviews of Biophysics - Windows Internet Explorer

—_—
@ o * || httpejjournals. cambridge, orgactionfdisplay Journal?jid=CQRE Wy | X 2~
W, T S *r
WG |38 - | @& | Cambridg... |@EFEF |"|:|r|:|m|:|te the ... |||J[|] EFEIF'-.-".-'EEI.nrg...| | i - B - [=rPage ~ G Tools -
”~
CAMBRIDGE JOURMNALS Quick search: Search |

Advanced search | CrossRef search

Home = Quarterly Reviews of Biophysics

Cite search: | Journals b
Trinity Hall Author Yeaar
University of Cambridge Centre of International Studies, vol . o Find |
Pendlebury Library of Music, University of Cambridge olume SSUE 2ge
Department of Pathology, Faculty of Classics, University of

Cambridge more...

Home | About Us | News | Contact Us | Help | FAQ | B | For Authors | For Societies | For Librarians

Reqgister now
Guest

Quarterly Reviews of Biophysics

Username

Zambridge University Press _ ;

and the Journal of Fluid 2006 Volume 39 Top 10 most-read articles
Mechanics are delighted to Frewvious month

announce the launch of the Issue 01 February 2006 pp1-116 _ X

The Batchelor Prize Prewvious 12 months
sponsored by Journal of I=s=ue 02 May 2006 pp 117 - 201

Fluid Mechanics. Click Issue 03 August 2006 pp 203 - 324 Related links
here for further

information. Issue D4 November 2006 pp 325 - 396 Internatin_:lnal l._,lnicln qf Pure

Show back volumes

European Federation of
Biophysics

C10 now includes:

180,105 articles from 269 View articles by type | Select Type b



& Link exchange proposal

From: Abbie Richardson <abbie richardson@berlin-archive.com=> Date: Sun, 5 Apr 2009 21:06:31
To:
Hi A

My name 1is Abbie Richardson. I've just visited your website

and I was wondering if you'd be interested in exchanging links with my
website. I can offer you a home page link back from my Business and
Payroll website which is _hup: |//wWW.berlin-archive.com/ With page rank
5.

As mentioned, your link would be placeld on the site home page, not on
any "links"” pages which may be buried in the site somewhere. I'm sure
this exchange would be benefitial for both of our sites, helping
towards increasing our visibility in search engines.

If you are interested,please add the following information to your
website and kindly let me know when it's ready. I'll do the same for
you in less than 24 hours, otherwise you can delete my link from your
site.

Title: Payroll Software

URL: _hitp: |/ /WKW .Kcsplc.com
Description: KCS Rightsource provides integrated HR and Payroll
Software to mid sized UK businesses. e

£ ¥

Owner: [richard ¥ |Access: ‘puhli(, ¥ | Tags... no tags




Link spammers

e Low volume spam sent
= if you have a high page-rank you’ll be targeted
= googling usually finds a few examples, but not many

e Site to be linked to is generally “Made for AdSense”
= They make money from people clicking on adverts
= They attract people by having a high page rank
= Your link to them increases their page rank!

= Content of websites is somewhat variable
= may be stolen content
= may be translated content

= may be ezinearticles
— content for filling up your blog/website
— terms of service say you must provide a source credit



Comparing take-down times

e Defamation — believed to be quick (days)

e Copyright violation — also prompt(ish)
= experimentally “days”
= albeit with prompting, suggesting perseverance matters

e Fake escrow agents
= average 9 days, median 1 day
= note that AA419 aware of around 25% of sites

e Mule recruitment sites (Sydney Car Center etc)
= average 13 days, median 8 days
= doesn’t attack any particular bank, so they ignore the issue
= Slower than escrow sites (vigilantes more motivated ?)

e Fake pharmacies
= No vigilante groups — so lifetime is —~2 months



Child sexual abuse images (CAl)

e Provided with anonymised data by IWF
= Jan—Dec 2007 there were 2585 different domains
= ignoring 8 (free-web?) domains with =100 reports

e Computed initial take-down time (ignored recompromise)
= mean 21 days, median 11 days

e |f include sites with no removal at all
= mean 30 days (and growing), median 12 days

e Fast in UK : IWF checks with police and then contacts the ISP
= put “not authorised” to act internationally
= passes data via UK police to foreign forces
» also pass to another INHOPE member

e Confusion of aims (removal/catch criminals)



. Fake Pills Fake Fake Link
Phishing _ :
Escrow Penis &c Bank Institute exchange
Number
thousands dozens dozens handful few dozens
per month
Trying es no no no no no
to hide? | ~
Self-similar yes yes yes a bit yes no
banks & . _ i
Removal vigilantes vigilantes vigilantes no no
experts
Adverts no no no no yes yes




Evil on the Internet

BLOG: http://www.lightbluetouchpaper.org/

http://www.cl .cam.ac.uk/~rncl/

Computer Laboratory



