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Trading on reputation?

• Phishing
• Mule Recruitment
• Fake Escrow Sites
• Pills, Penises and Photography
• Post-modern Ponzi
• The European Human Rights Centre
• Privila Inc



Types of phishing website

• Misleading domain name
http://www.banckname.com/
http://www.bankname.xtrasecuresite.com/

• Insecure end user
http://www.example.com/~user/www.bankname.com/

• Insecure machine
http://www.example.com/bankname/login/
http://49320.0401/bankname/login/

• Free web hosting
http://www.bank.com.freespacesitename.com/



• Compromised machines run a proxy
• Domains do not infringe trademarks

– name servers usually done in similar style
• Distinctive URL style

http://session9999.bank.com.lof80.info/signon/

• Some usage of “fast-flux” from Feb’07 onwards
– viz: resolving to 5 (or 10…) IP addresses at once

Rock-phish is different!
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Free web-hosting take-down data

18.132.8  155doramail

  6.923.8  174yahoo.com

16.833.81253pochta.ru

38.253.1  254by.ru

18.852.4  159alice.it

medianmean# sitesSite lifetime
(in hours)

BUT: almost all sites (except on Yahoo!) were
eBay (65 hour average; this is 1/3 of their total)







Mule recruitment

• Proportion of spam devoted to recruitment
shows that this is a significant bottleneck

• Aegis, Lux Capital, Sydney Car Centre, etc, etc
– mixture of real firms and invented ones
– some “fast-flux” hosting involved

• Only the vigilantes are taking these down
– impersonated are clueless and/or unmotivated

• Long-lived sites usually indexed by Google







Fake escrow sites

• Large number (a dozen or so) of sets of fake
escrow sites used for auction scams

• Tracked by “AA419” and taken down by
amateur “vigilantes”

• We are tracking the speed of removal to
indicate contribution being made by
financial institutions























Pills, Penises and Photography

• Canadian Pharmacy &c
– hosted on same fast-flux pools as some of the

phishing sites. Links remain unclear
• Google picking up a proportion of these

sites, but by no means all
• Some fake shopping sites, which fool some

reputation systems, though Google searches
show complaints on the first page.







Fake banks

• These are not “phishing”
– but note well that there’s no-one to take them

down, apart from the vigilantes
• Usual pattern of repeated phrases on each

new site, so googling finds more examples
– sometimes old links left in (hand-edited!)

• Often a part of a “419” scheme
– inconvenient to show existence of dictator’s

$millions in a real bank account!



www.paramountvista.com



Post-modern Ponzi schemes

• High Yield Investment Program (HYIP)
– propose returns of x% per DAY

• Basically Ponzi (pyramid) schemes that pay
initial investors from newly joined mugs

• Often splash out for HTTPS certificates !
• Now some are up-front about Ponzi nature
• Reputation sites document their status



















Fake Institution

• Sends spam hoping for links to website
• Site has new graphics and layout, but stolen

content (lightly) edited for new context
• Point of site seems to be the job adverts
• Ads are by Google!
• A handful of similar sites known to exist…

– owner appears to be “Nichifor Valentin” from
Tulcea in Romania  (cyberdomino.com)















Privila Inc

• Purchasing abandoned domain names
– creating content to match the domain
– avoiding cross-linking etc so “pukka”

• Using interns to create content
– college kids who want a “journalism” CV
– much is at the High School term paper level /

• Now have over 100 authors, over 250 sites
and a LOT of Google Ads – which are in
many cases the main value of the site /



yesyesnonononoAdverts

nonovigilantesvigilantesvigilantesbanks &
experts

Removal

noyesno?yesyesyesSelf-
similar

nononono?noyesTrying
to hide?

dozensfewhandfuldozensdozensthousandsNumber
per month

Privila
Inc

Fake
Institute

Fake
Bank

Pills
Penis &c

Fake
Escrow

Phishing 



Our research questions

• How do we fix the incentives to prevent
phishing from being so effective ?

• What algorithms can detect reputation traders,
and other covert communities?

• Can community reputation sites make a long-
term contribution?

• Is advertising distorting the web?
• What other cool things are there at the boundary

of technology and economics?
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