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Types of phishing website

Misleading domain name

http://www.banckname.com/

http://www.bankname.xtrasecuresite.com/

Insecure end user

http://www.example.com/~user/www.bankname.com/

Insecure machine

http://www.example.com/bankname/login/
http://49320.0401/bankname/login/

Free web hosting

http://www.bank.com. freespacesitename.com/



Rock-phish 1s difterent!

e Compromised machines run a proxy

 Domains do not infringe trademarks

— name servers usually done in similar style

e Distinctive URL style

http://session9999 |bank.com|10£f80.info/signon/

e Some usage of “fast-flux from Feb’07 onwards

— viz: resolving to 5 (or 10...) IP addresses at once



Phishing website # sites Mean Median
lifetimes (hours) (8 weeks)  lifetime lifetime

Non-rock 1695 62 20
Rock-p}ush 471 05 55
domains
Rock-phish
IP addresses 125 b= 20
Fast-flux ro.ck-phlsh 79 259 114
domains

Fast-flux rock-phish

IP addresses 4287 139 s



Free web-hosting take-down data

Site lifetime

(in hours) # sites mean median
yahoo.com 174 23.8 6.9
doramail 155 32.8 18.1
pochta.ru 1253 33.8 16.8
alice.it 159 52.4 18.8
by.ru 254 53.1 38.2

BUT: almost all sites (except on Yahoo!) were
eBay (65 hour average; this 1s 1/3 of their total)



Sydney Car Centre
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|Uacancies...... S e i e Finanee

Warranty

Company

EMGIMEERING MAMAGER 5
Vacancies

Job description: Email

As an Engineering Manager you will be responsible for managing a portfolio of car maintenance
contracts, maximizing customer satisfaction, and ensuring delivery of quality services while achieving
set goals through effective management & coordination of personnel, equipment & facility resources,
and employee training & development.

Primary responsibilities;

Fesponsible for ensuring delivery of quality services and customer satisfaction;

Develop long-term relationships with clients to ensure open-line of communication;
Schedule car breakdown crews and conduct inspections to evaluate services performed;
Responsible for monitoring operation expenses. Review financial reports & seek avenues to
improve the branch's bottom ling;

« [evelop and coordinate plans for the efficient use of personnel and resources.

Requirements:

Experience with Windows, MS Office, Unix, SCL;

Engineering Management System experience and understanding of basic netwarking;
Excellent Customer Service skills;

Assistin diagnosing and resolving car condition;

Must be a good problem solver and have excellent written and oral communication skills;
Excellent interpersonal skills and the ability to work as a unified team member.



REGIONAL ASSISTANT

Job description:

Aregional assistant is a part time position, which will require only about 1-2 free hours a day from
you. You will be responsible for dealing with the payments for the orders from our regional
customers and fastening the process of payment delivery to the suppliers by means of Western
LInion. The peculiarity of the position is that your principal salary will be coming out of the fee that you
get from each payment you dealt with (MNet 10%).

Primary responsibilities:

Make calculations regam
Withdraw the funds ja

Inform the head officCE™me perrtent received and dealt with at the earliest
convenience.

Reguirements:

Availability of a bank account;
Excellent communication skills;
Computer literacy,

Excellent calculation skills;
Industrious & goal-oriented.




Mule recruitment

Proportion of spam devoted to recruitment
shows that this 1s a significant bottleneck

Aegis, Lux Capital, Sydney Car Centre, etc, etc
— mixture of real firms and invented ones

— some “fast-flux’ hosting involved

Only the vigilantes are taking these down

— impersonated are clueless and/or unmotivated

Long-lived sites usually indexed by Google



COMPANY ' HOW IT WORKS | WHY USEIT? | FEES

9 Dherview

How do we protect you 7

Internet fraud costs victims milions of dollars purchase price,

Read more

Buymmmq:admﬁancﬁseh&nre&e
seller i paid.

Sellers ship the merchandiss only if =
autotrans guarantess paymeant.

= What we offer

Secure Transaction

Tmnsl W:rH Mﬁwﬁm third ® Customer service 7 days a week
party to protect the Buyer and Saller, # Online administrator 24 hiday

® Providing faster payment for onfine
tranzactions

* ‘We welcome international

d Aaspy

Trans World Delivery protects buyers and sellers from
fraud, The lowest exchangs rates availsble,
Exchange service fees as low as 0,709 of the

Start a secure Transaction

Enter vour tracking number below:

Lookup |



Web |mages Video News Maps Mail more v

GO LJSle i"We protect both the buyer and seller with a sir| | Search | St S

Web Results 1 - 10 of@bout 198 for e protect both the buyer i

Crapat Desec - Internet Escrow Service

We protect both the buyer and seller with a simple, 5-step trust process. Read how it
works.. More Information. Learn how the Escrow process works in our ...
www_crapat-desec.co.uk/ - 18k - Cached - Similar pages

BestAuto International INC - Internet Escrow Service

Protect yourself with BestAuto International INC | We protect both the buyer and seller
with a simple, 5-step trust process. Read how it works. ...

www_bestauto-international .com/fag.php - 28k - Cached - Similar pages

We offer good protection, both for the seller and the buyer

We protect both the buyer and seller with a simple, 5-step trust process. Buyers can
inspect merchandise before the seller is paid. ...

customer-electronics.com/thrd_home_php - 9k - Cached - Similar pages

Auto Sell Web - Your worldwide escrow agent

\We protect both the buyer and seller with a simple, 5step trust process. Solid Partners.
Auto Sell Web Escrow Senices financially secures your cross ...

www _auto-sell-web_com/ - 14k - Cached - Similar pages

Escrow.com: Vehicle Services

We protect both the buyer and seller with a simple, 5-step trust process. The Buyer can
inspect the motor vehicle before the Seller i1s paid. ...

www . escrow com'solutionsivehiclefindex asp - 16k - Cached - Similar pages

Escrow com
Protect yourseligfith Escrow com! We protect both the buyer and seller with a simple, 5-
process. Read How [t Wu:rrl{s How Much Does It Cost? ...

] LTt = i 1




Fake escrow sites

e Large number (a dozen or so) of sets of fake
escrow sites used for auction scams

e Tracked by “AA419” and taken down by
amateur “‘vigilantes”

* We are tracking the speed of removal to
indicate contribution being made by
financial institutions



B Your cart: $0.00 (0 iterns)
8 Proceed to Checkout »

&

Home = Bestsellers = Allproducts & FAQ  Contactus

Pharma domes

Canadian @ Pharmacy

#1 Internet Online Drugstore

i+ Bestsellers

Anti-Acidity

10 x Viagra

100 mg
10 x Cialis
20 mg

ORDER NOW

Anti-Allergic/ssthma ¥

Anti-Depressant/Anti-Anxiety

e o

30 pills
350 mg

30 pills
100 mg

ORDER NOW

Anti-Herpes

Searchbyname: ABCDEFGSGHIJELMNOFQRBESTUY WXYZ ; Search:| |@

]

~ © AntiDiabetic
°
]

Antibiotics

Blood Pressure/Cholesterol

Cialis Soft Tabs

CQur price

Men's Health $3.93

-]
© GeneralHeath Viagra Viagra Soft Tabs
0 S i L our price our price .
R ‘ $1.79 - $1.88
0 Pain ReliefMuscle Relaxant

Weight Loss More info @ Add o cart : More info @ Kkl st i More info @ Add to cart

Women's Health

1]
L+

Cialis

- —_— : Viagra Jelly | Levitra
Wcﬁi;m Our price i l"‘mﬁ}ll Our price : . Our price




Web Images WVideo Mews Maps Maill more »

GO L)g le "blood pressure/chalesterol” "Licensed by The | Search w

Web Results 1 - 10 of Foout 23,700 for "hy

pressure/cholesterol” "Licensed by The

Canadian Pharmacy

Blood Pressure/Cholesterol - Tricor Ismo Imdur Trandate Liv.52 Lasix Vasodilan Vasotec ....
Licensed by The College of Pharmacists of British Columbia. ...

antoncool freehostia.com/viagral?_html - 45k - Cached - Similar pages

Canadian Pharmacy

Blood Pressure/Cholesterol. Coreg. Coreg. This medication is an alpha- and beta-
blocker .... Licensed by The College of Pharmacists of British Columbia. ...
cheap-canadian-meds.com/item/blood_pressure_cholesterol/coreg html - 83k -
Cached - Similar pages

Canadian Pharmacy

Blood Pressure/Cholesterol - Lipitor Zocor Tenormin Morvasc Plavix Plendil Pravachaol ...
Licensed by The College of Pharmacists of British Columbia. ...
cheap-canadian-meds.com/item/general_health/herbal_phentermine slimfast__html - 75k -
Cached - Similar pages

[ More results from cheap-canadian-meds.com ]

Canadian Pharmacy

Blood Pressure/Cholesterol. Lotensin. Lotensin. Lotensin can be used in treating high
blood .... Licensed by The College of Pharmacists of British Columbia. ...
homemade1_com/item_php?group id=55&id=773 - 45k - Cached - Similar pages

Canadian Pharmacy

Blood Pressure/Cholesterol. Lopid. Lopid. Lopid is used along with a proper diet to help ....
Licensed by The College of Pharmacists of British Columbia. ...
homemade1.com/item_php?group 1d=55&id=771 - 47k - 20 hours ago -

Cached - Similar pages

rFrRA Ie r ] P a "1
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+ =, F i) AMAZING MEDICAL BRERRTHROUGH IH FEHIS EHLARGEMEHT
) S | I
IHDLSTRY LEADER .

IN MEDICAL ROVANCEMENT e ;

% 7

-in. 60% of WOMEN said they
Hom | were unhappy with their lover's penis size!

|

How it works 18
‘ FARIUEsSTIoNS

Introducing the Newest, Safest, and — ‘V
Most Advanced Solution in

Penis Enlargement, Anywhere! ‘v \
‘ 100% Guaranteed!

‘ lestimonials

| Owenow | ———DoesSzeMafter
—~—

"In a poll conducted by Durex™ Condoms, 67% of women said they were unhappy with their lover's
penis size”

CLICK HERE

for our You now have a truly amazing option for intense and effective penis enlargement: The Penis Enlarge
Limited Time Offers || Pateh-

A

DOrastically enlarge the penis length and width to sizes previously thought impossible! Gain
incredible girth and mind-klowing length in just a few weeks time!

|' Testimonials

... had my boyfriend iry them

out. All | can say is WOW professicnal with your partner. She’ll love your new

' * Elevate sex drive to new levels- Perform like a
~ found sex drive!

I
i



Web Images WVideo Mews Maps Maill more »

GO ng [e ipenis "Eastern and Western herbalists recommu | Search w

of about 475 for p@tch "Eastern and We

Web Results 1-10

Penis Enlarge Patch Rx

Dermal Patch Technology is quite simply the most effective and efficient means by ...
Eastern and Western herbalists recommend Fo-Ti as a tonic to maintain ...
www.discael_net/a’howitworks_php - 19k - Cached - Similar pages

Virility Patch RX

Virility patch is America’s number one sexual enhancement patch. ... Eastern and Western
herbalists recommend Fo-Ti as a tonic to maintain youthful vigar, ...
www_slimstore_comivirilitypatch_htm - 24k - Cached - Similar pages

Virility Patch Rx - Male Enhancement Patch

All natural male enhancement patch designed to increase overall male sexual desire ...
Eastern and Western herbalists recommend Fo-Ti as a tonic to maintain ...
www_health-store_biz/Virlity-Patch-Rx_html - 20k - Cached - Similar pages

Virility Patch Rx Male Enhancement Patch

“| have been using the Vinlity Patch Rx product now for about 2 months and | can ... Eastern
and Western herbalists recommend Fo-Ti as a tonic to maintain ...

www. vpatchrc com/fingredients_html - 19k - Cached - Similar pages

Virility Patch RX

Vinlity Patch RX Vinlity Patch RX. ... Eastern and Western herbalists recommend Fo-Ti
as a tonic to maintain youthful wigor, increase energy and purify ...

www.aragonproducts comitheproducts cfm?master=5932 - 30k - Cached - Similar pages

Virlity Ex Patch, male enhancement patch
Eastern and Western herbalists recommend Fo-Ti as a tonic to maintain ... Vinlity EX
Patch is specifically formulated with a variety of natural herbs known ...




HOTSHOPGOOD

| Home l Products About Us Payment FAGQ Feedback Contact Us
O\ Search:|-|-m].r5 v|| - Select - v| 1D G0} MSN : huozz163@hotmail.com
' Me k@ Products
Memberid:
Fosition: Home == Products
Password:
| CAMNOM |
Validate; 5475

Sign in | | Join us

Forgot Password?

+ Toys

T206:Canon PowerShot 7205:Canon Digital Rebel XT/EQS  7204:Canon Digital Rebel f EOS-200D
AS5 350D Body Only

+ COMPUTERS

+ Electronics

+ mobhile telephone
+ XBOX 360

+ PLAYSTATION 3

+ APPLE IPOD

+ NOTEBOOKS 7203 Canon EQS-200 Body 7202 Canon EOS-10 Mark
Only Il
* DIGITAL CAMERAS Price:5465.00 & Price:51,580.00 &

CAMON First | Mext | Last | CurrentPage: 1 PageCount:1 | RecordCount:8



Web |Images Video News Maps more s

GO L)gle iCanDn EOS-1Ds Mark Il ” Search ]:;::::’mdud Search

Products Results 1 - 10 of about 146 for

Google Promation
Look for (Co g (EEraad to buy in seconds from stores across the web.

Show [ Co o Gl items only Showing all items Show grid view | Sort by price: low to high V|
[ | Canon EOS 1D S Mark Il Body Digital SLR. Camera UK Electrical Online. $5,447.63
SPECIFICATION COMING SOONPLEASE CONTACT A SALES REPRESENTATIVE R

AT SALES@UKELECTRICALONLINE.CO UK OF OM 08702 50 70 70.

drirdrdrdr 4.6 from 136 product reviews - Add to Shopping List

EOS-1DS Mark Il 17.2 Megapixel SLR. Digital Camera Prestige Camera $5,540.00
An update to the tremendously popular EOS-1Ds the new E0S5-1Ds Mark Il is a must All tems from seler

have for those seek.

Add to Shopping List

Canon EQS-1DS Mark ll. 17.2 Megapixel SLR Digital Camera eCRATER. com $5,595.00
An update to the tremendously popular EQ5-1Ds, the new EQS5-1Ds Mark 1l is a ... the Al tems from seller

EOS5-1Ds Mark Il captures up to 32 consecutive shots at speeds upto 4 ...

#rirdrdrdr 4.6 from 136 product reviews - Add to Shopping List

. Canon EOS 1Ds Mark ll 1 Ds Markll Camera Body eBay $5,595.00
Canon EOS5-1 Ds Mark Il 16.7 Megapixel Full Frame Digital SLR Camera. ltem Al tems from seller
includes: 3€¢ NP-E3 NiMH Rechargeable Battery Pack a€¢ NC-E2 Battery Charger

| &5¢ ...

= Yrirdrdrdr 4.6 from 136 product reviews - Add to Shopping List

’ EOS 1DS Mark Il 16.7 Megapixel SLR Digital Camera FotoConnection.com $5,749.00
Mannn GAATANND GAATANND - Tha now Cannn FOS ANe Mark 1 ie 2 miuct haua far i



HOTSHOPGOOD com

| Home ] Products About Us Payment FAQ I  Feedback | ContactUs
v - Select - ¥| ID: MSH : huozz168@hotmail.com

B> Member Login

Memberld:

Password;

Validate: 2a9q

Sign.in | | Join us.

i

\F

L 15 i

i

i

L5

Forgot Password?

Toys

COMPUTERS
Electronics

mobile telephone
XBOX 260
PLAYSTATION 3
APPLE IPOD
NOTEBOOKS
DIGITAL CAMERAS

Camcorders

\fj Payment

payment method

2: TIT

payment full then shipping the pakage | in 24 hours offer the tracking no.




Web Images WVideo MNews Maps Maill more v

GOngle hotshopgood ||Search w

Web

www dealwithtrust com

Search:. Toys, COMPUTERS, Electronics, mobile telephone, XBOX 360, PLAYSTATION 3,
APPLE IPOD, NOTEBOOKS, DIGITAL CAMERAS, Camcorders, Digital media ...
www_hotshopgood com/ - 30k - Cached - Similar pages

www.dealwithtrust. com

address: luo da luo, putian, fujian, China. zip: 351111. company: huo zz co_ ltd. Website:
http-/fwww_hotshopgood.com ...

www_hotshopgood com/about.asp?module=contact - 20k - Cached - Similar pages

[ More results from www.hotshopgood.com ]

aa419.org : View topic - Hotshopgood

Post subject: Hotshopgood. http:/fwww_hotshopgood.com/ A post complaining about this
ste has been made at http:/fwww_castlecops.com/postitle182295-0-0- html ...

forum.aa4 19 orgfewtopic.php?p=56817&sid=4d72aad00e2127c Mfcad49e 754 70ad9b - 28k -
Cached - Similar pages

hotshopgood.com - 419-Legal Fraud and Scam Forum

URL: http:/fwww_hotshopgood comStatus: active More_

www _413legal orgffraudulent-websites-alert/2670-hotshopgood-com_html - 34k -
Cached - Similar pages

Artists Against 419 - Fake Bank Database

Site Name, hotshopgood.com. Web Host, Orghlame: AKANOC Solutions Inc. OrglD:
AKANO Address: 45535 Northport Loop East City: Fremont StateProv: CA ...

db.aad4 19 org/fakebanksview php?key=13417 - Similar pages

A3 O EPage 5 - HEIAND *‘Jﬁﬁﬁ, WAL O A, RS .- [ Translate this page ]




Privacy policy | Terms of zervice | Contactus | McAfee Home

. : ) - ': B 180,000 known viruses. Secret spyware.
hﬂCAfee SiteAdvisor o {0 %27 International hackers. Online criminals.

Want to add your comments? Log in or Register

HOME DOWNLOAD ANALYSIS SUPPORT BLOG ABOUT US Look up a site report: | |
hotshopgood.com

We tested this site and didn't find any significant Why buy 3 5eparate

problems.

Are you the owner of this 2ite? Leave a comment prﬂducts- tﬂ guard againljt
today’s Internet threats?

| I e
; % %

' 1F L \
N L i

I:

United States

VirusScan Plus

Antivirus, Finswall & AntiSpywan:

AUTOMATED WEB SAFETY TESTING RESULTS FOR HOTSHOPGOO D COM

E-MAIL TESTS FOR HOTSHOPGOOD.COM: 2|

DOWNLOAD TESTS FOR HOTSHOPGOOD.COM: 2|

DNLINE AFFILIATIONS FOR HOTSHOPGOOD.COM: 7



-
#

i "‘"—15-
L'\"H'I_’ ONLINE AFFILIATIONS FOR HOTSHOPGOOD.COM: 2

ANNOYANCES FROM HOTSHOPGOOD.COM: 2

REVIEWER AND WERB SITE OWNER COMMENTS

@ USER REVIEW SUMMARY FOR HOTSHOPGOOD.COM 2

@ Bad shopping experience (1) Internet Security

Sulte

HOTSHOPGOOD.COM WEB SITE OWNER COMMENTS (D) 7
Are vou the owner of this site? Add a comment

USER REVIEWS (1) 2| page 1 of 1
Learn more about our reviewer system.

@ Rating: Bad shopping experience

User claiming they were robbed here http:/fwww castlecops.com/p908073- htm#308073

Posted at 0311 272007-08:08:16 PM by JeanlnMontana, Reviewer , View profile [ Reputation score: 1 /9]



Pills, Penises and Photography

e Canadian Pharmacy &c
— hosted on same fast-flux pools as some of the
phishing sites. Links remain unclear
e Google picking up a proportion of these
sites, but by no means all
e Some fake shopping sites, which fool some

reputation systems, though Google searches
show complaints on the first page.



Nation Buildingwide

Ban k & Mation Buidingwide Bank. . All Rights Rezerved
all content of this site i= subject to change with the prior notice
= in Eurcpe and Internationalby.

ABOUT US

Our miz=sion

We aspire to be one of the mo=t admired financial
services organizations in the world, recognized as

an innovative, customer-focuzed company that delivers
superk products and services, ensures excellent careers
for our people and contributes positively to the
1|:umn1un'rties in which we live and work. What we'll do

Our long-term strategy is to remain a financial services company. We wil continue to grow in Europe, and build our
bu=inez=s in retail and commercial banking outzide Europe, with a bias towards Continental Western Europe. We will
develop our 2ervices and products for wealthy customers, and we will build our global businesses, =uch as investment
banking and credit cards.

Hn-wwe'lldo it

QOur strategy alzo determines the way in which we will achieve our goals. This includes the way we're organised, our
management beliefs and practices, and the way we behave towards our customers and each other.

Foremost among our practices iz the use of a management framework that shapes the way in which we make business
decizion=s. and ties all of our olannino and ooerations to the creation of economic value. fd

WHO WE ARE WHAT WE DO
About Us Product & Services
Benefits Private Banking
Structure Corporate Banking
Career e- Banking
Financials

Fees & Charges Currency Conwverter U=zer Log-in Dizclaimer Contact U= Back Home



m Products & Services >
m Financials %

Benefits

Online Services
----- = Contact Us

Click here for detailed office
contact information.

..... »
- Overview TCEB is one of the leading global asset management, securities and corporate finance firms. It provides a

range of spedalty finandal services to a dient base that indudes Gorvernment, corporates, finandal
Structure institutions, (semi-) governmental organisations and high net worth individuals. Founded in 1983, TCB has
developed a tradition to combine high quality advice with personal, long-term relationships.

Fees & Charges
New Accounts
e Qoo In a world of abundant global information flows, the TCB-crew attempts to be selective and edectic, in
Employment Opportunities particular by focussing it’s services in areas where in-depth research and advice can really add value,

o e such as smaller capitalised companies and property companies TCE is a truly global institution. 1t operates
online Services in mere than 41 locations across more than 12 countries on five continents, Powered by a strong local

presence, global vision and a seamless ability to execute transactions in and across all markets, TCB

Contact Us deploys ite capital baze and global perspective to offer a full range of products, services and capabilities.
Email Us

The Firm is a business unit of ECB. In addition to the business unit of TCB, TCE also indudes the TCB
Biz Hews Finandal Services business unit, which provides private dients and small and medium-sized companies with
private banking and finandal advisory services, banking products, and pension and insurance solutions

CREDIT CARDS from Winterthur,

= Client Login

CLIENT LOGIN

H

— B



Fake banks

e These are not “phishing”

— but note well that there’s no-one to take them
down, apart from the vigilantes

e Usual pattern of repeated phrases on each
new site, so googling finds more examples

— sometimes old links left in (hand-edited!)
e Often a part of a “419” scheme

— 1nconvenient to show existence of dictator’s
$millions in a real bank account!



wWWwWw.paramountvista.com

Welcome to Pareamount Vista. We are strong team of traders and have been

Members Login working successfully together for almost 10 years. We run this unigue program
off-ine prior to launching it on the internet. After those years of running 2
Username: [ ] succasstul aperation, with each passing day we were even more convinced of
the necessity of an Online Investment Program like ParamountVista. com. Now
Password: [ ] we are open for your ONLIME investments and ready to manage your funds.
You can be certain that your investment wil be handled by 3 group of
2968 [ | qualified professionals. Generate income with these powerful returns.
We have 3 profitable program for our members. See tables below:
Register An Account 4
Password Recovery 10-12% Daily for 15 Days! (Totally 150-180%)
| Plan  [|  Spent Amount (USS) Daily Return (%)
. Sitver $10 - 009 10.00
stats Gold $1,000 - $4,999 | 11.00
EShbiips V.LP 45,000 and more 12.00

Investors Top 20
Investors Last 20

Calculate yvour profit ==

Rei-'errfrs Top Z'Ill

85-100% Weekly for 2 Weeks! (Totally 170-200%)

___Plan__| Weekly Return (%)

Il:ﬂ'u - $,1 $
er pl =t 85.00
|Started: | Jum 30, 2007
- Gold 1,000 - 54,992 az.50
|Running Days: 42
Total Members: 208 V.LP $5,000 and more 3| loo.00
Total Deposited: §66,861,33 Calculate your profit >>

Today Deposited: § 7,459.50
[Total Withdrawn: $33,062.72

Visitors Online: 63 200-24{!% Aﬁer 15 Diﬂ‘s_!
lastupdate:  |Aug 11,2007 | Plan |
: : Sitver $10 - $999 200.00
y Gold $1,000 - $4,999 220.00

News VL £5.000 and mora 740.00



Post-modern Ponzi schemes

High Yield Investment Program (HYIP)
— propose returns of x% per DAY

Basically Ponzi (pyramid) schemes that pay
initial investors from newly joined mugs

Often splash out for HTTPS certificates !
Now some are up-front about Ponzi nature

Reputation sites document their status



Monitored Programs 30 programs found

Paramount Vista &l 10-12% daily for 15 days minimum spend: 10 USD
status: @ PAYING §5-100% weekly for 2 maximum spend: NfA USD
payout statistics weeks referral: 5-10%

Total return: 260.00% in profit 200-240% after 15 days

rating: 11.50 rate now program details

We've Provided Everything That Is Needed To Run A Successful Program For Many Times!
Customized & 100% Hack Proof Script! Dedicated Server DDoS Protected! Backup Servers &
Domains With Different Companies For & Force-Majeur Situations! MySQL Auto Backup System
Every 15 Minutes!! Fast Payment! Friendly Support! For More Info Visit Qur Website Today!

added: 2007-06-30

triton-hyip & 29%-59% for 4 days minimum spend: 5 USD
status: @ PAYING program details maximum spend: NfA USD
payout statistics referral: 5

Total return: 555.00% ir profit

rating: 17.40 rate now

ICInvestment Company The Company was established in Geneva (Switzerland) in February
2006 as an investment advisor and financial markets analystOver the years the Company
gained experience in market analysis as well as in managing funds for its own account and for
various international clients. Since 1995 it has also become advisor to an offshor

| e-gold ||.£:umon] added: 2007-07-16

Relax Business & @vrcse 25% weekly minimum spend: 1 USD

status: @ PAYING program details maximum spend: no maximum
' usD

payout statistics
Total return: 298.50% in profit
rating: 18.60 rate now

Up to 25% weekly. E-gold and E-bullion accepted. 10% referral bonus.
| e-gold ||.£:umon] added: 2007-06-20

referral: 10%




Paramount Vista &l 10-12% daily for 15 days minimum spend: 10 USD
status: @ PAYING 85-100% weekly for 2  maximum spend: NfA USD
payout statistics weeks referral: 5-10%

Total return: 360.00% in profit 200-240% after 15 days
rating: 11.50 rate now

We've Provided Everything That Is Needed To Run A Successful Program For Many Times!
Customized & 100% Hack Proof Script! Dedicated Server DDoS Protected! Backup Servers &
Domains With Different Companies For A Force-Majeur Situations! MySQL Auto Backup System
Every 15 Minutes!! Fast Payment! Friendly Support! For More Info Visit Our Website Today!

e-gold added: 2007-06-30

Ratings stats

very good good bad very bad
56 votes 3 votes 0 votes 0 votes

Latest users ratings:

rating user host user email date
67 09.220.96.xxx  xoo@compuserve.com 2007-08-11
86.42.43.00 xwoo@gmail.com 2007-08-10
vote comment: Received my first payout today
217.117.6.00¢  xooooo@gmail.com 2007-08-10

vote comment: got paid today. userid nosmaxwell

67.111.87 0 ooo@netzero.net 2007-0B8-D9

67.180.218.xxx¢ x0ox@junc.com 2007-08-09

67.181.82.0x xooo@msn.com 2007-0B8-09
vote comment: paid every day

] 203.115.17 1.0 xeooo@gmail.com 2007-08-09

vote comment: i received my payment! hyiprater

60.53.188. 00 xooooe@amail.com 2007-08-08

vote comment: &guot;payment received. thanks admin. username MYPAYRguot;

&



Foxboro Invensys (&
rate now

Minvestment &
rate now

Kale Trading &
rate now

Forex trade group [
rate now

Proficient Funds &1
rate now

Lop Invest &
rate now

Gold Empire &
rate now

Suprema Trade Fund &

1%-3% daily
program details

1.4%-2.3% daily for 150
days
program details

2.5-4% daily
program details

125% after 1 day
1650% after 2 days
program details

2% Daily
12% Daily
140% After 5 Days
program details

150% after 15 days
200% after 20 days
300% after 20 days
500% after 40 days
program details

1.6-3% daily for lifetime
program details

2%-13% daily

=status

status

=status

status

. @ PAYING
payout statistics

. @ PAYING
payout statistics

. @ PAYING
payout statistics

. @ PAYING
payout statistics

=tatus:

status:

=tatus:

payout statistics

status:



Web |mages Video MNews Maps Mail more v

GO L.)Sle | “exempt from the U.5. Securities Act of 1933" || Search ?-if:;mm

Web Results 1 - 10 of about 17,200 for

TrustWallet Lid -[TrustWallet Biz]- YOU can trust us & WWE will ...

As a private transaction, this program is exempt from the U5 Securities Act of 1933, the
US Securities Exchange Act of 1934 and the US Investment Club Act ...
www _trustwallet_biz/?do=terms - 10k - Cached - Similar pages

talinvestment -
This program is a PRIVATE BUSINESS TRANSACTION exempt from the U.5. Securities

Act of 1933 and all amendments; and, you acknowledge and agree under penalty ...
www_italinvestment_net/show_page.php?name=about - 15k - Cached - Similar pages

talinvestment -
This program i1s a PRIVATE BUSINESS TRANSACTION exempt from the U.5. Securities

Act of 1933 and all amendments... Rules and Agreements ...
www_italinvestment.net/show_page.php?name=terms - 13k - Cached - Similar pages

Disclaimers: GoldRush/ - The FUTURE in HYIP!

This program is a private business transaction exempt from the U.5. Securities Act of 1933
and all amendments, or The Securities Exchange Act of 1934 and ...
www_goldrush?_com/disclaimer.htm - 16k - Cached - Similar pages

Cubex Finance
And absolutely exempt from the U.S. Securities Act of 1933, the U.S. Securities Exchange

Act of 1934, the U.S Investment Company Act of 1940 and all other ...
cubexfinance.com/rules_php - 8k - Cached - Similar pages
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Home | Who we are Events | Members | sections | Conventions
Today is time to Live Free!
Weblinks WELCOME TO THE
Why Join 2
Membership Applcation European Human Rights
Contact
Find jobs J uman ™ Ce“tre

To sign up, enter your email
address:
| |_go! |

Rights

The European Human Rights Centre (EHRC) represents over 100
non-governmental and other not-for-profit organisations interested
in the promotion of Human Rights throughout Europe and beyond,

Visit EHR.C websites far maore information on BHRC and its activities,

The purpose of the Centre is to contribute to the general
advancement of the human rights research by promoting
cooperation in Europe between organisation and goverment
offidals, and by collaborating with similar assodations throughout
the warld.

Home : Who we are : Find jobs : Members : Sections : Conventions




* *
EUROPEAN"*"HUMAN
RIGHTS CENTRE

Home | Who we are Events | Members Sections Conventions

. i Who we are
Today is time to Live Free!
Wehblinks
Why Join ?
Membership Application
Our Mission Statement

Contact
Find jobs Human Rights First believes that building respect for human rights and the rule of law will help ensure the dignity
To sion up, enter your emal to which every individual is entited and will stem tyranny, extremism, intolerance, and violence.
address:

[ | go! Human Rights First protects people at risk: refugees who flee persecution, victims of crimes against humanity or

: : other mass human rights violations, victims of discrimination, those whose rights are eroded in the name of

national security, and human rights advocates who are targeted for defending the rights of others, These groups
are often the first victims of sodetal instability and breakdown; their treatment is a harbinger of wider-scale
repression. Human Rights First works to prevent violations against these groups and to seek justice and
accountability for violations against them.

Human Rights First is practical and effective. We advocate for change at the highest levels of national and
international policymaking. We seek justice through the courts. We raise awareness and understanding through
the media. We build coalitions amaong those with divergent views. And we mobilize people to act,

Ruman Rights Frst s 3 nonoroffit, nonpariisan infemational human rights organizaiion hasad in Srashourg

ENERE

Home : : : i . Conventions




{_» human rights first

PROGR AM W ||

ABOUT USs W ||

COMTRIBUTE || MEDIA ROOM W ||

SEARCH

Job Openings
Directar Fighting
Discrimination Program

Senior Associate — Law &
Security Program

Administrative Assistant for
Office Services

Staff Accountant - Finance &
Administration Department

Director of Development
Fellowships
Mew York Internship Program

Washington DC Internship at
Human Rights First

Yolunteer Corps Program

Learn About Our
Work

Mewsletters from HRF
Asylum in the U.5.
Human Rights Defenders

International Justice

QOur Mission

Human Rights First believes that building
respect for human rights and the rule of law
will help ensure the dignity to which every
individual is entitled and will stem tyranny,
extremism, intolerance, and violence.

Human Rights First protects people at nsk:
refugees who flee persecution, victims of
crimes against humanity or other mass human
rights violations, victims of discrimination,
those whose nights are eroded in the name of
national security, and human rights advocates
who are targeted for defending the nights of
others. These groups are often the first victims
of societal instability and breakdown; their
treatment is a harbinger of wider-scale
repression. Human Rights First works to
prevent violations against these groups and
to seek justice and accountability for violations
against them.

Human Rights First is practical and effective.
We advocate for change at the highest levels
of national and international policymaking. We
seek justice through the courts. We raise
awareness and understanding through the
media. We build coalitions among those with
divergent views. And we mobilize people to
Aack.

WATCH >>

About Us
Mis=ion

Contact Us

Staff

Board of Directors

Was=shington, D.C.
Council
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A3 find a better job

Reservation Agent Jobs

Amazing Reservation Agent Job Thousands of Jobs in your area Direct from top tech firms: HP,
Cpportunities Available. Apply

Mowr

Jobs - in your area

- all an 1 Job
wivors, Llob.co.uk

Leisurelobs.co.ukfReservations

Ads (<]

Accounting Jobs

Accounting Position

Search jobs:

Dutstanding IT sales jobs

Microsoft, Symantec, Webex,
Gartner

Home [*] Accounting & Finance

Ads by Google

Finance Jobs
Free Recruitment Tral
Package! Unlimited Job

Posting. Enquire Here
wrw. OnJobs. co.uk/RecruitCnlin

Find accounting jobs
Search for Accounts Jobs
Free emails about

Accounts Jobs
www.8llthetopbananas. com

Let Jobs Find You

Leave your details for
employers to contact you -
All industries

Latest jobs

Accounting Recruiters

Home | Links | Contact Us | Press | Post a job | Bookmark

Google London Sales
Experience in consulting? Apply
to join our sales management
team!

wwaw. google.co.uk
Ads by Google

Accounting Recruiting

Results: 1-30 of 12519

Tax Exp'd Associate

Job Description

The Birmingham Tax practice delivers high-quality tax consulting and

Pagel;"-‘I-IEl w®FEirst| 1|2 |31+ |5]|6&] = Last =

Apply
updated {40)

compliance senvices for businesses in a wide range of industries including
consumer and industrial products, pharm... Read More
Country: USA, Location: &L Birmingham

Payroll Supervisor

Fosition Type: Temparary

A local Birmingham company would like to add a Payroll Supemnisor to its

Apply
updated (22)

staff. The ideal person will have strong organizational, interpersonal and
communication skills. Du... Read More
Country: US4, Location: AL Birmingham



Fake Institution

Sends spam hoping for links to website

Site has new graphics and layout, but stolen
content (lightly) edited for new context

Point of site seems to be the job adverts
Ads are by Google!
A handful of similar sites known to exist...

— owner appears to be “Nichifor Valentin” from
Tulcea in Romania (cyberdomino.com)



f& EFBFWEB.ORG/JOBS
find a better job

AS

Let Jobs Find You
Leave your details for

employers to contact you - All

industries
v reversejobs.co.uk

Ads (=]

Jobs

Search jobs: |

How i earn £14,577 a week Sales Management Jobs
working from home, this online Lead Google's growing sales
business guarantees £14k a team in London. Submit your
weeak CV today!

vawwi.earncashathome.co.uk wasvi.google.co.uk

Jobs in Spors Fart Time Jobs

Home | Links | Contact Us | Press | Post a job | Bookmark

Axon - Jobs
Global opportunities Axon's
latest jobs - apply now.
v axonglobal.com

Ads by Google

Retail Employment

Home - Accounting & Auditing

Ads by Google

Axon - Jobs
Global opportunities
Axon's latest jobs - apply

MOV,
www. axonglcbal.com

Find accounting jobs
Search for Accounts Jobs
Free emails about

Accounts Jobs
www.allthetopbananas.com

Google Sales Manager
Jobs

Strong sales experience?
Lead our growing London
sales team. Apply!

Latest jobs

Results: 1-30 of 18817

EEQEIIEEE = First:| 1|2 |34 |'5]|6]| = Last =

Financial Consulting Manager ( Healthcare )

Job Description:

Plante & Maoran, PLLC, the 11th largest accounting and management
consulting firm in the nation is proud to be recognized as "0One of Fortune
Magazine's Top 100 Companies to Work for in... Read Mare
Country: USA, Location: OH Toledo

Payrolll/Accounting Specialist
First Salar, a high-energy, rapidly growing developer and manufacturer of thin
film Photovoltaic (PY) technology in solar modules is seeking a driven, results

oriented PayrolliAccounting Specialist to... Read More
Country: USA, Location: OH Perrysburg

Director Financial Reporting
If you have extensive experience in external reporting with an international

corporation, you should explore your potential with this Fortune 500
Drmd Barn

imtrrm At amal FmAarofFachirnr . Ae Has Tlirnetnr AFC

updated

updated

updated

Apply
(40)

Apply
(22)

Apply
(5)
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BIOPHYSICS
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Home

Who we are

Events | Members | Sections | Technology

Cur Einluﬁu:uns. Your Success,
Weblinks
Why Join ?
Membership Application
Contact

To sign up, enter your email
address:

| | gt |

J‘BBiv::th;rsiit:s ”

Research

WELCOME TO THE

European Federation of
Biophysics

The European Federation of Biophysics (EFBF) represents aver 100
non-governmental and other not-for-profit organisations interested
in the promotion of Biophysics throughout Europe and beyaond.

Visit EFBF websites for more information on EFBF and its activities,

The purpose of the Federation is to contribute to the general
advancement of the sdence of biophysics research by promoting
cooperation in Europe between sdentific and technical sodeties and
assodations devoted to these areas of activity and by collaborating
with similar assodations throughout the warld.

Home : Who we are : Events : Members : Sections @ MNews




& Cambridge Journals Online - Quarterly Reviews of Biophysics - Windows Internet Explorer EJ@

@ N T i hktp: ) Hournals.cambridge, orgyaction)display Journal Hid=QRE

M | T ; % R = 1 = .y - *»
W ==1 !@.Cambridg--- X |f_éEFBF ||E_|"pr-:.mnte the ... |[[||]] EFBFWEE.org... | | % - B - [&FPage = & Tacks -
Fa
JOURMNALS Quick search: | Search

Advanced search | CrossRef search

Home = Quarterly Reviews of Biophysics :
g Y r Cite search: | Journals 0

Trinity Hall Author :!‘r'ear |
University of Cambridge Centre of International Studies, 1 I 'i'p m| Find |
Pendlebury Library of Music, University of Cambridee B [|F2g= B
Department of Pathology, Faculty of Classics, Univen=ily of

Cambridge more...

[volume

Home | About Us | News | Contact Us | Help | FAQ | B2 | For Authors | For Societies | For Librarians

Reqgister now
GCuest

Quarterly Reviews of Biophysics

Username

Zambridge University Press

and the Journal of Fluid 2006 VYolume 39 Top 10 most-read articles
Mechanics are delighted to Frevious month

announce the launch of the Issue 01 February 2006 ppl-116 . :

The Batchelor Prize Prewvious 12 months
sponsored by Journal of Issue 02 May 2006 pp 117 - 201

Fluid Mechanics. Click Issue 03 August 2006 pp 203 - 324 Related links

here for further

information. Iszue 04 Nowvember 2006 pp 325 - 396 International Union of Pure

Show back velumes

C10 now includes:

- European Federation of
180,105 articles from 269 View articles by type | Select Type i |

Biophysics



Classic Sculptures
Gresk and Roman
terracotta busts

WWW. recuperanoo. it

Bronze Sculpture
Beautiful contemporary
sculpture Cazt in limited
editions

http:/ferww. sckostudio. cor

Computer Safety, Security, Viruses, Spam,
Laws

Home And Apartment Wireless Internet Security
by GREG KUCERA
PUBLISHED: JULY 27, 2007

With Grandhaven Mich., becoming the first Wi-Fi city in the nation many other major metropolitan areas
are following suit. For an eager online junky, one should pause to consider wireless Internet security.

Hopping on a network open to thousands in ...

Internet Gambling Laws And Regulations
by PAULA THORNTON
PUBLISHED: JULY 2&, 2007

For tho=se whao like to live on the wild side, gambling is not only available at the casino or the horse or

dog tracks. Mow people can gamble from the comfort of their own homes. By using the Internet to ...

Display Busts Online garden ornaments
High Quality Display Busts Available statues, urns, fountains, sundials. Over
COnline At Great Prices 450, in reconstituted stone

Ads by Google

Marnadian Tntarmnat Marmhlinge Pamlatinnme




Car Accident Claim.
100% Compen=ation.
Compare Providers and
Claim Cnline
www . deal-store. net

Car and work
accidents

Claim uging a local
=zolicitor No Win No Fee.
You keep 100%.

www. accidentcompensat

Car Accident Lawyers, Lawsuits,
Settlements, Automobile Insurance

Companies

New York Auto Accident Attorneys: Lawyers, Claims And Insurance
Coverage

&}'FALILA THORNTON
PUBLISHED: JULY S, 2007

Ciriving in Manhattan or anywhere else in New York takes a brave soul. Navigating streets lined with
aggressive taxis, drivers angrily stuck in traffic and tourists who just missed their turn can lead to

chaaos. Due to the congestion on ...

Los Angeles Auto Accident Attorneys, Lawyers, Insurance And Claims

by GREG KUCERA
PUBLISHED: JULY 9, 2007

Auto Accident Attorneys are a dime a dozen. Most people would be better off simply calling their
insurance company and filing claims pertaining to their accident. There are those times, though, when

the nature of the accident is so heinous ...




P”VIIa BUILDING THE INTERNET

Privila Internship Program INTERNSHIP PROGRAM

Welcome to the Privila Intern webpage! Thank you for your interest in interning with
Privila. The Privila Internship Program provides a unique opportunity to gain
experience in many areas of Internet Development.

To discover which internship area would best match your qualifications, please
reference the following: Telecommute Journalist, In-House Journalist, Software
Engineer and Graphics Design.

Privila Internships are unpaid positions and participants are responsible for arranging
their own transportation and housing. Approximately 25 interns are chosen each
spring, summer, and fall to participate in this unique program.

We invite you to apply. Interns will be selected based on their application and demonstrated interest in
their chosen field of study.

Thank you for your interest in the Privila Internship Program. We look forward to hearing from you.

Internship Coordinator

Privila, Inc.



Privila Inc

e Purchasing abandoned domain names
— creating content to match the domain
— avoiding cross-linking etc so “pukka”

e Using interns to create content
— college kids who want a “journalism” CV

— much is at the High School term paper level ®

e Now have over 100 authors, over 250 sites
and a LOT of Google Ads — which are 1in
many cases the main value of the site @



Phishing Fake Pills Fake Fake Privila
Escrow Penis &c Bank Institute Inc
Number | thousands dozens dozens handful few dozens
per month
Trying yes no no? no no no
to hide?
Self- yes yes yes no? yes no
similar
Removal | banks &  vigilantes vigilantes vigilantes no no
experts
Adverts no no no no yes yes




Our research questions

How do we fix the incentives to prevent
phishing from being so effective ?

What algorithms can detect reputation traders,
and other covert communities?

Can community reputation sites make a long-
term contribution?

Is advertising distorting the web?

What other cool things are there at the boundary
of technology and economics?



Searching for Evil

http://www.lightbluetouchpaper.org
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