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Summary

e Best Practice Document
* Very early results from sFlow data

e Latest results from sFlow data



Sharing tratfic data

e Want to encourage ISPs to share email log
info about incoming spam & viruses

e Send report to host ISP indicating:
— source IP address (and of course time)

— source email address (probably forged)

— destination email address

— metadata (size, HELO message, filter results)

— diagnosis of problem



Lawyers!

* Reporting 1s straightforward except...

e ... email addresses are personal data

— Information Commissioner quite clear on this

e Much 1s of course forged, but amongst this
may be some real email, and source/
destination details could be sensitive

— so must meet legal obligations



Legitimate processing

* Asking another ISP to take action to prevent
their user sending spam/virus traffic can be
seen as legitimate processing

e So jump through correct hoops & all OK
— inform customers of processing
— (try to) inform senders of processing
— ensure processing covered by privacy policy

— address any promises of confidentiality



Best Practice document

 Would also be desirable for processing to be
in line with industry Best Practice!

e Hence recent draft of:

Best Practice for reporting abuse
Issues based on traffic data



Components of Best Practice

Reports based on traffic data must only be
sent by prior agreement

Reports should not be unduly repetitive

The evidence on which the report 1s based
must be clearly given (& accurately timed)

Needs warning about personal data

Must keep customers informed (as above)



Approval of BCP?

 Document presented at LINXS52

e Some relatively minor revisions
 No comments on mailing lists
 Don’t believe 1t 1s controversial...

...S0 please could we approve it!

http://www.spamhints.org/TrafficDataBCP.pdf



spamHINTS @ LINX




[ atest sFlow results

Processed 25 hours of data from Foundry
switches (Wednesday last week) manks van!

Very limited analysis so far... (and note
very carefully the caveats on coverage — no
Extreme data, no private peering data, no
data where peering 1s at other IXPs!)

Can get picture of who 1s sending email

Can correlate with info from Demon logs



Raw statistics

e 9,672,926 SMTP packets detected

—SYN 413,902 (4.2%)
— SYN/ACK 194,649 (2.0%)
— RST 72,235 (0.7%)
— FIN 387,433 (4.0%)

e 611,563 unique IP addresses involved
— 378,457 client only
— 170,648 server only
— 62,458 both client & server
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Customer problams
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Zustomer probleams
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sFlow Results : Demon customers

8639 6927
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“"AOL whitelist”



What does 1t mean ?

New detection methods pick up problems that
were previously missed

Spend money on your abuse team & soon
reach a steady state (virus outbreaks excepted)

Email log processing currently picks up 10
customers per day on average

sFlow data suggests 3400+ more to go ??7?



Known “open server”
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Another known “open server”
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Work continues...

Richard Clayton
<rncl@cl.cam.ac.uk>
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