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2XWOLQH

� ,$1$/��$QG�WKLV�LV�8.�ODZ

� &RPSXWHU�(YLGHQFH
� 'DWD�3URWHFWLRQ�$FW�����
� &RPSXWHU�0LVXVH�$FW�����
� (OHFWURQLF�&RPPXQLFDWLRQV�$FW�����
� (XURSHDQ�(OHFWURQLF�6LJQDWXUH�'LUHFWLYH
� 5HJXODWLRQ�RI�,QYHVWLJDWRU\�3RZHUV�$FW�����
� (�&RPPHUFH�5HJXODWLRQV

The slides give the broad outline of the lectures and the notes ensure that the
details are properly recorded, lest they be skipped over on the day. However,
it is at least arguable that it will be far more interesting to take notice of what
I say off-the-cuff rather than relying on this document as an accurate rendition
of what the lecture was really about!

Also, please note that “IANAL” (I am not a lawyer). Consult a professional if
you wish to receive accurate advice about the law!
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)XUWKHU�5HDGLQJ

� 0RVW�RI�WKH�UHOHYDQW�VWDWXWHV�DYDLODEOH�RQOLQH
± 0DQ\�FRXUW�MXGJPHQWV�QRZ�DOVR�DSSHDULQJ�RQOLQH
± 5HDGLQJ�DFWV�RI�SDUOLDPHQW�LV�UHODWLYHO\

VWUDLJKWIRUZDUG��MXGJPHQWV�YDU\�LQ�FODULW\��
± +RZHYHU��ODZ�LV�VRPHZKDW�IOH[LEOH�LQ�SUDFWLFH��DQG

FDUHIXO�WH[WXDO�DQDO\VLV�PD\�GLVDSSRLQW

� :HDOWK�RI�H[SODQDWRU\�ZHEVLWHV
± 6ROLFLWRUV�VHHNLQJ�WR�VKRZ�WKHLU�H[SHUWLVH

� $QGHUVRQ���6HFXULW\�(QJLQHHULQJ
± &RYHUV�VRPH�RI�WKLV�DUHD
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&RPSXWHU�(YLGHQFH

� &LYLO�(YLGHQFH�$FW�����
± (QVXUHG�WKDW�FRPSXWHU�UHFRUGV�EHFDPH�DGPLVVLEOH�LQ

FLYLO�WULDOV��5HFRUGV�QHHG�WR�EH�WKH�XVXDO�RQHV�WKDW
ZRXOG�EH�FUHDWHG�IRU�WKH�EXVLQHVV�DQG�FRPSXWHU
PXVW�KDYH�EHHQ�RSHUDWLQJ�SURSHUO\

� 3ROLFH�	�&ULPLQDO�(YLGHQFH�$FW�������3$&(�
± V���UHTXLUHG�HYLGHQFH�WR�EH�EURXJKW�E\�DQ�H[SHUW

WKDW�V\VWHP�ZDV�RSHUDWLQJ�FRUUHFWO\
± 1RZ�UHSHDOHG�DQG�UHSODFHG�E\�D�SUHVXPSWLRQ�WKDW�LV

RSHUDWLQJ�FRUUHFWO\��EXW�LI�GLVSXWHG�WKHQ�UHO\LQJ�SDUW\
PXVW�GHPRQVWUDWH�FRUUHFW�DFWLRQ

��The 1968 Civil Evidence Act removed any possibility of computer
evidence being labelled as “hearsay”. It has since been amended by the Civil
Evidence Act 1995, which clarified what a document was - to cover maps,
plans, films and even computer databases. In general, authenticity is not an
issue in civil trials because of the discovery process. But, if the correctness of
the document is disputed then evidence of authenticity will be required.

��PACE 1984 required (expert) evidence that a machine was working
properly. This caused practical problems and some strange decisions for a
while (as in DPP v McKeown where a faulty clock on a breathalyser caused
considerable confusion in lower courts; in 1997 the House of Lords
eventually decided it was irrelevant to the operation of the device.)

��PACE s69 was repealed by the Youth Justice and Criminal Evidence Act
1999. No special conditions are now necessary for the production of “hearsay
evidence” produced by a computer. In the absence of evidence to the contrary,
the courts will presume that the system was working properly. If there is
evidence to the contrary, then the party seeking to rely on the evidence will
need to prove that it was working.

��The Munden miscarriage of justice shows that system design must allow
for “hostile” inspection (see: http://catless.ncl.ac.uk/Risks/18.25.html#subj5)
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'DWD�3URWHFWLRQ�$FW�����

� 2YHUULGLQJ�DLP�LV�SURWHFW�WKH�LQWHUHVWV�RI��DQG
DYRLG�ULVNV�WR��WKH�'DWD�6XEMHFW
± 'LIIHUV�IURP�XVD¶V�³SULYDF\�SURWHFWLRQ´�ODQGVFDSH

� 'DWD�SURFHVVLQJ�PXVW�FRPSO\�ZLWK�WKH�HLJKW
SULQFLSOHV��DV�LQWHUSUHWHG�E\�WKH�UHJXODWRU�

� $OO�GDWD�FRQWUROOHUV�PXVW�³QRWLI\´�������WKH
,QIRUPDWLRQ�&RPPLVVLRQHU��XQOHVV�H[HPSW�
± ([HPSWLRQV�IRU�³SULYDWH�XVH´��³EDVLF�EXVLQHVV

SXUSRVHV´��EXW�QRW�&&79����VHH�ZHEVLWH�IRU�GHWDLOV

� 'DWD�6XEMHFWV�KDYH�D�ULJKW�WR�VHH�WKHLU�GDWD

��The Data Protection Act 1998 is now fully in force. The text of the Act is
online at http://www.hmso.gov.uk/acts/acts1998/19980029.htm and there is a
wealth of advice on the Information Commissioner’s site at:

http://www.dataprotection.gov.uk/

��Anyone processing personal data must comply with the eight enforceable
principles of good practice. They say that data must be:

• fairly and lawfully processed;
• processed for limited purposes;
• adequate, relevant and not excessive;
• accurate;
• not kept longer than necessary;
• processed in accordance with the data subject's rights;
• secure;
• not transferred to countries without adequate protection.

Personal data covers both facts and opinions about the individual. It also
includes information regarding the intentions of the data controller towards
the individual, although in some limited circumstances exemptions will apply.
With processing, the definition is far wider than before. For example, it
incorporates the concepts of 'obtaining', holding' and 'disclosing'.

��Exemptions from notification are complex - see the website for details

��Data Subjects may be charged (but not more that £10) for access to data.
Many organisations will incur costs that are far higher than this.
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'DWD�3URWHFWLRQ�$FW�����

� 3ULQFLSOH���LV�VSHFLDOO\�UHOHYDQW
± $SSURSULDWH�WHFKQLFDO�DQG�RUJDQLVDWLRQDO�PHDVXUHV

VKDOO�EH�WDNHQ�DJDLQVW�XQDXWKRULVHG�RU�XQODZIXO
SURFHVVLQJ�RI�SHUVRQDO�GDWD�DQG�DJDLQVW�DFFLGHQWDO
ORVV�RU�GHVWUXFWLRQ�RI��RU�GDPDJH�WR��SHUVRQDO�GDWD

� 7KH�,QIRUPDWLRQ�&RPPLVVLRQHU�DGYLVHV�WKDW�D
ULVN�EDVHG�DSSURDFK�VKRXOG�EH�WDNHQ�LQ
GHWHUPLQLQJ�ZKDW�PHDVXUHV�DUH�DSSURSULDWH
± 0DQDJHPHQW�DQG�RUJDQLVDWLRQDO�PHDVXUHV�DUH�DV

LPSRUWDQW�DV�WHFKQLFDO�RQHV

± 3D\�DWWHQWLRQ�WR�GDWD�RYHU�LWV�HQWLUH�OLIHWLPH

��The Act has specific requirements with regard to Principle 7:

Schedule I, Part II:

s(9) Having regard to the state of technological development
and the cost of implementing any measures, the measures must
ensure a level of security appropriate to-

(a) the harm that might result from such
unauthorised or unlawful processing or accidental
loss, destruction or damage as are mentioned in
the seventh principle, and

(b) the nature of the data to be protected.

s(10) The data controller must take reasonable steps to ensure
the reliability of any employees of his who have access to the
personal data.
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&RPSXWHU�0LVXVH�$FW�����

� 9DULRXV�³KDFNLQJ´�DFWLYLWLHV�LQ�WKH�����V�ZHUH
SURVHFXWHG�XQGHU�³IRUJHU\´�RU�³FULPLQDO
GDPDJH´�OHJLVODWLRQ
± *ROG�	�6FKLIUHHQ�JDLQHG�WRS�OHYHO�DFFHVV�WR�3UHVWHO¶V

PHVVDJLQJ�VHUYLFH�DQG��PRVW�IDPRXVO\��DOWHUHG
PHVVDJHV�LQ�WKH�'XNH�RI�(GLQEXUJK¶V�PDLOER[�
2ULJLQDOO\�IRXQG�JXLOW\�DQG�ILQHG��WKH�IRUJHU\
FRQYLFWLRQV�ZHUH�RYHUWXUQHG�RQ�DSSHDO

� )DLOXUH�RI�H[LVWLQJ�OHJLVODWLRQ�WR�EH�HIIHFWLYH
OHG�WR�VSHFLILF�OHJLVODWLRQ�WR�FRYHU�³KDFNLQJ´�
YLUXV�SURSDJDWLRQ�HWF

��For a racy account of hacking in the 1980s see:

http://www.ladysharrow.ndirect.co.uk/library/Books/
appzero/approaching_zero%20chapter%202.htm
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&RPSXWHU�0LVXVH�$FW�����

� 6HFWLRQ��
± 8QDXWKRULVHG�DFFHVV�WR�D�SURJUDP�RU�GDWD
± 5HTXLUHV�NQRZOHGJH�WKDW�LW�LV�XQDXWKRULVHG
± 1HHG�QRW�EH�D�VSHFLILF�PDFKLQH��RU�LQ�WKH�8.��

� 6HFWLRQ��
± $V�VHFWLRQ����EXW�GRQH�ZLWK�LQWHQW�WR�FRPPLW�DQRWKHU

VHULRXV�RIIHQFH
± 5DLVHV�WKH�VWDNHV�IURP���PRQWKV�WR���\HDUV

� 6HFWLRQ��
± 8QDXWKRULVHG�PRGLILFDWLRQ
± ,QWHQGHG�WR�PDNH�YLUXV�ZULWLQJ�LOOHJDO

��The Act can be found online at:

http://www.legislation.hmso.gov.uk/acts/acts1990/Ukpga_19900018_en_1.htm
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&RPSXWHU�0LVXVH�$FW�����

� ,PSRUWDQW�WR�FOHDUO\�LQGLFDWH�ZKHQ�DFFHVV�LV�QRW
DXWKRULVHG

� &DVH�ODZ�LV�FKHTXHUHG
± )LQHV�KDYH�EHHQ�VPDOO�FRPSDUHG�ZLWK�GDPDJH�FDXVHG
± &ROOHFWLQJ�HYLGHQFH�KDV�EHHQ�SUREOHPDWLF
± %HGZRUWK�JRW�RII�RQ�DQ�³DGGLFWLRQ´�GHIHQFH
± :KLWDNHU�FRQYLFWHG��EXW�FRQGLWLRQDO�GLVFKDUJH��IRU�QRW

GLVFORVLQJ�D�WLPH�ORFN�WKDW�IUR]H�EHVSRNH�VRIWZDUH
ZKHQ�FOLHQW�ZDV�ODWH�LQ�PDNLQJ�SD\PHQWV

± 3LOH�FRQYLFWHG�RI�ZULWLQJ�YLUXVHV
± ³$0(;´�FDVH�VKRZV�PXOWL�OHYHO�DFFHVV�FDQ�PDWWHU

��A typical warning, that could assist in bringing CMA prosecutions,
would be: This machine is the property of xxx Ltd. Only authorised

users are entitled to connect to and/or log in to this
computing system. If you are unsure whether you are
authorised, then you are not and should disconnect
immediately.

��For a review of cases brought under the CMA 1990-1995 see:
http://csrc.lse.ac.uk/people/kelmana/CMA_AppendixA.htm

��R. v. Bedworth 1991 It was alleged that Bedworth & two others modified code at
the Financial Times share index, and disrupted research work at a European Cancer
foundation. Two pleaded guilty. Bedworth argued that he had developed an addiction to
computer use, and as a result was unable to form the intent which has to be proven under the
statute. The jury acquitted.

��R. v. Pile 1995 Christopher Pile (aka the 'Black Baron’) got 18 months under CMA
s3. Pile pleaded guilty to five charges of gaining unauthorised access to computers, five of
making unauthorised modifications and one of inciting others to spread the viruses he had
written. Pile has created “two vicious and very dangerous computer viruses named 'Pathogen'
and 'Queeg’”.

��R. v. Bow Street Magistrates Court and Allison: Ex Parte Government of
the United States 1999 Allison was to be extradited to the USA for accessing American
Express information about credit cards (used to steal $1million from ATMs). The House of
Lords held that although Allison was authorised to access some information, he did not have
authorisation to access the relevant information. This effectively overturned the decision in
R.v.Bignell 1997 where access to data on the Police National Computer (about who was
parked outside an ex-wife’s house) was held not to be unlawful, because the police officers
involved were authorised to access the system.



22nd November 2002

UK Law and the Internet 10rnc1

22nd November 2002 Economics & Law: UK Law and the Internet

(OHFWURQLF�&RPPXQLFDWLRQV
$FW�����

� 3DUW�,���OLFHQVLQJ�UHJLPH
± )RU�³FU\SWRJUDSKLF�VXSSRUW�VHUYLFH´�SURYLGHUV
± (QWLUHO\�YROXQWDU\
± 6XQVHW�FODXVH�LI�QRW�DFWLYDWHG�EHIRUH�0D\�����

� 3DUW�,,���HOHFWURQLF�VLJQDWXUHV
± (OHFWURQLF�VLJQDWXUHV�³VKDOO�EH�DGPLVVLEOH�LQ�HYLGHQFH´
± &UHDWHV�SRZHU�WR�PRGLI\�OHJLVODWLRQ�IRU�WKH�SXUSRVHV

RI�DXWKRULVLQJ�RU�IDFLOLWDWLQJ�WKH�XVH�RI�HOHFWURQLF
FRPPXQLFDWLRQV�RU�HOHFWURQLF�VWRUDJH

� V�����SURKLELWV�NH\�HVFURZ

��The Electronic Communications Act 2000 is online at:

http://www.hmso.gov.uk/acts/acts2000/20000007.htm

��The voluntary licensing scheme is the last vestige of the “key escrow”
proposals of the mid 1990s when the NSA (and others) tried to grab the
world’s keys to mitigate the effects of the use of encryption upon their
snooping activities. The DTI hopes that the industry initiative called tScheme
(http://www.tscheme.org/) will succeed and there will be no need for the DTI
to create an approvals body. s14 is present to ensure that everyone
understands that the old policies are dead.

��Electronic signatures were probably effective (certainly in England &
Wales) before this Act was passed. However, there’s now no doubt that courts
can look at them and weigh them as evidence.

��The Government decided against a global approach to amending
legislation (i.e. anywhere it says “writing” then email would be OK) but is
instead tackling topics one at a time. Perhaps the most visible change so far is
the option to take delivery of company annual reports by email. There are
also significant changes at HM Land Registry, where electronic conveyancing
of land is on the horizon (perhaps with a pilot in 2005).
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(XURSHDQ�6LJQDWXUH�'LUHFWLYH

� ,QWURGXFHV�³DGYDQFHG�HOHFWURQLF�VLJQDWXUH´
� $�³TXDOLILHG�FHUWLILFDWH´�OLQNV�D�SHUVRQ�ZLWK�D

SULYDWH�NH\�DQG�LV�VLJQHG�ZLWK�DQ�$�(�6
± 2WKHU�(8�VWDWHV�PXVW�DFFHSW�D�TXDOLILHG�FHUWLILFDWH

� &HUWLILFDWLRQ�VHUYLFH�SURYLGHUV�LVVXLQJ�TXDOLILHG
FHUWLILFDWHV�PXVW�PHHW�VWULQJHQW�FULWHULD
± 7KH�FHUWLILHU�LV�OHJDOO\�OLDEOH��XS�WR�VRPH�OLPLW��IRU�WKH

DFFXUDF\�RI�WKH�LQIRUPDWLRQ�RQ�D�TXDOLILHG�FHUWLILFDWH
DQG�IRU�HQVXULQJ�LW�FDQ�EH�UHYRNHG

± 7KLV�OHJDO�OLDELOLW\�H[WHQGV�WR�WKLUG�SDUWLHV�ZKR�UHO\
XSRQ�WKH�FHUWLILFDWH

��“Directive 1999/93/EC of the European Parliament and of the Council of
13 December 1999 on a Community framework for electronic signatures” is
at: http://europa.eu.int/eur-lex/en/lif/dat/1999/en_399L0093.html

��2(2) "advanced electronic signature" means an electronic
signature which meets the following requirements:

(a) it is uniquely linked to the signatory;
(b) it is capable of identifying the signatory;
(c) it is created using means that the signatory can
      maintain under his sole control; and
(d) it is linked to the data to which it relates in

such a manner that any subsequent change of the
data is detectable;

��Transposed, very literally, into UK Law (rather late) as Statutory
Instrument 2002 No 318

http://www.hmso.gov.uk/si/si2002/20020318.htm

��UK law now makes the issuers of qualified certificates liable for
damages (to anyone who relies on them) regarding the accuracy of the
information in their certificates, the sole ownership of the private keys and the
timely existence of revocation information. The burden of proof will be on
the issuer to prove they were not negligent.
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5,3�$FW�����

� 3DUW�,��&KDSWHU�, LQWHUFHSWLRQ
± 5HSODFHG�,2&$�����

� 3DUW�,��&KDSWHU�,, FRPPXQLFDWLRQV�GDWD
± 5HSODFHG�LQIRUPDO�VFKHPH�XQGHU�'3$�����������

� 3DUW�,, VXUYHLOODQFH�	�LQIRUPHUV
± 1HFHVVDU\�IRU�+5$������FRPSOLDQFH

� 3DUW�,,, HQFU\SWLRQ
± (QG�RI�D�ORQJ�URDG��VWDUWLQJ�ZLWK�³NH\�HVFURZ´

� 3DUW�,9 RYHUVLJKW�HWF
± 6HWV�XS�WULEXQDO�	�LQWHUFHSWLRQ�FRPPLVVLRQHU

��The Regulation of Investigatory Powers Act 2000 can be found online at:

http://www.legislation.hmso.gov.uk/acts/acts2000/20000023.htm

��A history of interception in the UK (from 1663 onwards) can be found at:
http://www.homeoffice.gov.uk/oicd/intera.htm#Chapter%202

The judgement of the European Court of Human Rights in Malone made
legislation necessary and the Interception of Communications Act 1985
(IOCA) was the result. The 1997 Halford decision (relating to interception on
private networks) showed that the law needed revision.

��Access to communications data was previously done using the
exemptions provided by s28 of DPA 1984 (s29 in DPA 1998). The form used
in the ISP industry can be seen at:

http://www.linx.net/misc/dpa28-3form.html

��Surveillance, bugging and the use of informers needed to be formally
regulated so that these activities did under infringe Article 8 of the European
Convention on Human Rights (“right to privacy”).

��The Government proposed numerous policies through the late 1990s
which were intended to address the problems caused by the use of encryption
by criminals. Eventually compulsory “key escrow” was dropped and we have
ended up with the requirement to “put into an intelligible form” along with
some GAK (Government  Access to Keys).
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5,3�$FW��������,QWHUFHSWLRQ

� 7DSSLQJ�D�WHOHSKRQH��RU�FRS\LQJ�DQ�HPDLO��LV
³LQWHUFHSWLRQ´��,W�PXVW�EH�DXWKRULVHG�E\�D
ZDUUDQW�VLJQHG�E\�WKH�VHFUHWDU\�RI�VWDWH
± 6RV�PHDQV�WKH�KRPH�VHFUHWDU\��RU�VLPLODU���3RZHU�FDQ

RQO\�EH�GHOHJDWHG�YHU\�WHPSRUDULO\
± 3URGXFW�LV�QRW�DGPLVVLEOH�LQ�FRXUW

� 6RPH�VHQVLEOH�H[FHSWLRQV�H[LVW
± 'HOLYHUHG�GDWD
± 6WRUHG�GDWD�WKDW�FDQ�EH�DFFHVVHG�E\�SURGXFWLRQ�RUGHU
± 7HFKLHV�UXQQLQJ�D�QHWZRUN
± ³/DZIXO�EXVLQHVV�SUDFWLFH´

��s2(2) ...a person intercepts a communication in the course
of its transmission by means of a telecommunication system if,
and only if, he-
(a) so modifies or interferes with the system, or its
    operation,
(b) so monitors transmissions made by means of the system, or
(c) so monitors transmissions made by wireless telegraphy to
    or from apparatus comprised in the system,
as to make some or all of the contents of the communication
available, while being transmitted, to a person other than the
sender or intended recipient of the communication.

��Note that once the data has reached its destination then it’s no longer
interception. However, storage so that the recipient can collect it or have
access to it doesn’t count as the destination. So it’s interception to look at
maildrops or undelivered SMS messages.

��Interception is lawful if both the sender and recipient has given
permission s3(1) or s3(2) if the recipient has and the police have a Part II
warrant (this is the “tap the kidnapper’s call” scenario).

��Techies working for the communications service provider can lawfully
intercept [s3(3)] if what they’re doing is required for the provision or
operation of the service. This means that filtering for viruses is lawful, as is
sniffing network traffic for diagnostic purposes.
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/DZIXO�%XVLQHVV�3UDFWLFH

� 5HJXODWLRQV�SUHVFULEH�KRZ�QRW�WR�FRPPLW�DQ
RIIHQFH�XQGHU�WKH�5,3�DFW��7KH\�GR�QRW
VSHFLI\�KRZ�WR�DYRLG�SUREOHPV�ZLWK�WKH�GDWD
SURWHFWLRQ�DFW�RU�RWKHU�UHOHYDQW�OHJLVODWLRQ
± 2QO\�DSSOLHV�WR�³EXVLQHVV´��RU�JRYW�GHSDUWPHQWV�
± 0XVW�EH�E\��RU�DXWKRULVHG�E\��V\VWHP�FRQWUROOHU
± )RU�UHFRUGLQJ�IDFWV��TXDOLW\�FRQWURO�HWF
± 2U�GHWHFWLQJ�EXVLQHVV�FRPPXQLFDWLRQV
± 2U�IRU�NHHSLQJ�WKH�V\VWHP�UXQQLQJ

� 0XVW�PDNH�DOO�UHDVRQDEOH�HIIRUWV�WR�WHOO�DOO
XVHUV�RI�V\VWHP�WKDW�LQWHUFHSWLRQ�PD\�RFFXU

��Statutory Instrument 2000 No. 2699 : The Telecommunications (Lawful
Business Practice) (Interception of Communications) Regulations 2000

http://www.hmso.gov.uk/si/si2000/20002699.htm

��The Information Commissioner has a draft Code of Practice on
employer/employee issues regarding data protection. It has proved to be
somewhat controversial. A initial consultation period ended in Jan 2001 and a
second consultation on part of the document ended in Aug 2002

http://www.dataprotection.gov.uk/dpr/dpdoc.nsf
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5,3�$FW��������(QFU\SWLRQ

� %DVLF�UHTXLUHPHQW�LV�WR�³SXW�WKLV�PDWHULDO�LQWR
DQ�LQWHOOLJLEOH�IRUP´
± &DQ�EH�DSSOLHG�WR�PHVVDJHV�RU�WR�VWRUHG�GDWD
± <RX�FDQ�VXSSO\�WKH�NH\�LQVWHDG
± ,I�\RX�FODLP�WR�KDYH�ORVW�RU�IRUJRWWHQ�WKH�NH\�RU

SDVVZRUG��SURVHFXWLRQ�PXVW�SURYH�RWKHUZLVH

� .H\V�FDQ�EH�GHPDQGHG
± 1RWLFH�PXVW�EH�VLJQHG�E\�&KLHI�&RQVWDEOH
± 1RWLFH�FDQ�RQO\�EH�VHUYHG�DW�WRS�OHYHO�RI�FRPSDQ\
± 5HDVRQLQJ�PXVW�EH�UHSRUWHG�WR�FRPPLVVLRQHU

� 6SHFLILF�³WLSSLQJ�RII´�SURYLVLRQV�PD\�DSSO\

��Part III is not yet in force, and there is not yet a draft for the Code of
Practice which will (possibly) answer a whole lot of practical questions about
how this part of the Act will operate.

��Details about the notice that is served are given in s49. You will get a
reasonable time to comply and access to your keys. You can provide the key
instead of the data - which might be a sensible thing to do where a message is
being sought and the “session key” can be provided. If you only have a partial
key then you must hand that over, or if you don’t have the key but know
where it can be located then you must report where it can be found.

��In “special circumstances” you can be required to hand over a key. The
notice has to be signed by a Chief Constable (or customs/military/security
services equivalent) and the circumstances must be reported to the Chief
Surveillance Commissioner (or in some cases the Intelligence Services
Commissioner). If such a notice is served on someone for a key that “belongs
to the company” then it has to be served at board level.

These safeguards were added as the RIP Bill went through Parliament
because there was considerable concern expressed by industry that the UK
would not be a safe place to keep encryption keys. It has yet to be seen
whether industry will move systems abroad to meet a perceived GAK threat.
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(�&RPPHUFH�/DZ

� 'LVWDQFH�6HOOLQJ�5HJXODWLRQV�������
± 5HPRWH�VHOOHU�PXVW�LGHQWLI\�WKHPVHOYHV
± 'HWDLOV�RI�FRQWUDFW�PXVW�EH�GHOLYHUHG��HPDLO�LV�2.�
± 5LJKW�WR�FDQFHO��XQOHVV�VHUYLFH�DOUHDG\�GHOLYHUHG�
± &RQWUDFW�92,'�LI�FRQGLWLRQV�QRW�PHW

� (�&RPPHUFH�'LUHFWLYH�������
± 5HVWDWHV�PXFK�RI�WKH�DERYH
± 2QOLQH�VHOOLQJ�DQG�DGYHUWLVLQJ�LV�VXEMHFW�WR�8.�ODZ�LI

\RX�DUH�HVWDEOLVKHG�LQ�WKH�8.���ZKRHYHU�\RX�VHOO�WR
± 6LJQLILFDQW�FRPSOH[LWLHV�LI�VHOOLQJ�WR�IRUHLJQ

FRQVXPHUV�LI�\RX�VSHFLILFDOO\�PDUNHWHG�WR�WKHP

� The Consumer Protection (Distance Selling) Regulations. Statutory
Instrument 2000 No 2334.

http://www.hmso.gov.uk/si/si2000/20002334.htm
There are useful explanatory notes on DTI website:

http://www.dti.gov.uk/CACP/ca/policy/distanceselling/newregs.htm
Applies to Internet, Phone, Mail Order, Fax even television selling. Enforced
by Trading Standards. Ensures that consumer knows who they are dealing
with and what the terms are. Straightforward to comply with, but you do need
to design compliance into your systems.

� The Electronic Commerce (EC Directive) Regulations Statutory
Instrument 2002 No 2013

http://www.legislation.hmso.gov.uk/si/si2002/20022013.htm
Again there’s useful guidance from the DTI:

http://www.dti.gov.uk/cii/docs/ecommerce/smallbusinessguidance.pdf
http://www.dti.gov.uk/cii/docs/ecommerce/businessguidance.pdf

These apply if you sell goods by email or website (or run an ISP!).

� Rome Convention (1980) addresses which country’s law applies (B2B
contract will say, consumer’s law will apply unless your website addresses a
particular country (eg: multiple languages, prices in Euro etc).

http://www.dti.gov.uk/cacp/ca/policy/jurisdiction/rome.htm
The Brussels Regulation (and Brussels Convention and Lugano Convention !)
address which court it will be heard in. Similar rules as above:

http://www.dti.gov.uk/cacp/ca/policy/jurisdiction/brussels.htm
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/RWV�RI�2WKHU�/HJLVODWLRQ��

� $QWL�7HUURULVP��&ULPH�	�6HFXULW\�$FW�����
± 3DUW����FUHDWHV�REOLJDWLRQV�IRU�GDWD�UHWHQWLRQ�RQ

³FRPPXQLFDWLRQ�VHUYLFH�SURYLGHUV´

� /RWV�PRUH�H�FRPPHUFH�VWXII
± 6DOH�RI�*RRGV
± &RQWUDFW�ODZ
± 8QIDLU�7HUPV
± 8QVROLFLWHG�ID[HV
± (WF�HWF�HWF

� &\EHUFULPH�FRQYHQWLRQ������

��The Anti-terrorism, Crime and Security Act 2001 is online at:
http://www.legislation.hmso.gov.uk/acts/acts2001/20010024.htm

It contains a little of everything (e.g. s47(1)(a) makes it an offence to
knowingly cause a nuclear weapon explosion). Part 11 provides the
framework for a Code of Practice for the retention of logging data. If your
system provides communication services then you may well be expected to
comply. However, the CoP will be voluntary unless the Secretary of State
decides that it is not working.

��Convention on Cybercrime
http://conventions.coe.int/Treaty/en/Treaties/Html/185.htm

to be ratified by the UK it may require a Computer Misuse Act v2.0
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5HYLHZ

� &RPSXWHU�HYLGHQFH�LV�DGPLVVLEOH�LQ�FRXUW
� (OHFWURQLF�VLJQDWXUHV�DUH�DGPLVVLEOH�LQ�FRXUW
� +DFNLQJ�LV�LOOHJDO�
� ,QWHUFHSWLRQ�LV�LOOHJDO

± 7KRXJK�WKHUH�DUH�VHQVLEOH�H[FHSWLRQV��SURYLGHG�\RX
MXPS�WKURXJK�WKH�DSSURSULDWH�KRRSV

� (�&RPPHUFH�LV�VLPSOH�ZLWKLQ�RQH�FRXQWU\
� 8QGHUVWDQGLQJ�WKH�EDVLFV�RI�ZKDW�WKH�ODZ

PHDQV�DQG�UHTXLUHV�GRHV�QRW�UHTXLUH�\RX�WR
VWXG\�WR�EHFRPH�D�ODZ\HU�

Ignorance of the law excuses no man; not that all men know the law; but
because ’tis an excuse every man will plead, and no man can tell how to
confute him.

John Selden (1584-1654)


