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LANL Vulnerability Assessment Team

Activities & Experience A,
. consulting
 cargo security

+ new tags & seal

« tamper detection

« training & curricula
+ nuclear safeguards
« vulnerability assessments

» novel security approaches

« security psychological issues

The VAT has done vulnerability
assessments on hundreds
of different security devices,
systems, & programs.

The greatest of faults, I should say,
is to be conscious of none.
-- Thomas Carlyle (1795-1881)

I'PYIIIA JIUVIHJI 11O OEHKE YA3BUMOCTHU

JeaTenbHOCTh U OIBIT

- KOHCYJIbTUPOBAHHE

- obecnieueHre 0€30MaCHOCTH TPY30B MPU TPAHCTIOPTUPOBKE
- HOBBIC TUIOMOBI U TICUaTH

- 0OHapy’KeHHE BMEIIATEeIhCTBA

- 00yuyeHue u yuyeOHbIe IPOrpaMMbl

- o0ecTieueHe COXPAHHOCTH S/ICPHBIX MAaTEPHAIIOB

- OIIEHKH YS3BUMOCTH

- HOBEHIIIME TOIX0/IbI K 00ecredeHnIo 0e30MacHOCTH

- ICUXOJIOTHYECKHUE aCTIEKTHI ICSITSIIBHOCTH TT0 00ECIIEYCHUTIO
0e30MacHOCTH

I'OY BblnonaHUIA OLIEHKY YSA3BUMOCTH JIJISI COTE€H PA3JIMUHbBIX
YCTPOMCTB, CUCTEM U ITporpamMm olecrieueHus 6€30MacHOCTH.

Jlonocen cxazamo, umo seauyatiuiei u3
OUUOOK ABNISIEMCS YBEPEHHOCb 8 UX OMCYMCMBUU.

-- Tomac Kapmaiin (1795-1881)



Security Maxims

1. Infinity Maxim: There are an unlimited number
of vulnerabilities, most of which will never be discovered
(by the good guys or bad guys).

2. Arrogance Maxim: The ease of defeating a security
device is inversely proportional to how confident the
designer, manufacturer, or user is about it, and to how
often they use words like “impossible” or “tamper-proof”.

3. High-Tech Maxim: The amount of careful thinking that
has gone into a given security device is inversely
proportional to the amount of high-technology it uses.

Confidence is that feeling you sometimes have before you
fully understand the situation. -- Anonymous

IHPABUJIA OBECIIEYEHUSA BE3OITACHOCTHU

1.

IIpaBuiio 6eckoneynocTu: CyiecTByeT HEOTPAHUICHHOE
KOJIMYECTBO YS3BUMBIX TOUEK, OOJbINAS YACTh U3 KOTOPBIX HUKOTIa
He OyeT oOHapykeHa (Kak "XopomuMu" JTI0AbMHU, TaK U
3JI0YMBIILJICHHUKAMH ).

IIpaBuiio camoHagessIHHOCTH: JIErKoCTh, ¢ KOTOPOH MOKHO
B3JIOMAaTh 3alllUTHOE YCTPOICTBO, 0OpaTHO MPOMOPIHOHATIbHA
CTENEHHU YBEPEHHOCTH NMPOECKTUPOBIIMKA, IPOU3BOIUTENS MU
M0JIB30BATEINS B 3TOM YCTPOMCTBE, & TAK:KE TOMY, HACKOJIBKO 4acTO
OHM HMCIOJB3YIOT CJI0OBA BPOJI€ ""HEBO3MOXHO B3JIOMaTh'" WU
"HECAaHKIIMOHUPOBAHHBIN TOCTYI UCKIIOYEH".

IIpaBusio BbIcOKMX TexHOM0THii: OObeM 3HaHUH, BIOKCHHBIX B
peanu3anurio 1aHHOIO 3allIUTHOTO YCTPOMUCTBA, 0OpaTHO
MPOIIOPIIMOHANIEH 00BEMY MCTIOJIb3YEMBIX UM BBHICOKMX TEXHOJIOTHA.

y6€p€HHOCI’I’Zb — 9mo mo 4yecmeo, Komopoe nocewaem
eac nepe() mem, KakK 6bl nOJIHOCMbIO YACHUIU CUmyauyuio.

-- AHOHUMHBIH aBTOP



Security Maxims

4. Low-Tech Maxim: Low-tech attacks work
(even against high-tech devices).

5. Yes! Maxim: There are effective, simple, & low-cost
countermeasures to most vulnerabilities.

6. Oh No! Maxim: But users, manufacturers, and
bureaucrats will be reluctant to implement them.

If you think that technology can solve your security problems,
then you don’t understand the problems and you don’t understand
the technology. -- Bruce Schneier

IHPABUJIA OBECIIEYEHUSA BE3OITACHOCTHU

1. IIpaBujio ycTapeBIIMX TEXHOJIOTHii: ATakaMu C IPUMEHEHHEM
yCTapeBIIMX TEXHOJOTUN HEJb3sl MpeHeoperath (Jaxe NpoTUB
BBICOKOTEXHOJIOTUYHBIX YCTPOUCTB).

2. IMpasuao "da!": Ilpaktudecku 1ist MOOBIX YSA3BUMBIX MECT MOKHO
no100path 3P PeKkTUBHBIC, TPOCTHIE U HEAOPOTUE MEPHI
IIPOTUBOICUCTBUS.

3. IpaBuao "O uet!": OnHAKO, MOJB30BATENIU, TPOUBOJIUTENN U
OIOPOKpATHI BHEIPSIOT UX C HEOXOTOM.

Ecnu bl nonacaeme, umo mexnonoaus mogicem peutums sauiu I’lpO6]l€Mbl C
6830naCHOCH1biO, 3HA4umi, 6bl HE NOHUMaeme 6 d9mux I’lpO6]Z€MCZX u He
noHumaeme 68 mexHojiocuu.

-- bproc I1Haiiep



Terminology

lock: a device to delay, complicate,
and/or discourage unauthorized entry.  ==§¥%

(tamper-indicating) seal: a device meant to

leave non-erasable, unambiguous evidence ;
of unauthorized entry or tampering. ‘

barrier seal: a device that is both a lock & a seal

If I had only known, I would have been a locksmith. =

-- Albert Einstein (1879-1950)

TEPMHUHOJIOI'UA

3aMOK: YCTPONCTBO, IPEHA3HAUYCHHOE IS 3a/ICP>KKH, YCIIOKHEHUS
W/WJM TIPETIATCTBOBAHMS HECAHKIIMOHUPOBAHHOMY BTOPIKEHHIO.

YCTPOMCTBO HHANKAIIMM BMeIIATEJIbCTBA (IJIOM0OA/Ie4aTh):
YCTPOMCTBO, NPEIHAa3HAYEHHOE ISl OCTABJIEHUSI HEYCTPAHUMOTO,
SIBHOT'O CBUJIETEJILCTBA HECAHKIIMOHUPOBAHHOI'O BTOPKEHUS WIN
BMeEIIATEIbCTBA.

3aUTHAS TIOM0A: YCTPOKCTBO, SBIISIOIICECS OJHOBPEMEHHO 3aMKOM
U IJIOMOOIA.

Ecnu 0vl 51 6ce 3nan 3apanee, mo cmai 6vl clecapem.
-- Anp0epT DitHmTeiiH (1879-1950)



Terminology

defeating a seal: opening a seal, then
resealing (using the original seal or a
counterfeit) without being detected.

attacking a seal: undertaking a sequence

of actions designed to defeat it. E(;

Defeating seals is mostly about fooling people,
not beating hardware (unlike defeating locks,
safes, or vaults)!

TEPMHUHOJIOI'UA

HapyueHue ueaoctHoctu YUB: HeBbisiBiieHHOE BeKphiTHE Y B ¢ ero
MOBTOPHBIM OINIOMOUPOBAHKUEM (C TOMOIIBIO OPUTHHAIBHOTO WU
noaaeasHoro YUB).

MONBITKA HAPYIIHMTH HEJOCTHOCTD IJIOMOBI: Pl IPEANPUHATHIX
JeCTBUHU C IeJIbI0 B31oMaTh Y B.

B3iom YUB 00b11H0 opasymMeBaeT BBeeHNE B 320y K ICHUE JTIOJICH,
a He B3JIOM TEXHUYECKUX CPEACTB (HAIpUMEp, B3JIOM 3aMKOB, BCKPBITHE
ceripoB mIM XpaHWIIUIIL)!



Terminology

(seal) use protocol: the official as well as the
unofficial & informal ways the seal is used.
Includes procurement, shipping, storage,
installation, inspection, removal, destruction,
reporting, interpretation, & training.

A seal is no better than its use protocol!

seal countermeasures: ways to improve the
seal by changing the design and/or the seal use
protocol.

TEPMHUHOJIOI'UA

nporoko. npumenenusi (YUB): opunmansHbie 1 OTCTyHaroUue ot
npaBui cnocoOs! npuMenenus: Y B. Bxirouaer 3akynky, OTOpaBKy,
XpaHeHue, yCTaHOBKY, IPOBEPKY, CHATHE, YHUUYTOKECHUE,
IPEIOCTABIEHUE OTYETOB, PACIIU(PPOBKY U OOyUEHHE.

YUB HHYeM He nydilie YeM OPOTOKOJI O €ro IIPUMEHEHU N !

Mepbl npotuBoaeiicteus YUB: ciocobs! ynyumuts YUB 3a cuer
U3MEHEHHS €ro KOHCTPYKIMU W/WIN NpoToKoJia npumeHenus Y UB.



Terminology

vulnerability assessment (VA): discovering and
demonstrating ways to defeat a seal or tamper-
detection program. Should include suggesting
countermeasures.

He that wrestles with us strengthens
our skill. Our antagonist is our helper.
-- Edmund Burke (1729-1797)

TEPMHUHOJIOI'UA

oneHka ysa3Bumoctu (OY): obHapyKeHHE U IEMOHCTpaIus C1oco00B
HapyueHus neaoctHocty Y B unu Hapymenus nporpaMMsl
npumeHenus: YUB. JlomkHa Bimro4ath B ce0st mpenoiaraeMbie Mephbl
MPOTUBOAECHCTBHS.

Tom, kmo 60pemc,cz C HamMu, ommavyueaem Haute Mmacmepcmeo.
Haw npomueHUK — 9mo Haut NOMOWHUK.

-- Damynn bypk (1729-1797)



Vulnerability Assessments

The purpose is to improve tamper detection, not to:

* Pass a test

* Generate metrics

* Justify the status quo

* Check against some standard

* Claim there are no vulnerabilities

» Rationalize the research & development

* Certify a seal as “good” or “ready for use”
* Perform material, environmental, or quality tests

* Apply a mindless, bureaucratic stamp of approval

* Praise or accuse the developer, manufacturer, or user

Nothing is easier than self-deceit. For what each
man wishes, that he also believes to be true.
-- Demosthenes (382-322 BC)

OLHEHKU YA3ZBUMOCTH

[lenp — yay4muTh KQ4ECTBO MHAMKALIMU BMELIATENIbCTBA, A HE:
* Cnmatb 5K3aMeH

* Co3narh mokaszaTesiu

* O0OCHOBATh CYIIECTBYIOIIEE TTOJIOKEHUE

* [IpoBepuTh Ha COOTBETCTBHE OINPEACICHHOMY CTaHAAPTY

* 3asBUTH OTCYTCTBHE ySI3BUMBIX MECT

* ParrioHanmm3upoBaTh HAyYHO-UCCIIETOBATEIBLCKUE U ONTBITHO-KOHCTPYKTOPCKHE
pa3paboTku

* CeprudumupoBars Y MB kak "xopoimee" wim "ToToBOE K TPUMEHEHHUIO"

® HpOBeCTI/I HCIIBITAHUA MaTCPUATIOB, KIIMMATUYCCKUC UCIIBITAHUA UJIIH KOHTPOJIb
KadeCcTBa

* TTocTaBUTEL OECCMBICIIEHHOE 6IOpOKpaTI/I‘-IeCKOC MMPpUEMOYHOC KJIeliMO
* [ToxBanmuth UK OCYyIUTH pa3pa60TqI/IKa, IMPOU3BOAUTECIIA WX MTOJIB30BATCIIA

Hem nuuezo npowe camoobmana.
Kenaemoe wenosexom sensemces 0ns He20 UCTMUHHBIM.

-- Jlemocden (382-322 1o H. 3.)



When choosing between two evils, |

S e al AttaC kS always pick the one I never tried before.

-- Mae West (1893-1980)

There are at least 105 different ways to attack seals,
most in 1 of 10 categories:

Pick Attacks - Pick the seal open without damage or evidence.

Unsealing Attacks - Open the seal, then repair or hide any damage
or evidence.

Backdoor Attacks - Put a defect in the seal prior to use.

Tampering with the Seal Data - Tamper with data (such as the seal
serial number), or reports about the seal inspection.

Seal Reader Attacks - Tamper with, spoof, or counterfeit the electronic
seal verifier (if any).

HOIIBITKN HAPYHIUTH HEJIOCTHOCTbD
YUB

CymectByet He MmeHee 105 pa3inuHbIX ciocOO0B HAPYIIUTD
uenoctHocTs YHWB, Gosnblias yacTe U3 KOTOpbIX nonagaet B 1 u3z 10
CHEQYIOIINX KaTeTOpUil:

CpsiB YUB — YUB cpriBaetcs Tak, 9TOOBI HE OCTaBUTH CJIEAOB MOBPEKICHUS.

BekpoiTne YUB — YHB BekpbIBaeTcs, 3aTEM ClIEIbI TOBPEKICHUS
MAaCKHUPYIOTCSI WJIN YHUUYTOXKAKOTCSI.

CkpsoiThle aTaku - B YUB BHOcuTCS nedexT eme 10 npuMeHeHus storo YB.

IMoanenka nannubix 060 YUB — nognenka nanusix YUB (Hanpumep, cepuitHOro
HOMEpa) WK MPOTOKOJIOB ¢ pe3yibTaTamu nposepku Y UB.

BmemareabcTBo B yerpoiicTBa cuutbiBanusa Y UB — noxnenka pe3ynsratos
IPOBEPKU MIJIM BMEILATENILCTBO B PA0OTY JMEKTPOHHBIX YCTPOUCTB CUUTHIBAHUS

VUB (ecnu TakoBbie UCTIOIB3YIOTCSA).

Buibupas uz 08yx 301, s 6cec0a npednouumaro mo,
Komopoe euje He Ucnpooosa..

-- Mas Becr (1893-1980)
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I told my psychiatrist that everyone hates me.

S e al AttaC kS He said I was being ridiculous--everyone hasn’t

met me yet.  -- Rodney Dangerfield (1921-1997)

Electronic Attacks - For electronic seals, attack various
components such as the sensors, microprocessor, signals, power,
annunciator, encryption, or stored data.

Replicating - Make a duplicate seal at the factory using procurement,
breaking & entering, bribery, coercion, or psychological means.

Counterfeiting - Make a duplicate seal outside of the factory.

Failure Mode Attacks - Challenge the seal security program directly
or with misdirection, or wait until an error is made and then exploit it.

Sabotage the Sealing Process - Corrupt the sealing process,
such as applying the wrong seal, failing to seal properly, or not closing
the door or lid.

HOIIBITKN HAPYIHIUTH HEJOCTHOCTD YUB

BJIQKTPOHHBIC aTaKH — BMCIIaTCIbCTBO B pa60Ty OJICKTPOHHBIX 3JICMCHTOB —
AAaTYUKOB, MUKPOIIPOLICCCOPA, B CUTHAJIBI, DJICKTPOIIUTAHUC, CUTHAJIN3AaTOp,
YCTpOﬁCTBO KOAUPOBAaHUA CUTHAJIOB UJIK XPaHAIIUCCA JaHHBIC.

JdyonaupoBanue — nmpousBoicTBO Ayoiukara YUB Ha 3aBose mocpeacTsom
3aKYIIKH, B3JIaMbIBaHUS U BTOPIKCHUS, TIOAKYIId, HACUJIUA WA ICUXOJOTUYCCKOIr0
BO3JICHCTBHS.

IMoanenka — npousBoAcTBO AyOnukara YVB He Ha 3aBoje.

Pexum 0TKa3a — HENTOCPEACTBEHHOE MCTIBITAHNE ITPOrpaMMBbl ipuMeHeHus Y VB,
1100 UCTIBITAHUE TIOCPECTBOM HETIPABHIIBHBIX YKa3aHUi, 1100 0KUAAHUE JI0 TEX
0P, MTOKa HE TMOSBUTCS OINOKA C IEJIbI0 BOCTIONB30BATHCS €10.

BpennrenbcTBo Bo Bpems Hanecenus Y UB — nanpumep, HaHeceHue
HenpaBwibHOro YVB, HenpaBuibHOE HAHECEHUE JTNO0 HETIPABUIIBLHBIC YCIOBUS
HaHECEHMsI (HE 3aKphITa JBEPb WU KPBIIKA U T.I1.).

A nooicanosancsa ceoemMy ncuxoanaitumukKy, 4mo 6ce MeHs nenasuoam. On omeeniuu,
Ymo s CMeuor — 6e0b eue He ece co MHOU 3HAKOMBL.

-- Pognau Ipumxephunsa (1921-1997)
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Fake Counterfeits

Often overlooked: an adversary often needs
only to mimic the superficial appearance and
perhaps simulate the apparent performance
of a seal or reader. This is much easier than
true counterfeiting.

Sincerity is everything. If you can fake that,
you've got it made.
-- George Burns (1896-1996)

JIOYKHBIE MOJJAEJKHA

YacTo urHopupyercs: 3J10yMBIIUIEHHUKY YaCTO HEOOXO0UMO TOJIBKO
CBIMUTHUPOBATh BHEUTHUN BUJ U, BO3MOXHO, GUKTUBHYIO paboty YUB
WIH ycTpoiicTBa cunTbiBanud Y VB. D10 HamMHOro npouie yem
JNICUCTBUTEIIBLHO ITOAAeIaTh HacTosmee Y B.

HCKp@HHOCWlb — amo camoe anasroe. Ecnu évi moorceme npumeopunibcsl
UCKPEHHUM, MO ) 6AcC 6Ce NOJIYy4umcs.

-- Ixxopmx bepue (1896-1996)

12



Seals Vulnerability Assessment

We studied 244 different seals in detail:
e government & commercial
« mechanical & electronic @
 low-tech through high-tech é/

 cost varies by a factor of 10,000

Over half are in use for critical applications,
and ~19% play a role in nuclear safeguards.

OLEHKU YA3BUMOCTU YUB

MbI THIaTEIbHO M3Yy4YWiIu 244 pa3andnbix YUB:
* FOCYAapCTBEHHBIE U IPOMBIILICHHbBIE

* MEXaHUYECKHE U DJIEKTPOHHbIC

* OT YCTAPEBIINX A0 HOBEHIIMNX TEXHOJOTHUI

* pa3MMYHOM LIEHBI — nepenaz neH cocrasisa 7o 10.000 pas.

bosee monoBUHBI UCTIOIB3YIOTCS B KpUTHUECKUX MPUTTIOKEHUSIX,
npumepHo 19% - B cpepe obecnieuenus coxpanHoctu SAM.

13



Percent of Different Seal Designs That Can Be
Defeated in Less Than a Given Amount of Time

percent of seals
2 8 B B B8 8 ¥ 8 85 E

defeat time {mins)
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MPOLEHT PA3JIMYHBIX KOHCTPYKIIUH
YHUB, KOTOPBIE MOYKHO B3JIOMATD 3A
MEHDBUHIEE BPEMAA

[Ipouentr YUB

Bpewms B3nambiBanus

14



High Tech Isn’t Automatically Better!

393 attacks

Linear LS fit
— r=0.10
Slope = 270 msec/$

ns)

attack time at container (o i

seal unit cost (§) in quantities of 1000

x
NI S BT O
o=

r=0.19 B EEERE

Slope = 170 msec/tech level

BBICOKHUE TEXHOJIOI'MU HE OBA3ATEJIBHO
ABTOMATHYECKHU O3HAYAIOT BOJIEE
BBICOKOE KAYECTBO!

393 ataku

Bpewms araku YIVB, HaHeceHHOr0 Ha KOHTEUHED
Croumocts ogHoro YUB ($/Thic.mt.)
JIuneiinoe npubKeHue

r=20.10

Haxion = 270 mcex/$

JIuneiinoe npudIMKEeHNE
r=0.19
Hakmnon = 170 Mcek/Tex.ypoBeHb

15



Results for 244 Different Seal Designs

parameter mean median

attack time

cost of tools & supplies

marginal cost
of attack

time to devise

successful attack 2.3 hrs 12 mins

Pe3ynbratel 1uia 244 paznuuHbiX KOHCTpyKIuii Y UB

cpeaHee
napamMeTp 3HaYeHHe MeJAUAHA
BpEMSI aTaku 1,4 mun 43 cek
CTOMMOCTh HHCTPYMEHTOB H
BCIIOMOTaTeJIbHBIX MaTePUAJIOB $78 $5

npeaenbHas ce0ecTOMMOCTh aTaku 62 IieHTa 9 IEHTOB

BpeMsl Ha pa3paboTKy
YCIICIIHOM aTaKu 234 12 mun

“attack time” = time actually spent at the container

“Bpems aTaku’’ = BpeMs, (haKTUUECKOE MOBEJCHHOE Y KOHTEHHEpa

16



but require:

— looking for likely attacks
— having seen examples

The Good News

Simple countermeasures usually exist,

— understanding the seal vulnerabilities

The only security is the constant
practice of critical thinking.
-- William Graham Sumner (1840-1910)

27% 13% Countermeasures

Ocheap & easy
O not so cheap & easy
mnone apparent

60%

393 attacks

XOPOIIUE HOBOCTH

OOBIYHO CYHIECTBYIOT MIPOCTHIE MEPHI TPOTUBOJAEHCTBHUS, HO JJISI HUX

TpebyeTcs claeayroIee:

- IOHUMAaHUE yA3BUMBIX MecT Y B

- CJIC’)KCHUEC 3a BEPOATHBIMU aTaKaMH

- 3HAKOMCTBO C IPUMEPaMHU

Eouncmeennuiii cnocob obezonacums cebsi — 3mo noCmosiHHO MblCAUMb

KpUMU4ecKu.
-- Yunbsm I'pam Camuep (1840-1910)

Mepsl TpOTUBOACUCTBUSA

- JlemeBo

Y TIPOCTO

- He Tak nemeBo u npocro
- HeoueBnano

393 ataku

17



The Good News (con’t)

But better seals are also possible!

conventional seals:
They must store the fact that tampering has been
detected until the seal can be inspected. But this
“alarm condition” can be easily hidden or erased,
or eliminated by making a fresh counterfeit seal.

anti-evidence seals:
At the start, when the seal is first installed, store
information that tampering hasn’t yet been detected.
Erase this “anti-evidence” when tampering is
detected. This leaves nothing for an adversary
to hide, erase, or counterfeit! F

IDENCE E ICE E CE EVIDEN
= EV CE E

IDENCE ICE EVII E EVIDEN(

XOPOIIMUE HOBOCTMU (mpoaosixeHne)

Ho Takxe BO3MOXHO TpUMeHeHue U 0osee HajexKHbix YIB!
oObrunbie YHB:

OHU JOJKHBI COXPaHATh PakT 0OHApPYKEHHsS] BMELIATENbCTBA 10 TEX
nop, noka YHMB nHe O6yner npoBepeno. OgHako, 3T0 "TpeBOKHOE
COCTOSIHUE" MOXHO JIETKO CKPBITh WJIM YHUUTOXKUTh, TUOO0 MOJIMEHUTH
510 YVB HOBBIM nogaensubiM Y VB,

YUB, "He caykalme 10Ka3aTeabLCTBOM:

[Tpu nepBom Hanecenuu Y VB coxpanute nHGOPMAIUIO O TOM, YTO
BMEIIATEIHCTBO €I He OBLII0 O0OHAPYKEHO. Y MamuTe 3Ty HH()OpPMAITUIO
npu 0OHapy>KeHUH BMelarenbeTBa. [locie 3Toro 3m10yMbIIIIIEHHUKY
OyJIeT HeUero CKpbIBaTh, YAAIATh WU MOJJIEIbIBATS!

18



20+ New LANL “Anti-Evidence” Seals

 better security

* no hasp required

* no tools to install or remove seal

* 100% reusable, even if mechanical

* the seal can go inside the container

« can monitor volumes or areas, not just portals

« can automatically verify the seal inspector
actually checked the seal (“anti-gundecking”)

boJgee 20 YUB JIJIHJIL, He ciayxamux
A0Ka3aTeJIbCTBOM

* OoJiee HaJIe’)KHOE oOecreueHrne 0e30MacHOCTH

* He TpeOyeTcs 3aCoB

* He TpeOyeTCs MHCTPYMEHT JUIsl HaHECCHUs WK cHATus YVIB

¢ IMOJIHOCTBIO NPUTOAHBIC IJIA TIOBTOPHOI'O IPUMCHCHUSA, JaXKE IJIA
MCXaHHNYCCKOI'O THUIIA

* YVIB M0HO TOMeNaTh BHYTPh KOHTEHMHEpPA

* MOKHO KOHTPOJUPOBATh O0BEMBI UJIW TUIOLIAAN MPOCTPAHCTBA, a HE
TOJIBKO JBEpHU

* MOYKHO aBTOMAaTUYECKHU y3HaTh, IPOBEPUII JIM HHCIIEKTOp YIB

19



Effective Vulnerability Assessments

N . Perform a mental coordinate transformation and
= pretend to be the bad guys. (This is much harder
than you might think.)

~ % < Gleefully look for trouble, rather than seeking to
2 reassure yourself that everything is fine.

L B - Be much more creative than your adversaries.
They need only stumble upon 1 vulnerability, you
have to worry about all of them.

It is sometimes expedient to forget who we are.
-- Publilius Syrus (~42 BC)

20

IOOEKTUBHASA OLUEHKA YA3BUMOCTH

- [IpencraBbTe, 4TO BHI - 37I0YMBIIUICHHUK. (DTO HAMHOTO CJIOXHEE,
YeM BBl [yMaeTe).

- [TocTapaiiTech HANTH HY’)KHOE BaM YSI3BUMOE MECTO, BMECTO TOTO,
yTOOBI YOEIUTH Ce0s1, UTO BCE B TIOPSIIKE.

- ByasTe HaMHOTO OOJIee 300peTaTeNIbHBI, YEM Balll MPOTUBHUK. VM
JIOCTaTOYHO HAWTH XOTS OBl OJTHO ySI3BUMOE MECTO — BaM
HEO00XO0IMMO OECIIOKOUTHCSA 000 BCEX.

Hnozoa eévicoono u eecmu cebs He0OCMOUHO.

[Ty6mmii Cupyc (~42 10 H. 3.)

20



VA Steps

1. Fully understand the device and how it is
REALLY used. Talk to the low-level users.

2. Play with it.

3. Brainstorm--anything goes!

4. Play with it some more.

Nothing is like is seems, but everything
is exactly like it is.
-- Yogi Berra (baseball player & coach)
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ITAIIbI OY

1.

[ToTHOCTBIO U3YyUNUTh KOHCTPYKIHUIO YCTPOUCTBA, MPUHLIUI PAOOTHI U
10, Kak 0HO DPAKTUYECKMU ucnons3yercs. [loroBoputs ¢
KOHEYHBIMH I10JIb30BATEISIMU.

2. "llourpats" ¢ YVB.
3. Mo3roBoi IITYpM — rOASTCA JIIO0ObIe Bepcuu!

4. Eme "mourpats" ¢ YVB.

Huumo ne maKkoeo, KAKOBO KAMNCeENICA,
HO 6ce 6 mo4YHoCcnmu maxKkoeo, KAKO60 OHO eCmb.

-- Woru bepa (6eiicGonuct u Tpexep)

21



VA Steps
5. Edit & prioritize potential attacks.

6. Partially develop some attacks.

7. Determine feasibility of the attacks.

8. Devise countermeasures--more brainstorming!

You have to be careful if you don’t know
where you are going because you might
not get there. -- Yogi Berra

22

ITAIIbI OY

5. I3y4nTh 1 Ha3HAYUTH TPUOPUTETHI BEPOATHBIM ATAKAM.
6. YacTuuHO pa3paboTaTh HEKOTOPHIE aTaAKH.
7. OnpeaenuTh BHITOJIHUMOCTD aTaK.

8. IIpuaymars Mepbl IPOTUBOACHCTBUS — MPOBECTU JIOTIOJHUTEIBHbBIN
MO3TOBOM MITYypM!

Byobme snumamenvhoi, eciu He 3Haeme,
Kyoa uoeme, NOMOMY 4mo Modceme myod u He Npuomu.

-- Woru bepa
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VA Steps

9. Perfect attacks.

10. Demonstrate attacks.

11. Rigorously test attacks.

12. Rigorously test countermeasures.

In theory there is no difference between
theory and practice. In practice there is.
-- Yogi Berra
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ITAIIbI OY

9. OTTOYHUTH aTaKH.
10. IIpoieMoHCTpHUpPOBAThH ATAKH.
11. TmarenpHO UCIIBITATh ATAKU.

12. ToiaTenbHO UCHIBITATh MEPHI IPOTUBOICHCTBUS.

B meopuu nem pasnuywvl mesxncoy meopueil U npaKmuKou.
Ha npaxmuxe sma pasnuya ecmo.

-- Moru Bepa
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Brainstorming

Nothing can inhibit and stifle the creative process more--
and on this there is unanimous agreement among all creative
individuals and investigators of creativity--than critical
judgment applied to the emerging idea at the beginning stages
of the creative process. ... More ideas have been prematurely
rejected by a stringent evaluative attitude than would be
warranted by any inherent weakness or absurdity in them.
The longer one can linger with the idea with judgment held in
abeyance, the better the chances all its details and ramifica-
tions [can emerge].

-- Eugene Raudsepp, Managing Creative Scientists
and Engineers (1963).

Keep the possibility phase | we a11 know your idea is crazy. The question is,

Complete_ly s_eparate from is it crazy enough?  -- Niels Bohr (1885-1962)
the practicality phase!
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MO3I'OBOM LLITYPM

HuuTo He MoXeT B OOJbIIeH CTENEHU TOIaBUTh U 3aYIIINTh TBOPUYECKUH TIpoliece,
— ¥ B 3TOM €JIMHOYIIHBI BCE TBOPUYECKUE JTUYHOCTH U UCCIIEIOBATENIN TBOPUECTBA,
— 4YeM KPHUTHKA, BBICKa3aHHAs HA HAYaJbHBIX dTalax Mpolecca TBOPUECTBA B aJIpec
POKIArOIIeiicst Ha CBET UaeH... MHOTHE uier ObUTH CKOPOTIAIUTEIEHO OTBEPTHY THI
CKOpE€e MO NMPUUYMHE KECTKOU MPEABAPUTEIBLHON OLIEHKH, HEXKEIU 11O IPUYHHE
00BEKTUBHBIX BHYTPEHHUX cIa00CTEH WK HEeNeMoCTe!, B HUX coJiepkanuxces. Yem
JOJIBIIIE KPUTUK BO3JIEPIKUBAETCS OT BBIHECEHHS CBOETO CYKICHHS, TeM OOJIbIIIe
IIAHCOB Ha TO, YTO CTAHYT SCHBI BCE MOAPOOHOCTH U ACTAIH UJICH.

-- FOmxun Poacenn, PykoBoacTBo TBOpUeCKMMH yUeHbIMU U HHXeHepaMu (1963)

He myraiite "Bo3MOXkHBIE 1eUCTBHS" € "peaIbHO OCYIIECTBUMBIMHA".

Bce mut 3naem, umo sawia uoes 6e3ymua.
Bonpoc 6 mom, docmamouno nu ona 6esymna?

-- Hunse Bop (1885-1962)
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Realities of Creativity
) )
Individuals are creative, not groups... "

but the right group dynamics can energize &
encourage individuals...

and a group is usually necessary to fully explore
attacks & countermeasures.

A new idea is delicate. It can be killed by a sneer or a
yawn; it can be stabbed to death by a joke or worried
to death by a frown on the right person’s brow.

-- Charles Brower
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MNOUIMHHAS CYHIHOCTHh TBOPYECKHX
CIIOCOBHOCTEMN

TBOpYECKH CO3UAATEIBHBIMU SABJISIIOTCS OTAEIBHBIC JIOIU, HO HE
TPYIIIBL...

HO ITPaBWJIbHAS JUHAMUKA TPYIIIBI MOXKET 3apSAUTh YJHEPTUEU U
MOAJEPKATh OTCIIBHBIX JIFOAEH. .

a JUIsl IIOJTHOT'O MCCIIEOBAHMSI BCEX aCIIEKTOB aTaKk U Mep
IPOTUBOJEHCTBUS OOBIUHO TpeOyeTCs Tpyna CeUallCTOB.

Hosas uoes — smo moukas 6elyb. Ee mooicno y6umb ycmeumoﬁ Uujiu 3e6KOM,

3ape3amb HAcMepmb WYMKOLL, UIU C8ECMU C YMA HAXMYPEHHbIMU OPOGAMU HYHCHOU

nepCcoHbl.

-- Yapns3 bpayap
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VA Brainstorming Tips

Pay close attention to explicit or unstated assumptions,
and to security or design features that are widely praised
or admired. These are often the source of serious
vulnerabilities.

Concentrate on the 2nd and 3rd best attacks or
countermeasures. You are likely overlooking so
that would make them the best solutions.

If there is widespread agreement about an
attack or countermeasure, re-examine.

If everybody is thinking alike,
then nobody is thinking.
-- George S. Patton (1885-1945)

No authority figures!
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PEKOMEHJIALIMM MO MPOBEJIEHUIO
MO3IrOBOTI'O LITYPMA JIJI51 OY

VY nenstiite 0c060€ BHUMaHKE SIBHO BBIPAYKEHHBIM HIIH
Hec(HOPMYJIMPOBAHHBIM MPEIIOJIOKEHUSIM, a TAKKE DIIEMEHTAM 3aIUThI
WU KOHCTPYKTHUBHBIM OCOOCHHOCTSIM, KOTOPBIEC IIUPOKO PACXBAJMBAIOT
WU KOTOPBIMHM BOCXHIAIOTCS. OOBIYHO 3TH 3JIEMEHTHI SIBIISIOTCS
HMCTOYHUKAMU CEPhE3HBIX YSA3BUMbBIX MECT.

CKOHILICHTpUPYHUTECHh HA BTOPOU U TPEThEW HAWTYUIlIEH aTaKe Win
Mepax MPOTUBOAECHUCTBHUS. Bbl HABEpHSIKA MPOIYCTUIN YTO-TO, UTO
MOTJIO OBl ClIeNIaTh WX HAMITYYIIUMH PEIICHUSMU.

Ecnu no kakoi-n10o arake Uiu Mepe IpOTHUBOJICHCTBUS UMEETCS
IIMPOKO PaCHPOCTPAHEHHOE COTJIAIIECHNE, IOBTOPHO U3YUUTE ITY aTaKy
(Mepy IpOTUBOJEHCTBUSA).

ABTOpPUTETOB HET!

Ecnu ece dymarom oounaxoeso, 3nauum, éce 6000we He Oymarom.
-- Ixopmx C. IlaTTon (1885-1945)
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VA Brainstorming Tips

The best way to have a good
idea is to have lots of ideas.

Quantity breeds quality. - Linus Pauling (1901-1994)

With all ideas: elaborate, expand, modify, subvert,
exaggerate, & combine with other ideas. Pursue
hunches & intuition.

The best ideas come late, and when you are not thinking
about the problem.

Out of nowhere the idea will appear. It
will come to you when you least expect it.
-- James Webb Young
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Jhyywuti cnocob nonyyums Xopoutyo uoero —
NOJYUUMb MHOHNCECMBO UOE.

-- Jlunyc Iaynunr (1901-1994)

PEKOMEHJIALIMM MO MPOBEJIEHUIO
MO3TrOBOI'O LITYPMA JIJI51 OY

KomnnuectBo IMOPOKIACT KAa4CCTBO.

Co BceMu HiesIMU: TIATEIbHO pa3pabaTeiBaTh, NOAPOOHO HU3JIAraTh,
U3MEHSTh, HUICIIPOBEPIaTh, IPEYBEINYMBATE U KOMOMHUPOBATH C
npyrumu uaesmu. [lone3yitecs qoragkamMy U MHTYULIHEH.

Jlydimie ujeu mpuxoasaT MOCIEHUME, KOT/Ia BBl HE TyMaeTe O
npobiieme.

Hoes noasumcs Huomkyoa.
Ona npudem moeoa, Ko20a 8bl ee MeHee 8ce20 Hcoeme.

-- Ixetimc Y260 Sur
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VA Brainstorming Tips

Pursue what is interesting, controversial,
contrarian, exciting, or silly.

Mentally remove some design features, or pretend the
seal was made of different materials. Then consider the
implications.

Develop and explore models, metaphors, & analogies.

Terminology constrains our thinking. Rename everything
and re-examine.

There’s a fine line between fishing and
just standing on the shore like an idiot.
-- Steven Wright
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PEKOMEHJIALIMM MO MPOBEJAEHUIO
MO3IrOBOI'O LITYPMA JIJISI OY

Hcnoinb3ylte BCe, UTO HHTEPECHO, HEOJHO3HAYHO, IIPOTUBOPEYUBO,
YBIIEKATENbHO WIH TIIyTO.

VY 1anure MbICJIEHHO HEKOTOPBIE KOHCTPYKIIMOHHbBIE XapaKTEPUCTHUKU,
anbo npencrasbTe, OyaTo YUB u3rotoBneHo U3 pa3inuuHbIX
MaTepHayioB. 3aT€M PaCCMOTPUTE MOCIEICTBUA.

PazpabotaiiTe u uccnemyiite monenu, Mmetadopbl U aHAIOTHH.
TepMuHoIOTHS OTpaHUYMBACT Hallle MbIieHUE. [lepenmenyiite Bce U
3aHOBO M3YyYHTE.

Jluwbs moukas epans omoensaem polOHYIO 106710
0m npocmo CMoAHUs Ha Depecy KaK UOUOm.

-- CtuseH Paiit
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Attributes of Effective VAs

1. No conflicts of interest or wishful thinking.

2. No “Shoot the Messenger” Syndrome. No
retaliation or punishment against assessors,
security personnel, or managers when
vulnerabilities are inevitably found. L‘_

3. Rejection of a finding of zero vulnerabilities, or of
VAs as some kind of “certification” or test to be

passed. ®

4. No binary views of security. 0 1

I don’t want any yes-men around me. [ want everyone to tell me the
truth, even if it costs him his job.  -- Samuel Goldwyn (1879-1974)
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ATPUBYTBI DOPOEKTUBHOH OY

1. Hukakux KOH(JIMKTOB UHTEPECOB WM MOMBITOK BBIIATH JKEJIAEMOE
3a ICUCTBUTEIIBLHOE.

2. Huxakoro cunjnpoma "yOuTh TOHIIA, MPUHECIIIETO IJIOXHUE BECTH'".
Hukakoro Bo3me3qust uiiv HaKa3aHus AJis SKCIIEPTOB-
KOHCYJIbTAHTOB, COTPYAHUKOB OXpaHbl WJIK PYKOBOJIUTENEH NpU
HEHU30€XHOM OOHAPYKEHUHU YS3BUMBIX MECT.

3. Henpunsarue HeoOHapyx)eHUs yA3BUMBIX MecT Wi OY HEKOTOpOTO
poaa "cepTuduKkauu" UM UCTIBITAHUS, KOTOPOE JOJIKHO OBIThH
MIPOUJIEHO.

4. Hukakux IBOMHBIX TOUYEK 3pEHUSI OTHOCUTEIBHO O0€30M1aCHOCTH.

MHe He myoicnbl nodoakusarowue. A xouy, umoodwvl Kaxcowvlll 2080pusl MHe NPagoy,
oadice eciu 9mo Oyoem cmoums emy pabomol.

-- Camtoanb lNongyun (1879-1974)
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Attributes of Effective VAs

5. Use of independent, imaginative personnel who are
psychologically predisposed to finding problems and
suggesting solutions, and who (ideally) have a
history of doing so.

Effective VA personnel tend to be: unconventional,
curious, skilled with their hands, resourceful,
skeptical, questioners of authority, rule benders,
showoffs, praise seekers, wise guys/trouble makers.

-~

7. The discovery of vulnerabilities is viewed ¢ )
as good (not bad) news.

To stimulate creativity, one must develop the childlike inclination for play
and the childlike desire for recognition.  -- Albert Einstein (1879-1955)
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ATPUBYTBI DOPOEKTUBHOH OY

. Mcnonp3oBanue HE3aBUCUMOI0, ONAPEHHOIO TBOPUYECKUM
BOOOPAKEHUEM MEPCOHANIA, [ICUXOJIOTHYECKHU MPEAPACIIONI0KEHHOTO
HaXOAMTb MPOOJIEMBI U MPEANIAraTh UX PEIICHUs, KOTOPHIi (B
ujieaje) UMEeET OIBIT B TAKMX BOIIPOCAX.

. OddextuBHbIe crienUaTUCThI 10 OY 00BIYHO TAKOBBI: UYXK/IbIC
YCIIOBHOCTSIM, JTIOOOTIBITHBIE, C MPAKTHYECKUM OITBITOM Pa0OTHI,
n300peTaTenbHbIe, CKENTHIECKA HACTPOCHHBIC, HE TIPU3HAIOIINE
aBTOPUTETOB U MPABHJI, XBACTYHBI, HCKATEIN TTOXBaI,
KPUTUKAHBI/UCTOYHUKH TIPOOIIEM.

OO6HapyxeHue ysI3BUMBIX MECT PACCMATPUBAETCS KaK XOpoIlue (He
MJIOXHE) HOBOCTH.

Jna cmumynuposanus meopyeckux cnocoonocmell ciedyem pazeueams 6 cebe
oemckoe 6leyeHue K uepam u 0emcKoe Hcelanue no3HAHUsL.

-- Anp0ept DitHmTeiH (1879-1955)
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Attributes of Effective VAs

8. Done early, iteratively, and periodically.

9. Done holistically, not by component, sub-system,
function, or layer. (Attacks often occur at interfaces.)

10. No unrealistic time or budget constraints, or on
what attacks or adversaries can be considered.

11. Done in context.
\\ 5 C,
Honest criticism is hard to take, particularly from &/

arelative, a friend, an acquaintance, or a stranger.
-- Franklin B. Jones
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ATPUBYTBI DOPOEKTUBHOH OY

8. OcyuiecTBIISIETCS HA PAHHUX ATallaX, HECKOJIBKO pa3 U Ha
IIEPUOINYECKON OCHOBE.

9. OcymecTBasieTcs: HEIOCTHO, HE TIO JIEMEHTaM, MOJICUCTEMAM,
byHKIUIM win ciosiM. (ATaku 0OBIYHO MPOUCXOAT HA TPAHUIIAX
MEXK1y KOMIIOHEHTaMH ).

10. Hukakux HepeaqTucCTUYHBIX CPOKOB UITM OFO/KETHBIX OTPAHUYCHUI,
100 OrpaHUYEHUN KacaTeIbHO TOTO, KAKWE aTaKu WU KaKUX
NPOTUBHUKOB MOXHO pacCMaTpPUBATh.

11. OcyuiecTBisieTcss B KOHTEKCTE TPOUCXOIAILETO.

Tpyono socnpunumams yeCmuyro KpUMuKY, 0COOeHHO om poOCMEEeHHUKO8, OMm
opy3etl, 0m 3HAKOMbIX U O YYHCUX JIH00el].

-- OpankinH b. [[xoHC

31



Attributes of Effective VAs

12. No underestimation of the cleverness, knowledge,
skills, dedication, or resources of adversaries.

13. The good guys don'’t get to define the problem,
the bad guys do.

14. Simple, low-tech attacks are examined first.

I don’t know a greater advantage than
to appreciate the worth of an enemy.
-- Johann Wolfgang von Goethe (1749-1832)
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ATPUBYTBI DOPOEKTUBHOH OY

12.Hukakoil HeIOOIIEHKW YMEHUS, 3HaHUM, HABBIKOB,
CaMOOTBEPKEHHOCTU WJIK PECYPCOB IPOTUBHUKA.

13.Xopomre J10a1 He TPUHUMAIOTCS 32 OIpeieJIeHIE TPOOIEeMBbI;
3JIOYMBIIUIEHHUKH — IPUHUMAIOTCS.

14.CHavana u3y4aroTcsl MPOCTHIE ATAKU C MPUMEHEHUEM YCTapEBLIINX
TEXHOJIOTUH.

Huumo max ne cnoco6cm6yem noJjibze Oeﬂa,
KakK npusHaHue docmouncms epazca.

-- Norann Bonbgranr ['ete (1749-1832)
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Attributes of Effective VAs

15. Rohrbach’s Maxim must be considered: No security

system will ever be used properly (the way it was designed)
all the time.

Inanimate objects can be classified scientifically into three major categories;
those that don't work, those that break down, and those that get lost.
-- Russell Baker

16. Shannon’s (Kerckhoffs’) Maxim must be considered: The
adversaries know and understand the security systems,
strategies, and hardware being used.

Everything secret degenerates ... nothing is safe that does not show
how it can bear discussion and publicity.

-- Lord Acton (1834-1902)
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ATPUBYTbI DJ®OEKTUBHOM OY

15.Heob6xoaumo yuutsiBaTh npasuiio PopOaxa: Hu onHy cuctemy He
UCIOJIb3YIOT PABUIIBHO (T.€. UMEHHO TakK, JUIsl 4ero OHa
npelHa3HaYeHa) B TEUEHHUE BCEr0 BPEMEHHU.

C HayuHOll MouKu 3peHus HeoOyulesleHHble npedmMembl MO2ym Obimb
KAACCUDUYUPOBAHBL NO MPEM KAme2opusam. Hepabomaroujue, CIOMAHHbIE U
nomepsHHble.

-- Paccen benkep

16.Heobxoaumo yuutsiBaTh ipaBuiio I1Isunona (Kepkxodda):
[TpoTHBHUK 3HAE€T U TOHUMAET UCTIOIb3yEMbIE CUCTEMBI
0€30IacHOCTH, CTPATErH U TEXHUYECKUE CPEICTRA.

Bce maiinoe cmanosumcs seuvim... Bee, umo He803MONCHO 06cy0umb OmKpbvlmo,
Aensemcst HeOe30nacHbIM.

-- nopa DxToH (1934-1902)
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Attributes of Effective VAs

17. Thinking about vulnerabilities & countermeasures
does not end when the VA is officially over!

A conclusion is the place where you
get tired of thinking. -- Steven Wright

18. Don't overlook or under-estimate the insider threat,
especially from disgruntled employees.

If trees could scream, would we be so cavalier about
cutting them down? We might, if they screamed all
the time, for no good reason. -- Jack Handey
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ATPUBYTBI DOPOEKTUBHOH OY

17.00 ys3BUMBIX MECTaX U MEpax MPOTUBOACHCTBHUS HEJIb3sI 3a0bIBATH
cpa3dy kak Tosbko OV odunmanbao OyeT 3aBepiieHa!

Bwvi600bl — 5mo mo mecmo 6 mekcme, 20e 6bl ycemanu dyMamb.

-- CtuseH Paiit

18.He 3a0bI1BaiiTe 1 HE HEJOOLIEHUBANTE BHYTPEHHIOO YIPO3Yy,
0COOEHHO MCXOJAILYIO0 OT HEJJOBOJIBHBIX COTPYAHUKOB.

Ecnu 0vl 0epesbs ymenu kpuyams, mo xeamuio Obl y HAC HCECMOKOCU UX PYOums?
Bosmoorcno, xeamuno Ovl, eciu Obl OHU Kpuyaau 6ce pemsi u 6e3 0cooblxX Ha Mo
NPUYUH.

-- JIxxek XaHau
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The VA Report W
& /j’
-

1. The VA Report should contain more D
countermeasures than are likely to ©
be implemented.

2. The good features need to be praised.

3. Findings should be reported to the highest
appropriate level without editing, inter-
pretation, or censorship by middle managers.

The problem is not that there are problems. The problem is
expecting otherwise and thinking that having problems is a
problem. -- Theodore Rubin
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OTYET O PE3YJBbTATAM OY

1. Otuer no pe3ynbratam OV H0KEH coAepKaTh 0OJIbIIEe YUCIO MEP
IPOTHUBOJEHCTBHUS, YEM IIPEANONO0KUTEIBHO OyAET BHEAPEHO.

2. Heo0x0auMo NOXBaJUTh XOPOILINE CTOPOHBI.

3. OOHapy>KeHHbIE YSI3BUMbIE MECTa HEOOXOAUMO JOKIaIbIBATh Ha
CaMbIil BRICOKHI YPOBEHb PYKOBOJICTBA 0€3 peaKTUPOBaHUS,
MHTEPNPETALUN WU EH3YPbl PYKOBOJIUTEISIMU CPETHETO 3BEHA.

IIpobnema ne 6 mom, umo npobaem nem. Ilpobrema — smo dymams obpamuoe u
dymamu, Umo Haaudue npooiem npedcmasisiem npooiemy.

-- Teonop Pybun
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The VA Report

4. The report should include:

identity & experience of the assessors
any conflict of interest —
any a priori constraints |} tns i s awien o
time & resources used - actress Katherine Hepburn (1907-2003)
samples of attacked seals
details, videos, or demonstrations of the attacks
time, expertise, & resources required by an
adversary to execute the attacks
possible countermeasures
+ a non-sensitive, statistical summary of the findings if
the sponsor wishes to take public credit for the VA

+ 4+ 4+ + + + +

+
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OTYET O PE3YJBbTATAM OY

+ 4+ +++++

+

OTyYeT JOJIKEH BKIIIOYATE:

uHpopMaInio 00 HKCIEePTax-KOHCYIbTAHTAX C YKa3aHHEM OIbITa
HAJINYUE KaKUX-IM00 KOH(MIMKTOB HHTEPECOB

nro0ble 3apaHee 3aJaHHbIC OTPaHHYCHHS

TpebyeMoe BpeMsi U PecypChl

oOpazubl YUB, noaBep:KeHHbIX aTake

NoJIpoOHOE OMHCAHNE, BUACO3AMNUCH WM IEMOHCTPAINH aTaK
BpEMsi, OIIBIT U PECYPChI, KOTOPBIMH JTOJIKEH 00J1a7jaTh MPOTUBHUK
IUISL OCYILIECTBIICHUS aTaKku

BO3MOJKHBIE MEPBI TPOTUBOACHCTBHS

HECEKPETHBIE CTATUCTUIECKHE BBIBOBI IO pe3ynbratam OV, ecin
3aKa34YMK X04eT MOJYyUUTh O0IIeCTBEeHHOE noBepue it OY

Mmne nem dena 0o moeo, umo 060 mHe nuuLym 0o mex nop,
NOKa 3mMo He 516/15emcsi npasooll.

-- akTpuca Karepuna Xenoepn (1907-2003)
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