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Not everything that can be counted counts, and not
everything that counts can be counted.
-- attributed to Albert Einstein (1879-1955)

Problem: Too often,
inventory is confused
with security.

"The computer allows you to make mistakes faster
[\j than any other invention, with the possible exception
> Los Alamos of handguns and tequila." -- Mitch Ratcliffe.
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Inventory
® Counting and locating our stuff.
® No nefarious adversary.
e Will detect innocent errors by insiders,

but not surreptitious attacks by
insiders or outsiders.

AAAAAAAAAAAAAAAAAA

Security

* Meant to counter nefarious adversaries,
typically both insiders & outsiders.

e Watch out for mission creep: inventory
systems that come to be viewed as
security systems!

AAAAAAAAAAAAAAAAAA




Classic examples of confusing
Inventory & Security

T
/ - rf transponders (RFIDs) / -

e contact memory buttons ——» //\\

Usua”y easy to: The more sophisticated the technology, the
more vulnerable it is to primitive attack.

lift, counterfeit, & spoof the reader | People often overlook the obvious.
-- Dr. Who in The Pirate Planet (1978)

» Los Alamos
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Contact Memory Button (CMB):

¢ Requires direct contact for communications.

* Most devices are passive (do not use batteries).
However, some devices are active (do use batteries).

¢ Passive devices draw power from the “reader.”
e Extremely rugged metal enclosure protects circuitry.

* A variety of different devices available (ID only, memory based,
cryptographic devices, real time clocks, and temperature sensors).

Contact memory buttons are an excellent

i |
Loz Alamos technology for inventory purposes!
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Some CMB applications:

* Animal tracking e Utility pole tracking

* Medical bracelets * Waste profile storage

¢ Chain of custody * Maintenance records

* Portable database * Security guard tracking

* Property tags * Time & attendance tracking

* Beer keg dispenser

A few worrisome applications:

* Electronic locks * Deposit boxes
e Electronic ballots e Electronic safes

* Extra security for tamper-indicating seals

AAAAAAAAAAAAAAAAAA

Of particular concern:

Contact Memory Buttons are being used
for Nuclear Safeguard applications.

While it is claimed that they are used only for
nuclear “material inventory processes” it is
clear from the literature that they are also
being used for security (to monitor for theft,
for example).

- Los Alamos Example of Mission Creep!

—_— Esmroas




CMB: problematic for security

e Easy to lift.

» Easy to counterfeit. All needed information,
software, & parts are readily available.

» Easy to tamper with the reader. No access to the tag
itself is needed.

Ouir first attempt at counterfeiting: Starting with zero
knowledge, a working counterfeit was developed in 2 hours.
(The first hour was for reading about how the device worked.)
The counterfeit costs less & worked better than the original!

» Los Alamos
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Others know how to do this too:

Hmurarop kioueii iButton (mpojoukenne)

Cxema HMHTATOPA IPOCTA - CPABHHTE C MMHTATOPOM, OTIHCAHHEIM B paszierne "ITpoekTrl™ 3enenorpauckoii pupmel "Tenecncrems". B
MHHHMAIEHOM BapHaHTe COAEPKHT TOJIBKO JiBe JeTaid - KonTposuiep PIC12C508 u TaHTalOBEIH KOHIEHCATOP eMKOCTHIO 6,8 MKD .
Pesucrop B HeckoIbKo coteH KOM HAPHCOBAH KapaH1amoM Ha Iuiate. Microchip'oBekie KOHTPOIUIEPE HMEIOT 6eCII0O06HO HaAeXKHbIH
cOpoc, TeM He MeHee Pe3UCTOP HeOOXOAMM /ISl pa3psiia MKOCTH M ONIpeiesiseT BpeMs, Yepe3 KOTopoe MMHTaTop OyaeT CHoBa
paborocnocoben. ITpu ykazaHHOM 3HaYE€HHH BPEMsi COCTABIIACT AECATKH MUIUTMCEKYH]I M JUIS TOJIb30BATeIs HePa3THIMMO (KaKeTcs, 4T0
cpabatpiBaeT cpasy). Konrponiep paGoTaeT B pesxnme BHyTpeHHEro cOpoca Ge3 BHEITHHX 5JIeMEHTOB, H C BHYTPEHHHUM IeHEPaTOPOM
4acToTO# 0KOMIO 4 MI'IL.
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Kopotko 06 anropurme pa6orsi

T1pu KacaHum UMHTATOPOM KOHTAKTHOTO yCTPOMCTBA KOHIEHCATOP 3aPsKAETCs OT HETo JI0 pab0uero HanmpsuKEHH S, MOCIE Yero NPOUCXOAUT
MHHIHAIH3AIHS KOHTPOJUIEPa, a 3aTeM OH mepeXonuT B pexkuM SLEEP ¢ Mabiv moTpeGieHieM SHEPrHH B OKHJIaHHH 3a1ipoca OT
KOHTPOJLIEpa 3aMKa, 110 IIPHX0/1y KOTOPOro BKJIKOYAETCsl M aHAIIM3UPYeT KoMaHy 3anpoca. Eciu 910 komana "Read ROM" - 33H,
HMMHTATOP B COOTBETCTBUHM C alropuTMOM HHEI 1-Wire, repesiaeT cepuifHeIi HOMEp U KOHTPOJIBHYIO CYyMMY, [OCTIE YeTo OISTh BIAJAET B
CIAIKY € TIOJ3apsAOM KOHJEHCATOpa, 0JKUAAK0YH [IPUX0/a 04epeIHOro 3arpoca.

Koncrpykuust

A 970 nevartHas niata. Hapyxusiii nuamverp 17 mu. Ilpu usrorosnenuu fiTech pasMepoB, ix it DS1990A (umm
NPOCTO 3aMepbTe KI04KK). TaHTaIOBBIH KOHEHCAaTOp THIOpa3Mepa A Wik B, a psoM ¢ HUM elle ecTh MecTo JUIst ycTaHoBKH SMD-
PE3UCTOPA, XOTsI, KaK s yIKe CKasasl, MOXKHO ...

» Los Alamos
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Translation:

Imitator of keys iButton (continuation)

The diagram of imitator is simple - you will compare with the imitator, described in the division the "projects” of zelenogradskoy firm "teles-
system”. In the minimum version contains only two details - controller PIC12C508 and the tantalum capacitor with a capacity of 6,8 F.
Resistor into several hundred k is drawn by pencil on the pay. Microchip'ovskie controllers have excellently reliable discharge, nevertheless
resistor is necessary for the dischar ?e of capacity and determines the time, in which the imitator will be again operational. With the value

milliseconds and it is not dlstmgulshed for the user (it seems that it operates immediately). Controller
works in the regime of internal discharge without the external elements, and with the internal generator with a frequency of about 4 MHz.

indicated the time composes tens of
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Briefly about the algorithm of the work

With the contact by the imitator of contact device the capacitor is charged from it to the operating stress, after which the initialization of controller
occurs, and then it passes into regime SLEEP with the small energy consumption in the expectation of demand from the controller of the

lock, on arrival of which it is included and analyzes the command of demand. If these are command "Read ROM" - 33H, imitator in

accordance with the algorithm of tire y-.Shire, it transfers series number and check sum, after which again it falls into the hibernation with
the booster charge of capacitor, ozhidayuchi of the arrival of sequential demand.

Construction

But this is printed-circuit board. The outer diameter of 17 mm. with the production adhere to the sizes, indicated for DS1990A (or simply measure
mall key). The tantalum capacitor of standard size A or B, and next to it still is a place for installation SMD- resistor, although, as 4 already

he said, it is possible...

- Los Alamos
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Full details of some devices are disclosed in patents...
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What about Cryptographic Buttons?

* From our observations, these lack effective physical tamper detection
capabilities.

e Others have demonstrated that defeating the DS1991 using a dictionary
based attack is not terribly difficult.

— “DS1991 Multikey Ibutton Dictionary Attack Vulnerability,”
http://www.grandideastudio.com/files/security/tokens/ds1991 ibutton advisory.txt

* The DS1991 contains three 48-byte data blocks.
Each data block is protected by a separate 64-bit password.

* Used for some cashless transactions and access control applications

“We make the chip itself. We don’t know the implications of
use afterwards by companies that buy the technology.”

JLosAlamos --Dennis Jarret, iButton Product Manager*
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*April, 1999 Recharger Magazine

RFID: Radiofrequency Identification tags

* RFID devices transmit data using radio waves.
e Come in three flavors: Read Only, Read/Write, Cryptographic.

* Most RFID devices are passive (do not use batteries).
However, some are active (uses batteries).
Some are even “semi-passive.”

* Passive RFID devices draw power from a “reader” generated field.

¢ The most common frequencies used are:
Low : (~125 KHz) High : (~13.56 MHz)
Ultra-High : (~850-900 MHz) Microwave : (2.45-5.8 GHz)

RFID devices are an excellent

NosAlamos  technology for inventory purposes!
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RFID (con't) =

 Sales revenues of $300 - $503 Million in 2004.
* Estimated sales revenues of $2.8 Billion by 2009.
* RFID tag prices range from $0.15 to > $100.

* Many systems are governed by public standards (ISO) to
make them more “Universal.”

* Some examples include: 1ISO14443 (passports, proximity
cards), ISO10374 (freight containers), ISO15693 (unique
ID, vicinity cards), ISO18000 (RFID item management),
etc.

"There is a huge danger to customers using this (RFID)
technology, if they don't think about security."
+ Los Alamos -Lukas Grunwald (creator of RFDump)
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Where the RFID money went in 2004:

RFID market sectors by % of total sales revenue, 2004

Supply Chain 4.9% ~,

Animals (Pigs, Dogs,

Security, Access Control, and
Cows, Etc.) 28.2%

Purchasing applications
62.6%

° IIM-AQOSNAIAaBmgsV Source: In-Stat




Some RFID appllcatlons

Animal ID

Fleet tracking

Parcel & Post

Library scanners
Inventory control

Baggage handling
Personnel tracking

Car inventory tracking
Food production control
Supply chain management
Manufacturing line tracking

» Los Alamos
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Pallet tagging

Child tracking
Automobile Immobilization
Parking lot access control
Automatic toll booths
Payment Systems
Gasoline stations
Passports

Banknotes

Access control
Tamper-Indicating Seals

Pharmaceutical anti-
counterfeiting (track & trace)

RFID: Not good for security

Easy to Lift.

Easy to counterfeit. All needed information,
software, & parts are readily available.

Easy to spoof or modify the reader.
No access to the tag itself is required.

Starting with zero knowledge, it took 2 weeks, and
< $20 in parts to demonstrate 5 different successful
defeats

» Los Alamos
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Some types of attacks:

e Communication Based:

Skimming: reading data off of someone else's transponder without
their knowledge with a reader (home built or commercial).

Sniffing: “listening in” to a tag/reader communication stream.
Denial of Service: DoS prevents communication from occurring.
Spoof tag/reader communication: The act of sending a false (but
correctly formatted) communication stream to the tag or reader.

* Tag Based:
— Clone: impersonate a tag (legitimate/home built) with stolen data.
— Reprogramming: change data on a tag, works on select tags.

* Reader Based:
— Reader Modification: attack the reader electronics.

» Los Alamos
NATIONAL LABORATORY

RFID Cloning Devices

Commercial: Used for “faking RFID tags”, “reader development.”

JTAG ATMega128 on

Tiny Board ’13 56 MHz Trim

Oscillator /capacitor

PCB antenna
connector

Commercial: $20 retail, Cloner. -

AC Adapter—
Battery clip pins —
s auio

Universal Car Alarm FPGA

Remote Control connector B
Quick Duplicator

DB serial
Don't get stranded with a broken or lost car alarm remote.

port

« Create a spare in
only 3 seconds

« Can be used.as a garage
door and gate opener

Hobbyist: RFID Skimmer, Sniffer, Spoofer, Cloner.

|+ Quick and easy setup
* Durabelong e ABS case)

» Los Alamos
NATIONAL LABORATORY
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What about cryptographic RFID?

* Others have defeated the challenge/response format of

the Digital Signal Transponder (DST) in early 2005.

— “Security Analysis of a Cryptographically enabled RFID Device,”
http://rfidanalysis.org/DSTbreak.pdf, http://rfidanalysis.org/#signifigance

* These transponders are used in Vehicle Immobilizer,
Electronic Payment, and other high importance systems.

* The DST contains a secret, proprietary, cipher based on
a 40-bit cryptographic key.

* The result is that now ~130 Million RFID transponders
currently in use are vulnerable to cloning or spoofing.

A
. I;; Alamos
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"It's basically a bar code that barks." --Robin Koh, director of
applications research at the Auto-ID Labs of the Massachusetts
Institute of Technology, on RFID tags used to track prescription drugs.

Lifting:

* Contact memory and RFID devices are typically affixed to
a surface using adhesives, epoxies, brazing or fasteners.

* There are many techniques to remove these devices from
a container.

* After the tag is removed, unharmed, the adversary is then

free to:

Place a false tag on a legitimate container.
— Take legitimate tag home to clone/counterfeit.
— Steal the container without setting off any alarms.
— Place the legitimate tag on a counterfeit container.
— Swap legitimate tags on legitimate containers to cause confusion.
— Do whatever the adversary can dream up.

A
. I;; Alamos
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Counterfeiting is...

Often overlooked: Counterfeiting is easy (more so
than developers, vendors, & manufacturers claim).

Counterfeiters usually only need to counterfeit

the superficial appearance & apparent
performance, not the actual tag/seal or its real
performance.

Sincerity is everything. If you can fake that,
you've got it made.
. I:);Alamos -- Comedian George Burns (1896-1996)
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Remote attack on reader:

* The adversary needs access to a legitimate reader for a short period
of time (3 — 30 seconds).

* The adversary places a pre-built RF circuit into the legitimate reader.
The pre-built circuit is powered by the reader.

* When the adversary presses a button on his/her transmitter the:
— Reader database can be modified/erased.
— Tag registers as legitimate even if there is no tag.
— Reader behaves normally/abnormally if adversary desires.
— Reader displays to the user whatever the adversary wishes.
— Entire reader database can be downloaded from reader to adversary.
— Outcome of tampering is limited only by the imagination of the adversary.

A
. I:); Alamos

NATIONAL LABORATORY
1943

12



Why it’s not surprising that RFIDs and
CMBs are vulnerable

The tags and readers are inexpensive & readily
available for cannibalizing. (High-tech cuts both ways).

Manufacturers are eager to provide technical
support, free samples, and cheap evaluation kits.

Developers & users have the wrong expertise
and focus on the wrong issues.

These devices have little or no security built in.

Many more legs to attack.

)

» Los Alamos
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Myths:

e Myth 1: Seals need a unique identifier (true). RFIDs and CMBs
provide one (true). Therefore, they are good for seals (false).

¢ Fact1: A seal’s unique ID must usually be damaged, destroyed, or
otherwise modified during tampering. RFID and CMBs are robust
and do not satisfy this requirement.

e Myth 2: RFID and CMBs provide good security.

* Fact 2: RFID and CMBs are not generally designed with security in
mind. And security does not happen by accident.

e Myth 3: RFIDs and CMBs are high-technology devices, which makes
them effective for high security.

¢ Fact 3: High-technology is often less secure. Hardware is not magic.
The more complicated a device (system) is, the more legs of attack
an adversary has to work with.

» Los Alamos
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Some thoughts...

* Design engineers will only use electronic
components they have documentation (datasheets)
for. This is the same information the attacker
needs to defeat the device.

« The more involved a technology becomes with
cash, the more interest hackers will have to
defeat (exploit) that technology.

A
. I;; Alamos
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The Bottom Line...

* RFID and Contact Memory Devices are great for
inventory applications.

* These devices should not be used for critical security
applications.

* If using either of these technologies, periodic
reassessments should be conducted to ensure mission
creep is not occurring.

IT security managers openly expressed worries with maintaining and protecting
the digital files these (RFID) tags will produce. Not to mention black-hat tools
already exist to thwart tags' effectiveness. -- Search Windows Security.com

A
. I;; Alamos
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THE END

Questions?

If you are satisfied with your security program
you can be sure your adversaries are as well.
--Vulnerability Assessment Team
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