Patient confidentiality betrayed; The Health Service (Control of Patient Information) Regulations 2002

Government Health Secretary, Alan Milburn MP, is seeking powers to trawl the NHS and private medical records of everyone in the country, without seeking their consent, or even when their consent has been refused. 

Under the proposed regulations, doctors, nurses and any other health workers will be fined up to five thousand pounds if they respect their patient’s wishes and with hold information.

The regulations will become law if they are “rubber stamped” by a parliamentary committee on the 15th May 2002. The committee cannot amend the rules. It is not yet known which MP’s will be on that committee. It essential that as many MP’s as possible are made aware of the mistake that the Department of Health is making.

Ostensibly to benefit legitimate cancer and infectious disease research and health service planning, the proposed regulations make information sharing lawful. However, despite attempting to introduce some safeguards, these can be over ridden and the badly drafted regulations give the Secretary of State virtual “carte blanche” to get information.

The proposal contradicts the Health Secretary’s claim that patient consent would be supreme in the wake of the Alder Hey Children’s Hospital pathology scandal.

No-one can know when illness or other changes in circumstances might require them to discuss highly sensitive information with Doctors, Nurses and other therapists. This change affects everyone. Unless patients can be assured of privacy they will delay coming forward for advice and treatment. This is not just to their own detriment but also to the enormous detriment of their dependants and particularly anyone who may be vulnerable to infection. 

Contrary to its intention, the proposal will be detrimental to research. Unless control of information rests with patients, they will withhold information from doctors and bone fide researchers. Under the proposals databases will contain information about more individuals, but the information held is less likely to be accurate or complete. 

Protection is being removed from all health records even sexual, abortion, emotional, forensic, genetic, family or mental health information.

The Statutory instrument is available at the following website

http://www.legislation.hmso.gov.uk/si/si2002/draft/20029890.htm
The regulations are created under section 64(3) of the Health and Social Care Act 2001
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The Health Service (Control of Patient Information) Regulations 2002

The errors

· Section 2 relates only to patients that have been referred for the diagnosis or treatment of “neoplasia”  but this ranges from ranges from skin lumps and womb fibroids to abnormal cervical smears as well as true cancers. Some types of neoplasia occurs predominantly in AIDs. There is no restriction on the nature of the information about such individuals. It is not restricted to information that is known to relate directly to their cancer, nor is their any restriction on when any information was recorded in the records.  The regulations will allow the release of any information about such individuals from their medical records.

· Section 2 (1)e allows the release of information to anyone “who is concerned about developing that disease or condition”. 

· Section 2 (2)b enables the merging of data so that information that the patient has been assured is anonimised might be rendered wholly identifiable again. e.g Data labelled by patients age, diagnosis and name of GP might be matched and combined with wholly identifiable information.

· Section 2 (3) The people processing the information must be approved by the Secretary of State, and authorized by the person who lawfully holds the information, but under section 4 the Secretary of State can mandate the person who lawfully holds the information to release it. This mandate is supported by enforcement powers in Section 8 including a fine of up to £5000. This provides the secretary of state with complete control of the information release.

· Section 2(5) subjects activities undertaken under this act to the “Patient Information Advisory Group”, but the members of the group are appointed by the Secretary of State. They are not even appointees of representative patient bodies.

· Section 3 relates to infectious diseases. The necessary powers for the control of infectious diseases already exist under section x of the Control of Infectious disease regulations. These already provide for conditions, where it is necessary, to be made “Notifiable”. If extra safeguards are required they can be introduced after appropriate parliamentary debate. These new proposed regulations undermine the existing NHS(VD) regulations which govern information release with regard to the diagnosis, treatment and prevention of sexually transmitted infections. The new regulations also undermine the additional confidentiality provisions for infertility patients under the Human Embyology Act. 

· Ostensibly for Communicable disease, the provisions of Section 3 are extended by the phrase “other risks to public health”. This open ended option allows the release of information about any disease, illness, lifestyle or individual. It is wholly without constraint. 

· Section 3(3) allows for information to be released to persons who are employed or engaged by any Government department. 

· Section 4 explicitly attempts to exempt individuals who release information under these regulations from their liabilities and responsibilities under the common law and the Data Protection Act 1998 and the Human Rights Act Right to privacy. Rather than amend the data collection processes that already exist in the NHS to meet the standard required by Parliament under these Acts, the Department of Health is seeking to override Parliament’s wishes by the use of a statutory instrument. 

· Section 5 provides that the approval of research ethics committees will be required where the information is released for medical research, but the Secretary of State will have sole and unrestricted power to release sensitive medical and personal information for non medical purposes.

· Under Section 6, information releases under these regulations should be registered . This is retrospective. The information release will have already occurred. Under Section 6(4) the Secretary of state has the option to decide not to make public entries in the Register. 

· Section 7(2) places a duty of confidentiality on anyone processing information under the regulations which is equivalent to the duty that is owed by Health Professionals. Given that the regulations erode the duty on Health Professionals, this is an empty reassurance.

· Section 8 documents the intimidatory £5000 penalty that will be used against professionals who decline to release information either because they honour the wishes of the patient or because they recognize that the use of the information is otherwise inappropriate.
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