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What 1s Kiwi Farms?



A web forum that
facilitates the
discussion and
harassment of
online figures and
communities. -




Targets are often
subject to organized
group trolling and
stalking, as well as
doxxing and real-life
harassment. - §&#




Hundreds

of threads on 1ndividuals



3

documented suicides of
victims (all trans/NB)



Typical consequences of being targeted

Personal information doxxed (including government ID numbers, home address)
Family members, friends, acquaintances, colleagues also named and targeted

Massive copyright infringement of photographs & defacement for derogatory purposes
“Fanfiction” written to create and refine lies to cast individual in worst possible light
Unwanted contact via email, telephone, and sometimes in-person, threatening harm
Unwanted contact spreading lies to employer, landlord to cause firing & eviction

Attempts to poison SEO to make unhireable



Thousands

of collateral targets



“When something is ours, it’s ours
forever. We might get bored with it
and put it down. We might play
with 1t a little too hard and break
it. But it never stops being ours,
and someday in the future we'll
remember it, and pick it back up
again. Would you like to become
ours, my dear?”



How 1s Kiwi1 Farms hosted?



How most sites are hosted

All-in-one package - domain, servers in a datacentre, |P
addresses, network transit, DNS servers, email MX, etc

Optional DDoS protection services by a reputable
provider eg Fastly, Cloudflare, Akamai, GCP/Amazon etc

At most, 3-5 different providers in use, not dozens.



Hate sites migrate to shithosts/self-hosting

Each component obtained a la carte from cooperating or
unwitting hosts (often “bulletproof” hosters)

Shell companies for IP addresses, ASNs/BGP routing,
network contracts for transit, subleasing datacentre floor
space, hand-written DDoS protection, different providers for
frontend vs backend vs MX

Payment ban evasion/laundering; multiple nested LLCs
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Extreme hate speech
& malware are alike.

It looks like a duck,
quacks like a duck, yet
1sn't recognised as one.



Key problems 1in obtaining action

Plausible deniability of “Freedom of speech”
off-forum coordination Section 230
“We don’t send unsolicited

“In Minecraft” & other slang
to avoid casual scrutiny

IP traffic”

“Net neutrality”
Sensitive info hidden behind

registration gates

“There's worse stuff
elsewhere”



How does deplatforming
work?



_ _ No Shirt
1rst, on the ethics No Shoes

Hurricane Electric Acceptable Use Policy (AUP) N c S E i

All Hurricane Electric (Hurricane) colocation, dedicated server, or direct internet connection
customers are bound by the following Acceptable Use Policy. This document may be updated
from time to time. Please consult this site periodically for the most recent revision of this
document.

Sign In

C‘gent products & services solutions network about cogent support offices Q NS
roduct or service that

NMUUIOrErNygaygemrany uragteepraine use orimeservice:

What Uses are Prohibited?

Unacceptable use includes, but is not limited to, any of the following:

1. Posting, transmission, re-transmission, or storing material on or through any of Cogent's products or services, if in the sole judgment of Cogent

such posting, transmission, re-transmission or storage is: (a) in violation of any local, state, federal, or non-United States law or regulation (including

rights protected by copyright, trade secret, patent or other intellectual property or similar laws or regulations); (b) threatening or abusive; (c)
obscene; (d) indecent; or (e) defamatory. Each customer shall be responsible for determining what laws or regulations are applicable to his or her
use of the products and services.

£. DIAUKIISLS - INU Cuswine y 4 - = = - .- 10 - -
Hurricane's IP space (0 for any violation of the Policy. Zayo also reserves the right to avail itself of the safe harbor

Customer) put on black box exclusively as a storage space for data.

to route traffic to any portion of Hurricane's IP space (or address space Services.
announced by Hurricane on behalf of Customer).

. Perform actions that cause unusual load on Hurricane servers (for example, mail
servers, web servers, usenet servers, name servers, etc.), that cause slowness

1. No customer shall take actions that cause any portion of the Internet, or the
Internet as a whole, to become unusable to any other portion of the Internet, or
the Internet as a whole.
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by Spamhaus (http://Www.spamnaus.org/) or otner simiiar organizatons, or - tumw rany maess, weenes. wours won NOE USE the Services in violation of the rules, guidelines or agreements associated with
perform activities that would cause portions of the Internet to block mail or refuse search engines, subscription Web services, chat areas, bulletin boards, Web pages, USENET, or other services accessed via the

Inappropriate Actions. Users will not use the Services to conduct activities that may be harmful to or interfere with the
Services, a User’s terminal session or any third party’s networks, systems, services, or websites. Users will not engage in any
or denial of service to other Hurricane customers. activities designed to , or that will preclude or interfere with the use of Service (e.g., synchronized number sequence
attacks) by any other User on the Lumen network or on another provider’s network. In addition, Users will not use the Service
3. Do anything that threatens the Internet or any other network. (a) by any means or device to avoid payment; (b) to access User’s account or Lumen Services after User has terminated User’s
account; (c) on behalf of persons or firms listed in the Spamhaus Register of Known Spam Operations database at




Initially: °

Tweet storms. ®

(but this stopped °©
working)

Voxility

thank you for letting us know. Our networking & abuse teams
are looking at this.

Voxility

Corresponding IP for - transiting Voxility network - has been
blocked. We will continue to monitor this entity. Thank you!

Voxility

They will most likely find other means to come back online. Entity

i is now permanently banned across Voxility Network and
there are multiple alerts in place to notify our abuse team if they resurface
using the same subnet or different hosting reseller.



Complain to origin

Yes, they will retaliate.

At best, with publishing
the complaint.

At worst, with doubling
down.

2017-08-18 - Liz Fong-Jones: Harassing people for hosting my
email.

Thread Status: Not open for further replies.

The Lolcow i has an article on Trans Lifeline

kiwifarms.net

Liz Fong-Jones is some tranny with a jaw sharper than Robert Z'Dar who Greta Gustav

Andeson has appar employed to hara d parties vagu sociated with me. This is to,
presumably, help cover up that Trans LifeLine is a scam. Z rorks for Google, and is using an
authoritative @google.com address to do this wetwork : gle.com addresses are

good for sca mall business.

This email falsely
fucking troll. The or ¢
and I don't care. Th No ire openly using their

cking with people they don't



#908447 - We Have Answered Your Ticket - Terrahost

° Terrahost AS <noreply@terrahost.no>

To: You

Hello,

This is a notification to let you know that one of our support representatives has answered your ticket.

The message is:

Hellospamse

Thank you for notifying us. We already know, and we do not care. Thank you!

Regards,
TH Support&nbsp;

To reply to this ticket, please log into ENIGMA.

Thank you for using Terrahost.




Go further up the chain

Abusive netblock 103.114.191.0/24, kiwifarms.net, from AS397702 propagated by AS29695

1 message

Liz Fong-Jones <lizf@honeycomb.io> Fri, Nov 4, 2022 at 9:15 PM
To: abuse@altibox.no

To whom it may concern,

° ] I'am con
U S e ev I d e n Ce Of p rev I O u S ‘compllair Abusive netblock 103.114.191.0/24 (kiwifarms.net) from AS397702 propagated by AS174
've also 7
In brief, | Liz Fong-Jones <lizf@honeycomb.io> Fri, Nov 4, 2022 at 8:22 PM

scrambli To; abuse@cogentco.com
technolo

refusals down the chain. [

use ofth jam contacting you regarding abusive content originating from AS397702 transiting through Cogent via Terrahost (AS56655) & its affiliate Altibox (AS29695). Terrahost, a subsidiary of
directly ¢ Epik, is unresponsive to abuse complaints (and in fact exposes to further doxxing anyone who might file complaints). Altibox similarly has willingly taken on propagation of these routes

knowing exactly the type of content served from them.
As soon

access i |n rief, Kiwi Farms is a site dedicated to stalking and harassing vulnerable people, especially transgender and neurodivergent people. They've been in the news recently, and are

. . .
forwarde scrambling since they lost Cloudflare's protection: https://iwww.nbcnews.com/tech/internet/cloudflare-kiwi-farms-keffals-anti-trans-rcna44834 https://www.washingtonpost.com/
I e S p e C I I C ev I e C e The nett technology/2022/09/03/cloudflare-drops-kiwifarms/ among other coverage.
I I e nef

(1776 S¢  They are the epitome of a violation of Cogent's AUP forbidding “1. (b) threatening or abusive; (c) obscene; (d) indecent; or (e) defamatory [content] and 15. harassment, whether
upstrean  through language, frequency, or size of messages", but thus far they've escaped scrutiny by being a customer of a customer of Cogent directly paying Cogent for bandwidt

.
Itappeal  As soon as Zayo discovered who they had signed a direct contract with, Kiwi Farms/1776 Solutions were terminated for ToS violations three weekends ago. Voxility likewise blocked
(the ASN  access last week for AUP violation. GTT Communications recently blocked forwarding of route announcements for Kiwi Farms as of earlier this week. And Path Networks haven't
O ;l'er;;‘ahus forwarded route announcements for 1776 Solutions since last year: https:/twitter.com/path_network/status/1566322558672244742
urther s!
The netblocks and IP addresses at issue are 103.114.191.0/24, specifically 103.114.191.1 which Kiwifarms.net currently resolves to. The ASNs currently involved are AS397702

#9084« (1776 Solutions, run by Joshua Moon, the proprietor of Kiwi Farms), AS56655 (Terrahost, a subsidiary of Epik), and AS29695 (Altibox, an affiliate of Terrahost). In this fashion, Joshua
Moon evades any direct enforcement of upstream AUPs while still being able to use your network.

.

° It appears that as of this afternoon, Cogent has been providing transit or peering to AS29695 and indirectly to AS56655 which then in turn provides "transit" to AS397702 and allows it
to announce the routes (the ASN distinction between AS397702 and AS56655 is moot, it's actually all the same set of physical premises, the ASN is just for plausible deniability for
abuse purposes so that Terrahost itself isn't "hosting" the material, merely providing transit). However, Terrahost itself does not action complaints, and passes them directly onto
Joshua Moon so he can further stalk and doxx and retaliate against anyone who writes in. See for example:

eacC h S't e p’ as p FroVvi d ers are :mv de e s

busier/more indifferent.

The message is



Wait multiple
weeks per step In
chain if no action.



Find escalation points s

Liz Fong-Jones (She/Her) * 2:13 PM

escalation regarding a sensitive PR issue involving GTT

EmaiI/LinkedIn & network | Hi, we've never corresponded before but we both know (D
T G - R
to find individuals who

I'm writing to you regarding one of GTT's clients that is
5 5 refusing to enforce any kind of terms of service upon its
W | I I u S e | nte rn a | customers (and thus falling afoul of GTT's own terms of

service). Strangely enough, GTT has already banned the
indirect customer causing the issues when they tried to use

e S C a I at I O n p at h S o GTT services through a different direct client/routing path.

The direct client of GTT's is Cosmic Global Networks
(GameServerKings), and the offending traffic that Cosmic
refuses to action is originating from Veilios LLC and "1776
Solutions" on 103.114.191.1, better known as Kiwi Farms
(kiwifarmsl.]Jnet). Kiwi Farms engages in networked
harassment against people they deem to be "lolcows",
including transgender people neurodlverse people, and




If all else
fails, litigate.

© Print subscriptions | €@ My account - | Search jobs | O, Search | Australia edition

Support the Guardian

Fund independent journalism with $5 per month The [
Guardian

A decade of making a difference
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Online abuse

Defamation in the internet age: could
a$400,000 Australian court ruling
silence the notorious online forum
Kiwi Farms?

An Australian company that helped the website remain
accessible has been ordered to pay damages - but the legal
arguments remain unsettled

Follow our Australia news live blog for latest updates



This process 1s broken.



Our team has had more success, at a cost

12 volunteers

16 months of work &
counting

42 providers dropped
1000s of hours spent

4 parallel legal teams in
US, CA, AU, IE

Approx 100,000 GBP
spent on litigation,
excluding pro bono
assistance



Feedback on “No Eas

Publicly observable effort |= private efforts

Confounding factors (e.g. “new” users may be
those that lost passwords and had to recreate)

Measuring a months/years-long process after 4
months is premature.

Talk to malware/cybercrime takedown experts.

Considerations on funding/biz model and
whether KF/Moon are an exceptional case

Comparison of “cow” vs “social” subforums?

No Easy Way Out: the Effectiveness of Deplatforming an Extremist
Forum to Suppress Hate and Harassment

Anh V. V Alice Hutchings Ross Anderson
University of Cambridge University of Cambridge University of Cambridge

Cambridge Cybercrime Centre Cambridge Cybercrime Centre and University of Edinburgh
anh.yu@cl.cam.ac.uk alice.hutchings@cl.cam.ac.uk ross.anderson@cl.cam.ac.uk

Abstraci—Legislators and policymakers worldwide are debat-
ing options for suppressing illegal, harmful and undesirable
‘material online. Drawing on several quantitative data sources,
we show that deplatforming an active community to suppress
e hate and harassment, even with a substantial concerted
effort involving several tech firms, can be hard. Our case study
is the disruption of the largest and longest-running harassment
forum Kiwi Faryis in late 2022, which is probably the most
extensive industry effort to date. Despite the active participa-
of a number of tech companies over several consecutive
‘months, this campaign failed to shut down the forum and
remove its objectionable content. While briefly raising public
awareness, it led to rapid platform displacement and traffic
fragmentation. Part of the activity decamped to Telegram,
while traffic shifted from the primary domain to previously
abandoned alternatives. The forum experienced intermittent
outages for several weeks, after which the community leading
the campaign lost interest, traffic was directed back to the
‘main domain, users quickly returned, and the forum was back
e and became even more connected.

active users, threads,
posts and traffic were all cut by about half. The disruption
largely affected casual users (of whom roughly 87% left),
while half the core members remained engaged. It also drew
many newcomers, who exhibited increasing levels of toxicity
aunm the first few weeks of partici
without a court order raises philosopl
pracsy c(-mnr\mp versus free speech; ethical and legal issues
about the role of industry in online content moderation; and
icy of private-sector versus g

4 series of court orders against individual service providers
appears unlikely to be very effectve if the censor cannot
incapacitate the key maintainers, whether by arresting them,
enjoining them or otherwise deterring them.

1. Introduction

Online content is now prevalent, widely accessible, and in
fluential in shaping public discourse. Yet while online places
facilitate free speech, they do the same for hate speech [1].

and the line between the two is often contested. Some cases

te

ing violent crime and

political mobilisation [2]. Content moderation has become a

critical function of tech companies, but also a political tussle

ounts may affect online communities

in significantly different ways [3]. Online social platforms
cmpln\ various mechanisms, for example, ar

nce [4], to detect. mode:
content [S]. including

1 content to th

ice. through deplatforming users breaking terms of ser-

to moderating legal but obnoxious content [8],

ay involve actions such as flagging it with war-

i ing it in recommendation algorithms (9], or

preventing its being monetised through ads [10].

Deplatforming may mean blocking individual users, but

sometimes the target is not a single bad actor, but a whole

community. such as one involved in crime [11]. It can

be undertaken by indusiry. as when Cloudflare, GoDaddy.
and some other firms terminated service for the

DAILY STORMER after the Unite the Right rally in Virginia

in 2017 [12] and for SCHAN in August 2019 [13]: or by
law enforcement, as with the FBI taking down DDoS-for-

hire services in 2018 [14] [15] and 2022 (16}, [17]. and

2 [18]. Industry disruption I| as

g disrupted Pot
on i ofien slow and less effectve, and is impact
may also be temporary [11]. After the FBI terminated Stk
ROAD [19], the online drug market fragmented among mul-
0] ure of RAID Forums [18]
s BREACH FORUMS.
urthermore. the FBI
S-for-hire services cut the attack volume
significantly, yet the market recovered rapidly [14], [15].
FaRs s the largest and longest-runai
harassment forum [21]. It ociated with rea
inst sts, gay rights
campaigners such as disabled, transgender,
and mutistic individuals: some have killed themselves after
22].



Thank you




