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DATE: 16 chrazy 2018

1 KISSOON SINGH Inc
Fax No: 031) 208-0778
No. of pages including this one : 45

Dear Sirs,

DINERS CLUB SA (PTY)LTD /A& VSINGH

1.

2I

Our letter of the 13" February 2003 refers.

We enciose copies of the appiigation papers sent-to us by our London soliciiors which
wers prepared for the hearing on 11" February 2003 which was adjourned (o 20
February 2003. )

We have today received a draft witness statement and order which ls sought on behalf
of Diners Club International Limited and Citibank International Limited In relation to the
avidence to be giver by Messrs Walker, Mortlock, Bird and Brett.

We have instructed our London solichors to attend the adjoumed hearing before
Masier Tumer, our view being that the Master ahould not afford any relief which is not
consistent with that which would be provided under South African Law or would not be
consonant with the order granted by Judge Levinsohn in Septembaer 2002.

Wa fall to understand the relavance of your.request for our client’s shareholding and
not belleve that we he /e to fumish you with this information,

p—

S WINNE G T

@oz .
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Claim No.

IN THE HIGH COURT OF JUSTICE
QUEEN’S BENCH DIVISION [

DINERS CLUR (5A) (PTY) LIMILTED;

a corporstion
Plaintiff
v§

(1) ANIL SINGH,
(3) VANITHA SINGH,

Dafgndsuts

ORDER UNDER THE EVIDENCE
(PROCEEDINGS IN OTHER
JURISDICTIONS) ACY 1975

WeiL, GoTsHAL & MANGES
One South Place London ECZM IWG [
Tel: +44 (D) 20 7903 1000 .
Fax; +44 {0) 20 7903 0590
Wwwr.weiloom
MS/PS.41592.0004

L PSRRI DOCW 1 96,0004 5



19702 '03 11:42 FAX 031 3047379 ADVKISSOON SINGH 404

Tod Z68T °"ON Yi/XL LSiPT €0, €O/8T

WGy 020 7903 Voul LI LTTUD Qi EOME s aw PP /\
IN THE HIGH COURT OF JUSTICE , Ctaim No.
QUEEN’S8 BENCH DIVISION i

MASTER TURNER - MASTER IN CHAMBERS g

IN THE MATTER OF THE EVIDENCE (PROCEEDINGS IN OTHER
JURISDICTIONS) ACT 1975

AND

IN THE MATTER OF A CIVIL PROCEEDING NOW PENDING BEFORE THE
EIGH COURT OF SOUTH AFRICA (DURHAN AND COAST LOCAL DIVISION)
ETWEEN:-

DINERS CLUB (8A) (PTY) LIMITZD,
Flainilff
va

(1) ANIL SINGH,
(2) VANITHA SINGH,

Defendanis

ORDER

UPON THE APPLICATION by the Plaintiff for an Order w obteln evidence for a foreign
court,

AND UPON HEARING Solicitors for the Plalntiff pnd the Solicitors for Diners Club
International 1ed and Citibank International Lid as intervencrs. '

ANDUPONREADINGMMMMMMWMM&&MG"F . 2003
from The Honourable Mr Justice Phillip Lavinsohn in the High Court of S Africa
(mmamuwm)mmnmm&-mmmmh
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that court between the Plaintiff and the Defendants ("“the Procoedings™) and that thit court
seeks 1o obtain the estimony of the following witnesscy:- |

1.

2

7

Kevin Davorn, of Lioyds TSB Bank Plc, 7} Lombard Street, London ECIP 3BS

John Paul Cleugh, of Abbey Nitional Ple, Genesis House, 301 — 349
Midsummer Boulevard, Mikon Koynes, MK 2JE

Willlam Dayid Cammins, of Royal Baok of Seofland Plc (Natwest divigion)
Green Holt, West Challow, Wantage, Oxon OX12 9TN

Derek C. Wylde, of HSBC Bank Plc, 8% Floor, 365 Chartwell Square, Southend
on Sea, Essex, 8899 2UU

Alexander Leckemby, of Link Intmrchangs Network Limited, 4 Cardale Park,
Beckwith Head Road, Harmewgats, HG3 1RY

Adrian Walkar, [of Diness Club International Service Centro, Pirst Floor, Diners
Club House, Kingsmsead, Fsmborough, Hants GU14 78R]

[Allsa Mortlsck, of Dinass Club Intnations] Service Centre, First Floor, Diners
Club Houss, Kingsmead, Farnborongh, Hants GU14 78R]

Michael Bird, jof Diners Club International Service Centrs, Rirst Floor, Diners
Club House, Kingsmead, Famborough, Hants GU14 78R]

Andrew Brett, [of Diners Club Intemational Service Centre, First Floor, Diners
Club Homse, Kingsmend, Banborough, Hants GU14 78R]

10. Dr. Ross Johkn Anderson, of University of Cambridge, Cambridge

11. Michse] Kaith Bond, of University of Cambridge, Cambridge

12. Richard Nell Clayton, of University of Cambridge, Cambridge

LOLAIEIS | DTN YaR! DOCWH SA2.8000 2
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IT 1S ORDERED thar:
1 ench of the witneases Listsd 1 %0 13 sbove antend befre Ms Justioe Philip Levinsobn

and {

] who are hereby appointsd exarminers (“the Xxaminsrs™), sitting at

Royal Courts of Justice, Strand, London WC2A 211, on Monday 3% March 2003 and
from day to day thereafter umill examination is complets or any individual witness is
released and do submit to be examined (on oeth or affirmation) touching the
restimony so required.

The witnesses Adrian Walker; Michasl Bird, Andrew Breet and Alien Mortlock and
each of them shall not be compelicd o answer any question about or related to the
following:

o

(i)

(x)

)

®

the detail of the information technokgy standards or sirategy employed by
Diners Club Imemnatioaal Ltd ("DCT™), Citibank Limited (“Citibank™) or any
other entity within the Citicorp group of companies (“Greup Companies™);

the deteils of the physicat location of snd physical security systems at any
premises owned or cparated by DC], Citibank or any Group Company;

the detail of the software architecture and logic of amy computer system or
programme Tun or opemted by (or on behalf of), or licanged o, DCI, Cittbamk
or any cther Group Company;

the details of the opesstion, architecturs, logic, location or fancrion of any
bardware or software involved in or associated with the encryption,
decryption, generation or verification of Personal Idemtificatian Wunthars
issued to Diners Club anrd holdexs;

the means by which ssy computer system, software or hardwere used by or
belonging or leased t DCY, Citibank or sny Group Compeny he: been or
could be attacked, imfluenced, ciroumvented ar ofherwise mubjectsd to
unanthorised access or use;
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(vl) the phywical location of or physiosl security arrangements relnﬁhg to any
Hardware Sccurity Module System licensed to, used, owned or opesated by or
on hehalf of DCI, Citlbank or any Group Company:

(vif) the details of the operating rogulations and procedures in place be#men DCI
and its franchisees; and ’

(vil) any matter comcerning sny amsactions or activities not directly connectsd
with the Diners Club Card having the number 361358226037,

3 the Examiners ahall record or cause to be recarded the evidence of cach of the
witnesges 30 examined as sppropriate, acoording to the rulss of practive of Her
Majesty’s High Court of Justoe relating to the examinatian and cross-examingtion of
wimnesses.

4 the Examiners do:
(®)  administer the cath or affirmation as the case may be to witnesses glving evidence:;

(b)  when completed the recarding of the testimony of witnesses be safely taken by Mr
Justice Levinsohn to the High Court of South Africa (Dutban snd Coast Local
Division) for tranactiption thereof.

5 the examination shall take place in private and nn mamber of the public or press shall
be admitted.

6 the parties, their legal representative and their experts shall keep confidential all
information revealed during the cxamination and such information shall ndt be e
for auy purpose other than the purposes of the Procaedhglmdthepnrﬁulthu]luhe
all steps necessary w0 keep such information confidential ineluding, where nectasary,
by making application to the High Court of South Africa.

7 the witnesses Adrign Walker, Miche:l Bird, Andrew Brett and Allen Mortiosk shall
bcmﬁﬂldtolegalmenﬁumnﬂaehamngb\uonlyfnrthepumomofmy
question which may arisc as te the terms and effiect of this Order.
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| Plaintiff
f st
'17.02.03
| TGT1-5
IN THE' MATTER OF THR EVIDENCE (PROCEEDINGS IN OTHER
JURISDICTIONS) ACT 1975
AND

IN THE MATTER OF PROCEEDINGS BEFORE THE HIGH COURT OF SOUTH
AFRICA (DURBAN AND COAST LOCAL DIVISION)

BETWEEN:
DINERS CLUB (3A) PTY LIMITED
Plaipgft
-and-
(1} ANIL SINGH
(D VANITA BINCH
Refengants
WITNESS STATEMENT OF

THOMAS GILLETTE TEICHGRAEBER

I, THOMAS GILLETTE TEICHGRAEBER, of 8430 Wast Bryn Mawr Avenue, Chicago,
[Hinois, United States of Americs, Attomey st Law, witl say ag follows:

1 Iuzrodagtion

L1 Tam the General Counsel for Diners Club Intacnations] Lid (“DCT™). Iam a qualified
utoxney baving besn calied %o the bars of the Stats of Kensas in 1972 and the Swute of
Iowa in 1978. hmymhlmmﬂ&hm‘dmnﬂhhﬂ
matters. § am the senlor legal efficer for DCI's warldwide card businesa opemtions. 1
bave first hand knowledge of the matters relevant to this case and 1 atm aufhorised to
maky this statemsent on bebalf of DCI, its agsocinted company Citibank Intemational
Limited (“Citibank™) nnd theie parent company Citigroup.

1.2 | make this statement in support of DCI snd Citibank's intarvention in thip matter,
DCI and Citbank intsrvens ts oppoes the spplication by Diners Club Afvica

LT 31 NGRS LG,
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(“DCSA™) for an order that cmrtain witnesaes should attend to give evidence (0 assist
in a irial proceeding before the High Court of South Africa ("the Praoceadings™).
DCSA 3 the Plaintiff in the Ppoceedings. The Proccodings are hrought against Two
defendant individoxls (“the Defondants™). In the event that the Court in minded to
grunt the order, ﬂuburvmloekmhwlwﬁtmdrnwnnpinnmwfhut
ensures that business mﬂmmwm“mhdoﬂdlﬂngﬁe
cxrmination of those witnesses.

I make this stomont on the basis of my own koowledge and on the basis of
information supplisd to me by Michele Scruton (EMEA regional legal counsel for
DCI), George Szul (DCI's inteenational anti-fraud officar), Mark Woltkamp (DCl's
director of credit and risk) and members of Citibank's information technalogy group.
Information which is founded en my own knowledge is trus and information which I
have received from others is e to the best of my knowledge and belief, Thers ic
now produced and shown 1o me matkad TGT1-5 a puginated and divided bundle of
documents which sre the exhihits 0o ¢this Statoment.

In this Statement I will:

()  describe the commercig] roles played by and retationship between DCT and
Citibank;

()  explein how DCLand Citibank come to be invalved in these proceedings; and
(i) outline my specific coneerns shout this application,

Tha rele of DCI and Cltibani geperally

DC1 carries on an intarnational chargs card businegs, the card in question being the
Diners Club Card. Amongst ofher things, DCT grants franchise rights to other ontities

in order that thosa franshigees may issus cards to individusls, DCSA is one sxch

franchizes.

DCSA's application natice and letter of request attach & schedule of witnesses who
are to be made the sabject of the otder. OF those witnesses, four are connected with
DCI and Citibank. Citibank provides ceriain technical services to DCY on behalf of
the franchise network and Adsian Walker, Michae! Bird and Andrww Bretr {mpether
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the “Employees”) aro all amplaysd by Citibank and work 1t 8 Citibank computer
facility in Farnborough. Certain of DCT's petwork information technology systcme
ave monitored from this Scility. 18 is 0 be noted that the charge cands themselves are
not manufactored at or issued from Pamborough nor are personal idoatfication
numbers (“PIN™) generated or daspatched fom there.

Allen Moxtlock is » former smployes of a Citibank entity and worked at ths
Fambarough site,

The Court will be aware that the subject matter of the Proceeding concems certain
cash withdrawals from automssed teller machines (“"ATMx™) in London which wexe
made using a Diners Club Cand and PIN issuod to the Defendants to the Proceodings
(see summary of fesues attached to spplication noticc). DCSA is seeking to recover
the principa! emount of those withdrawals and intevest from the Defandants.

The ATM network consisti of an interconnected scrics of contpenenty of hardwrare
and goftware that funstion i soch & manner as allows Diters Club Cards lased in a
foreign country (e.g. South Aftica) to be msed in ATMs in Grest Britwin or other
countries. Such transsctlons are facilitated through a series of computer functions
which may be manitored st Famborough. The Defeadants have suggmted that abuse
of the compuier systecs in the network could be to hiame for the ATM transections

and that, accordingly, they o not owe DCSA my sum in respect of twse cash
advances.

The demiled functions and security arrangsments at the Feruborough office are
business accrets belonging 0 DCL. All empioyeea of Cltigroup companiss axe under
duties ofmﬁdmﬁlﬁwmmmdhcmmmwmmmmd
employmeant and the other s and conditions of their employmsnt.

W,uhmﬂlmﬁghAMnﬂo&hawwmu
global banking and financial servicea network. Each eatity in the chain of related
mmhmd«oblimhhﬁnohmhcpmudmm detailed
workinga of the netwatk. The level of sccurity involved is such that the agreements
between those entities are themsalves subjoct to strict terms of confidentiatity.
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Somewhere in the region of USS36 million is processed throngh the DCI [network
cach dsy. All parts of the giabal ATM network are, therafdre, atiractive targets for
ctimioals. Sophisticatod formm of card frand in the UK and worldwide are on the
increase and it is of paramonnt importance that detills of the workings of the systems
are not revealed. Even minor sechnioal deta about yystams operation cen be of value
to these criminals as can information which may enable them to discover where
certain corputer hardware, cand production and PRV generation facilities sre located.
Exposure of technical data incseases the risk from “hacking” attacks and disclosure of
cenain business locations incseases the risk from physioal theft or mail interesption
attaoks,

DCIa involvemant in the Preceedings

DCI is alweys koen to ussist Us franchisces with noo-peymens of fraud issucs but, as
in this case, it is slways made elear to franchisees that DCI will not allow confidential
details of its relatad systems which are business secrets to be disclossd, DCI is simply
not permitted to makes unlirsited disclosure by reason of its obligations 1o other

financial institutions and, equally, the Employses at Frrnborough are not parmitted to
make such disclosure by reasom of their obligations o Citibank.

In the context of the Proceedings, DCSA was allowed access to the Employess whom,
since a body carporats carmat give evidencu itself, DCI and Citlhank nominated ag
spokssmen on & limited range of issues ralating to the oparation of the DCI computer
network. The Bmploysss pave DCSA a broad outline of the sywtens relevant to the
case and summaries of thelr evidece stw attached at TGT1. It was alwaya runda slear
that the Employees would net attand st trial in South Aftica on DCI's behalf nor
would DCI submit to cross-examination on confidentil and secwity sensitive
particulars of its systems.

DCI now findy itself in a somewbat bizaze situstion. DCSA the
Employees (or in other words DCT and Citibank) who xe, offectively DCSA’s

witnesscs, to bo cxamined in Bngland apparently sssuming that DCI and Citlbank
wold consent to tis. DCSA did not appest to have made any spproptist procedural
accommodstion for DCT and Citibank’s oonoeris about sececy snd confidentiatity.
WhmDCIniudiﬁoomalmmmdnﬁanCSA(mﬂ.u!ﬁewoﬂd
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expest, the Defendants) mude this application to compel the Employeed 1o nm+nd.
again, without due regard to the highly sensitive aature of the igsnes ia question.

“n-wtmmﬂuwldbemdranﬂumﬂpﬂm i
Mnbenwuﬂlhmdonwwdaumhmwmmqmquw
md:;umemkydnﬂwﬁtlmwhdh m.wouuudianuﬁvnlwabtmm"

and parsgraph 5 of the Statemera of relevant isines provides:

“mmmn.mﬂcoﬁth‘;hsﬂdﬂmm&wuﬂmm
MW“MbMM#mﬂmmwmﬂed
mmummnmwm inobad i the various
orgaRisations hawng perpelrated a jnel. The Defed 'qemnbodaﬁmu
intagrity of ke aquipmens willieed i the penrsctions.”
[tiscleu:hnmamﬁmdmn'mdonilwnppmwhmemnwbywhow
the DCI systems In question way be attacked, and, presumshly, by testing those
mummmanﬁndnnofhnmpw. Immwluﬁmhtm
Cmmdnunmhmthendvmofaﬁnuf@m«thnhiwtmufmch
qwﬁmmmmuwmwmkhmt,mmmuw

umomhemmmhpmﬂhnﬁmmwmmm

Mymmmmnmofmm',hmﬁmsm smplified by the fact
;mmummmmmm-d.mmmmsmmm
lnwlﬁngawidemginsphydﬂhvuﬁalﬁonof&ewm mvotved in the case. I
nmmmmmmmm'uppummuwmmmutm
Bond; and‘l‘O’M.ﬁurdu‘dﬁuSm&A&iﬂn Conxt.

Tmmmnmumummﬂmmnﬁumm sifect,
substitate for this phyniulh-puﬂmofm systems. Fugther, in my view, far
mﬂsimﬁaﬁw%ﬁmmdhm“:ﬁdhmc«m
nwrdwmﬂdexpoaeDCI'nylmmmﬁﬂmk.wmhbinﬁnsobupﬁnmuf
condidentiality and business secrets and, W,umwﬁoﬂl&m&
Frauds on the mbdmwwmmmmpmwm:bmk
uuoum.uedituch:mad.
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4.5 C)wih‘ﬁ to its al.ﬂ_iﬁ;tlunﬁ b confidentiality and (¥ gecurity ;ssues involved, in order to
peotect the mast confidbatial of its busifiess sesbots, DCI, throngh the Braployses, is

1ot able 1 answor questions on the iollowing &t the vety least:

(iy  the detail of the nformation technology standards or stratogy employed by
DCL, Citibank or any other cntity within the Citicorp group of companies

MGroup Companiea”),

(i) the details of the physical lacation of and physical security systcms at any
oretuises owned of opemated by DY, Citlhank or ey Group Company;

(ny  the detail of the softwarc srchitecture end logic of any computer system or
programme run of operated by ur_limad to DCI Citibank or any other Group

Company;

(ivy  the detalls of the operation, architecture, logie, locaton QF function of any
nardware or software involved in the encryption, decryption generation OF
verification of Persanal Identification Numbors issued o Dinsrs Club card

holders;

(vi  the means by which sy computsr System, software or hardwsre used by or
belonging or Jeased pCl, Citibank or any Greup Company has been or

sould be attacked, influenced ot circomvented;

(viy  the physical location of of physicel ssourity arzangements relating 1o any
Hardware Secunty Module System licensed to, used, owned ar operated by

DI, Citibamk or any Group Company;

(vii) the details of the operating Tegulations and procedures in place between DCI

and its franchisees; and

(viif) any mater comcerning any ransacione or activities not directly comnected

with the Diners Club Card having the punber 361358226037,
‘ :
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