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MA Blaze, A Aviv, P Černý, S Clark, E Cronin, G Shah, M Sherr, A
Vigna, R Kemmerer, D Balzarotti, G Banks, M Cova, V Felmetsger, W
Robertson, F Valeur, JL Hall, L Quilter, ‘EVEREST: Evaluation and Val-
idation of Election-Related Equipment, Standards and Testing’, Final Re-
port, Dec 7, 2007; at http://www.sos.state.oh.us/sos/info/EVEREST/
14-AcademicFinalEVERESTReport.pdf

[1262] AD McDonald, MG Kuhn, “StegFS: A Steganographic File System for
Linux”, in [1520] pp 463–477

[1263] D MacEoin, ‘The hijacking of British Islam – How extremist literature is
subverting mosques in the UK’, Policy Exchange (2007)

[1264] M McFarland, “Feds blame distracted test driver in Uber self-driving car
death”CNN Nov 20 2019

[1265] E McGaughey, “The extent of Russian-backed fraud means the referendum
is invalid”, LSE Nov 14 2018

[1266] G McGraw, ‘Software Security – Building Security In’, Addison-Wesley,
2006

[1267] G McGraw, H Figueroa, V Shepardson, R Bonett, ‘An architectural risk
analysis of machine learning systems: Towards more secure machine learn-
ing’, BIML, 2020

[1268] D McGrew, J Viega, “The Galois/Counter Mode of Operation (GCM)”,
Submission to NIST Modes of Operation Process, January 2004; updated
May 2005

[1269] J McGroddy, HS Lin, ‘A Review of the FBI’s Trilogy Information Technol-
ogy Modernization Program’, National Academies Press, 2004

Security Engineering 1021 Ross Anderson



BIBLIOGRAPHY

[1270] J McHugh, “An EMACS Based Downgrader for the SAT” in Computer and
Network Security, IEEE Computer Society Press (1986) pp 228–237

[1271] N McInnes, G Wills, E Zaluska, “Analysis of threats on a VoIP based PBX
honeypot”, Infonomics Society (2019) pp 113–118

[1272] I McKie, “Total Vindication for Shirley McKie!” Jun 23 2000, at http:
//onin.com/fp/mckievindication.html

[1273] I McKie, M Russell, ‘Shirley McKie – The Price of Innocence’, Birlinn,
2007

[1274] J McLaughlin, Z Dorfman, “ ‘Shattered’: Inside the secret battle to save
America’s undercover spies in the digital age”, Yahoo News Dec 30 2019

[1275] J McLean,“The Specification and Modeling of Computer Security”, in Com-
puter v 23 no 1 (Jan 1990) pp 9–16

[1276] J McLean, “Security Models,” in Encyclopedia of Software Engineering,
John Wiley & Sons (1994)

[1277] J McLean, “A General Theory of Composition for a Class of ’Possibilistic’
Properties,”, in IEEE Transactions on Software Engineering v 22 no 1 (Jan
1996) pp 53–67

[1278] D McLeod, “FNB backs down on password decision after backlash”, Tech
Central Aug 20 2019

[1279] J McMillan, “Mobile Phones Help Secure Online Banking”, in PC World,
Sep 11 2007

[1280] R McMillan, “The Inside Story of Mt. Gox, Bitcoin’s $460 Million Disaster”,
Wired Mar 3 2014

[1281] MedConfidential, “Health data, AI, and Google Deep-
Mind”, at https://medconfidential.org/whats-the-story/
health-data-ai-and-google-deepmind/

[1282] J Meek, “Robo Cop”, in The Guardian, June 13 2002, at http://www.
guardian.co.uk/Archive/Article/0,4273,4432506,00.html

[1283] N Megaw, “UK consumers dragged into Wirecard’s collapse”, Financial
Times Jun 29 2020

[1284] C Meijer, R Verdult, “Ciphertext-only Cryptanalysis on Hardened Mifare
Classic Cards”ACM CCS (2015)

[1285] C Meijer, B van Gastel, “Self-encrypting deception: weaknesses in the en-
cryption of solid-state drives”, IEEE Security & Privacy (2019)

[1286] J Meikle, “G4S and Serco hand over o↵ender tagging contracts over fraud
claims”, The Guardian, Dec 12 2013

[1287] M Mehrnezhad, M Aamir Ali, F Hao, A van Moorsel, “NFC payment spy:
a privacy attack on contactless payments”, International Conference on
Research in Security Standardisation (2016) pp 92-111

[1288] J Mendez, “How Steam Employs DRM & What That Means For Your
Game”, Black Shell Media, Jun 28 2017

Security Engineering 1022 Ross Anderson



BIBLIOGRAPHY

[1289] AJ Menezes, PC van Oorschot, SA Vanstone, ‘Handbook of Applied cryp-
tography’, CRC Press (1997); available online at http://www.cacr.math.
uwaterloo.ca/hac/

[1290] J Menn, “Exclusive: Secret contract tied NSA and security industry pio-
neer”Reuters Dec 20 2013

[1291] J Menn, “Exclusive: High-security locks for government and banks hacked
by researcher”, Reuters Aug 6 2019

[1292] J Menn, K Paul, R Satter, “Exclusive: More than 1,000 people at Twitter
had ability to aid hack of accounts”, Reuters Jul 23 2020

[1293] J Mercer, “Document Fraud Deterrent Strategies: Four Case Studies”, in
Optical Security and Counterfeit Deterrence Techniques II (1998), IS&T
and SPIE v 3314, pp 39–51

[1294] H Mercier, D Sperber, “Why Do Humans Reason? Arguments for an Ar-
gumentative Theory”, Behavioral and Brain Sciences v 34 no 2 pp 57–74,
2011, and at SSRN 1698090

[1295] R Mercuri, “Physical Verifiability of Computer Systems”, 5th International
Computer Virus and Security Conference (March 1992); see also R Mercuri,
‘Electronic Vote Tabulation Checks & Balances’, PhD Thesis, U Penn, 2000,
at http://www.notablesoftware.com/evote.html

[1296] R Merkle, “Protocols for public key cryptosystems”, IEEE Symposium on
Security and Privacy 1980

[1297] M Mesa, “Phish Scales: Malicious Actor Combines Personalized Email,
Variety of Malware To Target Execs”, ProofPoint Apr 5 2016

[1298] TS Messergues, EA Dabish, RH Sloan, “Investigations of Power Analy-
sis Attacks on Smartcards”, in Usenix Workshop on Smartcard Technology
(1999) pp 151–161

[1299] E Messmer, “DOD looks to put pizzazz back in PKI”, Network World Aug
15 2005

[1300] C Metz, “AI Is Transforming Google Search. The Rest of the Web Is Next”,
Wired Feb 4 2016

[1301] CH Meyer, SM Matyas, ‘Cryptography: A New Dimension in Computer
Data Security’, Wiley, 1982

[1302] C Meyer, Joerg Schwenk, “SoK: Lessons Learned From SSL/TLS Attacks”
WISA 2013 pp 189–209

[1303] R Meyer-Sommer, “Smartly analyzing the simplicity and the power of sim-
ple power analysis on Smartcards”, inWorkshop on Cryptographic Hardware
and Embedded Systems (2000); Springer LNCS v 1965 pp 78–92

[1304] A Michael, “Cyber Probing: The Politicisation of Virtual Attack”, Defence
Academy of the United Kingdom Oct 2012

[1305] J Micklethwait, AWooldridge, ‘The Witch Doctors – What the management
gurus are saying, why it matters and how to make sense of it’, Random
House (1997)

Security Engineering 1023 Ross Anderson



BIBLIOGRAPHY

[1306] Microsoft Inc, ‘Architecture of Windows Media Rights Manager’, May 2004

[1307] Microsoft Inc, “Sony DRM Rootkit”, Nov 12 2005

[1308] Microsoft Inc, “Security Development Lifecycle – Simplified Implementation
of the Microsoft SDL” Nov 4 2010

[1309] Microsoft Azure, “What is Azure Key Vault?”, Jan 7 2019

[1310] A Midgley, “R.I.P. and NHSNet”, ukcrypto mailing list, Jul 1 2000

[1311] S Mihm, ‘A Nation of Counterfeiters’, Harvard 2007

[1312] S Milgram, ‘Obedience to Authority: An Experimental View’, Harper-
Collins, (1974, reprinted 2004)

[1313] J Millen, “A Resource Allocation Model for Denial of Service Protection”,
in Journal of Computer Security v 2 no 2–3 (1993) pp 89–106

[1314] A Miller, “SourMint: malicious code, ad fraud, and data leak in iOS”, Synk,
Aug 26 2020

[1315] B Miller, “Vital Signs of Security”, in IEEE Spectrum (Feb 94) pp 22–30

[1316] C Miller, C Valasek, “Remote Exploitation of an Unaltered Passenger Ve-
hicle”, https://www.illmatics.com Aug 10 2015

[1317] GA Miller, “The Magical Number Seven, Plus or Minus Two: Some Limits
on our Capacity for Processing Information”, in Psychological Review v 63
(1956) pp 81-97

[1318] ML Miller, IJ Cox, JA Bloom, “Watermarking in the Real World: An
Application to DVD” in Sixth ACM International Multimedia Conference
(1998); v 41 of GMD Report, pp 71–76

[1319] JR Minkel, “Confirmed: The U.S. Census Bureau Gave Up Names of
Japanese-Americans in WW II”, in Scientific American Mar 30 2007

[1320] SF Mires, “Production, Distribution, and Use of Postal Security Devices
and Information-Based Indicia”, Federal Register v 65 no 191 Oct 2, 2000
pp 58682–58698

[1321] A Mirian, Z Ma, D Adrian, M Tischer, T Chuenchujit, T Yardley, R
Berthier, J Mason, Z Durumeric, JA Halderman, M Bailey, “An Internet-
Wide View of ICS Devices”Conference on Privacy, Security and Trust 2016

[1322] A Mirian, J DeBlasio, S Savage, GM Voelker, K Thomas, “Hack for Hire:
Exploring the Emerging Market for Account Hijacking”, The World Wide
Web Conference 2019 pp 1279–1289

[1323] “BBC fined £400,000 by Ofcom for fake competitions”, Daily Mirror July
30 2008

[1324] Mitchell and Webb, “Identity Theft”, YouTube (2007)

[1325] KD Mitnick, ‘The Art of Deception: Controlling the Human Element of
Security’, Wiley (2002)

[1326] V Mladenov, C Mainka, K Mayer zu Selhausen, M Grothe, J Schwenk “1
trillion Dollar Refund – How to Spoof PDF Signatures”, CCS 2019

Security Engineering 1024 Ross Anderson



BIBLIOGRAPHY

[1327] D Modic, RJ Anderson, “Reading This May Harm Your Computer: The
Psychology of Malware Warnings”, Computers in Human Behavior v 41 pp
71–79 and SSRN 2374379

[1328] A Moghimi, G Irazoqui, T Eisenbarth, “CacheZoom: How SGX Amplifies
The Power of Cache Attacks”CHES 2017 pp 69–90

[1329] D Moghimi, B Sunar, T Eisenbarth, N Heninger TPM-FAIL: TPM meets
Timing and Lattice Attacks”, arXiv:1911.05673 Nov 13 2019

[1330] “Card fraud nets Esc6 billion’, F Mollet, Cards International (22/9/95) p 3

[1331] JV Monaco, “SoK: Keylogging Side Channels”, IEEE Symposium on Secu-
rity and Privacy (2018)
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