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1 Introduction

The conventional software development lifecycle—code, test, debug—is a successful methodology
for building useful systems. However, it manifestly fails to make systems robust or secure enough
for today’s adversarial environment. Ever since the never-ending “software crisis” arrived in the
late 1960s [57], researchers and practitioners have developed a wide variety of approaches to try to
make software more reliable, varying along many axes.

Among the most important of these axes is whether a given approach smoothly extends conven-
tional practice or whether it requires radically different methods. Many bug-finding tools (including
static analysers like Infer [11] and CBMC [19] and dynamic analysers like Valgrind [58] and
ASan [69]) can be added to conventional workflows as push-button tools that can be used without
much specialist expertise. This is enabled by their focus on implicit and generic specifications, in
particular the absence of particular classes of memory-safety flaws or other undefined behaviours.
By contrast, traditional formal verification tools support—and require—writing much richer specifi-
cations, including “intermediate” specifications like loop invariants, that capture specific properties
of the code. Historically these have been used solely for machine-checked proof, which gives high
assurance but requires expertise that is still uncommon. Conventional wisdom is that one has to
develop a system hand-in-hand with its specification and proof—John Reynolds once remarked
that there are two kinds of programs: those developed in concert with their correctness proofs
and those that cannot be verified at all. In particular, discovering the intermediate specifications
required to verify existing code is difficult, especially when feedback comes only from failed proof
attempts in a specify-code-prove workflow. All this has made formal verification hard to deploy at
scale and hard to retrofit to existing systems.

More generally, most work aiming at more rigorous software development is siloed, focussed on
a single approach and tool. This can of course be necessary to make progress, but it leaves things
disconnected, and it is regrettably culturally embedded—in particular, the communities working on
testing and on proof have been largely disjoint.

In this paper, we seek to enable more flexible use of rich specifications, in ways that do smoothly
extend conventional practice. We show how a single specification language based on separation
logic, designed to capture the subtle ownership disciplines of systems code, can be used in runtime
assertion checking, in property-based testing (PBT), and in formal machine-checked proof—in
complementary and mutually supporting ways. And, more generally, we hope to prompt deeper
integration of testing and proof research.

At a high level, we advocate an approach to incrementally increasing assurance: improving both
code and specifications with feedback from testing and property-based testing, which check that
the code and specification are consistent in concrete executions, and only then (if more assurance
is desired) attempting proof. This is a simple and obvious idea that should have become routine
practice long ago, but somehow has not. Related work, including a long history of lightweight
formal methods, has advocated aspects of it and put some of the pieces in place, but it has not been
part of main-line thinking, and, especially for production systems code with complex ownership
patterns, it has not previously been practical — there has not been tooling to support it. It could be
done either code-first, incrementally adding partial specifications for existing code, as we do here;
or specification-first, as in some classic formal-methods approaches; or co-developing both code
and specification. It could be done either where both code and specification are human-written, as
we do here; or, we conjecture, to provide strong feedback loops for Al tooling.

For code-first development, we envisage an incremental workflow with three intertwined steps.
The first is incrementally developing comprehensive specifications and internal invariants by
starting with partial specifications and testing whether they hold, in conventional execution of
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automatically instrumented code. This lightweight process gives quick feedback to the specification
developers (which in our case were our research team, but could be the same as the code develop-
ment team). The second step is refining these specifications with property-based testing. Runtime
assertion checking is limited by the code coverage of the tests one has, but PBT can generate many
tests that better exercise the code and specification. (Note that it is not desirable to begin with
property-based testing: if pre-conditions and invariants are too incomplete, then PBT will likely
generate too many false positives.) The final step, once an experimentally well-validated specifi-
cation is in place and if higher assurance is desired, is trying to formally prove that the program
meets it. This might well require further specification changes (to find sufficiently strong inductive
invariants), and testing and PBT remain valuable, to automatically test revised specifications, and
to test lemma statements, before and during the costly step of full proof.

We demonstrate the viability of this approach with a real-world case study—in several ways,
a maximally challenging one, albeit of modest scale: the hyp memory allocator component of the
PKVM hypervisor developed by Google for Android. This is production systems code, written in
C by a conventional development team, running bare-metal at a hypervisor privilege level, with
nontrivial ownership patterns, with rich specifications including ownership, that was not written
with formal specification or verification in mind. Reynolds’ remark was surely true when he made
it, but we believe that it is now both necessary and possible to falsify it.

Crucially, we are meeting conventional software development where it is. The choice of C, the
development of tools that can work with it (for specification, testing, test generation, and proof),
the emphasis on partial specification, and the iterative process of specification development, are all
there to provide a smooth path to increased assurance for conventional code and developers. Of
course, there is still some way to go, from our academic tooling (that can be used on production
code by us), to production-quality tooling that could be used by non-expert developers, but we aim
to provide a substantial step in the right direction.

To make this possible, we developed both improvements to existing tools and new tools. Our
starting point was the CN separation-logic specification language [64] and the Fulminate runtime
testing system [4]. Fulminate translates C with CN specifications into C with runtime checks, using
reified ghost state to check ownership properties. Then:

e We extended Fulminate to support partial specifications, added runtime checking of loop
invariants and of CN lemmas, and more corner-case C features, substantially improved
performance, and enabled specification testing for the hyp allocator in situ — with the allocator
and the Fulminate-generated specification instrumentation compiled and run as part of the
pKVM hypervisor, booting and running at EL2 below the Android kernel in QEMU.

e We added support for ghost arguments to the CN specification language, Fulminate runtime
testing, and CN proof.

e We improved CN proof performance.

e We developed a new PBT tool, Darcy, that uses SMT solvers to generate test inputs for
the complex specifications that arise for such code. Darcy supports a much wider range of
preconditions than prior work. We evaluate Darcy’s bug-finding ability to demonstrate how
it can be used to assist specification writing,.

e We developed new tree-carver tooling to suppress unused parts of the large Linux header
files recursively included by the code.

e We demonstrate the workflow of testing-first development of specifications, initially for a
stand-alone version of the pKVM hyp allocator. This step quickly found many specification
bugs, and four bugs in the production hypervisor implementation. (These bugs can also be
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independently useful, as a realistic benchmark suite for evaluating future separation-logic-
based testing tools.)

e We use these specifications to carry out a CN correctness proof of the allocator implementa-
tion. Our experience was that the above testing, and re-testing during proof development,
substantially eased the proof. Because well-tested specifications do not contain many trivial
specification bugs, we could focus on the essential difficulties of the proof, such as proving
inductive lemmas—which was eased by lemma testing.

We do all this for systems code written in C, which remains very widely used for critical code, but
the underlying ideas should apply equally to Rust or other languages. Indeed, there is a recent
proposal to add Fulminate-style contracts to Rust [41].

We start with an overview of the hyp allocator example and the application of Fulminate,
Darcy, and CN proof to it in a standalone version (§2). We describe what was necessary to make
specification testing work in situ in the pKVM hypervisor (§3), and summarise our overall experience
(§4). We then describe the various technical advances that have made this possible: improvements
to Fulminate (§5), ghost arguments (§6), the Darcy PBT tool (§7), and improvements to CN proof
(88). Finally we discuss some of the extensive related work (§9), and conclude (§10).

We demonstrate these capabilities on existing, production systems code, essentially unchanged.
However, a number of limitations remain for future work. The CN specification language and
associated tools do not yet support concurrency (the hyp allocator datastructures are protected by
simple coarse-grain locking, so this is not a big limitation for that code). There is a long tail of C
features, including unions and exotic GCC/Clang extensions, that are not needed for this code and
which we do not support. There is a mismatch in the handling of null pointers between CN proof
(which follows the ISO C standard in distinguishing null pointers and zero pointer values) on one
hand and Fulminate and our PBT tools (which follow common usage in identifying the two) on
the other—interestingly, this discrepancy was discovered by PBT. The hyp allocator relies on an
underlying memcache layer, mapping physical memory to virtual, which we do not address. CN
does not yet support Rocq export of lemmas that involve ownership, and CN proof, while usable,
remains slower than one would like. Overall, one would not claim that this is production-ready
tooling; our research goal is rather to explore and demonstrate the viability of the approach.

The CN-annotated pKVM hyp allocator is available online in both stand-alone and in-situ forms,
along with our tools, all open-source, as in the Data Availability Statement at the end of the
paper. Online supplementary material gives additional details of Fulminate and Darcy performance
evaluation, Fulminate support for loop invariants, and LLDB tooling integration.

2 Overview

We begin with an overview of our approach using an example taken from our real-world hypervisor
case study, demonstrating how separation-logic runtime testing (Fulminate) and PBT (Darcy) help
identify specification bugs in a realistic setting, and highlighting some key ideas.

2.1 Code: The pKVM hyp allocator

The pKVM hypervisor is developed by Google to enforce memory isolation between the Android
Linux kernel and guest virtual machines that handle sensitive user data, protecting the latter from
kernel compromises, and vice versa. It is deployed in Android and upstreamed to Linux. It runs at
the high-privilege Arm Exception Level 2 (EL2), where much conventional runtime infrastructure is
not available, including the C standard library allocator and I/O. We focus on pKVM’s hyp allocator,
a memory allocator used to manage memory chunks of various sizes. The hyp allocator is used
both by pKVM and by third party vendors, so its clear specification and correctness are crucial.
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static struct hyp_allocator {
struct list_head chunks;

unsigned long start; B Ve : W
. [ hdr I alloc’d I mapped, not alloc’d ] unmapped VA | hdr
v32 size; -

alloc_size

hyp_spinlock_t lock; data
hyp_allocator; mapped_size

va_size

-

struct chunk_hdr {
u32 alloc_size;
u32 mapped_size; struct list_head {
struct list_head node; struct list_head *next, *prev;
u32 hash; };
char data __aligned(8);

Fig. 1. Top level and chunk list datastructures of the allocator

The allocator manages a large, fixed, contiguous region of virtual address space, and its (partial)
mapping to physical memory, by partitioning it into smaller chunks on demand. These are repre-
sented with an intrusive doubly linked circular list of chunk headers of type struct chunk_hdr,
called a chunk list, shown in Fig. 1. Unlike many allocators, the hyp allocator needs to manage
which virtual address ranges are mapped to physical memory and which are not. To this end, each
chunk has two fields: alloc_size and mapped_size, representing the size of the memory in the
chunk that is allocated to users (0 when freed) and the size of the physically mapped memory.

In this paper, we focus on two main API calls of the allocator: hyp_alloc and hyp_free. The
former takes as input the size of the requested memory, tries to allocate a chunk of memory from
the managed region, and returns a pointer to the allocated memory if successful or NULL if it fails.
The latter takes as input a pointer to the memory chunk to be freed and marks it to be reused for
future allocations. The hyp allocator relies on several internal helper functions, such as searching
for a free chunk by iterating over the chunk list (get_free_chunk), splitting and recycling a portion
of a large chunk (chunk_recycle), merging adjacent free chunks (chunk_merge), validating chunk
headers by computing their hash (chunk_hash_validate), and so on. Furthermore, the allocator
inherently involves bit-level manipulations to handle various alignments, as well as complicated
pointer arithmetic that may lead to arithmetic overflows. The standalone version of the allocator
code targeted in this section’s specification, testing, and proof is 913 lines of C code, including the
required dependencies but excluding comments, blank lines, and specification annotations.

2.2 Spec: Specifying chunk_install using CN

We use the internal function chunk_install, invoked by hyp_alloc, as a running example—see
Figs. 2 and 3. (For brevity, we omit the full implementation and specification of chunk_install;
they are included in the supplementary material.) The chunk_install function takes a pointer
to the new chunk, the size of the memory to be allocated, a pointer to the preceding chunk, and
a pointer to the allocator’s auxiliary metadata; it carves out the new chunk from the previously
unused memory region of the preceding chunk (prev). Given these inputs, the function inserts a
new chunk into the chunk list while preserving the global invariant of the allocator: it updates
the metadata of both chunks and invokes chunk_1ist_insert to perform the pointer operations of
the underlying doubly linked list, ensuring that the new chunk chunk is correctly positioned right
after the previous one prev in the allocator’s chunk list.
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( hdr I alloc’d I mapped, not alloc’d ] unmapped VA | hdr
4

AL

N X )
prev->alloc_size chunk size

prev

prev->mapped_size

lchunk,install(chunk, size, prev, allocator)

» - Y
(Char T allocd I mapped | hdr [ allocd ] mapped ] unmapped VA | hdr
T —

prev->alloc_size chunk->alloc_size = size

chunk

prev->mapped_size chunk->mapped_size

Fig. 2. chunk_install implementation behaviour

static int chunk_install(struct chunk_hdr xchunk, size_t size, {
struct chunk_hdr xprev, struct hyp_allocator xallocator) size_t prev_mapped_size = prev->mapped_size;
/+@ prev->mapped_size =
requires (unsigned long)chunk - (unsigned long)prev;
take ha = RW<struct hyp_allocator>(allocator); chunk->mapped_size =
take P = chunk_hdr(prev, ha); prev_mapped_size - prev->mapped_size;
(u64)chunk + hdr_size() + size chunk->alloc_size = size;
<= (ub4)prev + (ub4)P.mapped_size;
ensures chunk_list_insert(chunk, prev, allocator);
. omitted... return 0;
@/ }

Fig. 3. Implementation and initial specification of chunk_install

The correct behavior of chunk_install is described by several preconditions, invariants, and
postconditions—e.g., the given new chunk must lie within the memory range of the previous chunk.
To formally specify, test, and verify these requirements, we use the CN specification language [4, 64],
which can capture and reason about the complex memory ownership structures of C programs
through separation-logic ownership predicates (points-to tokens), separating conjunctions, iterated
separating conjunctions, and recursively defined predicates. An initial candidate precondition for
chunk_install in CN is shown in the requires clause of the magic comment (delimited with /@
and @+/) on the left in Fig. 3. The specification statement

take ha = RW<struct hyp_allocator>(allocator)

asserts ownership of a memory region located at allocator, of the size of struct hyp_allocator.
This corresponds to a points-to token with a quantifier of the form Jha. allocator +— hain standard
separation logic notation. We can also define predicates describing specific ownership disciplines
such as chunk_hdr(prev, ha). Semicolons ; denote separating conjunctions (with appropriate
scoping of quantified variables), expressing the disjoint ownership of parts of memory: a statement
of the form take A = Pi(...) ; take B = P,(A,...) ensures that the memory regions owned by
take A = P;(...) and take B = P,(A,...) do not overlap. Finally, we can impose constraints on
values, as seen in the last two lines of the precondition, ensuring that the requested chunk ends
within the physically mapped region of the previous chunk (the beige box in the top of Fig. 2, before
the function call).
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2.3 Spec-Test-Debug: Fulminate runtime specification testing of chunk_install

Once we have an initial specification for chunk_install, we want to quickly runtime-check these
ownership and functional properties to check that our guessed specification properties are consistent
with the implementation. If we instrument this program with Fulminate and run the result with a
simple handwritten driver that exercises hyp_alloc, we get the error message:

skokoskokokokokokkokkokokkokokokokokokokokokok - Failed at skokskokokokokokokokoskokokokokokokokokok ok ok ook ok
function __list_add, file main.pp.exec.c, line 1322
Store failed. ==> 0x1308081c0[0] (06x1308081c0O) not owned

Fulminate reports an ownership error—specifically, that writing to the address 6x1308081c0
has failed inside the underlying Linux __list_add function (operating on the structs in Fig. 1)
because the address is not owned. This indicates that there is a missing ownership specification
for 6x1308081c0 in chunk_install. We know that this error must be due to chunk_install’s
ownership specification being incomplete, rather than a missing ownership specification somewhere
else in the call stack, because Fulminate now supports fragmentary specifications: completely
unannotated functions are now treated by Fulminate effectively as if they were inlined, so they
do not require explicit ownership specifications to pass Fulminate’s checks while nested within
or themselves calling annotated functions (see §5.1 for details). This is what allows us to start by
specifying a function like chunk_install, which, at this early stage of specification-writing, is both
a caller of one unannotated function (chunk_list_insert) and a callee of another (hyp_alloc),
without having to “fill in the gaps” for ownership specifications in other functions straight away.

The Fulminate-inserted runtime instrumentation is designed so that running LLDB on the
instrumented code gives meaningful output. Here, what we deduced from Fulminate’s runtime
ownership error is corroborated by running LLDB and looking at the backtrace:

frame #2: ... “cn_failure(failure_mode=CN_FAILURE_CHECK_OWNERSHIP, spec_mode=C_ACCESS) at utils.c:86:3

frame #3: ... “c_ownership_check(access_kind="Store", generic_c_ptr=..., expected_stack depth=1) at utils.c:602:5
frame #4: ... ~__list_add(new=0x130808158, prev=0x130808008, next=0x1308081b8) at main.pp.exec.c:1322:2

frame #5: ... “chunk_list_insert(chunk=..., prev=..., allocator=...) at main.pp.exec.c:3968:3

frame #6: ... “chunk_install(chunk=..., size=..., prev=..., allocator=...) at main.pp.exec.c:4792:3

frame #7: ... “hyp_alloc(size=...) at main.pp.exec.c:7640:17

This tells us which sequence of function calls led to this error, including the concrete values that
triggered it. We omit most of these for brevity, but note that in frame #4, the concrete next argument
to __list_add (0x1308081b8) looks very close to the bug-triggering address 0x1308081c0, and is
indeed 8 bytes smaller than the latter.

In fact, debugging with LLDB is not just limited to inspecting C states, and we can even debug
the CN specifications within the same LLDB session. Since Fulminate translates CN specifications
to C code, LLDB can already inspect the underlying Fulminate specification representations out of
the box, without any special support. To improve that debugging experience, we developed LLDB
extensions that pretty-print boxed CN values and records. One could further refine the toolchain
tailored to the specific target by extending LLDB itself, thus avoiding the problem of having to learn
a new different toolchain. For more details of our LLDB extensions, see §A.3. For the hyp allocator,
for example, we can inspect the CN specification corresponding to frame #6 with cn_print, a
general-purpose printer for CN values:

(1ldb) frame select 6

(lldb) cn_print P_cn
{ Hdr = { ... }, Node = { next = 0x00000001308081b8, prev = 0x0000000100040068 } }

From this, we see that the address Fulminate claims it does not own is tracked in the CN specification
and accessible via P.Node.next, though we have not yet specified ownership of it.
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Next, we can set LLDB breakpoints in chunk_list_insert and __list_add and step through
the Fulminate-instrumented functions, shown below. For presentation purposes, we show the
uninstrumented version of chunk_list_insert as the error is thrown in its callee, __1list_add.
The latter has had all of its loads and stores transformed to calls to Fulminate’s CN_LOAD and
CN_STORE macros, which perform the necessary ownership check and then load from or store to
the provided address.

void chunk_list_insert(struct chunk_hdr *chunk, void __list_add(struct list_head x*new,
struct chunk_hdr *prev, struct list_head *prev,
struct hyp_allocator *allocator) struct list_head *next)
{ ... { /= Fulminate transforms
struct list_head xnew = &chunk->node; next->prev = new;
struct list_head *xhead = &prev->node; into the following */
— list_add(new, head, head->next); — CN_STORE(CN_LOAD(next)->prev, CN_LOAD(new));
} }

Since LLDB exits after the ownership check for the store to next->prev, this must be the source
of the original runtime error. This matches what we found from the LLDB backtrace, since the
pointer to the prev member of some struct list_head will be 8 bytes greater than the pointer to
the struct itself, from the definition of struct list_head. Morally, we can see from Fig. 2 and the
provided definitions that chunk_list_insert updates the prev pointer of the next chunk of prev
via __list_add, and thus ownership of that next chunk is also required; we add another ownership
specification to the precondition of chunk_install to fix this specification bug:

take Next = RW<struct chunk_hdr>(P.Node.next);

2.4 Test generation-Test-Debug: Darcy property-based testing of chunk_install

Even after fixing the ownership declaration issue that Fulminate detected, the specification is
still incorrect, failing to ensure that the new chunk is located after the allocated region of prev.
Fulminate only exercises the execution paths of a handwritten test driver, so, to find this bug, we
would have to manually write a driver that exercises that path, which the current driver does not.

We can do better using property-based testing. Unfortunately, the existing PBT tool for CN
specifications, Bennet [1], does not work well with complex constraints on pointers, failing to
generate any inputs for chunk_install. Instead, we developed Darcy, a solver-based PBT tool for
CN specifications. Darcy gathers multiple constraints, gives them to an SMT solver, and builds a
test case from the model found.

When we apply Darcy to the revised chunk_install, it immediately finds another error and
puts us in a debugger before a call to the function with the failing input.

frame #0: tests.out cn_failure(failure_mode=CN_FAILURE_CHECK_OWNERSHIP, spec_mode=C_ACCESS) at utils.c:86:3

frame #1: tests.out”c_ownership_check(access_kind="Store",generic_c_ptr=4,expected_stack_depth=1) at utils.c:604:5
frame #2: tests.out”chunk_install(chunk=0x0, size=0, prev=0x12ab00738, allocator=...) at alloc.exec.c:5509:9

Looking at the address of chunk in Frame #2, we see that it is located at 0x0, which is outside the
allocator’s memory region, even though chunk is expected to be in the memory region of prev, as
explained in §2.2. This happens because the lower bound of the address of chunk is unconstrained in
the precondition of chunk_install, in contrast to its upper bound (the last precondition in Fig. 3).
This can be fixed by adding one more constraint to chunk_install’s precondition: (u64)prev +
hdr_size() + (u64)P.alloc_size <= (u64)chunk.

In §4.5, we look at Darcy’s ability to find 12 specification bugs that Fulminate with our manual
test driver found and 12 specification bugs that it did not.
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14 predicate [rec] (datatype cn_hdrs) Cn_hdrs

1 type_synonym cn_alc = { 15 (pointer p, pointer prev, cn_alc ha, ...) {
2 pointer head, 16 if (ptr_eq(p, ha.head)) {
3 pointer first, pointer last, 17 return Chunk_nil{};
4 va start, u32 size 18 } else {
5 } 19 let haddr = array_shift<byte>(p, -(offsetof(chunk_hdr, node)));
6 type_synonym cn_hdr = { 20 take raw_hdr = RW<struct chunk_hdr>(haddr);
7 va header_address, u32 alloc_size, 21 assert(ptr_eq(raw_hdr.node.prev, prev));
8 u32 mapped_size, u32 va_size 22 take tl = Cn_hdrs(raw_hdr.node.next, p, ha, ...);
9 1} 23 let cn_hdr = {header_address: (va) haddr,
10 datatype cn_hdrs { 24 alloc_size: raw_hdr.alloc_size, ...};
11 Chunk_nil{}, 25 ..
12 Chunk_cons { cn_hdr hd, datatype cn_hdrs tl1 } 26 return Chunk_cons{hd : cn_hdr, tl : t1};
13 1} 27 }
28 }

Fig. 4. Ghost state in CN

2.5 Ghost state and global invariants

Testing and debugging specifications solidify an understanding of the source code, allowing us
to carve out the abstraction and invariant of the concrete state, which we call the ghost state of
the hyp_allocator. The type synonyms cn_alc and cn_hdr and data type cn_hdrs on the left of
Fig. 4 define the ghost states of the hyp_allocator as a whole, a chunk header, and a list of chunks,
respectively. Compared with the C structs in Fig. 1, these ghost states abstract away unnecessary
implementation details such as hash, and add fields that are useful for verification but not explicitly
represented in the C structs, such as va_size, which expresses the size of the virtual memory
region owned by each chunk, as illustrated in Fig. 1.

We represent the doubly linked list of chunks using a standard cons-list data type, named cn_hdrs,
which can be constructed by the predicate Cn_hdrs shown on the right of Fig. 4. The predicate
Cn_hdrs is a recursively defined predicate that walks through the chunk list by following the next
pointer until it reaches ha.head, the head node of the chunk list stored in the hyp_allocator ha.
During this traversal, the predicate not only constructs the ghost state but also enforces several
global invariants of the hyp_allocator and its chunk list. For example, it asserts that the previous
pointer of the current node matches the one observed previously (line 21). More interestingly, we
still keep track of the actual pointer values of the chunks in cn_hdr. They are all important when
reasoning about chunk splitting (recall the chunk_install operation in Fig. 2) or chunk merging,
which, in effect, involves “raw pointer manipulation” beyond the standard ownership discipline.

2.6 Prove: CN proof of chunk_install

After several iterations Ofa SPeCIfY'teSt'debug void LemmaCreateNewChunk(char xbase, size_t sizel,

cycle using Fulminate and Darcy, one might size t size, size t size2) /4@
“ » 1 : : requires

get a “correct” specification in the sense that let size all = sizel + size + size2 + hdr_size();

those tools no longer report any violations, and take Cpre = barray(base, size all);

one might have found many specification and = *"""*

. A let chunk_hdr = array_shift<byte>(base, sizel);
implementation bugs. If one wants to go be- et chunk = array shift<bytes(base, sizel + hdr size());

YOIld that tO the hlgh assurance Of full proof let rem = array_shift<byte>(base, sizel + size + hdr_size());
. . ’ take C1 = barray(base, sizel);
one can formauy prove that the speCIﬁcatlon take chunk_hdr = W<struct chunk_hdr>(chunk_hdr);
is correct for all possible cases, using CN proof.  take €2 = barray(chunk, size);
. . . el take C3 = barray(rem, size2);
This sometimes requires additional CN proof /"), ¢ oiitted for brevity +/ 3
annotations and other manual effort, such as

proving lemmas that CN cannot automatically prove.
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For example, the memory region owned by a chunk is expressed using an ownership pred-
icate defined with a quantifier over addresses, an iterated separating conjunction, of the form
each(u64 i; i < owned_size) {RW<byte>(prev + hdr_size() + alloc_size + i)}. After the function call, how-
ever, the owned region is divided into four parts: (i) the shrunk allocated region of prev, (ii) the
header of the new chunk, (iii) the newly allocated region of chunk, and (iv) the remaining owned
region. CN intentionally does not automate proof about the splitting of iterated separating con-
junctions, in order to preserve the predictability of its proof automation. Therefore, to complete
the proof, we must manually prove a lemma (on the right) by induction. (Here, barray (base,
size) is a shorthand for each(u64 i; i < size) {RW<byte>(base +i)}. ) Fulminate and Darcy also help
us invent, debug, and prove such lemmas: CN lemmas are expressed as C functions with pre- and
post-conditions but no body, and they can be tested like normal functions.

3 Runtime specification testing in situ at EL2

We developed our hyp allocator specification on a stand-alone version, manually extracted from
the pKVM sources, before the in-situ machinery we now describe was in place: we took the original
alloc.c and alloc.h and replaced their includes with hand-crafted minimal header files to make
it build and execute in isolation as user code, exercised by a simple test harness or by PBT. For an
academic experiment that makes perfect sense, but for real-world use it would be quite impractical—
one has instead to deal with the code in situ: in a version of the full source tree, with the production
build and runtime environment. To demonstrate that the approach scales to that (and to discover
what is required to do so), we copied our stand-alone hyp allocator specifications back into a fork
of the Android Linux tree, used Fulminate to instrument the hypervisor binary, and exercised them
in in situ execution, of the hypervisor and Android Linux kernel, in QEMU (as used by the pKVM
developers).

The hypervisor presents an execution environment which is radically different from user space,
and its compilation environment is also rather specific. A good measure of the difference in scale
between the stand-alone (user-level) and in situ (in the hypervisor) versions of the hyp allocator is
the difference in lines of code after pre-processing. The target alloc. c source file contains 849 lines
of original (non-specification) code. After fully pre-processing in the stand-alone environment, it
expands to 1083 lines (again without the specification), a 1.28% expansion. After pre-processing the
same file in the Linux build environment, the result contains over 130 000 lines, an expansion above
150X. This is the result of including the supporting headers and expanding the relevant macros,
and approximately half of this is (transitively) referenced by the allocator code. While Linux in
particular makes heavy use of complex macros and certain non-standard C features, we measured
expansions of about 20X in other C projects. Thus, real-world scenarios are of a completely different
scale to stand-alone situations. Beyond the basic fact that our goal is producing tooling which
seamlessly runs in realistic environments, this serves as a stress test for the entire CN pipeline.

3.1 Instrumenting the source

The Linux kernel has its own configuration (Kconfig) and build (Kbuild) system, supporting the
kernel’s high degree of configurability, and driven by around 5000 configuration and build files.
Instead of the C standard library, the kernel has its own support library, and the hypervisor code
selectively uses parts of this.

The first step is to configure and build Linux, generating parts of the build system and some of
the headers. We start with the compile_commands.json generated by the build system, and script
the extraction of the precise build command, a 2KB string giving the particular combination of
pre-processor and compiler directives, from it. We use this to pre-process the allocator.
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We develop and use a Clang-based tree-carver tool to drastically reduce the amount of code
processed by all stages of the CN pipeline. Given root functions in a file, it carves out their transitive
dependency, and comments out all functions, types, and struct/union fields not depended upon by
the root functions. It leaves pre-existing comments, including CN specifications, untouched. This
reduces the code size by roughly a factor of 2, and reduces the number of non-standard extensions
which we needed to support (especially useful at the outset).

Running Fulminate on the result forced us to improve its front-end support as described in §5.3,
and to fix a number of smaller bugs in Fulminate. As our tool chain still lacks support for a few
relevant non-ISO-standard features (attribute annotations, __auto_type, and compiler built-ins
for directing compile-time evaluation), we use the pre-processor to erase their uses just before
instrumenting the file. At present the resulting instrumented file needs slight manual modifications.
We do not support assignment of compound literals, which occurs exactly once, and remove its
instrumentation. The instrumentation slightly interferes with the compile-time dead-code removal
that Linux relies on, so we direct Fulminate to not instrument one function, and we have to delete
two further lines from the output. And finally, we manually re-add attributes on the three per-cpu
globals.

3.2 Runtime

The runtime environment of the hypervisor is exotic in many ways: it directly manages its own
page tables, mapping and unmapping physical pages into its virtual memory; deals with multiple
address spaces (its own, the host’s, and the physical addresses); has a limited stack size; and has
very limited I/O capabilities. On top of this, it has no general-purpose malloc implementation
which can acquire additional memory on its own. The more limited allocator that it does contain,
is exactly the target of our instrumentation, so we cannot use it.

The initial Fulminate design had this bare-metal environment in mind, and the Fulminate runtime
proved fundamentally compatible with it, requiring no fundamental changes. We replaced malloc
with a simple lower-level allocator, and we disabled all of the features which rely on the standard
library (or even an operating system), such as printing. The work on the efficiency of the ghost
state (§5.4) proved critical: without it, the tests ran for hours.

To fully integrate Fulminate into pKVM, we had to extend pKVM with a few lines. We add
calls to initialise the Fulminate runtime early in the hypervisor startup sequence, just before the
allocator initialisation. We also add calls into the Fulminate runtime registering the ownership of 6
global variables, which Fulminate cannot do on its own without a single well-defined entry point
(the hypervisor provides an exception-handler interface; it does not have a main). The 3 per-cpu
globals are given wildcard ownership (§5.1) because of complex indirection machinery they use;
and a further one is given wildcard ownership because it is hidden from the allocator code (and
specification) behind macros. In addition, we register ownership of the host-provided memcache
structure at the beginning of the appropriate hypercall, and we register the ownership of pages
unmapped from the host and remapped at EL2 in the corresponding internal function.

Lastly, at startup, we take ownership of the allocator’s virtual address range. The range is known
ahead of time, but physical pages are only mapped into it on demand, making most of the range
not backed for most of the time. This range is central to the specification of the allocator, which
describes its ownership. Since we specify the ownership, but there is often no memory underlying
this range, this allocator construct sits at the very edge of what our logic can express. It fits a
slightly different notion of purely abstract ownership, and requires the ability to operate on the
abstract ghost state alone; Fulminate’s new optimisations over iterated separating conjunctions
make this possible (§5.4).
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void *hyp_alloc(unsigned long size) /*@ void hyp_free(void xaddr) /*@
requires requires cn_ghost u64 size;

take HA_pre = hyp_allocator(&hyp_allocator); take HA_pre = ValidAllocatorAndAddr(&hyp_allocator, addr);
ensures take U = barray(addr, (u64)size);

take HA_post = hyp_allocator(&hyp_allocator); take V = barray_with_offset

take Allocated = Maybe barray(return, size); (addr,

(u64)HA_pre.lseg.chunk.alloc_size - size,
let actual_size = ALIGN(size == Qu64 ? size);
MIN_ALLOC() : size, MIN_ALLOC()); size <= (ub4)HA_pre.lseg.chunk.alloc_size;
take Extra = Maybe_barray with_offset ensures
(return, actual_size - size, size); take HA_post = hyp_allocator(&hyp_allocator);

@x/ @x/

Fig. 5. Specifications of hyp_alloc and hyp_free

4 Experience

We summarise our experience applying the Code-Specify-Test-Debug-Prove workflow.

4.1 Specification and invariant of the hyp allocator

We specified the two main API calls of the hyp allocator: hyp_alloc and hyp_free, as shown
in Fig. 5. These use the fundamental predicate, hyp_allocator, which captures the ownership
structure of the allocator (recall Fig. 1) and its global invariants—that all the allocated chunks are
physically mapped, that the chunk list forms a well-formed doubly linked list, that the chunks in
the list are sorted in ascending order of their virtual addresses, etc.

Using that predicate, the specification of hyp_alloc states that it returns a pointer to (and
ownership of) allocated memory of the requested size, while preserving the invariant of the hyp
allocator. Since hyp_alloc rounds the size up to meet an alignment requirement and the minimum
chunk size, it may allocate a slightly larger chunk than requested. To handle this, it also yields
Extra, the ownership of the extra memory.

Conversely, the specification of hyp_free takes as input a pointer to the memory chunk to be
freed, along with its ownership, and releases it while preserving the ownership and invariant of
the hyp allocator. However, hyp_free does not have direct access to the size originally requested
by the client. Thus, we introduce a ghost argument (§6) to the specification that carries the size
information from hyp_alloc to hyp_free.

4.2 Wildcard ownership

During runtime testing (including at EL2), wildcard ownership (§5.1) allows us to bypass unneces-
sary ownership checks, and focus on the parts of the allocator we verify. As noted in §1, we do not
consider the physical-memory-mapping functionality memcache, which is orthogonal to the core
logic of the hyp allocator. Nevertheless, Fulminate previously required us to declare ownership of
every memory chunk touched by these functions, and would otherwise get stuck on such owner-
ship checks. In particular, the addresses used by memcache are determined dynamically at runtime,
making it difficult to statically suppress ownership checks for these functions. Wildcard ownership
allows us to disable these checks cleanly and proceed with testing.

4.3 Applying Fulminate to the hyp allocator

For our stand-alone version of the hyp allocator, manually extracted from the pKVM source tree,
we implemented a mock for memcache and other dependencies, to run the allocator at the user level,
with small test cases. One test case we used during our specification development is as follows:
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void test(void) {
int *p = hyp_alloc(400); assert(p);
int xq = hyp_alloc(400); assert(q);
hyp_free(p);
int *r = hyp_alloc(300); // will invoke ~chunk_recycle'
assert(p == r);
hyp_alloc(80);
}

Fulminate by itself uncovered more than 20 specification bugs (counting only those we recorded
in commit messages; the actual number was higher). At first glance, this may be a surprisingly high
number, given that Fulminate is doing testing rather than general proof. The explanation is that
humans often make simple mistakes when writing specifications—incorrectly declared ownership,
flipped logical conditions, off-by-one errors, and so on. Fulminate serves as a lightweight sanity
checker for specifications, catching these simple mistakes quickly, as shown in §2.

This would not have been possible without support for fragmentary specifications, as described in
§2, which allows us to test specifications even when they are incomplete. To demonstrate Fulminate’s
capability and establish a baseline for future tools, we created a benchmark (available online) of 7
partial specifications of the hyp allocator in which some parts are intentionally omitted. We derived
these specifications by omitting certain parts (e.g., specifications for top-level functions or leaf
functions) from the complete specifications we developed for the hyp allocator. Fulminate handles
all incomplete specifications in this benchmark. Specifically, if a specification bug introduced into
the complete specification is detectable by Fulminate, then the same bug remains detectable after
being introduced into a partial specification in the benchmark.

4.4 Real bugs found during the workflow

We have also found four implementation bugs in the hyp allocator so far, all of which have been
confirmed and fixed by the pKVM development team after our reports. We found the first two
bugs while writing partial specifications with Fulminate, and the remaining two while refining and
proving the specification of hyp_alloc with CN proof.

4.4.1 Suboptimal chunk selection in get_free_chunk. We discovered that get_free_chunk, which
is intended to find the smallest free chunk that fits the requested size, did not always select the
optimal chunk. Specifically, when multiple free chunks are available for a requested size, the
function fails to properly initialise the best_available_size variable on the first candidate. As
a result, subsequent comparisons against an uninitialised value may leave a suboptimal chunk
selected, leading to inefficient memory utilisation.

4.4.2 hyp_alloc(0) returns a non-null pointer. In the previous version of the hyp allocator, hyp_alloc
incorrectly returned a valid pointer when called with a size of zero. If a client subsequently frees
this pointer, it can lead to a use-after-free error. According to ISO C, the free function must work
correctly when given a pointer previously returned by a memory management function, provided
that it has not already been deallocated. In this sense, the behavior of the pKVM hypervisor allocator
was inconsistent with the expectations set by standard C library semantics.

4.4.3 Incorrect type for a local variable in hyp_alloc. A local variable, named missing_map, in
hyp_alloc was incorrectly declared as an int instead of size_t, even though other parts of the
code handle the size as size_t. This discrepancy can lead to integer overflow in the middle of
hyp_alloc and writing many zeros to the out-of-bounds memory.
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4.4.4  Integer overflow in hyp_alloc. The previous hyp_alloc was also susceptible to integer over-
flow due to the lack of proper guards of its argument. For example, hyp_alloc(Oxfffffffffffffff9)
wrapped around to hyp_alloc(0) at the beginning of hyp_alloc, which consequently returned a
valid pointer to a chunk of size 0.

4.5 Applying Darcy to the hyp allocator

After developing the specifications and proofs using Fulminate and CN proof, we identified room
to apply PBT, and developed Darcy, as described in §7.

To evaluate Darcy’s bug-finding effectiveness on the hyp allocator, we created a benchmark
(available online) of realistic specification bugs by collecting patches to the specifications in our
repository and retroactively applying them to the complete specification. Some of these patches
were actually fixes for bugs discovered during attempted proofs, since we were experimenting with
testing and proving in parallel. We extracted 24 bugs—12 that were found with Fulminate and 12
found through failed proof attempts—and applied Darcy to the affected function in each case. We
performed these tests on a M3 MacBook Pro with 32GB RAM.

With default settings, 15 of these bugs were found by Darcy within the first 10-20 inputs. For
all of these bugs, except one in chunk_install, they were found in 7.3 seconds, averaged across
10 trials. For the remaining bugs, many of them in chunk_install, we turned to coverage reports
for insight. We presented a simplified version in §2, but the real chunk_install involves a relaxed
precondition, where invalid chunk values are handled by runtime checks. Looking at the coverage
reports, we saw that nearly all tests were hitting these checks.

After strengthening the precondition to forbid these paths, we found that Darcy failed to generate
test cases that involved setting up the first chunk. Looking closer, we saw that the hyp allocator’s
page size is 4096, so we increased the maximum array length to 4096 and reran Darcy with the
unmodified spec. This discovered 5 more bugs consistently and 1 flakily. All of these took at least 45
seconds and sometimes several minutes to detect the bug. The remaining 3 bugs were in functions
that call chunk_install, where it is not as obvious how one would strengthen the precondition to
get better performance. However, two of these were found with Fulminate.

From this experience, we built a more formal bug-finding study, running 10 trials for each bug,
with a 3-minute timeout, with both Darcy and Bennet. Bennet finds 3 of the bugs, which are simpler
preconditions. It fails to generate a single valid input for the rest of the functions. Also, running
Darcy for another 10 trials, we see it fail once for one of the bugs that we had instantly discovered.
Inspecting the results, we can see that the rest of the trials found the bug in 5 inputs or less, but the
failing trial had 57 test inputs. Shi et al. [71] showed that some bugs are more likely to be found at
smaller sizes. Darcy gradually increases its test case sizes based on QuickCheck’s algorithm [18]. If
the bug isn’t caught at the small sizes, the larger inputs are less likely to trigger it.

The full results are given in §A.4.2.

4.6 Applying CN proof to the hyp allocator

After refining the specifications via testing, we verified the correctness of hyp_alloc and hyp_free
using CN proof. The proof development consists of 1846 lines of specifications and 735 lines of
proof annotations, for 913 lines of C code excluding comments and blank lines, totalling 2.8x the
code size. Note that each proof was carried out by manipulating ghost state through C functions;
therefore, no Rocq proofs were required. Due to the current limitations, as noted in the Introduction,
we trust two API functions for memcache without proofs. We also made light changes to the original
code: we added temporary variables to hold intermediate values for proofs, curly braces to delimit
scopes for proof annotations, and an unused variable to the chunk_hdr struct to explicitly capture
padding due to alignment. See the supplementary material for details.
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There is a trade-off between the number of proof annotations and the efficiency of automated
proof checking, which we can tune as explained in §8. An illustrative example is the barray predi-
cate used to express ownership of memory region of a chunk (see §2.6). In CN, this ownership is
represented using an iterated separating conjunction (§2.6), which introduces complex arithmetic
constraints for the SMT solver. However, in the hyp allocator, the array behaves as a contiguous
memory region for nearly all of the proof, so such fine-grained resource reasoning is often unnec-
essary. We thus treated barray as an opaque predicate in CN, which significantly improved the
proof checking performance, at the cost of writing a few manual unfolding annotations.

4.7 Testing and performance of the hyp allocator in situ

We exercise the in situ Fulminate-instrumented allocator with a test written as a Linux kernel
module exercising a few pKVM hypercalls: we top the allocator up with memory, create a virtual
machine, and create a virtual CPU, exercising the primary usage points of the allocator. Our test of
the Fulminate-instrumented code completes in 0.05 seconds, in QEMU emulating AArch64, making
the checking sufficiently fast to run during whole-system execution; though (as expected) too slow
to permanently enable in production builds. Finally, we confirmed that manually re-introducing
some of the specification bugs aborts the execution, as expected.

This provides good evidence that the stand-alone experience can scale to this real-world use:
one could develop and test CN specifications directly on production systems, even in this very
challenging hypervisor setting.

5 Fulminate improvements

We now discuss the various improvements to Fulminate that enabled runtime specification testing
of the hyp allocator, both stand-alone and in situ. Fulminate translates CN separation-logic specifi-
cations into C runtime assertions, instrumenting the source with executable preconditions that
“take” ownership on entry to a function, executable postconditions that “put back” ownership at
every point of return from a function, etc. CN’s restrictive syntax, without arbitrary existentials
and points-to, makes executing RW (CN’s points-to operator) computationally feasible. Fulminate
tracks ownership by mapping ranges of addresses to their stack depth wherever their ownership is
asserted in the specification, checking and updating against a global ghost stack depth counter, and
by instrumenting all C memory accesses with ownership checks.

5.1 Partial specifications with Fulminate

For flexible development of specifications, one wants to be able to develop them incrementally, and
thus one wants to be able to test specifications that are partial in various ways: (a) specifications
that capture only some functional and/or ownership properties, not full correctness, or where
preconditions and the code do not imply postconditions; and/or (b) mixtures of annotated and
unannotated functions in the same call stack, rather than strictly down-closed annotation; and/or (c)
covering code where conventional separation logic cannot fully express the necessary properties.

Fulminate previously already supported partial specifications that capture a subset of the full
functional and ownership properties of a given function (case (a)): it checks just that the stated
specifications hold. Ownership specifications need to typically be written in pairs (whatever
memory has ownership taken for it in a function’s precondition needs to have ownership put
back in the corresponding postcondition), and loop invariant ownership specifications rely on the
existence of some precondition ownership specification over the same memory, but there are no
other constraints on how much specification the user needs to write per-function for Fulminate to
run successfully. We have added new CLI flags that allow the user to toggle which intermediate
specifications are checked by Fulminate, including enabling/disabling loop invariant checks, loop
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invariant leak checks and lemma checks (see §5.2); and allowing users to only instrument certain
functions, and/or skip instrumenting others.

As mentioned in §2.3, Fulminate now supports fragmentary specifications (case (b)), effectively
treating functions with no specifications as inlined and expecting no explicit ownership specifi-
cations to be provided for them. Unannotated functions are now only instrumented with access
checks, no longer incrementing/decrementing Fulminate’s ghost stack depth counter. This change
makes it possible to run Fulminate on programs where the call stack is a mix of annotated and
unannotated functions, which is the typical state during the specification-writing process.

Further, Fulminate now supports wildcard ownership (case (c)), where a memory region marked
as “wildcard” in the ownership ghost map can be ignored by Fulminate when checking ownership—
i.e. all ownership checks for such specially-marked memory pass automatically. This is particularly
useful when an annotated function accesses memory that is from higher up in the call stack and
needs to already be owned at the correct stack depth, but taking ownership for this memory is
tricky. For example, at EL2, standard CN separation-logic does not always cover what is going on:
some regions need their ownership asserted in the early stages of pKVM initialisation, before their
values are even allowed to be accessed, and others (e.g. per-CPU variables) cannot be dereferenced
directly, which is needed for asserting ownership in Fulminate. Wildcard ownership can also be
useful in less critical scenarios: the user can mark a memory region as wildcard if they wish to
leave writing its ownership specification for later.

These simple extensions turn out to make a big difference in the user experience.

5.2 Support for more CN features

Loop invariants. Fulminate now supports runtime checking of loop invariants. For a given CN-
annotated loop, Fulminate translates the loop invariant into C runtime checks and injects them into
the source such that they are executed just before the loop condition is evaluated at each iteration.
Functional properties are checked in the usual way. Ownership is asserted by first bumping down the
recorded stack depth in Fulminate’s ghost state, both for (a) pointers enclosed in explicit calls to RW
in the loop invariant, and (b) the addresses of function arguments and all block-local variables that
have been declared so far. (CN tracks the latter ownership implicitly, regardless of whether there is
any user-provided loop invariant.) Fulminate then performs a leak check, and if that succeeds, it
puts back ownership by bumping up the recorded stack depth of the aforementioned addresses (all
the while leaving the global ghost stack depth counter unchanged). For more details, see §A.2.

To enable and encourage partial loop-invariant-writing, Fulminate does not translate CN’s
implicit ownership checks unless a user-provided loop invariant exists. In addition, the loop leak
check is disabled by default and a CLI flag has been added to explicitly enable it. We note that CN
does not yet support framing for loop invariants, and so Fulminate’s loop leak check will fail if
any in-scope variable does not have its ownership asserted in the loop invariant—which is one
reason we disable this check by default, to pose less of a barrier to partial specification writing and
checking. We have also added a CLI flag for disabling runtime loop invariant checks altogether.

Lemmas. Supporting lemmas in Fulminate was a relatively straightforward extension: they consist
of a requires and ensures clause like CN pre- and post-conditions, a name and an optional list of
ghost arguments. Fulminate translates a lemma to a C function with an empty body, taking the
Fulminate representations of the lemma’s ghost arguments as its list of arguments (see §6) and
with pre- and post-condition corresponding to the requires and ensures clauses, translated to C
in the way Fulminate already does. For partial-specification-writing, a CLI flag has been added to
toggle whether user-provided lemmas are checked at runtime (as mentioned in §5.1).
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5.3 Support for more C features

Better C control-flow support. Fulminate now has better support for C control-flow statements:
namely, for gotos into and out of blocks, and continue. For gotos, this amounted to unmapping
the addresses of all in-scope variables from Fulminate’s ownership ghost state just before a goto
statement, and mapping in the addresses of all in-scope variables on entry to a label. The approach
is similar for continue statements, where all variables that were declared between the control-flow
statement being jumped back to and the continue statement itself are unmapped from the ghost
state just before the continue.

GCC-statement-expressions. A GCC statement-expression is a sequence of statements enclosed
in curly braces, and then parentheses, where the value of the final statement’s subexpression (if
the final statement is of the form of an expression followed by a semicolon) is the value of the
entire statement-expression, and otherwise void [24]. These can include variable declarations, the
addresses of which need to be mapped to and unmapped from Fulminate’s ownership ghost state. In
the case where the value of the statement-expression is not void, we store the final subexpression
in a ghost variable, unmap the addresses of all the statement-expression locals, and then add the
ghost variable followed by a semicolon at the end, so that the statement-expression still has the
right value. In the void case, we just unmap the addresses at the end, as is done in blocks.

Unions. The hyp allocator contains a single instance of a union: its spinlock. For applying Fulminate
to the in situ hyp allocator, we needed a way of supporting unions in the CN frontend (which is
shared between proof, runtime checking and PBT) and in Fulminate. As CN does not yet support
concurrency or unions in general, we have not yet written any specifications involving the hyp
allocator’s spinlock, so we work around this by representing unions as arrays of bytes, which is
good enough for testing of the allocator.

Support for gotos was needed for both the stand-alone and in situ hyp allocator, while support
for GCC-statement-expressions and unions was only needed for the in situ allocator, whose headers
use a larger subset of C features than the simplified headers of the stand-alone allocator.

5.4 Performance improvements

The initial version of Fulminate [4] used naive data structures and memory management for ghost
state to demonstrate the general approach, but its performance was not good enough for the hyp
allocator. We replaced the existing ownership ghost-state data structures with more asymptotically
efficient designs. Initially, the ownership ghost state was represented using a hash table, fully
materialising the per-byte mapping from addresses to stack depths. The new representation is
based on radix tries, and centres on ranges. Under big-endian key orientation, all nodes of a radix
trie represent contiguous intervals, whose size shrinks to 1 towards the leaves. We exploit this by
pruning the trie at the nodes whose corresponding interval is mapped to the same depth in its
entirety. This gives us a data structure which semantically maps individual addresses to depths but
compresses contiguous intervals. To extract range-based information, we make it parametric in a
monoid m, and a function inj : depth — m. The range-based queries are then a variant of the fold
operation, returning results of the shape inj(v(ag)) * ... * inj(v(a,)) for an address interval [ay, a,],
monoidal operation #, and representing the value-at function with v. We pre-compute partial query
results and store them in interior nodes, yielding a structure that supports querying ranges in a
time independent of their size, and we further optimise it by using level compression, as usual for
similar structures. In the C implementation, we express the parameterisation with pre-processor
inclusion, and instantiate the structure to keep track of ownership-depth minima and maxima.
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Combined with tracking the sets of addresses that loop invariants take ownership of (§5.2), this
significantly reduces the time complexity of ghost state operations. For instance, ownership checks
and updates—performed at every function entry and exit—were linear in the size of the memory
region, while leak checks—performed at every function exit and every loop iteration—were linear
in the size of the entire tracked memory; both kinds of operations are now done in constant time.

In addition, we implemented several optimisations for runtime iterated separating conjunctions.
Fulminate now checks whether the constraints for a separating conjunction over RW are simply
lower and upper bounds over the index variable (i.e. the region is contiguous), in which case
the entire region’s ownership is asserted via a single call before the relevant pointers are looped
over and dereferenced. We also implemented an analysis over the results of these conjunctions,
represented as maps in CN and C hash tables in Fulminate; Fulminate no longer loops over the
pointers to construct a map if the result of the conjunction is never used.

We also introduced a bump allocator. The bump allocator performs allocations (bumping a
pointer) and deallocations (resetting it) in constant time, and is used for managing local ghost state.
Fulminate makes use of the known lifetimes of different types of specification: for function-local
specification, it stores the bump allocator’s current pointer p on entry to every annotated function,
and resets its pointer back to p on function exit. Similarly, for loop invariants, Fulminate resets the
bump counter at the end of each loop iteration and on exit from the loop (§5.2).

As aresult of these changes, Fulminate is now able to scale up to much larger examples than before.
For example, for a representative test size of 64 allocations, the standalone Fulminate-instrumented
hyp allocator runs in only 0.47s and uses 41MB space, eminently usable in an interactive workflow.
Additionally, we compared this new-and-improved Fulminate to the previous version from [4]
using various CN-annotated examples, which demonstrates it uses substantially less space, both in
constant factor and scaling. For more details, see the supplementary material (§A.1).

6 Ghost arguments

To ensure decidable type inference as well as executable specification, the CN specification language
uses take bindings to restrict existentials to computable outputs of resources. This restricted form
of quantification is extended by allowing the user to prove lemmas and instantiate quantifiers.
A ghost argument of a function is a universal quantification that must be instantiated when the
function is called. By requiring ghost arguments to be supplied by the user, we extend the domain
of quantification while easily maintaining dynamic checking and decidable static checking.

For example, the C string library function strcat concatenates two '\0'-terminated strings by
copying the second string into the unused space of the first string’s buffer. This is safe only if the
buffer has enough unused space, but the buffer size cannot be computed just from the given string
pointer. With ghost arguments the specification can be parameterised on passed-in sizes:

char xstrcat(char xdest, const char *src);

/*@ requires ghost u64 dest_size, u64 src_size; // declarations of ghost arguments
take srcIn = String_Buf_At(src, src_size); take destIn = String_Buf_At(dest, dest_size);
(ul28) string_len(srcIn) + (ul28) string_len(destIn) < (ul28) dest_size; // < for '\0'

ensures

take srcOut = String_Buf_At(src, src_size); take destOut = String_Buf_At(dest, dest_size);
srcIn == srcOut; destOut == string_buf_concat(destIn, srcIn);
string_len(destOut) == string_len(srcIn) + string_len(destIn); ptr_eq(return, dest); @x/

As explained in §4, ghost arguments allow us to write a more natural specification for the
hyp allocator. We have implemented ghost arguments for functions in CN proof and runtime
testing, though not yet for property-based testing. To simplify the implementation, the user of CN
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must supply ghost arguments to functions requiring them. Because of this, their type checking is
straightforward and closely follows that of computational (C) arguments.

Extending runtime checking with ghost arguments is a bit subtler. Instead of changing the API of
C functions with ghost arguments in the instrumented code, we use the heap to pass around ghost
arguments. A global ghost frame stack is instrumented for this. For each function specification and
call site, the list of ghost argument types is represented by an enum. At each call site, an array of
these ghost arguments and its enum tag is pushed onto the ghost frame stack. When the called
function begins executing, the specification is compared against this tag, the ghost arguments are
loaded from the array into local variables, and then the ghost frame stack is popped.

7 The Darcy property-based testing tool

To apply property-based testing to the hyp allocator, we need to be able to generate inputs that
satisfy the CN preconditions of its constituent functions. The only existing PBT tool for CN,
Bennet [1], uses random backtracking search, which performs well when constraints are easy to
satisfy and mostly local, but wastes time on values that satisfy local constraints but not constraints
encountered later in the search. It cannot handle any of the preconditions involving the allocator’s
chunk list, which excludes all the interesting functions in this experiment. So we built a new tool,
Darcy, that uses an SMT solver to generate random test inputs satisfying CN preconditions, in
the form of synthesised standalone C programs that require only Z3 [21] and can be executed
by Fulminate. Darcy supports nearly all of the functions in the hyp allocator. It reuses the user
interface and internal generator DSL of Bennet.

For a given CN precondition, Darcy goes through four main stages to generate a test input:
(1) selecting a random path through the precondition, (2) recording all the constraints along that
path, (3) asking the SMT solver for a model, and (4) building the input from the solver’s model.

Selecting a Path. Darcy begins by selecting a random path through the precondition. At each
branching point (if-else statements), it chooses uniformly between the branches. For example, in
the cn_hdrs predicate in Fig. 4, it would choose randomly between the recursive case and the
base case. This ensures the eventual SMT query uses only constraints along a single path. To
guarantee termination when dealing with recursive predicates, we use “sized” generation, inspired
by QuickCheck [18]. Darcy selects a test case size for each generation attempt, which constrains
the depth of recursive calls, following prior work [1]. For example, consider the cn_hdrs predicate,
and suppose we were generating an input of size 3. We would normally randomly choose between
the branches of the if, but, if we took the recursive branch 4 times, we would exceed the depth
limit and choose the base case.

Since the path chosen is randomly selected, it is possible to select a path that is impossible
(resulting in unsatisfiable constraints). Unlike Bennet, which cannot distinguish between constraints
that are unsatisfiable and ones that are just difficult to satisfy, Darcy can detect UNSAT. To avoid
repeating such mistakes, Darcy supports test-time path pruning, maintaining a trie data structure
that remembers which sequences of choices lead to unsatisfiable constraints.

Gathering Constraints. Once a path through the precondition has been chosen, Darcy traverses the
predicate once more, generating a fresh symbol for each value that must be generated. This allows
the solver to disambiguate between the raw_hdr fields (in cn_hdrs) for each element. We generate
values for the function’s arguments and any time an RW is used (for the value stored in memory).
Darcy also stores each logical and resource constraint along the path. Resource constraints are inter-
vals of the first byte (p) and last byte (p + size).Soin the case of cn_hdrs, for the first node, we add a
new resource constraint for RW(haddr): Resource(haddr, haddr + sizeof(struct chunk_hdr)).
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Assertions are stored verbatim, so here we would remember ptr_eq(raw_hdr.node.prev, prev),
where prev is substituted with the argument to cn_hdrs.

To efficiently handle arrays, Darcy treats resources of the form each(..){RW(..)} as contiguous
arrays. It then generates a variable for each potential element, up to a fixed max array length.
(This optimization does make Darcy incomplete, as it cannot generate arrays with intertwined
ownership—for example, claiming ownership of an array without one element, whose ownership
is claimed separately, later in the precondition. Extending Darcy to allow more general but more
expensive representations is left to future work.)

Querying the Solver. The constraints are then given to the SMT solver. The translation is similar to
CN’s translation for proof, with some more information given to the solver. For recursive functions
in the CN specification language, CN treats them as uninterpreted functions. Instead, we give
the entire definition to the solver to avoid spurious models (those that do not truly satisfy the
precondition). For pointers, we allocate a buffer and constrain all owned memory to appear within
it. This gives the solver freedom to assign pointers to any value in the range, while guaranteeing
it will be mapped memory. To guarantee separation, for each pair of blocks of (p;, size;) and
(pj, sizej), we assert that p; + size; <=p; V pj + sizej <=p;.

To control the distribution of models from the solver, we turn our query into a MAX-SMT
optimization problem [23]. In addition to “hard” constraints that we expect the model to satisfy,
we can also add “soft” constraints, of which the solver will satisfy as many as possible. For each
value x that we ask for, we generate a random value Xgkey, and add a soft constraint that X == Xskey-
This biases the solver’s output distribution based on the distribution we sample Xskey from. The
likelihood of a given model is the number of invalid assignments for which it is the nearest solution.
This distribution, in turn, is configurable, defaulting to a truncated uniform distribution, [0, size)
for unsigned bitvectors and (-size, size) for signed ones. (For small sizes, Darcy also generates
the maximum and minimum representable value.) Darcy also supports using uniform distributions,
as well as disabling skewing entirely. For complex pointer-manipulating programs, it can also
shuffle the order of pointers in memory via soft assertions that one pointer is less than another.

We then ask the solver if the constraints are satisfiable. If the result is UNSAT, we select a different
path. For our example with cn_hdrs, the model would look like: { raw_hdrl = ..., raw_hdr2 =

., raw_hdr3 = ..., ...}, where raw_hdr1 is the struct chunk_hdr value of the first node.

Concretising the Model. If the solver finds a model, Darcy will traverse the precondition one last
time. This time, whenever a value is needed, we get the value from the SMT solver. We also evaluate
memory locations, to store the values at their appropriate locations in memory. In the case of
cn_hdrs, Darcy would request the value of raw_hdr1 from the solver, evaluate what haddr should
be, and store the value of raw_hdrl there.

Feedback. Darcy provides two kinds of user feedback. First, by virtue of using Fulminate to determine
whether a function works, we get Fulminate’s error messages for free. Second, Darcy provides code
coverage information via lcov, so that users can evaluate the performance of their testing. We
provide a CLI flag that causes debuggers to break before a failing input is executed, allowing the
user to easily see the failure in action. We also synthesise programs that reproduce a failing input,
using Bennet. Unfortunately, the current prototype only preserves basic memory layout invariants,
so for any preconditions involving pointer arithmetic beyond arrays, one may need the debugger.

We compare Darcy against Bennet via two sets of experiments. First, we ran the bug-finding
case studies from the Bennet paper [1]. These include BSTs, AVL trees, a ring queue, and more,
where particular bugs were injected. For all of them, Darcy was slower than Bennet at finding bugs
(§A.4.1).
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We also did an extensive study on the time it takes to generate a single input, for Bennet and
Darcy across various test case sizes, so that we can see what the tradeoff of backtracking and using
an SMT solver is, at various scales (§A.4.3).

8 CN proof

The hyp allocator proof required three main changes to CN to improve proof performance. First,
CN’s resource inference includes automatic folding and unfolding of resource predicates, defined
as if-then-else “disjunctions” of guarded cases: CN’s previous resource inference automatically
unfolded such definitions whenever it could prove that a predicate instance’s case was uniquely
determined, in a scheme inspired by [79]. However, this required CN to issue many repeated
queries to the SMT solver, to determine the provability of case guards (i.e. whenever adding a
new assumption to the proof context that could affect provability, it would need at least one SMT
query per resource unfolding candidate). To reduce the number of SMT queries, we changed CN
to only automatically unfold predicate definitions without case disjunctions, at the cost of some
manual predicate unfolding by the user. Second, we extended CN so users can choose, per predicate
definition, to treat it as opaque, which is useful when the unfolded definition would incur expensive
resource inference. Finally, CN’s SMT automation previously used incremental solving (in which
the solver is incrementally updated with new constraints learnt along the analysed control-flow
path). Unlike smaller examples, in the hyp allocator incremental solving performs worse, so we
extended CN to support both incremental and non-incremental solving. Combined, these changes
improved proof performance for the hyp allocator by a factor of 7.5.

9 Related work

There is a long line of work on lightweight formal methods, e.g., from [34, 37, 80] to [8, 9, 54].

More specifically, the idea of using a common language for testing and proof is still under-
appreciated but dates back to at least the 1970s, with the Euclid system [44]. The Euclid experience
(along with Z [33, 76]) went on to influence the design of Larch [25], which supported a much
richer (and only partially executable) specification language based on multisorted first-order logic.
Meanwhile Meyer [55] popularised the idea of design-by-contract and using custom behavioural
interface specification languages to specify runtime assertions. Both of these fed into the design
of systems like JML [46] and Spec# [5], combined verification and runtime testing specification
languages for Java and C# respectively. More recently, the Frama-C E-ACSL [6, 73-75] plugin
provides highly optimized support for runtime assertion checking in C.

All of these systems were based on various fragments of first-order logic, and they all had
different ad hoc approaches to account for aliasing and pointers. Euclid, the earliest system, forbade
aliasing of mutable data altogether, and its successors had somewhat more liberal sets of restrictions.
Fulminate [4] is distinctive in that its runtime assertions are specified in a fragment of separation
logic, which makes the specification of aliasing much smoother, albeit at the cost of needing more
instrumentation to dynamically track ownership.

For pKVM, [54] develops an executable specification for many of the top-level hypercalls and
other exception handling. This spec is embedded in C, which means it needs no special tooling or
expertise, but cannot be directly used for property-based testing or formal verification—an extreme
version of lightweight formal methods. Porting these specifications to CN’s spec language will be a
good stress test for its expressiveness, and will also enable proof and randomised testing.

Property-based testing, popularized by QuickCheck [18], is a testing approach in which structured
inputs are repeatedly generated and tested. A common technique involves backtracking search,
which has seen great success [16, 17, 26, 43, 51] due to its lightweight nature, particularly in
combination with lazy instantiation of values [2]. Most relevant is Bennet [1], which performs
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backtracking search to find inputs that satisfy CN preconditions. While this works well for recursive
data structures (including complex ones like AVL trees) [71], the hyp allocator makes extensive use
of arithmetic constraints, which Bennet is unable to handle. By contrast, Darcy is able to generate
inputs for most of the hyp allocator, but with the overhead of an SMT solver.

Other tools have applied constraint solving to PBT before, with FocalTest [13, 14] and Target [67],
which uses an SMT solver, like Darcy. Luck [42] is a language that integrates backtracking search
and constraint solving approaches.

Constraint solvers are also used in testing based on symbolic execution [10, 27, 28, 63, 68], which
focus on systematic path exploration, without placing much emphasis on the distribution of values
(besides preventing repeated inputs). Instead, Darcy uses MaxSMT queries to skew test inputs
towards random assignments. This ensures diversity of test inputs, favoring inputs that are far
from other precondition-satisfying inputs (as they are “close” to more invalid assignments).

The (dynamic) symbolic execution tools Java StarFinder [61, 62] and Concolic StarFinder [60]
both use SMT solvers to generate inputs that satisfy separation logic formulas. They restrict their
predicates to a decidable fragment of separation logic [45] and use an SMT solver to generate inputs.
Due to targeting Java, the lower level details of pointer arithmetic and arithmetic constraints over
pointers do not appear. Whereas we target systems code, they focus on data structures, like Bennet.

A related approach is to test against a reference implementation: for example, Cutler et al. [20]
developed a production implementation in Rust, and a model implementation with proofs in Lean,
and used differential random testing to connect the implementation with the model.

A novelty of CN is that the same specifications can be used both for runtime assertions and
generating property-based tests. We believe that this lends itself to the incremental development
of specifications, because if a spec is too partial then PBT generates too many false positives, but
once it is complete enough then PBT is very effective for discovering the corner cases and edge
conditions that must be handled by a genuinely accurate specification.

Another community again focusses on runtime verification [31], often with custom temporal-
logic specification languages. Meanwhile, classic formal verification has many recent high-profile
successes, including BlueRock [53], CertiKOS [29, 30, 72], CompCert [7, 48], F* [59, 77], Hyper-
V [47], IronFleet [32], SeKVM [49, 50, 78], and seL4 [39, 40], and separation-logic proof tools
including Iris [38], VST [12, 81], VeriFast [35], Viper [56], Prusti [3], Gillian [52, 66], and FCSL [70].
Some have led to widely deployed verified code—a big achievement for semantics and verification
research—but adoption in conventional systems software development projects remains a challenge.

10 Conclusion

Specification has a cost, of course: one needs to explain in machine-readable language what the
code achieves, and, for fine-grain specification, how it does so. Sometimes specification can abstract
substantially from the code, especially top-level specifications, but the implicit reasons why the code
works, when made explicit, can often be longer than the code. The redundancy between code and
specification is both good and bad: it forces one to think about the system in two complementary
ways, and that, along with testing and/or proving the correspondence between them, can be
invaluable in finding and excluding errors. But specs have to be written, and have to be maintained.

To justify this cost, the benefits have to be commensurate, and, for wide adoption, we believe
they have to be incremental: developers have to be able to get significant benefit from initial, partial
specifications, whether or not they ultimately aim for high-assurance full verification. And they
need tools with shallow learning curves. The integration of specification, runtime checking of
those (rich ownership-enabled) specifications, property-based testing leveraging the specifications
to generate test inputs, and proof (including runtime checking also of lemma statements), is a step
towards this—and hopefully a step towards more robust software infrastructure.
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e Android Linux kernel with in situ Fulminate-instrumented allocator: https://github.com/rems-
project/linux/tree/pkvm-6.12-pldi26-artefact
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A Supplementary material
A.1 Fulminate performance evaluation

In this section, we discuss Fulminate’s performance when applied to the hyp allocator, to assess its
usability for that case study, and also compare the performance of the Fulminate presented in this
paper with that of the original Fulminate paper [4] (new and old respectively), on the benchmarks
presented there, to assess the effects of our performance improvements. The original Fulminate
cannot run on the hyp allocator, both for feature-coverage and (for the in situ version) performance
reasons, so we cannot compare the two versions on that. Throughout this section, ¢ represents
the runtime of the executable in seconds; s represents the space usage in MB; the instr subscript
denotes binaries instrumented with Fulminate checks; and uninstr denotes binaries without any
instrumentation.

We ran our benchmarks on a 2024 MacBook Pro with M4 Pro chip and 48GB RAM. This is
different hardware from that used in [4]. To compare between the two versions of Fulminate, we
therefore re-ran the same benchmarks from the original Fulminate paper on this machine, and
also disabled loop invariant and lemma checking in the new Fulminate. The time taken to run
uninstrumented binaries for all the examples here was negligible on this machine (in contrast with
the runtimes reported in that paper that were a minimum of 0.20s). Hence, we present absolute
results for runtimes of instrumented binaries rather than ratios or percentages.

A.1.1  Usability of new Fulminate on the hyp allocator. The performance metrics for the hyp
allocator are presented in Figs 6 and 7. Here, we parameterise on the number of allocations (#
allocs) that are requested from the hyp allocator, looping and calling hyp_alloc; we later loop the
same number of times to free the allocated pages via hyp_free. We also report the number of calls
to Fulminate’s internal function that asserts ownership (# own. calls); in the original Fulminate
paper, these corresponded exactly to calls to Owned (CN’s former syntactic name for RW) in the CN
specifications; now, due to the changes to iterated conjunctions described in §5.4, this records a
single ownership call rather than several wherever conjunctions are optimisable.

The time and space metrics reported in the third and fifth columns of both tables are reasonably
small. For the hyp allocator with full checks, only after 128 allocations does the binary take more
than a second to run, and without loop invariant and lemma checking, it takes twice as many
allocations for this to happen. Fig 8 shows the linear relationship between the number of requested
allocations and log, of the runtime of the Fulminate-instrumented binary, both with full specification
checks (the blue line corresponding to Fig 7) and without (the red line corresponding to Fig 6). (We
exclude data points where the runtime is negligible). The gradient of both lines is similar, but the
blue line has a steeper gradient and is diverging from the red; i.e. the Fulminate-with-full-checks
hyp allocator consistently takes longer to run and the gap between the two runtimes increases
with the number of allocations. The Fulminate-with-full-checks hyp allocator is 3 units higher than
the version with fewer checks once it reaches 256 allocations, incurring a 2° = 8x slowdown.

A.1.2  Comparing old and new Fulminate on the pKVM buddy allocator. The buddy allocator is
another allocator within pKVM [22] that is a good target for verification and testing. It was
previously used as the principal real-world case study for the CN [64] and Fulminate [4] papers.
Fig 9 shows the performance metrics from applying the old and new versions of Fulminate to the
buddy allocator, varying the number of pages. The fourth column shows the runtime improvement
of the new version of Fulminate over the old version as a percentage, and the final column shows
the multiplicative factor of improvement in space performance.

The main takeaway here is that while the old Fulminate runs out of memory after 8 pages, the
new Fulminate is able to tackle far bigger sizes. The final column of Fig 9, although only made up
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# allocs | # own. calls | tinstr () | Suninstr (MB) | Sinstr (MB)
2 3076 0.01 17.6 26.8

4 5660 0.02 17.6 26.9

8 12,758 0.02 17.6 27.1

16 33,606 0.03 17.6 27.8
32 104,026 0.06 17.6 29.5
64 357,500 0.16 17.6 354
128 1,317,590 0.57 17.6 56.3
256 5,048,486 2.10 17.6 135
512 19,747,072 8.22 17.8 437
1024 78,097,760 33.0 18.0 1620
2048 | 310,613,176 133 18.4 6090

Fig. 6. Performance metrics for the pKVM hyp allocator instrumented with Fulminate checks, with loop
invariant and lemma checking disabled. Exercised using different numbers of requested allocations (# allocs)
from 2! to 211,

#allocs | # own. calls | tinstr (S) | Suninstr (MB) | Sinstr (MB)
2 4756 0.01 17.6 26.8

4 8845 0.02 17.6 27.0

8 20,649 0.02 17.6 27.3

16 60,213 0.04 17.6 28.2

32 227,065 0.11 17.6 31.1

64 1081183 0.47 17.6 41.2

128 6,250,077 2.66 17.6 78.5

256 41,438,581 17.6 17.6 221

512 | 299,292,739 129 17.8 775

Fig. 7. Performance metrics for the pKVM hyp allocator instrumented with full Fulminate checks, including
loop invariant and lemma checks. Exercised using different numbers of requested allocations (# allocs) from
2! to 2°.

of 3 data points due to the limitations of old Fulminate, shows that the space performance for the
buddy allocator is substantially better, both in constant factor (11x for 2 pages) and in scaling (30x
for 8 pages).

A.1.3  Comparing old and new Fulminate on the tutorial examples. Fulminate was also previously
evaluated against 54 examples from the CN tutorial [65], a set of examples designed to teach people
how to use CN, Fulminate and Bennet, as well as a subset of the VeriFast C tutorial [36] ported
to CN. These are small mathematical examples, designed for understanding CN’s specification
language and toolchain, and are smaller in scale and complexity than the real-world pKVM examples
evaluated so far. The overall benchmarks and comparison between old and new Fulminate are in
Fig 11. The mean runtime of these examples is negligible for both old and new Fulminate, and there
is a negligible (< 2%, 0.02MB) decrease in space performance in new Fulminate.

The original Fulminate paper also evaluated on another iterated example, a stack example taken
from Software Foundations, Vol. 6 [15], with stacks of increasing size. The comparison metrics for
this are reported in Fig 12. Up to 64 stack elements, the runtime performance between old and new
Fulminate is difficult to compare, as even with instrumentation it is negligible for both versions; for
the 3 data points (128, 256 and 512 elements) where useful metrics for both Fulminate versions exist,
we note that new Fulminate’s runtime performance is either the same or marginally better than
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Fig. 8. Number of allocations requested from the hyp allocator plotted against log, of the runtime of the
instrumented binary, for the hyp allocator instrumented with Fulminate’s full checks enabled and with loop
invariant and lemma checks disabled.

# pages | old fingtr (s) | new tinstr () Limprovement (%) | old Sinstr (MB) | new sinstr (MB) Simprovement(x)
2 0.02 0.01 50.0 56.1 5.06 11.1

4 0.07 0.05 28.6 187 10.4 17.9

8 0.34 0.21 38.2 796 26.6 29.9

16 oom 0.77 - oom 45.8 -

32 oom 2.95 - oom 94.6 -

64 oom 11.81 - oom 194 -

128 oom 47.74 - oom 392 -

Fig. 9. Performance metrics for the pKVM buddy allocator, exercised using different numbers of pages (from
21 to 27). Entries marked ‘oom’ signify where the old version of Fulminate ran out of memory and failed to
complete the whole execution.

before. As with the buddy allocator, the last column of the table shows a substantial improvement
in Fulminate’s space performance. This is illustrated in Fig 13.

A.2 Details: Loop invariants in Fulminate

In this section, we provide more details on the design and implementation of loop invariants in
Fulminate, as first described in §5.2.

Consider the function on the top left of Fig. 14. Its CN pre- and post-condition state the required
ownership properties over n and a functional property over the return value. The loop invariant,
indicated by the inv keyword, asserts ownership of n, some functional properties, and that the
address n itself remains unchanged. The code on the bottom left and right is the Fulminate automat-
ically instrumented version of the while loop, with C comments added and error-message-updating
statements removed for clarity. The loop invariant checks are injected just before the instrumented
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log,(space;, ) (MB)
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8 - |
6 | .
4 | .
2 1 I I I I I

16
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Fig. 10. Number of pages requested from the pKVM buddy allocator plotted against log, of the space usage
of the instrumented binary.

Set of examples old tinstr (s) | new tinsyy (5) | old sipstr (MB) | new singty (MB) | Sdifference (%)
mean SD | mean SD | mean SD | mean SD
CN tutorial <0.01 0.0 <0.01 0.0 1.12 0.07 1.14 0.02 1.54
Verifast examples | < 0.01 0.0 | <0.01 0.0 | 1.13 0.03 | 1.14 0.01 1.42
Fig. 11. Performance metrics for tutorial examples.

# elems | old tinsir(s) | new tingr(s) timprovement (%) | old sinstr (MB) | new singr (MB) Simprovement(x)
2 < 0.01 <0.01 . 0.112 0.112 1
4 < 0.01 < 0.01 . 0.144 0.112 1.29
8 <0.01 < 0.01 . 0.240 0.112 2.14
16 < 0.01 <0.01 . 0.544 0.128 4.25
32 < 0.01 < 0.01 . 1.62 0.160 10.1
64 <0.01 <0.01 . 5.55 0.240 23.1
128 0.01 0.01 0 20.6 0.480 41.9
256 0.04 0.04 0 79.2 0.848 93.4
512 0.19 0.18 5.26 311 1.50 207
1024 oom 0.76 - oom 2.80 -
2048 oom 3.23 - oom 5.73 -
4096 oom 13.36 - oom 10.9 -
8192 oom 54.76 - oom 20.8 -

Fig. 12. Performance metrics for a stack example taken from Software Foundations, Vol. 6 [15], exercised using
different numbers of stack elements (from 2! to 213). Entries marked ‘oom’ signify where the old version of
Fulminate ran out of memory and failed to complete the whole execution. « means no reasonable comparison
could be made between two negligible numbers.
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Fig. 13. Number of stack elements plotted against log, of the space usage of the instrumented binary for a
stack example taken from Software Foundations, Vol. 6 [15] (using both old and new Fulminate).

CN-annotated source 8 while (({
1 unsigned int f(unsigned int *n) 9 /* 2. Set up bump allocator and state for tracking owned addresses */
2 /+@ 10 __cn_bump_count_a_616 = cn_bump_get_frame_id();
3 requires take X = RW<unsigned int>(n); 11 a_587 = initialise_loop_ownership_state();
4 ensures take Y = RW<unsigned int>(n); 12 /* 3. Runtime loop invariant checks (first two inserted by CN) x*/
5 @/ 13 0_i2 = owned_unsigned_int(i_addr_cn, LOOP, a_587);
6 { 14 0_n2 = owned_unsigned_int_pointer(n_addr_cn, LOOP, a_587);
7 unsigned int i = 0; 15 Z = owned_unsigned_int(0_n2, LOOP, a_587);
8 while(i < =n) 16 cn_assert(cn_bool_and(cn_bits_u32_equality(Z, X_cn), \
9 /+@ inv take Z = RW<unsigned int>(n); 17 cn_bits_u32_1e(0-i2, Z)), LOOP);
10 Z==X6&1i<=12; 18 cn_assert(cn_pointer_equality(0_n2, n_cn), LOOP);
11 {n} unchanged; @/ 19 /* 4. Check for leaks and put back ownership */
12 { i++; } 20 cn_loop_leak_check();
13 return i; 21 cn_loop_put_back _ownership(a_587);
14} 22 0;
23 }), /x 5. Check loop condition */
24 CN_LOAD(i) < CN_LOAD(*CN_LOAD(n)))
Fulminate-instrumented loop 25 {
1 { 26 CN_POSTFIX(i, ++);
2 /* 1. Variable declarations */ 27 /* 6. Free bump allocator before next iteration */
3 cn_bump_frame_id __cn_bump_count_a_616; 28 cn_bump_free_after(__cn_bump_count_a_616);
4 struct loop_ownership *a_587; 29 }
5 cn_bits_u32 *0.i2; 30 /+ 7. Free bump allocator once loop condition is false */
6 cn_pointer *0_n2; 31 cn_bump_free_after(__cn_bump_count_a_616);
7 cn_bits_u32 *Z; 32}

Fig. 14. Top left: A CN-annotated function that loops while incrementing a counter i, stopping and returning
it once equal to the value of the pointer n passed in. Bottom left and right: the Fulminate-instrumented loop.

loop condition as a GCC-statement-expression, enclosed in the parentheses followed by curly
braces.

We considered two schemes for loop invariant checks: one could either (a) treat the loop as
a tail-recursive function with the invariant as both its pre- and post-condition, or (b) insert the
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runtime loop invariant checks on entry to the loop, just before the evaluation of the loop condition,
and handle ownership in a new manner (described below). The first is conceptually simpler, but
the second preserves the structure of the source loop body rather than transforming it, leaving
the Fulminate-instrumented output closer to the source; and checks the functional properties only
once as required (in (a), these would have been checked twice, unnecessarily).

We show how runtime loop invariants are checked in Fulminate for the example in Fig. 14. First,
the loop is enclosed in a block and several variables are declared: a variable for recording the pointer
to Fulminate’s internal bump allocator on loop entry, a linked list for tracking owned addresses in
the invariant, and three ghost variables (lines 2-7). Next, we initialise the bump allocator frame ID
and loop-ownership-tracking variables (lines 9-11) and then perform the runtime loop invariant
checks (lines 12-18): taking ownership amounts to mapping addresses to one less than the current
ghost stack depth in this scheme (lines 13-15), and functional properties are checked in the same
way as usual (lines 16-18). After this, Fulminate performs a leak check (line 20), checking if any
addresses are still mapped to the current ghost stack depth, and if this succeeds, traverses the linked
list of loop-owned addresses and maps each address back to the current ghost stack depth (line 21).
Finally, the instrumented loop condition is checked (line 24); if true, the instrumented loop body is
entered and the bump allocator is freed before re-entering the loop (line 28), and if false, the loop is
exited and the bump allocator is still freed (line 31).

A.3 LLDB Tooling Integration

Although Fulminate offers high compatibility with existing debuggers such as GDB and LLDB by
embedding separation-logic assertions directly into C code and leveraging standard DWARF debug
information, debugging an instrumented binary remains challenging. Primitive data types, such as
pointers in the specification language, cannot be mapped directly to native C types. Furthermore,
algebraic data types in the specification language are compiled into combinations of C structs and
unions, which makes analysing their values laborious: one must manually traverse multiple fields
and layers of unions and structs within a debugger.

To overcome these difficulties, we implemented two categories of LLDB commands: (a) a general-
purpose printing command for inspecting ghost states embedded in the binary, and (b) specialised
commands tailored to the pKVM hyp allocator.

The general-purpose printer cn_print unpacks and prints primitive ghost-state data types,
such as cn_pointer, in a human-readable form. This command accepts a pointer expression as
its argument, evaluates it using LLDB’s native evaluation mechanisms, determines its type, and
if it is a boxed primitive type, extracts and prints the underlying value. When the argument is a
CN struct, the command recursively unpacks its fields and formats the result for readability. For
example, whereas invoking the standard LLDB print command on a ghost-state struct produces a
raw view of the boxed data and pointer values, the cn_print command presents the unpacked and
dereferenced data directly in an intuitive form:

(lldb) print *C_post_cn (1ldb) cn_print C_post_cn
(a_11184_record) { {
alloc_size = 0x0000000102c30f68 alloc_size = 104
header_address = 0x0000000102¢31038 header_address = 5771395072
mapped_size = 0x0000000102c30f6c mapped_size = 136
va_size = 0x0000000102c31040 va_size = 136
} }

Second, we developed commands specific to the pKVM hyp allocator to inspect both the ghost-
state and the real state of chunk lists. To display the ghost-state chunk list, our command interprets
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the embedded cn_chunk_hdrs data structure and prints the list in a concise and comprehensible
format.

(lldb) print *HA_post_cn->lseg->after (lldb) cn_print_cn_hdrs HA_post_cn->lseg->after
(cn_hdrs) { [
tag = CHUNK_CONS {alloc_size=0, header_address=5771395208,
cntype = 0x000000000000fcO1 mapped_size=296, va_size=296},
u={ {alloc_size=400, header_address=5771395504,
chunk_nil = 0x000000010298d508 mapped_size=3664, va_size=65104}
chunk_cons = 0x000000010298d508 ]
}
}

To inspect the concrete allocator state, we implemented a command that traverses and prints the
real hyp_allocator and chunk_hdr structures, producing a readable trace of the chunk list. The
following is an example output that shows the allocator metadata and a sequential list of chunks
with their information:

(Lldb) hyp
hyp_allocator(0x100036058) metadata:

start = 0x130008000

size = 65536
Traversing chunk list:
0x0000000130008000: alloc_size=104, mapped_size=136, hash=0
0x0000000130008088: alloc_size=0, mapped_size=296, hash=0
0x00000001300081b0: alloc_size=400, mapped_size=3664, hash=0

A.4 Darcy versus Bennet

A.4.1  Original Bennet case studies. We ran the case studies from the Bennet paper [1], on an M3
MacBook Pro with 32GB RAM. Bennet used the Etna [71] platform for automatically injecting
manually specified faults (mutants) into multiple pieces of software (workloads). Then for each
mutant, we ran Bennet and Darcy on each function that could trigger the bug (tasks). With a
timeout of two minutes, we recorded if the bug was discovered or not, how many inputs and how
much time it took.

We also ran Darcy with a max array length of 4096 (Darcy-4096), which was used when testing
the hyp allocator, for the case studies with arrays.

The original Bennet paper used a one minute timeout, which we doubled for Darcy, to account
for the increased overhead. Some trials on the MKM exceeded a minute, one for Darcy and two
for Darcy-4096, on the partially solved task. For the AVL tree, one trial was over a minute on the
partially solved task. Finally, one went over a minute for Darcy, in the ring queue task that was
unsolved by Darcy-4096.

Workload ~ Tasks Bennet Darcy
Solved (Partial)  Inputs Time (s) Solved (Partial)  Inputs Time (s)
Ring Queue 4 4(0) 2.9 (£ 0.60) 0.48 (+ 0.00) | 4(0) 8.8 (£ 2.90) 5.66 (+ 1.97)
Runway 6 6 (0) 25.6 (£ 7.5) 0.87 (£ 0.00) | 6(0) 157.6 (+ 72.4)  1.81 (+ 0.61)
MKM 2 2(0) 34.0 (£9.60)  0.60 (£ 0.00) | 1(1) 3.4 (£ 0.70) 0.74 (+ 0.01)
Sorted List 6 6 (0) 9.2 (+ 2.1) 0.45 (£ 0.01) | 6(0) 18.2 (£5.60)  0.76 (+ 0.08)
BST 32 32 (0) 22.1 (£ 6.2) 0.55 (+ 0.00) | 32 (0) 385 (£ 10.0)  1.68 (+ 0.31)
AVL 26 26 (0) 384.0 (£ 86.2)  0.69 (£ 0.05) | 25 (1) 575 (£ 16.4)  1.94 (+ 0.47)
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Darcy-4096
Workload Tasks
Solved (Partial)  Inputs Time (s)
Ring Queue 4 3(0) 6.0 (£ 1.5) 11.80 (+ 1.31)
MKM 2 2 (0) 769.4 (£ 257.4)  15.52 (+ 5.01)

For tasks that were completely solved, the mean and standard error of the number of inputs and
time taken to find the bugs are provided.

On these case studies, Bennet solves all tasks across all workloads, while Darcy solves nearly all,
with two partially solved (one each in MKM and AVL). Bennet is consistently faster and requires
fewer inputs, as expected for these simpler data structures whose preconditions involve mostly
local constraints that are easy to satisfy by random backtracking search. Darcy-4096 recovers the
partially-solved MKM task but at the cost of increased overhead due to the larger search space, and
loses one ring queue task. Overall, Bennet’s random backtracking is well suited to these simpler,
local constraints; the hyp allocator results below show where it breaks down.

A.4.2  Hyp allocator bug-finding study. For each bug from the hyp allocator, we ran at least 10
trials with a timeout of three minutes, on an M3 MacBook Pro with 32GB RAM. For the bug that
was found flakily, we ran 50 trials. For the bugs that required a max array length of 4096, we mark
them as such, as well as the bugs we did not find in our first effort. For the remaining bugs we ran
Darcy without the array length increase.

We also ran Bennet for all the bugs. For the tasks that were solved, we report the mean and
standard error for the number of inputs and time taken to find the bugs.

Strategy | Tasks | Solved (Partial) Inputs Time (s)
Bennet 24 300) | 13(£02) | 1.02 (£ 0.01)
Darcy 24 18 (4) | 2.6 (£ 0.5) | 5.90 (+ 2.16)

Out of the four partially solved tasks, one was our flakily-found bug, which was found in 42 out of
50 trials.

Two of them were each a single failed trial for one of the bugs we found consistently. The number
of inputs used for these two was quite large. Since we follow QuickCheck [18]’s approach to sized
inputs, the test case size grows over time. However, prior work [71] has shown that large test case
sizes are worse for finding bugs related to the interaction of multiple arguments. In these cases, it
failed to find a failing input at the lower sizes, resulting in it being less likely for each following
test case, as the size grew.

The last of the partially solved tasks was one of the bugs we failed to detect. Due to successive
improvements to the runtime, more inputs were able to be run within a three minute window,
resulting in a single trial detecting the bug.

Finally, there were the 3 remaining bugs that were not found in any trial.

The difference between the two tools is stark: Bennet finds only 3 of the 24 bugs, all in functions
with relatively simple preconditions, and fails to generate a single valid input for the remaining
functions. Darcy finds 18 bugs across all trials and 4 across some, demonstrating its ability to
handle the complex interleaved pointer arithmetic and ownership constraints that arise in the hyp
allocator’s specifications. The 2 unsolved bugs are in functions that call chunk_install, where the
preconditions are deep enough that it is not straightforward to strengthen them to guide generation
towards the buggy paths. Both of these were, however, found by Fulminate.

A.4.3 Time to generate inputs. Darcy and Bennet use “sized generation” as introduced by QuickCheck [18].
However, the way they select sizes is different, with Bennet uniformly sampling from [1, max_size]
and Darcy using the QuickCheck algorithm.
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There is also the matter that Bennet abandons some generation attempts based on per-input
timeouts (as well as other conditions). However, Darcy does not currently use timeouts for the
SMT solver, which would be the equivalent.

As such, we control for various features, to have a more meaningful comparison. First, we disable
the input timeouts for Bennet, so that we can see when the random search gets stuck. We made
the test case sizes constant and generated 100 test inputs at various sizes. We used a timeout of 2
minutes for the Bennet case studies and 3 minutes for the hyp allocator.

We calculated the final numbers by averaging over the timeout or the time taken to generate 100
inputs (if 100 were generated within the time limit), per function. We took the time taken relative
to Bennet per function, to account for the varying complexity of different preconditions. We then
took the geometric mean of these ratios to get our final results. While less meaningful, we also
provide the actual average times as well.

AVL-1
Relative Time per Input Average Time (ms)

Size | Bennet Darcy | Darcy-4096 | Bennet | Darcy | Darcy-4096
1 1x | 1200.02x 1235.07x 0.010 4.783 4.885

2 1x 668.33x 690.60x 0.050 9.364 9.643

4 1x 116.60x 113.59x 1.160 | 30.238 28.794

8 1x 7.62x 9.80x 36.443 | 52.894 65.552

16 1x 0.20x 0.40x 406.166 | 22.134 51.896
32 1x 0.03x 0.06x 486.998 9.843 25.653
Avg 1x 13.05x 16.63x 155.138 | 21.543 31.070

The Bennet case studies have multiple versions of the data structure invariant for some of them,
in order to demonstrate how Bennet’s performance varies across them. Looking at the table we
can see that Bennet is outperformed by Darcy for this version of the AVL tree. This version is
hard for Bennet to optimize, so a lot of backtracking is performed. For larger sizes, the cost of this
becomes quite large. At the same time, Darcy intelligently prunes branches that won’t satisfy AVL
invariant. AVL trees are required to be balanced, which depends on when the recursive branch of
the generator is taken. As such, Darcy’s branch pruning at test time learns the set of paths that
result in balanced trees.

AVL-2
Relative Time per Input Average Time (ms) No Valid Inputs
Size | Bennet Darcy | Darcy-4096 | Bennet | Darcy | Darcy-4096 | Bennet | Darcy | Darcy-4096
1 1x | 221.87x 235.19x 0.117 4.593 4.860 1 1 1
2 Ix | 274.73x 272.90x 0.121 6.476 6.569
4 1x | 152.51x 145.49x 0.135 11.663 10.366 1
8 1x | 132.14x 181.91x 0.147 11.318 14.219
16 1x 89.44x 88.03x 0.127 7.587 7.487
32 1x 80.88x 102.27x 0.132 5.851 7.478
Avg 1x | 139.57x 154.42x 0.130 7.915 8.496

This AVL tree variant is more amenable to Bennet’s optimizations and as such, does not see the
same improvement by Darcy.
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BST-1
Relative Time per Input Average Time (ms)

Size | Bennet Darcy | Darcy-4096 | Bennet | Darcy | Darcy-4096
1 1x | 1620.22x 1872.34x 0.004 5.926 6.828

2 1x | 1754.00x 1944.34x 0.003 5.914 6.561

4 1Ix | 1322.97x 1473.20x 0.006 8.280 9.182

8 1x 277.99x 286.88x 0.038 10.663 11.007

16 1x 41.64x 41.94x 0.682 28.561 28.598
32 1x 6.40x 6.91x 31.372 | 205.412 216.907
Avg 1x 255.58x 276.42x 5.351 44.126 46.514

The predicate for BST-1 is the same as the predicate for AVL-1, just without the balanced
requirement. As such, we can see that Darcy does not improve as much at the larger sizes (though
there is still an improvement).

BST-2
Relative Time per Input Average Time (ms) No Valid Inputs
Size | Bennet Darcy | Darcy-4096 | Bennet | Darcy | Darcy-4096 | Bennet | Darcy | Darcy-4096
1 1x | 1438.28x 1398.67x 0.005 6.465 6.289 1
2 1x 178.15x 202.45x 0.033 6.020 6.851
4 1x | 1351.28x 1219.26x 0.007 8.973 9.084
8 1x 716.38x 752.56x 0.017 12.033 12.863
16 1x 336.23x 343.22x 0.058 | 20.633 20.294
32 1x 301.66x 316.81x 0.102 | 30.697 32.870
Avg 1x 518.79x 530.01x 0.037 14.137 14.708
Runway
Relative Time per Input Average Time (ms)
Size | Bennet Darcy | Darcy-4096 | Bennet | Darcy | Darcy-4096
1 1x | 1356.59x 1427.28x 0.004 4.718 4.960
2 1x | 2633.61x 2772.41x 0.002 4.785 5.039
4 1x | 2488.48x 2643.85x 0.002 4.815 5.117
8 1x | 2435.11x 2575.47x 0.002 4.825 5.101
16 1x | 2738.49x 2870.88x 0.002 4.777 5.007
32 1x | 2961.13x 3034.26x 0.002 4.763 4.881
Avg 1x | 2366.31x 2483.64x 0.002 4.780 5.018
Ring Queue
Relative Time per Input Average Time (ms) No Valid Inputs
Size | Bennet | Darcy | Darcy-4096 | Bennet | Darcy | Darcy-4096 | Bennet | Darcy | Darcy-4096
1 1x 1.93x 100.17x | 1183.229 17.427 904.099 1 1 1
2 1x 1.99x 98.92x 18.474 18.167 904.638 1 1
4 1x 2.03x 100.24x 12.330 18.446 908.704 1 1
8 1x 1.92x 100.16x 10.823 17.645 921.145 1 1
16 1x 1.97x 98.24x 9.655 18.000 899.085 1 1
32 1x 1.91x 101.50x 9.466 17.667 938.689 1 1
Avg 1x 1.96x 99.87x 207.330 17.892 912.727

The ring queue’s “put” function uses a recursive function over an array in its specification,
leading to Darcy stalling on the constraint that the number of elements is less than the size of the
buffer.
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pKVM hyp allocator
Relative Time per Input Average Time (ms) No Valid Inputs
Size | Bennet Darcy | Darcy-4096 | Bennet Darcy | Darcy-4096 | Bennet | Darcy | Darcy-4096
1 1x | 3649.02x 4141.81x 0.542 173.350 764.520 8 1 1
2 1x | 5721.27x 6715.57x 0.697 555.804 1775.551 8
4 1x | 4477.89x 4427.35x 0.598 | 1289.845 1314.784 8
8 1x | 3637.62x 4181.39x 1.450 | 1374.905 1625.325 8
16 1x | 1855.28x 2495.73x 1.619 | 1307.379 1718.104 8
32 1x | 1739.07x 1788.37x 1.645 | 1105.735 1769.469 8
Avg 1x | 3211.54x 3632.72x 1.092 967.836 1494.626

For the hyp allocator, Bennet can’t generate valid inputs for the interesting preconditions, so the
relative times are not very useful. As such, the absolute times for Darcy should be paid attention to.

In summary, Darcy generally has a higher per-input cost than Bennet but far broader applicability,
as the bug-finding study confirms.

The remaining Bennet case studies are not all that interesting and are included below, without
comment, for completeness.

Remaining case studies.

SortedList-1

Relative Time per Input Average Time (ms)
Size | Bennet Darcy | Darcy-4096 | Bennet | Darcy | Darcy-4096
1 1x | 2005.70x 2097.70x 0.003 6.478 6.776
2 1x | 2009.75x 2080.18x 0.004 8.340 8.633
4 1x | 1326.33x 1483.54x 0.007 9.855 11.023
8 1x 283.90x 379.76x 0.039 11.138 14.898
16 1x 8.13x 7.78x 1.560 12.675 12.132
32 1x 0.01x 0.02x 862.557 11.371 14.990
Avg 1x 73.88x 83.23x 144.028 9.976 11.409

SortedList-2

Relative Time per Input Average Time (ms)
Size | Bennet Darcy | Darcy-4096 | Bennet | Darcy | Darcy-4096
1 1x 330.52x 358.51x 0.020 6.491 7.041
2 1x 502.33x 494.81x 0.018 8.942 8.808
4 1x 828.73x 773.32x 0.014 11.710 10.927
8 1x | 1024.71x 975.92x 0.012 11.999 11.428
16 1x 892.33x 977.64x 0.014 12.368 13.550
32 1x 710.89x 976.98x 0.018 12.533 17.224
Avg 1x 668.74x 709.79x 0.016 10.674 11.496
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SortedList-3

Relative Time per Input Average Time (ms)

Size | Bennet Darcy | Darcy-4096 | Bennet | Darcy | Darcy-4096

1 1x | 291.29x 235.19x 0.023 6.574 5.308

2 1x | 455.24x 461.30x 0.018 8.185 8.294

4 1x | 374.64x 360.23x 0.027 10.171 9.780

8 1x | 592.01x 659.83x 0.020 11.787 13.137

16 1x | 846.55x 908.02x 0.015 12.393 13.293
32 1x | 318.00x 455.92x 0.032 10.227 14.662
Avg Ix | 446.44x 469.24x 0.023 9.889 10.746

MKM
Relative Time per Input Average Time (ms)

Size | Bennet Darcy | Darcy-4096 | Bennet | Darcy | Darcy-4096

1 1x | 440.29x 430.45x 0.034 14.877 14.545
1x | 429.30x 421.04x 0.035 14.974 14.686
1x | 456.02x 441.74x 0.034 15.418 14.935

[N N

1x | 402.27x 406.57x 0.037 14.872 15.031
16 1x | 437.12x 443.37x 0.036 15.636 15.860
32 1x | 410.25x 408.91x 0.038 15.528 15.477

Avg 1x | 428.82x 425.10x 0.036 15.218 15.089
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