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Three seL4 Stories

Basic C Technology (the “C parser”)
– worryingly ad hoc

Binary Validation (Sewell & Myreen)
– ad hoc, but dispels worry
– PLDI 2013

Automatic Abstraction (Greenaway)
– ad hoc complexity/effort removal
– ITP 2012
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seL4, c2009 

Fully featured operating system kernel

9000 lines of source code

Full functional correctness

25 person-years of effort
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C

5

Making C a high integrity language?
–  some industrial experience, e.g., MISRA C
–  Better, CompCert is a verified compiler!

–  but we can’t use it 

C in L4.verified
– for the OS hackers: pointer arithmetic, casts, interpreting 

memory as untyped bytes
– for the verifiers: restrictions on side effects
– tool-chain: very dependent on gcc -O2 and linker
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C subset

Everything from C standard 

• including: 
- pointers, casts, pointer arithmetic
- data types
- structs, padding
- pointers into structs
- precise finite integer arithmetic

• plus compiler assumptions on:
- data layout, encoding, endianess

• minus:
- goto, switch fall-through
- reference to local variable
- side-effects in expressions
- function pointers (restricted)
- unions 
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C, as defined by our tools

7

11000 lines of SML
– (+19kloc in parser/lexer code)
– turns C into Isabelle/HOL 

definitions
– Verifier uses Isabelle to prove 

refinement theorem 

Errors
– In translator: unexpected goals 
‣ (Verifier says “This isn’t what I think the    

C means”)

– In the code: unsolvable goals
Trusted code-base



NICTA Copyright 2014 From imagination to impact

Other Bits of C Technology

SIMPL’s Verification Condition Generator
– general tool that often “just works”

seL4 Refinement Tactic 
– used to verify link between C code to and (Haskell-derived) 

design-level spec.

Union preprocessing
– seL4 hackers didn’t trust/like gcc’s implementation of 

unions
– custom tool translates out all unions into structs and casts

8

[TPHOLs 2009]
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Binary Validation: the Problem
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Overview Picture
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Binary Validation: Solution in a Graph
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Approach
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- Informal transformations
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Machine Code Decompilation

11

Example Decompilation

avg (r0, r1) = let r0 = r1 + r0 in
let r0 = r0 1 in

r0

{R0 r0 ⇤ R1 r1 ⇤ R14 lr ⇤ PC p }
p :
{R0 (avg (r0, r1)) ⇤ R1 _ ⇤ R14 _ ⇤ PC lr }

Translation Validation for a Verified OS Kernel Copyright NICTA 2013
Thomas Sewell1, Magnus Myreen2, Gerwin Klein1 9/18
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Control-Flow Graphs

Machine code and C code eventually turn into 
annotated control flow graphs

Critically, can consider one function at a time when 
verifying (modulo inlining).

12

   struct node *
   find (struct tree *t, int k) {
1    struct node *p = t->trunk;
2    while (p) {
3      if (p->key == k)
4        return p;
5      else if (p->key < k)
6        p = p->right;
       else
7        p = p->left;
     }
8    return NULL;
   }

1

2

38

4 5

Ret 6 7

1: p := Mem[t + 4];

2: p == 0 ?

8: ret := 0
3: Mem[p] == k ?

4: ret := p;
5: Mem[p] < k ?

6: p := Mem[p + 4];
7: p := Mem[p + 8];
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Figure 3. Example Conversion of Structure and Statements to Graph Language

are later instantiated by reading the ELF symbol table. The expres-
sions that remain are entirely machine compatible: operations such
as 32-bit addition and multiplication, left and right shifts, signed
and unsigned less-than, and finally memory access and update of
32-bit and 8-bit values.

It is a theorem of the Tuch memory semantics [31] that memory
writes of aggregate types are equivalent to sequences of writes
of their fields, assuming the aggregate type contains no padding.
Padding creates a number of headaches for us, and so for the
purposes of this work we have adjusted the seL4 source to ensure
that all structures of interest are packed (see Section 4.3).

The complication is that C is not merely a portable assembler.
The C standard mandates a number of restrictions on the way
various operations may be used, and some of these restrictions go
beyond the scope of machine operations. One simple restriction is
that arithmetic on signed operands may not overflow, and another
is that dereferenced pointers must be aligned and nonzero. To
ensure the standard is followed, the parser inserts a number of
Guard statements into its output, which allow execution to continue
only if some condition is met. The conditions become verification
obligations in the existing verification work.

These guard statements are translated into condition nodes with
one of the outbound edges pointing to the special label Err. Given
that the guard conditions have all been established from the invari-
ants in previous work, it will become an input assumption to the
current work that these paths to Err are never taken. These guards
were omitted from Figure 3 — there ought to be condition nodes
immediately before all memory-using nodes which check pointer
validity.

The key restriction from the C standard that cannot be realised
in machine operations is the strict-aliasing rule. This allows the
compiler to assume that a given memory address is not in use
with two different incompatible types. In systems code, program-
mers occasionally break this assumption (see also Section 4.4), but
most code conforms to it. Since optimisations frequently make use
of the rule, we need to make the information it conveys available
at the points where it does hold. To do this, we strengthened the
checks made in the C parser output against the heap type descrip-
tion, a global variable which tracks the expected type of mem-
ory. The graph conversion then includes the heap type descrip-
tion and checks in its output. The stronger checks are of the form
pvalid htd ⌧ p for some heap type description htd, C type ⌧ and
pointer value p. The expected non-aliasing conditions are theorems
of the Tuch memory model [31], for instance this rule about ints
and floats:

pvalid htd int p pvalid htd

0 float p
{x | p  x < p+ 4} \ {x | p0  x < p

0 + 4} = {}
The semantics of the graph language are straightforward to for-

malise in Isabelle/HOL or HOL4. The node types are introduced as

datatype constructors Basic, Cond and Call. A single step start-
ing from a Basic node updates local variables, and starting from
a Cond node decides between two possible successor labels. The
Call nodes create a new stack frame, with a new graph and new
local variables, and steps from the Ret and Err labels fold the cur-
rent stack frame into the previous one. The semantics of execution
are given by the transitive closure of this single-step relation. Given
this formal semantics, we have proven, in Isabelle/HOL, that the
converted functions in the graph language refine the original C se-
mantics. The details of this formalisation and proof are elided here,
and are largely technical.

3.2 Decompiling Compiler Output into Logic
The next piece of the puzzle is the right-hand side of Figure 2,
i.e. how we take binaries the compilers (recent versions of stan-
dard unmodified gcc) produce, decompile these binaries into func-
tions, which we, in turn, translate into the graph language described
above. By decompilation we mean proof-producing extraction of
functional programs from concrete binaries. Here we build on pre-
vious work on such decompilation [17, 18], but in this text we do
not assume any prior knowledge of the previous work. Instead, we
use a few examples below to demonstrate what decompilation pro-
vides and what we had to alter in Myreen’s original decompilation
approach to make the decompiler’s output better compatible with
the C semantics to which the left-hand side of the Figure 2 con-
nects the decompiler’s output.

3.2.1 Simple Decompilation Example
To get a flavour of what decompilation provides, consider the
following simple C function for taking the average of two integers.

uint avg (uint i, uint j) {
return (i + j) / 2;

}

When compiled with gcc, this C code is translated into an ARM bi-
nary (an ELF file). Applying relevant objdump tools to the binary,
one can produce a text file showing the generated ARM machine
code (on the left below) and ARM assembly code (in the centre).

<avg>:

e0810000 add r0, r1, r0 // add r1 to r0

e1a000a0 lsr r0, r0, #1 // shift r0 right

e12fff1e bx lr // return

To decompile the generated machine code, one simply provides
the hex codes on the left to the decompiler together with the signa-
ture of the C function. The decompiler extracts from the machine
code a function in logic that describes the state update the machine
code performs. The machine code above is converted into the fol-
lowing logic function. Note that here, r0 and r1 are 32-bit integers
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Comparing Graphs: Challenges

inlining
– if gcc inlines a function, the “C graph” has to do so too

loops
– must prove that loop points are reached the same number 

of times 
– must also cope with complete or partial unrollings

treatment of the stack
– machine code accesses to memory that are loads/stores of 

spilled parameters need to be recognised as such

13



NICTA Copyright 2014 From imagination to impact

Loops, Loops, Loops, Loops, Loops, ...

Can sometimes infer that a loop should only ever 
execute a fixed n times.
– e.g., for(i=0; i < 10; i++) { .... }
– SMT solver can confirm such an inference ...

• formula is finite, of size O(n)

– ... and establish appropriate post-condition(s)

Alternatively, use k-induction to prove that every visit  
to a loop point in the binary is matched by one in the 
C.
– invariant relating C and binary variables is also preserved
– offsets may be required to handle partial unrollings

14
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Graph Equivalence Technology

Problem domain is good fit for QF_ABV SMT 
category
– i.e., arrays + boolean vectors

Used both Z3 and Sonolar
– Sonolar performs better on arrays (used to represent 

memory)
– Z3 can restart (retracting facts), making efficiency 

performance better

15
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seL4, c2009 

Fully featured operating system kernel

9000 lines of source code

Full functional correctness

25 person-years of effort
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seL4, c2009 

Fully featured operating system kernel

9000 lines of source code

Full functional correctness

25 person-years of effort

This is a disturbingly large number; where can 
we improve productivity?

16
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Specification

C Code
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Specification

C Code

Haskell Implementation
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Specification

C Code

Haskell Implementation

30%

18
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Some background to this mess

19

int max(int a, int b) {
    if (a < b) {
        return b;
    }
    return a;
}
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Source Code

int max(int a, int b) {
    if (a < b) {
        return b;
    }
    return a;
}
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Some background to this mess
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Source Code

Logic

int max(int a, int b) {
    if (a < b) {
        return b;
    }
    return a;
}

max a b ≣
  if a > b then b else a
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max ≣
  TRY
    IF ⦃ ‘a <s ‘b ⦄ THEN
      ‘ret_int :== ‘b;;
      ‘exn_var :== Return;;
      THROW
    ELSE
      SKIP
    FI;;
    ‘ret_int :== ‘a;;
    ‘exn_var :== Return;
    THROW;
    GUARD DontReach {}
      SKIP;;
  CATCH
    SKIP
  END

Thursday, 12 July 12

Some background to this mess

int max(int a, int b) {
    if (a < b) {
        return b;
    }
    return a;
}
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max ≣
  TRY
    IF ⦃ ‘a <s ‘b ⦄ THEN
      ‘ret_int :== ‘b;;
      ‘exn_var :== Return;;
      THROW
    ELSE
      SKIP
    FI;;
    ‘ret_int :== ‘a;;
    ‘exn_var :== Return;
    THROW;
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      SKIP;;
  CATCH
    SKIP
  END

Thursday, 12 July 12

Some background to this mess

int max(int a, int b) {
    if (a < b) {
        return b;
    }
    return a;
}

• Uninitialised variables

• Undefined behaviour

• Pointer arithmetic

• Type casting
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Our approach
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Source Code
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• Start with a conservative
logical representation
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Source Code

Logic

Abstract Logic

• Start with a conservative
logical representation

• Automatically abstract low-level spec
into higher-level spec
– Goal: Suitable for human consumption
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into higher-level spec
– Goal: Suitable for human consumption

• Automatically generate a
refinement proof showing the
original spec is a refinement of the 
generated spec
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✓
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into higher-level spec
– Goal: Suitable for human consumption

• Automatically generate a
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Our approach

22

C Code

Output Specification

✓
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Our approach
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C Code

Output Specification
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Our approach

23

C Code

Output Specification

① Shallow Embedding

② Peephole Optimisations

③ Exception Elimination

④ Local Variable Extraction

⑤ Flow-Sensitive Optimisations

⑥ Type Strengthening
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max ≣
  TRY

    IF ⦃ ‘a <s ‘b ⦄ THEN
      ‘ret_int :== ‘b;;
      ‘exn_var :== Return;;
      THROW
    ELSE
      SKIP
    FI;;
    ‘ret_int :== ‘a;;
    ‘exn_var :== Return;
    THROW;
    GUARD DontReach {}
      SKIP;;
  CATCH
    SKIP
  END

① Shallow Embedding
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max a b ≣
  condition (a <s b)
    return b
    return a

max a b ≣
  if (a <s b) then b else a

⑤ Flow-Sensitive Optimisations

⑥ Type Strengthening
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int max(int a, int b) {
    if (a < b) {
        return b;
    }
    return a;
}

25
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    ‘exn_var :== Return;
    THROW;
    GUARD DontReach {}
      SKIP;;
  CATCH
    SKIP
  END

int max(int a, int b) {
    if (a < b) {
        return b;
    }
    return a;
}

25

max a b ≣
  if a < b then b else a
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int gcd(int a, int b) {
    int c;
    while (a != 0) {
        c = a;
        a = b % a;
        b = c;
    }
    return b;
}

26
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gcd ≣
  TRY
    NonDetInit `c `c_update
    WHILE ⦃ ‘a ≠ 0 ⦄ THEN
      ‘c :== ‘a;;
      GUARD Div0 ⦃ ‘a ≠ 0 ⦄
        `a :== `b mod `a;;
      `b :== `c
    OD;;
    `ret_int :== `b;
    `exn_var :== Return;
    THROW;
    GUARD DontReach {}
      SKIP
  CATCH
    SKIP
  END

int gcd(int a, int b) {
    int c;
    while (a != 0) {
        c = a;
        a = b % a;
        b = c;
    }
    return b;
}
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gcd ≣
  TRY
    NonDetInit `c `c_update
    WHILE ⦃ ‘a ≠ 0 ⦄ THEN
      ‘c :== ‘a;;
      GUARD Div0 ⦃ ‘a ≠ 0 ⦄
        `a :== `b mod `a;;
      `b :== `c
    OD;;
    `ret_int :== `b;
    `exn_var :== Return;
    THROW;
    GUARD DontReach {}
      SKIP
  CATCH
    SKIP
  END

int gcd(int a, int b) {
    int c;
    while (a != 0) {
        c = a;
        a = b % a;
        b = c;
    }
    return b;
}
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gcd a b ≣ do
  (a, b) ←
    while (λ(a, b) _. a ≠ 0)
      (λ(a, b). return (b mod a, a))
                              (a, b);
  return b
od
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void swap(int *a, int *b)
{
    int t = *a;
    *a = *b;
    *b = t;
}

27
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swap ≡
TRY
  GUARD C_Guard ⦃c_guard ´a⦄
   (´t :== h_val (hrs_mem ´t_hrs) ´a);;  GUARD C_Guard ⦃c_guard ´a⦄
   (GUARD C_Guard ⦃c_guard ´b⦄
     (´globals :==
        t_hrs_'_update
         (hrs_mem_update
           (heap_update ´a
             (h_val (hrs_mem ´t_hrs)               ´b)))));;
  GUARD C_Guard ⦃c_guard ´b⦄
   (´globals :==
      t_hrs_'_update
       (hrs_mem_update
         (heap_update ´b ´t)))CATCH
  SKIP
END

void swap(int *a, int *b)
{
    int t = *a;
    *a = *b;
    *b = t;
}

27
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swap ≡
TRY
  GUARD C_Guard ⦃c_guard ´a⦄
   (´t :== h_val (hrs_mem ´t_hrs) ´a);;  GUARD C_Guard ⦃c_guard ´a⦄
   (GUARD C_Guard ⦃c_guard ´b⦄
     (´globals :==
        t_hrs_'_update
         (hrs_mem_update
           (heap_update ´a
             (h_val (hrs_mem ´t_hrs)               ´b)))));;
  GUARD C_Guard ⦃c_guard ´b⦄
   (´globals :==
      t_hrs_'_update
       (hrs_mem_update
         (heap_update ´b ´t)))CATCH
  SKIP
END

void swap(int *a, int *b)
{
    int t = *a;
    *a = *b;
    *b = t;
}
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swap a b ≡
  do guard (λs. c_guard a);
     t ← gets (λs. h_val (hrs_mem (t_hrs_' s)) a);
     guard (λs. c_guard b);
     modify
      (λs. t_hrs_'_update
            (hrs_mem_update
              (heap_update a
                (h_val (hrs_mem (t_hrs_' s)) b))) s);
     modify
      (t_hrs_'_update
        (hrs_mem_update (heap_update b t)))
  od
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C Heap Semantics

void swap(int *a, int *b)
{
    int t = *a;
    *a = *b;
    *b = t;
}
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C Heap Semantics

void swap(int *a, int *b)
{
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    *a = *b;
    *b = t;
}
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?
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swap a b ≡
  do guard (λs. c_guard a);
     t ← gets (λs. h_val (hrs_mem (t_hrs_' s)) a);
     guard (λs. c_guard b);
     modify

      (λs. t_hrs_'_update
            (hrs_mem_update
              (heap_update a
                (h_val (hrs_mem (t_hrs_' s)) b))) s);
     modify
      (t_hrs_'_update
        (hrs_mem_update (heap_update b t)))
  od
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swap a b ≡
  do guard (λs. c_guard a);
     t ← gets (λs. h_val (hrs_mem (t_hrs_' s)) a);
     guard (λs. c_guard b);
     modify

      (λs. t_hrs_'_update
            (hrs_mem_update
              (heap_update a
                (h_val (hrs_mem (t_hrs_' s)) b))) s);
     modify
      (t_hrs_'_update
        (hrs_mem_update (heap_update b t)))
  od

Ensure “a” is aligned, non-NULL.
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swap a b ≡
  do guard (λs. c_guard a);
     t ← gets (λs. h_val (hrs_mem (t_hrs_' s)) a);
     guard (λs. c_guard b);
     modify

      (λs. t_hrs_'_update
            (hrs_mem_update
              (heap_update a
                (h_val (hrs_mem (t_hrs_' s)) b))) s);
     modify
      (t_hrs_'_update
        (hrs_mem_update (heap_update b t)))
  od

Decode the bytes at “a”.

Ensure “a” is aligned, non-NULL.



NICTA Copyright 2012 From imagination to impact 29

swap a b ≡
  do guard (λs. c_guard a);
     t ← gets (λs. h_val (hrs_mem (t_hrs_' s)) a);
     guard (λs. c_guard b);
     modify

      (λs. t_hrs_'_update
            (hrs_mem_update
              (heap_update a
                (h_val (hrs_mem (t_hrs_' s)) b))) s);
     modify
      (t_hrs_'_update
        (hrs_mem_update (heap_update b t)))
  od

Decode the bytes at “b”,
encode back into bytes,

store at “a”.

Decode the bytes at “a”.

Ensure “a” is aligned, non-NULL.
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In Short

Treatment of Heap is Promising Work in Progress

Word Arithmetic Made More Beautiful
– having to worry about overflow is drudgery...
– make the tools do it as automatically as possible
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Conclusion

Ad hoc Proof makes ad hoc hackery 
  - sound, and
  - beautiful

Tools:
– ssrg.nicta.com.au/software/TS/{c-parser,graph-refine}
– ssrg.nicta.com.au/projects/TS/autocorres/

31

http://livepage.apple.com/
http://livepage.apple.com/
http://livepage.apple.com/
http://livepage.apple.com/

