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The specifications of mainstream processor architectures, such as Arm, x86, and RISC-V, underlie modern

computing, as the targets of compilers, operating systems, and hypervisors. However, despite extensive

research and tooling for instruction-set architecture (ISA) and relaxed-memory semantics, recently including

systems features, there still do not exist integrated mathematical models that suffice for foundational formal

verification, of concurrent architecture properties or of systems software. Previous proof-assistant work has

had to substantially simplify the ISA semantics, the concurrency model, or both.

We present ArchSem, an architecture-generic framework for architecture semantics, modularly combining

ISA and concurrency models along a tractable interface of instruction-semantics effects, that covers a range of

systems aspects. To do so, one has to handle many issues that were previously unclear, about the architectures

themselves, the interface, the proper definition of reusable models, and the Rocq and Isabelle idioms required

to make it usable. We instantiate it to the Arm-A and RISC-V instruction-set architectures and multiple

concurrency models.

We demonstrate usability for proof, despite the scale, by establishing that the Arm architecture (in a

particular configuration) provides a provable virtual memory abstraction, with a combination of Rocq, Isabelle,

and paper proof. Previous work provides further confirmation of usability: the AxSL program logic for Arm

relaxed concurrency was proved sound above an earlier version of ArchSem.

This establishes a basis for future proofs of architecture properties and systems software, above production

architecture specifications.
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1 Introduction
The problem we address in this paper is the fact that there still does not exist a generally usable

rigorous semantics for the behaviour of any modern relaxed CPU architecture – one that suffices

for foundational formal proofs, both about the architecture as a whole and about specific human-

written or compiler-generated code. In principle, an architecture specification defines the abstraction

that hardware provides to software, abstracting from the microarchitectural details of hardware

implementation. To actually define the behaviour allowed by an architecture with mathematical

precision – the range of permitted behaviour of an arbitrary initial machine state on an arbitrary

hardware implementation – one needs two main components:

• the behaviour of single instructions in isolation, the Instruction Set Architecture (ISA) se-
mantics; and

• the relaxed concurrency model that determines which writes each read (and each instruction-

fetch read, and each translation-walk read) can read from in an allowed execution.

The last 15 years have seen much progress in both. On the ISA side, Arm transitioned from

definitions in pseudocode to a mechanised (but not formalised) ASL language by Reid [53], and

full-scale definitions of the Arm A-profile architecture (henceforth just ‘Arm’) and the Arm CHERI

Morello architecture have been automatically translated from ASL to Sail, and thence to provers

for formal reasoning [14, 15, 17]. RISC-V International develop an official Sail ISA model [44], as do

the CHERI RISC-V and CHERIoT design teams [11, 68]. For x86, there are substantial third-party

models by Goel et al. [30], in ACL2 and also translated into Sail [19], Dasgupta et al. [23], and

Roessle et al. [56]; and there is work in Intel towards a vendor reference model by Reid [54].

On the concurrency side, extensive research has put ‘user’ relaxed concurrency for x86, Arm,

RISC-V, and IBM Power on a solid footing, e.g. [1, 2, 4, 8–10, 16, 21, 25, 27–29, 31, 35, 49, 50, 52, 58–

61, 65], but that did not touch on ‘systems’ relaxed concurrency. Recent work by Simner et al.

[62, 63, 64] and by Alglave et al. [6][13] developed semantics for many aspects of Arm instruction

fetch and instruction-cache maintenance, virtual memory, and exceptions. These models have been

developed and validated with a combination of experimental testing and discussions with Arm

architects. While doubtless still subject to change, they finally provide a reasonably solid foundation

for these aspects of concurrent systems code.

Much of this latter work has emphasised making the concurrency models executable as test-

oracle software tools that can compute the allowed behaviour of litmus tests, from memevents [60]

onwards and including RMEM [24], Herd [10], and Isla-axiomatic [16]. Each of these involves

some integration of ISA and concurrency in the tooling, variously for fragments or complete

ISAs – but not as mathematical definitions that one can reason about. Instead, each adds implicit

semantic content when connecting the concurrency model and ISA semantics, described only in

the tool source-code. For example, for Isla-axiomatic and Herd, important aspects of the candidate

execution generator are hardcoded within the tools, which can only be discovered by inspecting

the highly complex implementation, alongside some paper maths definitions [3]. There have also

been some mechanisations of relaxed models, e.g. by Vafeiadis [66] and Podkopaev et al. [47, 48],

and mechanised proof of equivalence between promising and axiomatic models by Pulte [49], Pulte

et al. [51], but all these are limited in many ways, e.g. without ISA integration and systems features.

It is therefore high time to develop an integratedmathematical semantics formodern architectures.

Given the scale, it necessarily has to be embedded in a theorem prover, not paper mathematics, to

be useful (the scale also creates prover challenges in itself). We do so largely in Rocq and partly in

Isabelle, though much of the work could usefully be ported to other systems too.

We aim for this to be generic, supporting multiple architectures, including Arm and RISC-V;

multiple styles of relaxed concurrency model, including axiomatic, operational, and promising; and

Proc. ACM Program. Lang., Vol. 10, No. POPL, Article 8. Publication date: January 2026.



ArchSem: Reusable Rigorous Semantics of Relaxed Architectures 8:3

both user and systems aspects. We engineer the definitions to be uniform across architectures where

possible and parameterised where necessary. And we aim for it to be general purpose, supporting
both proof of metatheory and execution for testing. There are many potential uses of such a

semantics: for proofs of fundamental properties of an architecture, e.g. that it can provide a virtual-

memory abstraction; as foundational semantics for systems software verification, where previous

compiler and OS verification projects such as [22, 32, 36–42] have had to ignore or idealise the

underlying Arm ISA and/or concurrency behaviour; as a basis for equivalence and refinement

proofs between concurrency models; for soundness proofs of higher-level reasoning methods; and

as a fully formal reference to cross-check existing concurrency models and tools against.

Our first main contribution is ArchSem, a generic and general-purpose Rocq framework to define

formal models of CPU architectures, integrating ISA and relaxed concurrency semantics. We:

(1) Develop an algebraic-effect-based interface in Rocq tomodularly connect ISA and concurrency

models (§2,3), along with an Isabelle version of the interface (§4.3). This required new Rocq

libraries for inductive free monads and computable finite relations.

(2) Define in Rocq a general notion of architecture semantics, generic over axiomatic, operational,

and promising styles, and, for axiomatic models, general notions of candidate executions

(§5.2). This is set up to support both executable and non-executable models.

Second, we instantiate this in various ways:

(1) With ISA semantics for the complete Armv9.4-A and RISC-V ISAs, and a handwritten Tiny-

Arm model (§4). The first two are automatically translated from the authoritative vendor

specifications, suitably adapted, to Rocq and Isabelle – respectively Sail automatically trans-

lated from the Arm ASL, and the Sail developed by RISC-V International. This translation

also generates instantiations of the architecture-specific interface type parameters.

(2) With various relaxed concurrency models: user-mode and virtual-memory Arm axiomatic

models (§5.2); a user-mode Arm Promising model (§5.5); a user-mode RISC-V axiomatic

model; and sequential operational and sequentially consistent (SC) axiomatic models (§5.4).

Third, we exercise the framework, showing that it is usable for substantial proofs:

(1) Our main theoretical result is a virtual-memory abstraction theorem for Arm (§6). Operating

systems use the architecture to provide an abstraction of virtual memory (VM) to user

programs: if the architecture’s virtual memory behaviour is properly designed, and the OS

properly configures it, then arbitrary user code should behave according to the user-mode
relaxed memory and ISA semantics, and without access to the memory of other processes or

the OS. This is a key property about the architecture itself. We prove such a result, modulo

some relatively minor assumptions, with a combination of Rocq, Isabelle, and paper proof,

for the complete Armv9.4 ISA and the VM axiomatic model of [63].

(2) As a further exercise in use of the framework for proof, we show in Rocq that the sequential

operational model refines the SC axiomatic model (§5.4).

(3) Other work, not presented here, provides additional confirmation that the framework is

usable: the soundness proof of the AxSL Iris program logic for relaxed user Arm [33] is above

an earlier version of the interface, reasoning about syntactic machine instructions in a way

that scales with their decomposition into effects (there, “micro-instructions”).

In doing all this, we have to handle many things that one might not think of at first sight: about the

architectures themselves (e.g. it raised subtle questions about Arm mixed-size semantics, resolved

by lengthy discussion with Arm); about the interface between ISA and concurrency; about the

proper definition of reusable models (especially partial candidate executions and intra-instruction

parallelism); and about the Rocq and Isabelle idioms required to make the whole usable.
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This is still far from the ultimate goal of a complete, definitive, and well-validated mathematical

semantics for any modern architecture, of course. Indeed, that may not be achievable even in

principle, and it certainly is not right now: architecture design continues apace, and many aspects

of all the main architectures remain unexplored from a semantic point of view. However, what we

describe does provide a sufficient foundation for substantial metatheory.

There are two previously unaddressed issues for which we develop approaches in paper maths

that are not currently in the mechanisation:

(1) At present the Rocq implementation is limited to (the large class of) linearly ordered instruc-

tions (§3.1); we describe a scheme for the more general intra-instruction concurrency which

other instructions require (§7.1).

(2) We develop an approach for concurrency models to support undefined behaviour (§3.3,7.2).

Finally, we highlight the limits of the paper and of the current state of the art, which also provides

a roadmap for future research:

(1) For user-level (non-systems) relaxed concurrency, we have instantiated ArchSem for Arm

and RISC-V but not (for example) x86 and Power. Given the known user models for the latter,

we expect ArchSem to smoothly extend to them.

(2) On the relaxed systems concurrency side, research has so far focussed on Arm: to the best of

our knowledge there are no established systems-level concurrency models for RISC-V, x86, or

Power. However, in broad terms they are similar, and we expect the framework will support

system models for them without substantial change.

(3) Even for Arm, while there are reasonably solid models for many aspects of instruction fetch,

virtual memory, and exceptions, there remain open questions within each of these, and their

interactions have not yet been thoroughly investigated.

(4) ArchSem is designed from the outset to support execution, bothwithin Rocq and via extraction,

but this is not yet well exercised. In particular, there do not yet exist ArchSem-based analogues

of model-exploration tools such as rmem, herd, or isla-axiomatic.

(5) We illustrate the ArchSem support of operational models with Arm user sequential and

promising, but do not yet have ArchSem versions of operational models such as Flat [26].

(6) ArchSem should support the Arm official axiomatic models, perhaps with minor extensions,

but we have not yet tried to automatically import those, which will require analysis of the

implicit semantics of herd.

(7) Following most previous relaxed concurrency research, we focus on finite executions.

(8) ArchSem is designed to support both the complete ISA semantics described above, as exported

by Sail to Rocq, and the result of symbolically specialising them to particular opcodes under

given assumptions, as done by Isla [16] and Islaris [57], but the latter is not yet exercised.

Deep embeddings of Sail models, along the lines of [34], may also be useful.

There are other aspects that we leave entirely out of scope at present, to keep this manageable:

we do not consider whole-System-on-Chip (SoC) aspects, including the Arm Generic Interrupt

Controller and IOMMU; we do not support external I/O (memory mapped devices or x86 ports);

and we focus solely on CPU architectures, leaving GPU and other accelerators aside.

The developments are available open-source [18, 46]. An artifact containing source code and

paper proofs is available at the Cambridge Apollo data repository [45]. In the text we sometimes

simplify for presentation where specified, and we omit Rocq typeclass machinery throughout.

§2 gives context and a simplified overview. §3 defines our interface between ISA and concurrency

models. §4 describes how we used Sail to get well-validated ISA models matching our interface,

then §5 combines those with axiomatic (§5.2) and promising (§5.5) concurrency models, to define

full CPU architecture models. §6 gives our abstraction theorem and §7 discusses future directions.
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STR X0,[X1]//a
DMB SY//b
STR X0,[X2]//c

Thread 0
LDR X0,[X1]//d
CBNZ X0,LC00
LC00:
LDR X2,[X3]//e

Thread 1

Initial state: 0:X2=y; 0:X1=x;

0:X0=1; 1:X3=x; 1:X1=y;

1:X0=0; 1:X2=0; y=0; x=0;

MP+dmb.sy+ctrl AArch64

Allowed: 1:X0=1; 1:X2=0;

(a) Litmus test source

Thread states

STR X0,[X1]

DMB SY

STR X0,[X2]

LDR X0,[X1]

CBNZ X0,LC00

LDR X2,[X3]LDR X2,[X3]

Storage state

x = 0 y = 0

reads/writes responses

(b) “Flat” operational model state

STR X0,[X1]Wx=1a:DMB SYSTR X0,[X2]

Wy=1c:

Thread 0

dmb

LDR X0,[X1]Ry=1d:CBNZ X0,LC00LDR X2,[X3]

Rx=0e:

Thread 1

ctrl
rf

rf
fr

(c) Axiomatic candidate

Fig. 1. An Arm litmus test (MP+dmb.sy+ctrl), with Thread 0 stores to x and y separated by a barrier, and
Thread 1 loads of y and x separated by a control dependency from a conditional branch. 1b depicts a state
of the “Flat” operational model, with per-thread trees of in-flight instruction instances. As indicated by the
blue progress bars, each has executed more or less of its intra-instruction semantics. In this state, all are still
uncommitted, and one instance of the second load has read from the initial memory, despite the branch being
unresolved. 1c shows an axiomatic-model candidate execution. This execution is allowed, despite the cycle
shown, as the read-read control edge is not included in the Arm axiomatic model observed-before cycle check.

2 Context and Overview
Modern architecture specifications are intimidatingly large and complex: the current Arm specifica-

tion document is around 15 000 pages [13], which is challenging even for some pdf viewers, let alone

semantics and mechanisation. What makes the current work feasible is the fact introduced above

that the architecture semantics can be factored into ISA semantics and concurrency models. The

two have different kinds of complexity. Full-scale ISA definitions are very large by the standards of

formal artefacts: around 400 000 LoC for Arm. They can be more intricate than one might expect,

to handle all the details of multiple privilege levels, address translation, exceptions, etc.; even

simple register-to-register add instructions can involve pages of pseudocode. But this detail has

been captured reasonably well, at least as far as sequential execution goes, in the Arm and RISC-V

mechanised ASL and Sail ISA models. Concurrency models are typically more subtle, but much

smaller, than the ISA semantics. Both Arm and RISC-V have developed models for substantial parts

of the architecture, included in their documentation, but there remain open research questions

about other aspects.

The basic idea of this factorisation is not new – it dates back at least to Sarkar et al. [60] and

is to some extent implicit in earlier relaxed-memory research – but it can still be surprising. In a

sequential or sequentially consistent semantics, one would typically think in terms of a machine

state, including the register state for each hardware thread and a global memory state, and define

the semantics of each instruction in terms of changes to that state, totally ordered in execution

traces. That is unfortunately not a sound model of the relaxed behaviour of modern processors,

which expose to the programmer some effects of their sophisticated internal microarchitectural

optimisations, including out-of-order and speculative execution.

Capturing the architectural intent, to precisely specify the envelope of behaviour that a relaxed

architecture allows, requires semantics with a quite different structure, that more loosely constrains

the writes that reads can read from. Different styles of relaxed model and different tools do this

in various ways. Operational models in an abstract microarchitectural style explicitly model out-

of-order and speculative execution, while abstracting from most other hardware-implementation

detail [59]. They are defined as transition systems over abstract-machine states which include, for

each hardware thread, a tree of its in-flight and committed instruction instances, as shown in Fig. 1b.
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There can be many in-flight instructions executing at once, out-of-order except where constrained

by dependencies and barriers, and speculatively until previous branches have been definitively

resolved – subtrees and instances are discarded or restarted if needed. Recent models for multicopy-

atomic Arm and RISC-V follow the “Flat” model of Pulte et al. [50], in which this thread-state

structure is linked to a flat underlying memory. Axiomatic models abstract further [4, 10, 29]. They

are expressed as predicates over execution graphs of candidate complete executions, of the memory

events and various ordering relations over them, as in Fig. 1c. A candidate execution is permitted if

it is locally consistent with the instruction semantics and if some global axioms are satisfied. These

are now typically expressed in the relational algebra style of Alglave et al. [10], e.g. requiring that

some happens-before order is acyclic. Promising models [51] process instructions in program order

but with explicit views of timestamps, and promises of future writes.

Early concurrency model exploration tools developed ad hoc handwritten semantics for the small

fragments of the ISA used in simple litmus tests [5, 10, 59, 60]. As one scales up to cover more of the

architecture, hand-writing a custom instruction semantics becomes impractical. Armstrong et al.

[15], following Gray et al. [31] and Flur et al. [25], developed the isla-axiomatic model tooling that

uses full-scale ISA semantics in Sail, both for Arm, automatically translated from the Arm-internal

ASL, and for RISC-V, now developed by RISC-V International. Work is in progress in Arm to support

a new version of ASL (with a more precise definition [12]) directly in herd [55].

Sail and ASL are essentially first-order imperative languages, that let one define instruction

semantics in terms of their register and memory effects (as in Fig. 2.3): reads and writes of general-

purpose registers X(n), and the MemRead(addr) read of memory.

The key point for this paper is that, as far as the instruction semantics in isolation goes, these are

uninterpreted effects: their meaning is only provided by the integration with a concurrency model,

which (one way or another) constrains the values that register and memory reads can see. The

collection of these effects (and their intra-instruction ordering) thus form the essential interface

between ISA semantics and concurrency model. This is a pleasingly narrow and relatively stable

interface, that lets one work on each side largely independently: one can change the concurrency

model without (usually) needing substantial adaption of the ISA semantics, and one can do modular

proofs about concurrency models over an arbitrary ISA model, and vice versa. It can also be

made largely, though not completely, architecture-generic. The ISAs of each architecture differ

substantially, and some aspects of the interface do too (e.g. the kinds of memory barrier), but all

share notions of register and memory effects, and the structure of axiomatic models can be reused.

We sketch the high-level structure of ArchSem at the top of Fig. 2. This is highly simplified to

first explain the overall shape; later in the paper we explain the many ways in which tackling

production architectures has required the actual structure to be elaborated.

One starts with an arbitrary ISA definition in Sail, written above a Sail version of the interface

that gives the Sail types of the uninterpreted effects, such as MemRead (Fig. 2.1). The ISA definition

also defines various types that the interface is parameterised on, e.g. the types of memory access

kinds (plain, release, etc.) and memory barrier kinds (Fig. 2.2). For example, the Sail definition of

the TinyArm LDR load instruction is at the bottom left (Fig. 2.3), eliding its decoding and register

accessor functions.

From the complete Sail definition, an automatic translation from Sail to Rocq generates (1) Rocq

types for the type instantiation of the interface (Fig. 2.5), and (2) a Rocq definition of the intra-

instruction behaviour (Fig. 2.6). The former is packaged as a Rocq module that implements a module

type Arch on which all ArchSem architecture generic code is parameterised. The latter is an instance

of a free monad iMon over a type of algebraic effects, the outcomes sketched in Fig. 2.4. It abstracts

from the Lem/OCaml outcome type of Gray et al. [31].
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ISA in Sail
Armv9.4 ISA

RISC-V ISA

TinyArm ISA

ISA in Rocq
ISA type instantiation

Module Arch = ...

ISA behaviour

behaviour:iMon ()

ArchSem Interface

Module Type Arch

Inductive iMon A = ...

Concurrency Model
Arm user axiomatic

Arm user promising

Arm VM axiomatic

RISC-V user axiomatic

sequential op and SC ax

Sail

translation

Rocq

application

// 1. Sail standard library

outcome MemRead:bits(64)� bits(64)

outcome MemWrite

: bits(64)� bits(64)� bits(64)

outcome Barrier:'barrier� unit

/* RegRead, RegWrite implicit */

(* 4. ArchSem Interface, in Rocq *)

Inductive outcome =

| RegRead ( r: reg)(* eff_ret ... = bv 64*)

| RegWrite ( r: reg) ( val : bv 64) (* () *)

| MemRead ( addr:bv 64) (* bv 64 *)

| MemWrite ( addr:bv 64) ( val : bv 64)(*()*)

| Barrier ( b: barrier) (* () *)

Inductive iMon A =

| IRet ( ret: A)

| INext ( o: outcome) ( k: eff_ret o � iMon A)

// 2. TinyArm type instantiation

register X3 : bits(64)

union barrier = { Barrier_DMB, ...

instantiation 'barrier = barrier

(*5.instantiation: arch-specific types*)

Module Arch.

Inductive reg := X3 | ...

Definition barrier := Barrier_DMB | ...

Sail

trans.

fixed

corresp.

// 3. TinyArm behaviour: LDR Xt,[Xn,Xm]

function clause execute LDR(t,n,m)={

let base_addr = X(n);

let offset = X(m);

let addr = base_addr+offset;

let data = MemRead(addr);

X(t) = data;

(* 6. intra-instruction behaviour*)

Definition execute_LDR t n m : iMon ()

( rX n) >>= fun base_addr ⇒
( rX m) >>= fun offset ⇒
let addr := base_addr + offset in

( MemRead addr) >>= fun data ⇒
( wX t data).

Sail

trans.

(* 7. sequential op. model *)

Equations run_outcome call :

(* state+error monad *)

seqmon ( eff_ret call) :=

| RegRead reg ⇒
mget ( lookup reg ◦ regs)

| RegWrite reg val ⇒
mset ( lookup reg ◦ regs) val

| ...

(* 8. LDR concrete trace*)

(*as in axiomatic models*)

[RegRead X3 &� 0x100;

RegRead X4 &� 0x1000;

MemRead 0x1100 &� 0x2a;

RegWrite X7 0x2a &� ()]

Fig. 2. Overview. This gives a high-level view of ArchSem and its instantiations, simplified for presentation;
later in the paper we explain various ways in which tackling production architectures requires the actual
ArchSem definitions to be more elaborate. The top shows the overall flow: an ISA definition in Sail is translated
into a Rocq Arch module used to instantiate the ArchSem generic interface types, and a behaviour value of
the iMonmonad type defined by the interface. A concurrency model is applied to these to give an architecture
model. Below we sketch some of this for the TinyArm ISA. 1 shows the Sail standard library declarations
of primitives for reading and writing memory, and for memory barriers. Together with the implicit register
access primitives, these are in a fixed 1:1 correspondence with the outcomes of the interface in 4 (which uses
a function eff_ret that gives the return type of each outcome). 2 and 3 show some Sail TinyArm types,
of register names and barrier kinds, and the behaviour of the LDR instruction, which are translated by Sail
into 5 and 6 respectively in Rocq: an Arch module of type definitions and a value of type iMon () defining
instruction behaviour in terms of the generic outcomes (instantiated with the Arch types). The figure only
shows an execute function, but the ISA models also define decode and, for the full ISAs, instruction fetch and
address translation. 7 shows part of a simple sequential operational model, interpreting the iMon effects in a
state+error monad, and 8 one concrete event trace of the TinyArm LDR instruction; such traces are used to
construct the events of axiomatic-model candidate executions.

To define iMon, ArchSem implements a generic free monad library over arbitrary uninterpreted

effects. Intuitively any effectful computation from A to B can be represented by a function taking an

A and returning either a B or a pair of a call to an effect and a continuation – a (recursively) effectful

computation from the effect return value to B. Depending on whether one wants to represent

non-termination, this informal “recursively” could be inductive or co-inductive: either free monads

or (with some extra subtleties) the itrees of Xia et al. [70]. In ArchSem we use free monads because
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we know the semantics of individual instructions in isolation should never diverge. Formally we

represent effectful computations over effects Eff with types A � fMon Eff B, where:

Inductive fMon (Eff : Type) {B : Type} :=

| Ret (ret : B)

| Next (call : Eff) (k : eff_ret call � fMon).

We use an effect representation similar to that of McBride [43], but differing from the itree library

[70], to avoid many Rocq universe issues that would otherwise crop up: eff_ret is a typeclass

overloaded function associating a return type to any effect call value.

Concrete instructions only use our fixed set of effects outcome and do not take any argument data

or return results, so can be thought of as effectful computations of type fMon outcome (). Later we

will extend this to handle non-determinism (§3.2), but for now one can think of the iMon () type of

instruction semantics as just fMon outcome ().

On the other side of the interface, a concurrency model consumes a value of type iMon () and

defines the allowed behaviour of arbitrary initial machine states. Different styles of concurrency

model consume the iMon () object in different ways, which impacts the interface design. For example,

simple operational models – such as sequential or promising models – generally just interpret the

effects in some non-free monad, such as the code in Fig. 2.7. Abstract-microarchitectural operational

models have states with many instruction instances in flight (each with an instruction-semantics

continuation), with model transitions that progress or restart instances. The instruction semantics

must thus be able to quickly compute the next possible outcomes from a partially executed state;

and to have bounds on the remaining effects an instruction can do (cf. §7.2)

Axiomatic models work by defining validity predicates over candidate executions which are

concurrent whole-program execution graphs (§5.2). The latter comprise the events of all the

concrete traces of each instruction instance constituting the execution (e.g. Fig. 2.8), and relate

these events with communication data, e.g. specifying which load read from which store, and how

stores are ordered by coherence. Leaving mixed-size aside (described in §5.3), each outcome call,

paired with its return value, gives rise to one iEvent, and intra-instruction traces are essentially

just lists of iEvent, where iEvent = fEvent outcome and:

Record fEvent Eff = {call : Eff; fret : eff_ret call}. (* call &� fret *)

Modern architectures typically do not have a notion of termination (the days of the EDSAC

instruction Z stop and ring the bell [69] are long gone), and ideally onewould support reasoning about
non-terminating machine executions. However, previous work on microarchitectural operational

models typically covers this simply as infinite traces of their transition system, without any fairness

considerations, while previous work on axiomatic models typically only seriously considers finite

execution graphs. Moreover, one wants to be able to compare the behaviour that different models

permit for terminating litmus tests. The top-level ArchSem type of architecture model therefore

defines, for any initial architectural state, and some termination condition, the set of allowed final

architectural states. For n hardware threads, these consist roughly of the register state per thread

and a memory state (we refine this definition in §5.1).

Definition archModel := ∀ (n : nat) (t : terminationCondition n),

archState n � set (option {f : archState n | terminated n t f})

Ultimately one would want a finer notion of observation that captures memory-mapped I/O, x86

ports, DMA, and external interrupts, with their associated ordering properties. A proper treatment

of that will require investigation of SoC semantics, well beyond our current scope.
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Module Type Arch.

Parameters

(reg : Type)

(pc_reg : reg)

(reg_type : reg� Type)

(reg_acc : Type)

(addr_size : N)

(addr_space : Type)

(mem_acc : Type)

(CHERI : bool)

(cap_size_log : N)

(abort : Type)

(barrier : Type)

(cache_op : Type)

(tlbi : Type)

(exn : Type)

(trans_start : Type)

(trans_end : Type).

End Arch.

(a) Arch-provided types

Record mem_req := {access_kind : mem_acc; address : bv addr_size;

address_space : addr_space; size : N; num_tag : N}.

Inductive outcome :=

| RegRead (reg : reg) (racc : reg_acc)

| RegWrite (reg : reg) (racc : reg_acc) (regval: reg_type reg)

| MemRead (mr : mem_req) | MemWriteAddrAnnounce (mr : mem_req)

| MemWrite (mr : mem_req) (value : bv (8 * mr.(size)))

(tags : bv mr.(num_tag))

| Barrier (b:barrier) | CacheOp (cop:cache_op) | TlbOp (t:tlbi)

| TranslationStart(ts:trans_start) | TranslationEnd(te:trans_end).

| TakeException (e : exn) | ReturnException

| GenericFail (msg : string)

Instance eff_ret (call : outcome) := match call with

| RegRead reg _ ⇒ reg_type reg

| MemRead mr ⇒ result abort (bv (8*mr.(size)) * bv mr.(num_tag))

| MemWrite _ _ _ ⇒ result abort ()

| GenericFail _ ⇒ Empty_set | _ ⇒ () end.

(b) The outcome interface

Fig. 3. The full ArchSem interface (eliding typeclass parameters and classification functions)

3 The Full Interface
Modern CPU architectures involve many aspects that simplified models can (and did) gloss over. The

full generic ArchSem interface is shown in Fig. 3, with the outcome effects in Fig 3b, parameterised

by the architecture-provided type-level parameters in Fig 3a. We explain the details of this, and

the reasons for the design choices, as we go. The interface is significantly more involved than the

simplified version of the previous section, but it is still at a manageable scale, especially when

compared with the ISA and concurrency models that provide and consume the interface.

Registers. Each architecture defines many registers, including general-purpose registers, floating-

point and vector registers, and (in Arm) thousands of configuration and system registers. To a first

approximation, these constitute the programmer-visible per-hardware-thread architectural state,

though in the relaxed setting one cannot think of a per-thread single register-file state.

Each register has a type: many are bitvectors of particular lengths, but there are also booleans,

structures, vectors, and so on. To encode this in Rocq we use an architecture-specific type reg of

register identifiers – a big enumeration – and a function reg_type : reg � Type that defines the

type contained in each register. Both are generated automatically from Sail’s register declarations.

The RegWrite outcome thus takes a value of type reg_type reg, and the RegRead outcome returns a

value of that type, as defined by the RegRead clause of eff_ret.

The semantic granularity of registers is an architecture design choice which is exposed by

relaxed execution. For example, the Arm PSTATE collects various process state information, such

as condition flags and exception masking bits, but these are semantically independent, in the

sense that a write to one followed by a read to the other does not entail a dependency (allowing

hardware implementations to do register renaming for them separately) [31]. They thus should

be separated into different registers at the interface. Architectures often also introduce aliases

for parts of registers. For example, Arm assembly uses Wn and Xn for 32- and 64-bit references to

the underlying 64-bit general-purpose register Rn. The latter are the semantic register names that
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should appear at the interface; the instruction semantics for 32-bit instructions does 64-bit accesses

to them, bit-slicing or extending explicitly as appropriate.

Additionally, in Arm, system registers can be accessed directly through MSR and MRS instructions,

or indirectly at other points in the instruction semantics that refer to them. Those might have much

weaker semantics than expected: a register read might not read from the most recent corresponding

register write. The distinction is represented by the architecture-provided register access kind type,

reg_acc, which is added as a parameter to the RegRead and RegWrite outcomes. Normal accesses will

use an underscore for this in the rest of the paper.

Memory. Memory read and write accesses take a memory request mem_req including an address,

simply a bitvector of an architecture-provided addr_size – the maximum physical address size for

full models, or a virtual address size for user-only models. Arm distinguishes Secure and Non-secure

accesses, expressed by an address_space; for other architectures this will be unit.

Each request specifies a size, in bytes. The interface memory accesses are the architectural single-

copy-atomic accesses. The data of a successful MemRead or MemWrite then has type bv (8 * mr.(size)),

a light use of dependent typing that we find perfectly manageable in Rocq in practice. The interface

also supports CHERI tags, with num_tag (cf. CHERI later in this section).

Memory reads and writes can fail due to a physical memory error, so the outcome return type

also allows an abort error, describing the failure. On Arm, the ISA semantics propagates those as

SError architectural exceptions. Exclusive access failures are handled differently, discussed below.

Each architecture defines many kinds of memory access, including concurrency modifiers, such

as release, acquire, and read-modify-write (RMW), and identification of system accesses such as

instruction fetches and translation-table-walk reads. We encode this in the architecture-provided

mem_acc type. To allow architecture-generic reasoning where possible, the architecture must also

provide some classifier functions of type mem_acc � bool, such as is_rel_acq_rcsc or is_ifetch.

Instruction fetch. Section 2 glossed over instruction fetch and decode and suggested that there

is an iMon () value per instruction. In reality, instruction fetching and decode is an important

part of the ISA model, which contains the initial PC register read and ifetch memory read of

each fetch-decode-execute instance, and specifies what happens in error cases. To make this more

concrete, we show below a highly simplified outline of a single-instruction slice of the (400k line)

Arm instruction semantics, as translated from ASL into Sail.

1 function __TopLevel() =

2 // in __FetchInstr:

3 if pc[1..0]!=0b00 then AArch64_PCAlignmentFault() // check alignment

4 opcode = AArch64_MemSingle_read(pc, 4, CreateAccDescIFetch()) // read memory

5 // in __DecodeA64:

6 match opcode

7 0b1 @ (_ : bits(1)) @ 0b11100101 @ (_ : bits(22)) ⇒
8 // the semantics for one family of instructions, including loads LDR Xt,[Xn], from

9 // execute_aarch64_instrs_memory_single_general_immediate_signed_post_idx(n,t,...)

10 let address = X_read(n, 64) // read register n

11 let data : bits('datasize) = Mem_read(address, DIV(datasize,8)) // read memory

12 X_set(t, regsize) = ZeroExtend(data, regsize) // write register t

The PC register read and instruction fetch are done by the AArch64_MemSingle_read call on line 4.

This auxiliary function does address translation (which might involve many additional accesses)

and finally calls the Sail outcome for a single-copy-atomic physical memory read. The definition

then decodes the opcode, pattern-matching on its binary shape, with a leaf clause for each family
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of instructions. Here we show a simplified form of a family of load instructions. It involves register

reads and writes (X_read and X_set), primitive register accesses that get translated into RegRead and

RegWrite in Rocq, and another auxiliary function Mem_read for a potentially non-single-copy-atomic

memory read. This splits the read into multiple accesses if need be, does address translation for

each, and again calls the underlying Sail outcome for physical memory reads.

The ArchSem translation of this into Rocq thus defines a single value of type iMon () covering the

entire ISA model. This defines the behaviour of arbitrary top-level fetch-decode-execute instances,

not a collection of instructions with behaviour for each. Indeed, what counts as an instruction

with certain parameters, versus a family of related instructions, is a matter of presentation, not a

fundamental choice. The Arm ISA semantics does not define an abstract syntax type of instructions,

while the RISC-V semantics does; ArchSem handles both uniformly.

On the concurrency model side, instruction fetches are not necessarily coherent with data

memory accesses, without explicit data and instruction cache clean and invalidate instructions,

such as Arm’s DC and IC [64]. These give rise to CacheOp outcomes, taking an architecture-provided

cache_op, which the concurrency model uses as required.

Virtualmemory. Hardware virtual memory support translates the virtual addresses used inmost

code to the physical addresses that index physical memory. This translation is defined by page tables,

in-memory tree-like data structures, and various control registers, all managed by an operating

system and/or hypervisor. The ISA semantics defines the translation in terms of translation walks

that do register and memory accesses as required, e.g. the Arm AArch64.TranslateAddress and

RISC-V translateAddr auxiliary functions. For example, in a single-stage translation regime, AArch64

.TranslateAddress takes a virtual address and various access type information, reads the physical

address for the root of the tree from a TTBR_ELx register, and reads from the tree down to either

a leaf entry, determining the physical address, or a failure, typically indicating that the virtual

address is not mapped.

From a concurrency point of view, all this is special: information from translation walks, both

partial and complete translations, can often be cached in Translation Lookaside Buffers (TLBs), and

translations can often be done out-of-order and speculatively w.r.t. the instructions that use them.

Externally this appears as additional forms of relaxed behaviour, captured axiomatically with loose

constraints on the writes that translation reads can read from [6, 63], not with explicit TLBs. TLBs

are not coherent caches, so software has to maintain them with explicit invalidation operations

such as Arm’s TBLI instruction. The TlbOp outcome makes those visible to concurrency models.

Our interface thus has to identify the translation-walk register andmemory accesses and associate

them to the other accesses that use them. We surround the part of the translation function that can

be cached with TranslationStart and TranslationEnd outcomes. Everything between is considered

TLB-cacheable, whether it is registers or memory. The architecture-specific trans_start contains

the address and size to translate, as well as any context information required to look up an entry in

the TLB, such as process identifiers (ASID for Arm). The trans_end contains either a failure or the

physical address resulting from the translation as well as any associated attributes (device memory,

cacheability, etc.). To associate a memory access with the translation it is using, one could introduce

translation identifiers, but in our current ISA models, the translation always immediately precedes

the access in the intra-instruction semantics. Multiple translations from misaligned accesses or

load/store pair require them to be unordered with each other, as we discuss in §7.1.

Architectural exceptions. Like virtual memory, the instruction semantics captures much of the

sequential behaviour of exceptions. For example, if the above fetch-decode-execute PC alignment

check fails, the AArch64_PCAlignmentFault function will, among many other things, update the

PSTATE.EL exception level register, read the appropriate vector base address register (VBAR), and
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update the PC to the appropriate offset from that. But exception entry and return also impact the

allowed concurrency behaviour [13, 62], so have to be exposed in the interface. We add outcomes

TakeException and ReturnException for this. When taking an exception, the ISA model must identify

in an architecture-specific exn why the exception was taken; returning from an exception is just a

marker that does not need a payload.

CHERI. CHERI architectures such as CHERI RISC-V [68], CHERIoT [11], and Arm’s Morello [17],

augment memory and memory accesses with tags that identify valid capabilities, one bit of tag every

2
cap_size_log

sized and aligned bytes. Memory and tag accesses are single-copy atomic together,

and if the tag footprint is smaller than the memory footprint on a write, e.g. for non-capability

writes, all remaining tags are cleared.

3.1 Ordering and Dependencies
Relaxed CPU architectures like Arm and RISC-V guarantee that certain syntactic dependencies in the

instruction stream order memory events, such as certain address, data, and control dependencies.

Each arises from one memory-access instruction and can pass through multiple register-to-register

and branch instructions, before reaching the final memory instruction. They thus involve both

intra-instruction data-flow and control-flow, and the inter-instruction communication via registers.

The former are determined by the instruction semantics, and are then used by concurrency models

along with the latter to enforce the required ordering.

Arm and RISC-V prohibit (non-side-channel) observable value speculation, so intra-instruction

data-flow must be respected. Most intra-instruction control-flow should also be respected, for

example conditionals that decide whether to set flag values. There are a very small number of

intra-instruction conditionals that have to be weaker to allow architecturally-permitted speculation,

for example the condition that chooses which register to read from in an Arm CSEL conditional

select, and the condition that decides whether a CAS compare-and-swap succeeds or fails. From the

other direction, there are several places where the obvious intra-instruction sequential execution

order of the existing ASL/Sail code (which includes all intra-instruction data and control relations)

would be too strong: for instructions that do multiple memory accesses, register write-backs, and,

for memory writes when translation is enabled, the ordering of the address translation and the

data register reads.

For ArchSem, we need to understand:

(1) how the information of what is respected should best be expressed in the existing instruction

semantics (or some reasonable modification thereof); and

(2) how should it be represented in the ISA/concurrency interface.

For (1), we see two main options:

(i) start from all the intra-instruction data and control flow implicit in the ASL/Sail, but annotate

some conditionals as speculatable, and add some mechanism to force additional dependency,

e.g. for the memory read and write of a SWP swap instruction; or

(ii) start from the obvious sequential order, and annotate to de-order where required using

async/await constructs.

These have complementary pros and cons. (i) is attractively light in annotation, but that may make

it easy to unintentionally de-order events. (ii) requires more annotation, but we think acceptably

so, and it makes these architectural choices usefully explicit. For exploration tooling, either would

be fine for axiomatic and promising models. For operational models, (i) would make it expensive to

compute the set of next-allowable outcomes, and would create many irrelevant interleavings. For

reasoning above the model, we expect (ii) to be preferable because it has less interleaving.
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For (2), we see three main options:

(A) If the ISA were represented with a deep embedding, then one could symbolically compute

(or re-compute) the dependencies whenever required (as done with a symbolic interpreter

for an early version of Sail [31]), but such a deep embedding would make the interface much

wider and less tractable.

(B) In addition to the free monad structure, one could require an explicit function (generated

from a separate analysis of the ISA specification) that for each opcode computes its register

footprint. This is roughly what isla-axiomatic does [16], using its symbolic evaluation for

that analysis, but it is hard to scale robustly to instructions with complex dependencies, or to

make it foundational.

(C) Extend the free monad to expose the async/await constructs of (ii) (one could also define a

conversion to this representation from (i)).

Ultimately, the best choice seems to be (ii) and (C), because (C) aligns to (ii), does not require a

deep embedding, and does scale to any desired instruction execution graph. We describe a novel

async/await monad to support (C) in §7.1 along with paper maths properties to support it: we

have proved that it can represent arbitrary instruction execution graph shapes, with strict and

speculative edges where needed, for the few instructions that require it, and have an algorithm for

recognising such executions.

However, we have not yet implemented this async/await in Rocq. Perhaps surprisingly, for most

common instructions, no async behaviour is required: the required graph is a linear trace and can

be adequately represented using our free monad fMon, given minor patches to the existing ISA

definition, described below and implemented in §4.2. This means that, until the async/await monad

is implemented, we can soundly represent the whole class of linearly-ordered instructions with

the free monad. This is enough to do interesting reasoning about concurrency models, like the

theorem we describe in §6. Later we will be able to smoothly extend our free monad setup to the

async/await without changing the semantics of linearly-ordered instruction.

Linearly-ordered instructions include most common instructions one would use in litmus tests

(such as in Fig. 1) and in regular sequential programming: arithmetic instructions, branches (in-

cluding conditional branches), barriers, and single-access memory instructions.

That said, some interesting instructions cannot be represented with the free monad. For Arm,

those are: CAS (Compare and swap), CSEL (Conditional select), SWP (Atomic swap), and any instruction

performing multiple memory accesses in a single instruction, such as unaligned loads and stores,

STP (Store pair), and most scalable vector and scalable matrix (SVE and SME) instructions. These are

important for relaxed concurrency in general, but not especially relevant for our virtual memory

abstraction result, as their address translation is largely orthogonal to their concurrency.

Multiple register reads. Many instructions, in particular most arithmetic instructions, can read

multiple registers before doing anything else. In theory there is no intrinsic ordering between those

register reads, which one might think poses a problem, given we can only represent a total order

between all instruction outcomes. However, if the register reads all feed into the same set of effects

inside the instruction, then one can order them arbitrarily, as nothing from another instruction can

be ordered between them. This allows us to linearise instructions such as ADD X0, X1, X2.

Memory writes. For memory writes, the address usually comes from different register reads

than the data, and those should be unordered. One approach, previously used in operational

models [24, 26], is to use a separate outcome that announces the address of an upcoming write

without its data, MemWriteAnnounce (_ : mem_req). Then any register read that feeds into the address

needs to be ordered before this new outcome. The mem_req parameter must match exactly with the
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following write. Furthermore, since in all concurrency models data dependencies are strictly weaker

than address dependencies, we can put all the data register reads in between the MemWriteAnnounce

and the MemWrite. This means that all registers used for the address are also considered data

dependencies, but this does not change the semantics of any known model.

Branches. Lastly, we define control dependencies using PC register write outcomes: any opera-

tion before the PC write affects its value and therefore creates a control dependency to all later

instructions as they all read the PC. However, if we treated the PC as a regular dependency this

would create a strong data dependency. Therefore, we treat the PC specially (identified by the

pc_reg parameter) by making PC register reads speculative. A PC read (that happens at the start of

every instruction) can thus read a speculated value, without waiting for the previous instruction’s

PC write (a MemWrite will still have to wait for that previous PC write though, in order to respect

the control dependency).

This means that control-flow branching instructions can be linearly ordered by first reading the

PC, then reading whatever is needed to make a branching decision, and finally writing the new

PC. Non-branch instructions must write the PC as soon as possible after decoding, to not create

unwanted dependencies into the PC. This is not how current ASL or Sail specifications are written,

so modifications are required to be compatible with ArchSem (see Section 4.2).

3.2 Intrinsic Non-Determinism
ISA semantics do explicit non-deterministic choices in many places. The most obvious example is

store exclusives, that can fail non-deterministically, or succeed in certain conditions. There are also

places where register or memory values are given UNKNOWN values, e.g. when taking exceptions.

We therefore need our instruction monad to support non-determinism, making it closer to the

choice trees from Chappe et al. [20], while still being terminating. With terminating structures,

this can simply be obtained by adding a new effect to the free monad instead of a separate type:

Inductive MChoice := ChooseFin (n : nat). Definition eff_ret '(ChooseFin n) := fin n.

Definition cMon Eff := fMon (Eff + MChoice). Definition iMon := cMon outcome.

Here fin n is type of integers between 0 and n − 1. eff_ret is also overloaded on type sums

with the obvious semantics. In the definition of cMon, MChoice appears free, but it is actually always

interpreted as a non-deterministic choice, representing the same behaviour as BrD in the ctree

theory. We do not need a concept of invisible steps, because of systematic termination, so there is no

need for another type of branching like BrS. On the other hand, we restrict ourselves to finite choice,

ensuring that the problem of knowing whether a choice monad recognises a given trace stays

decidable. The distinction between finite and infinite choice is only relevant with terminating choice

monads, as one can create an infinite choice from a finite choice primitive using non-termination.

The fact that MChoice is actually interpreted appears in particular in the trace semantics of cMon.

The generated sets of traces do not contain MChoice effects, instead, when checking a trace, any

return value is possible. As a result, doing a 4-way choice or two 2-way choices in sequence give

semantically equivalent cMon objects. Concurrency models should respect this equivalence relation

and, for example, must not be able to distinguish between those two cases.

ChooseFin 0 is an interesting operation, which we’ll call a “discard” or NB (No Behaviour). It

allows an ISA model to discard an execution path as being retroactively impossible. For example,

doing a 2-way choice then a discard in one of the branches is equivalent to the fully deterministic

behaviour of always taking the other branch. Similarly, when doing a MemWrite with an exclusive

access type and the operation cannot be completed without breaking the exclusive rules, the whole

execution is discarded by the concurrency model as if the ISA model issued ChooseFin 0 instead.
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This is correct because the ISA model for a store exclusive will previously do a non-deterministic

choice of success or failure before calling the MemWrite outcome. More generally, ISA models should

always have at least one behaviour (though that might be the GenericFail below that induces

undefined behaviour), but we do not check or prove this property, other than by code inspection of

the Sail/ASL specifications.

3.3 Failure and Undefined Behaviour (UB)
Usually one thinks of UB only for high-level and intermediate languages such as C, C++, and LLVM,

where it allows optimisations to assume that the source program does not exhibit certain behaviour,

by allowing arbitrary implementation behaviour where it does not. At the architecture level, a

complete architecture specification should define bounded allowed behaviour for arbitrary initial

states: even where there is some unpredictable behaviour, e.g. for Arm page-table break-before-

make violations, it must be constrained unpredictable behaviour, otherwise there can be no security

guarantees for execution at higher exception levels. However, one often wants to work with models

that have some restricted scope, and which thereby can be simpler, or one has to, because some

feature has not yet been formally modelled.

Historically, such scope restrictions have typically been implicit. For example, early work only

considered simple non-mixed-size accesses and some limited forms of synchronisation, and later

models gradually addressed more. In each case, the scope has been described just in prose around

the model. Instead, our framework supports models that explicitly define the limits of their scope,

by flagging undefined behaviour where executions go beyond it. For example, a non-mixed-size

model should flag UB if there are any overlapping accesses that do not have identical footprint, and

a non-instruction-fetch model should flag UB if there are races between instruction fetches and

writes. Undefined behaviour can also arise from the ISA model, most simply for instructions that a

particular ISA model does not cover, and more interestingly when using an ISA model simplified by

symbolic execution (as in Islaris [57]), if the constraints assumed in that simplification are violated.

A proper notion of UB enables statements and proofs of refinement between models of differing

scope, e.g. for future proofs that a mixed-size model extends a non-mixed-size model.

The core ArchSem definitions are set up to handle UB, arising either from the ISA, where UB is

signalled in the interface by the GenericFail outcome, or from the concurrency model. In abstract-

microarchitectural operational models, identifying UB is straightforward: these build executions

incrementally, and a partial execution is UB if it reaches either an ISA or concurrency-model UB

arising from non-speculative instruction instances. Existing architecture axiomatic models, on

the other hand, only define consistency of complete candidate executions, not built incrementally.

Because Arm and RISC-V relaxed models allow cycles in program-order and reads-from, it is not

obvious how to define the allowed executions incrementally. It is thus hard to handle UBs within

individual instructions that prevent completion of the instruction and of the thread, such as a

GenericFail for an unsupported instruction, or a read of an unmapped address in a user-only model,

where there is no read value to complete the instruction.

This is a new problem that we identify in this work. We discuss in §7.2 how UB-aware axiomatic

models could be defined.

4 Instantiating with ISA Semantics from Sail
Now that we have the interface in hand, we turn to instantiating it with instruction semantics from

the authoritative full-scale ISA models. There are two aspects here: the interface types (the types that
the interface is parametric on, reg, reg_acc, mem_acc, etc.), and the instruction semantics behaviour.

The interface types are part of the interface signature, and therefore, any changes might require

adapting the concurrency model code. But the internals of the behaviour definition are abstract
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as far as the concurrency model definitions are concerned, and therefore can be changed without

impacting the concurrency models. This is a significant practical simplification: the interface types

for Arm are only around 400 LoC, plus around 1500 register definitions, compared to the 400 000

LoC of the complete Sail model.

ArchSem has been successfully linked with three ISA models so far:

• sail-arm: an Armv9.4-A model automatically translated from the official Arm ASL, updating

an earlier Armv8.6-A model and automated ASL-to-Sail and Sail-to-Rocq translators [15],

and then manually adapted to fit the interface. The manual adaption required is relatively

minor: three files changed, with 115 insertions and 86 deletions.

• sail-riscv: the official RISC-V formal model, again adapted (+133/-34 lines).

• sail-tiny-arm: a toy 5 instruction model with handwritten instruction semantics, but the

interface types imported from sail-arm, so that they expose the same interface signature.

All these models can run inside Rocq in ArchSem with the sequential model, with vm_compute.

They run at about 1 instruction per second for sail-arm, and 80 for sail-riscv, for factorial functions

combined from C, with system register values that turn address translation off. This is sufficient to

be of practical use in debugging and evaluating our framework.

4.1 The Sail to ArchSem pipeline
ArchSem expects the interface types to be provided as a Rocq module of an Arch module type. The

ArchSem architecture-generic code is written in functors that depend on that.

We added an explicit instantiation declaration to Sail so that each ISA model can specify its

own interface types, sizes and the classifier functions for architecture-specific memory access

types. Correspondingly, the Sail standard library was extended with outcome declarations, which

define the possible events that an ISA model is allowed to instantiate. We allow these outcome

declarations to be parameterised by arbitrary types, including type-level integers and constraints,

as permitted by Sail’s dependent type system. This ensures we are flexible enough to precisely

represent any architecture specific details, and enables us to use correspondingly precise types

in the Rocq translation. This system for defining architectural effects is now used across all Sail

backends, including direct compilation to an executable emulator (via C or OCaml). The outcome

statements can only appear in the Sail standard library, but having them as first-class language

constructs means the set of events the concurrency model can interact with could, if necessary,

be relatively easily extended, with some minor changes in Sail standard library and the Rocq and

Isabelle backends, as well as ArchSem’s outcome type.

The Sail-to-Rocq backend uses these declarations to create an instance of the Arch module,

including generated typeclass instances for the types. We replaced the previous Sail-to-Rocq

register access code, which was untyped and used strings for register names, with an enumeration

of registers, and use Rocq’s dependent types to check type correctness of register accesses.

We also made several improvements to the Sail-to-Rocq backend to improve performance: remov-

ing some experimental embedded proofs mirroring Sail’s type system, using a custom decidable

equality procedure generator to overcome known inefficiencies in Rocq’s built-in generator, and

improving the efficiency of the rewrite that ensures all pattern matches are exhaustive. These im-

provements were important for dealing with the increasing size of ISA models as new architectural

features are added.

4.2 Sail-Arm Modifications
We made a branch of the Sail-Arm model that implements the dependency scheme described in

Section 3.1. To manage the large scale of the Arm instruction set, the ASL model source makes
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extensive use of common helper functions, especially for memory accesses, which provide localised

places where our adaptions can be applied. To get the desired ordering for memory writes, we

added copies of the memory write functions, which take the register name as an argument rather

than the data, and perform the read after announcing the address, truncating the data to the size of

the write. The ordinary copies of the write functions now trigger an assertion to indicate that the

instruction is unsupported, which is preferable to generating false dependency information.

Similarly, we altered the points at which PC register writes occur according to Section 3.1. A new

helper function performs a normal PC update to the next instruction, and is placed at the start of

every instruction that does not branch or fault; in memory access helper functions once we know

that the access will succeed; and in the branching helper functions in the case the branch is not

taken. The model may read the PC multiple times, possibly after we have updated it, so we also

renamed the register, keeping the original name as an intra-instruction global variable for the PC

value at the start of the instruction. We add a flag to indicate whether the PC has been updated, to

detect unsupported instructions which have not been updated to the new scheme.

We patch the AArch{32,64}_TranslateAddress and AArch{32,64}_AT functions in the Sail-Armmodel

to add TranslationStart and TranslationEndmarkers. For the payload of the translation end markers,

we instantiate the result type of the interface with the existing AddressDescriptor type of the model,

which contains the output address (along with permissions and attributes) or a fault. For the

translation start maker, we define a new record type TranslationStartInfo containing the VA and

size of the access, as well as relevant information about the translation configuration, e.g. the VMID

and ASID. We obtain the latter using existing functions like AArch64_GetS1TLBContext (originally

used in the specification for modelling a TLB), which determine the translation configuration by

reading the correct system registers.

4.3 Sail to Isabelle
We have ported a version of the concurrency interface to Isabelle, and adapted the Sail-to-Isabelle

translation to generate definitions targeting it. We use these definitions to prove key properties

of the Arm architecture required for the VM abstraction theorem we present in §6. Doing this in

Isabelle allows us to adapt and reuse Isabelle libraries and tooling developed by previous work [17]

that has shown the feasibility of proving a whole-ISA security property of the Morello CHERI-Arm

architecture in Isabelle. Attempting to do this proof in Rocq would have required a prohibitive

amount of effort for us to redevelop the tooling and automation required to handle a full ISA

specification with hundreds of thousands of lines in Rocq ([17] reports around 2 person-years

of effort on developing tooling and automation, and another 2 person-years for the whole-ISA

proof itself). We describe in §6 how we combine the Isabelle proofs of key ISA properties with

Rocq and pen-and-paper proofs about the combination of Arm9.4-A instruction semantics and

memory models. This is enabled by the fact that the Isabelle and Rocq proofs use essentially the

same interface, with the minor differences mostly due to limitations of Isabelle’s type system. In

particular, we cannot have an effect-generic free monad, so we monomorphise iMon and split the

Next constructor into one per effect, e.g. Read_reg : reg � (reg_value � iMon A) � iMon A. Apart

from such technical differences, the definitions are similar enough to check equivalence by manual

inspection.

5 Linking with Concurrency Models
Now that we have defined our ISA interface and instantiated it from Sail models, we can focus on

building concurrency models above it. A concurrency model is an object that, when combined with

an ISA model, produces a full architecture model.
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5.1 Architecture Models
In Section 2 we showed a simplified definition of architecture models. The full definition is:

Inductive archModelResult (flag : Type) (n : nat) (termCond : terminationCondition n) :=

| FinalState (fs : archState n) (t : terminated n termCond fs)

| Flagged (f : flag)

| Error (msg : string)

Definition archModel (Set : Type � Type) (flag : Type) :=

∀ (n : nat) (termCond : terminationCondition n),

archState n � Set (archModelResult flag n termCond)

Informally, this means that an architectural model, for a given set type Set and a given type for

special flag results flag, is a function that, for any number of hardware threads n, and termination

condition t, takes an architectural state of n threads and produces a Set of either final states,

unspecified results, or errors. This is parameterised on the Set type to allow executable (list A) or

non-executable (A � Prop) sets (cf.Model executability below). Errors represent Undefined Behaviour
(UB), whichmeans that execution went outside the scope of the model. The string is not semantically

relevant, but is there to explain the error. The flag type ismeant to represent large but not unbounded

sets of final states that can arise in some architectures. For example, in some situations, Arm has

“Constrained Unpredictable” behaviour. In some cases one would need to precisely delimit the

large set of allowed resulting states, but it may not be feasibly computable; representing this as a

symbolic special flagged result allows us to compare executable models in the presence of such

styles of architecture specification.

Architectural states of n threads are records of n partial register maps and a partial memory map:

Definition registerMap := dmap reg reg_type. (* dependent map based on gmap *)

Definition memoryMap := gmap (bv addr_size) (bv 8).

Record archState n := {regs : vec registerMap n; mem: memoryMap}.

The maps are partial to let one appropriately restrict the scope of the model execution. If an

execution attempts to read or write any register or address that is not present, the model raises

UB. This allows modelling real systems, where not all virtual or physical addresses are bound to

physical memory, and some level of compositional reasoning.

A termination condition over n thread is just a predicate on the registerMap of each thread,

typically just checking program counter values.

Definition terminationCondition (n : nat) := (* thread id *) fin n � registerMap � bool.

Definition terminated (n : nat) : terminationCondition n � archState n � bool := ...

To relate that to real hardware, we expect that at the termination point there is sufficient

synchronisation code to observe an architectural state, as in the litmus test harness [7, 9, 60].

Note that there is no identified “program”: for an architecture semantics that covers instruction-

fetch and self-modifying code, the semantics just executes from an initial state, which includes in

the register maps the initial PC value for each hardware thread. If users do not want to deal with

instruction fetches, they can hard-code an instruction memory into the ISA model.

Model executability. ArchSem is designed to support both executable and non-executable models.

For proof – our main focus in this paper – it is typically not important whether a model is executable,

but for model exploration tools, it certainly is. One has to distinguish several related notions of

executability: executability in principle versus in practice, checking versus enumeration of the

model-allowed machine executions, and concrete versus symbolic execution.
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ArchSem ISA models are always executable (in principle and in practice), in the sense that the

next outcome of an instruction instance can be computed. However, ISA models with intrinsic

nondeterminism, such as UNKNOWN 64-bit register values, can make it impractical to concretely

compute all intra-instruction traces of an instruction instance even given concrete register and

memory read values, as one would have to branch on those values. In some cases, e.g. when checking

normal litmus tests, a reasonable workaround for this is to arbitrarily determinise most such choices

(e.g. to 0): in the Arm ASL many UNKNOWNs just represent as-yet-uninitialised values, which should

never be used before initialisation; only some represent real architectural nondeterminism.

ArchSem supports both executable and non-executable concurrency models, which then lead

to respectively executable and non-executable architecture models. Of the models in the rest of

this section, only the sequential model is executable in a strong sense, that it can enumerate the

model-allowed final states; it can run in practice on small examples inside Rocq, using vm_compute,

with the above determinisation. It should also be possible to extract OCaml for external execution.

Our axiomatic models are executable in a weaker sense: they can decide the consistency of a

candidate execution, but not enumerate the consistent candidates. This critically relies on our

executable relation library that contains formally verified implementations of the usual relational

operations (sequence, transitive closure, ...). Lifting this restriction would require a candidate

execution generator inside Rocq – a verified but perhaps performance-naive analogue of tools such

as memevents and herd. That is straightforward in principle but needs nontrivial engineering, e.g.

to connect to existing litmus-test front-ends. Similarly, our promising model can decide whether a

given memory trace is acceptable, but not currently generate them. This restriction could be lifted

similarly.

Relating models. We also define weaker and wider relations between architecture models. A

weaker model allows more behaviours on the same initial state, e.g. we expect the Arm user-mode

relaxed memory model to allow strictly more behaviours than our Arm SC model. On the other

hand, wider is about scope: a model is wider than another if it defines the behaviour of some initial

states that were UB on the narrower model, while having the same set of behaviours on non-UB

initial states. For example our Arm VMSA model should be wider than the user one because it will

define behaviours on executions modifying their own page tables, which the user-mode model

would flag as UB.

5.2 Axiomatic Models
As usual, axiomatic models are defined over candidate executions, which combine a pre-execution,
containing the program-ordered events of each thread, and data defining the communication and

synchronisation, including the reads-from relation specifying which writes each read reads from.

ArchSem defines pre-executions as pairs of an initial architectural state and, for each thread, a

list of individual instruction traces (traces of the top-level fetch-decode-execute iMon value):

Inductive fTraceEnd Eff A := FTERet (a : A) | FTEOpenCall (e : Eff) | FTEStopped.

Definition fTrace Eff A := list (fEvent Eff) * fTraceEnd Eff A

Definition iTrace := fTrace outcome.

Record preExec n := {init : archState n; events : vec (list (iTrace ())) n}.

A pre-execution is valid for an ISA model if each instruction trace (iTrace) can be individually

validated by the model. Each of those individual instruction traces can be complete, with a return

value (FTERet), or partial, either ending with an open call or after a response was provided to the

last call. We lift that distinction to pre-executions by calling them intra-instruction complete if
each individual instruction trace is complete, or intra-instruction partial otherwise (if at least one
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instruction trace is partial). Events in the pre-execution are indexed by event IDs (eid), just giving
their position in the above structure:

Record eid := {tid : nat;(* Thread ID *)

iid : nat; (* Instruction ID *)

ieid : nat; (* Instruction Event ID *)

byte : option N (* Byte index, cf §5.3, assume None for now *)}.

As usual, a candidate execution adds a reads-from relation (rf), and a coherence order over

memory writes to the same location (co). We also include the register reads-from relation rrf, and

the lxsx relation relating matching load and store exclusives. These relations are expressed as

grel eid = gset (eid * eid), which is an executable relation data-structure derived from stdpp’s

gset, for which we have developed a library of proven-computable relational algebra operators.

Record candExec (mixed_size : bool) n := (* ignore the mixed_size flag for now, cf §5.3 *)

{pre_exec : preExec n; rf : grel eid; rrf : grel eid; co : grel eid; lxsx : grel eid}.

We define all usual derived relations such as po and fr above these definitions.

Candidate executions are well-formed when all the relations have the obvious properties, for

example rf must go from a memory write to a memory read with the same address, size, and value

(ignoring mixed-size until §5.3). If a candidate is well-formed and intra-instruction-complete, a

final archState can be extracted by taking the latest register write in the program order for each

thread, and the latest memory write in co for each memory byte.

Differences. Our presentation differs from most previous definitions in two ways. First, we do

not have events to represent initial memory. Instead, it is allowed for a memory read to not be

in the range of rf, in which case it must read from initial memory, which is checked by the well-

formedness property (and similarly for rrf). This reduces the number of events, which will be

valuable in future for practical executability, and avoids the question of single-copy atomicity of

initial writes, especially for non-mixed-size models. Second, we allow our co relation to contain

more events than just memory writes. All events that can be directly observed by other threads –

for example broadcast cache invalidations – should be in co, and we leave it up to the concurrency

model to define which those are. For example, the VM axiomatic model orders TlbOp events in co.

ArchSem axiomatic models classify candidate executions into three kinds:

• Consistent and ok: this candidate is consistent. If it satisfies the termination condition, it

gives a final state.

• Consistent and UB: this candidate is consistent and flagged undefined behaviour.

• Inconsistent: this candidate is inconsistent and can be disregarded.

The combination of this with an ISA model can be lifted to a non-executable architecture model

by considering the set of candidate executions containing the initial state, that are well-formed,

valid according to the ISAmodel, and consistent according to the axiomatic model. Those candidates

produce a final state in each “consistent and ok” case (if the candidate is complete) and UB otherwise.

Concrete axiomatic models. We have written versions of five existing axiomatic models, for Arm

and RISC-V, above ArchSem:

• A sequential model.

• A regular Arm user-mode model (non-mixed-size) based on the version of Pulte et al. [50].

• A mixed-size Arm user-mode model based on Alglave et al. [4], as a diff to the above.

• A virtual-memory (VM) Arm model based on the ESOP’22 model by Simner et al. [63].
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• A user-mode RISC-V axiomatic model, from the RISC-V specification [67]

Much of this is reasonably straightforward, as it should be – mostly transcribing cat files into

similar notation in Rocq (e.g. A | B becomes A ∪ B). However, there are still some significant gaps

between a cat file and a fully defined axiomatic model. First the usual axiomatic model definitions

typically do not define register-level coherence, since they assume a candidate execution generator,

thus we have to add it. Since none of the above models support system register writes, this just

means requiring register reads to read from the po-latest write. We therefore also have to classify

any candidates with system register writes as UB. In addition, cat file models use various primitive

sets of events such as A, L, DMB, etc. We need to use the interface types to define those consistently –

simple for user-mode sets but less obvious for the classification of TLB invalidation instructions.

We also need to add more UB conditions to be sound: ISA models will issue instruction fetches

and translation table walks, which need to be handled, and in the user mode models we require

both to read from initial memory to avoid UB. In the VM model we keep that requirement on

instruction fetches but relax it on translation table walks. For that model we also need to ensure

that execution does not need mixed-size semantics, by raising UB if there are two memory accesses

that have overlapping but not identical footprints.

Furthermore, in the presence of undefined behaviour at the level of ISA models (traces ending in

FTEOpenCall (GenericFail "...")), it is possible for UB to exist only in an intra-instruction-partial

candidate execution while not being observable in any intra-instruction-complete execution, a

problem that was not considered before this work. At present to the best of our knowledge none of

the Arm or RISC-V axiomatic models from the literature support defining the consistency of an

intra-instruction-partial execution. Since our current axiomatic models are based on models from

the literature they have the same limitation. We sketch how to lift this in §7.2.

5.3 Mixed-size Candidate Executions
Representing mixed-size candidate executions presents an additional complexity: for an aligned

(single-copy-atomic) access, the ISA model will issue a multi-byte memory read outcome, but the

official Arm mixed-size axiomatic model expects one memory read event per byte. This breaks the

assumption we made so far that ISA events (iEvent) always exactly match axiomatic model events

(eid). However the ISA model issuing a MemRead in a single block is semantically significant, because

it declares the read is a single-copy-atomic (SCA) access, which would have different semantics if

split per byte. We therefore give up the 1:1 mapping between iEvent and eid.

In order to split MemRead events per byte, we use the byte field of eid to allow multiple eid pointing

to the same MemRead event. Each of those eid represent a different axiomatic model event. For all

other event kinds, only the eid with byte = None is valid. Unlike Alglave et al. [4], we do not split

writes, because we observe that, in their Arm model (and, we expect, other reasonable models),

individual write bytes cannot be separated by the ob order, and minimising the number of events

will improve tool performance in future.

This changes the wellformedness condition and eid indexing scheme of candidate executions in

several minor ways, so we use the mixed_size type-level parameter to distinguish whether a given

candidate execution should be interpreted as mixed-size or not. Mixed-size executions are used to

define our mixed-size model, that otherwise follows [4].

5.4 Sequential Model
We wrote an operational Arm uniprocessor sequential model as a simple example concurrency

model satisfying the previous shape – it just throws an error if there is more than one thread. This

model can be used as a sanity check: any sensible Arm concurrency model should be wider than
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the sequential model, otherwise it is breaking sequential programs. It can also be used to validate

ISA models experimentally on sequential tests.

The basic definition is straightforward: a state transition system where the state is just an

architectural state (archState), and each transition runs an entire instruction, outcome by outcome.

For all the register and memory outcomes it just does the immediate corresponding lookup or

modification of the state; the other outcomes are no-ops.

However, even here there are some subtleties in how to implement such a model. If we only did

the above, it would be unsound with respect to the architecture, due to various system aspects that

create concurrency even within a single hardware thread, but following the ArchSem design, the

model should identify the limits of its valid scope. First, the sequential model must forbid writes to

system registers, because they have relaxed single-threaded behaviours. Second, since instruction

fetches and translation table walks are both from non-coherent caches, we need to forbid them

to read from modified memory. The model can achieve this by tainting any memory byte that

has been modified since the initial state, and, if any of those two kinds of accesses are made from

tainted memory, declaring UB. With those two concise modifications, the sequential model should

be sound with respect to real system-level concurrency models. We can run this model against all

our Sail ISA models on simple programs to check that our Sail import pipeline is correct.

As an initial exercise of the ArchSem definitions for proof, we proved in Rocq the operational

sequential model’s soundness w.r.t. the SC axiomatic model, for non-mixed-size executions. This

uses a slightly older version of the framework. We made heavy use of our extensible automation

tactics, which have been augmented alongside the proof; these substantially eased the proof.

5.5 Promising Model
We have also defined an ArchSem version of the user-mode promising model by Pulte et al. [51].

Our version is a non-executable model, though it is able to decide whether a given memory history

is admissible by executing each thread independently against it.

Promising models are state transition systems with two kinds of transition: either promising

a new write and adding it to the memory trace, or running an entire instruction on one thread.

The various ordering constraints that appear in axiomatic models are represented with timestamps

that refer to some global time. We implemented both a “non-certified promising” model, where

promising transitions can be made in an unrestricted manner, but a promising trace does not

produce a final state unless all promises have been fulfilled, and a “certified” version that defines

the set of allowed promise from sequential evaluation of the model. For the latter we support a

sound but restrictive concept of UB.

These instruction transitions are executable, which means that, given a memory trace, our model

can compute its validity. This is achieved by interpreting the ISA monad against an effect handler,

like the sequential model. However, this interpreter is more subtle: it tracks an instruction wide

timestamp to represent the order imposed by iio, then read operations (register or memory) update

the value (by doing a max), and register writes store this timestamp back into the state. For memory

writes the handler tries to fulfil an existing promise, and adds a new memory write at the end of

the trace otherwise. Barriers work as in the original model.

6 Virtual Memory Abstraction Theorem
To exercise ArchSem, we prove an important property about the Arm architecture that was not

previously precisely stateable, let alone provable – specifically, about the combined Armv9.4-A ISA

and the axiomatic relaxed virtual memory model of Simner et al. [63].

Architectures are designed so that system software, such as language runtimes, operating systems,

and hypervisors, can use them to provide simpler and more constrained abstractions to user code.
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For operating systems, one key abstraction that the OS and architecture together must provide is

that of virtual memory. Arbitrary user code running in a user-mode process should behave as if it

has a specific partial memory space, with some addresses mapped to physical memory but (except

where specifically permitted) without access to the physical memory of other processes, or the

OS itself. Moreover, it should behave as if running above a user-level relaxed concurrency model,

without any of the relaxed-memory complexity of address translation accesses, TLBI invalidation,

etc., and without any of the instruction semantics complexity of translation walks, beyond the

extensional address translation function they define. The actual physical addresses used should

not be observable. In particular, once the OS jumps to user-mode (EL0 in Arm), then, under some

conditions on the virtual-memory control registers and page tables being set up properly, the EL0

program should behave according to the user-mode abstraction.

Note that this is a property solely about the architecture, that captures whether the virtual

memory architecture is well-designed. It can be stated and proved without considering any specific

OS – though the preconditions of the theorem should be established by an OS (and that fact verified

by a verified OS). In future, one might hope for theorems like this to be reused, at the heart of

verified stacks and providing important feedback to architecture design.

The important direction is soundness: that the system architecture, with constant well-set-up

page tables, does not permit any behaviours of the EL0 execution that the user-mode model doesn’t

allow. This is critical for application-level programmers to be able to safely use the user-mode

abstraction. The other direction, “completeness”, would assert that all behaviours allowed by the

user-mode model can be observed on a constant page table setup running on the system-level

architecture. This would ensure that the user-mode model is not unnecessarily weak, but it is not

important for safety, or for reasoning about user code. In this work we only prove soundness,

although we are confident that completeness would also be achievable.

There could be many different versions of such a theorem, e.g. allowing controlled sharing

between processes, or for processes to request and receive additional mappings for the OS. In

this paper we prove a relatively simple form: for a specific class of system register and page

table configurations that fix a constant mapping. In the absence of an Arm model that combines

virtual memory, self-modifying code, and exceptions, we handle just the former and assume the

absence of the latter two. Moreover, because the virtual memory model [63] does not support

mixed-size, we assume the absence of mixed-size accesses. Under these assumptions, we show that

any consistent system-level intra-instruction-complete execution can be lifted to a consistent and

intra-instruction-complete user execution with a matching final state. We do not consider the case

of intra-instruction-partial executions as their consistency is not yet defined, thus, in this section,

any executions mentioned are always implicitly intra-instruction-complete.

As we have described, the definition of whole-architecture semantics involves challenges of

different kinds, arising from the scale of the ISA semantics and the subtlety of the relaxed concur-

rency semantics. Precisely stating and proving this theorem has corresponding challenges, which

we handle in correspondingly different ways.

The main challenge is establishing the necessary facts about the ISA: that (in an appropriate con-

figuration) any memory access uses a physical address that arises from an address translation, that

any such translation matches a functional characterisation of the ISA translation-walk definition,

and various related properties. To prove these, we extend infrastructure from earlier work proving

whole-ISA security properties of Sail models as exported to Isabelle [17]. That used an OCaml tool

that does some analysis of a Sail ISA definition, and generates a topologically sorted list of Isabelle

lemma statements and proofs, that all functions within the definition have the properties we need.

Most are proven with a single tactic that does decomposition, along with some special logic to
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establish, for example, the well-bracketedness of translation markers. Only some of those proofs

needed manual tweaking. This strategy and tooling makes the proof feasible despite the scale. The

430k LoC Sail ISA semantics is automatically translated to a 1.2M LoC Isabelle definition. The above

tool generates 50k LoC of lemma statements and proofs, to which we had to add around 10k LoC

of manual definitions and proofs. Running the proof takes around 3 hours (see §6.4).

The proof about the concurrency model is subtle, and would be very error-prone to do by hand,

but is much smaller. The challenge here was more that of setting up the ArchSem and concurrency

model definitions right, and in a form usable for proof, along with adequate proof automation,

which made the proof robust in the face of changes to the definitions, e.g. to the axiomatic model.

This combination forces us, pragmatically, into combining results from multiple provers. In an

ideal world, mechanised proof would be entirely within one system, and in principle one could

explore whether that Isabelle proof automation is reproducible in Rocq, or develop an Isabelle

version of ArchSem as a whole. The first might require multiple person-years, based on prior Isabelle

experience, while the second would sacrifice the possibility of using the resulting definitions within

Iris, and one would have to work around the lack of dependent types. Thus, regrettably, neither

seem viable at this point. Moreover, the Isabelle and Rocq versions of the instruction semantics

share the same narrow ArchSem interface, which can be checked to correspond by eye; both are

autogenerated from the Sail model; and the Rocq proof about the concurrency model is entirely

parametric on the ISA model, requiring no assumptions on it beyond it being well-typed. There is

the possibility of discrepancies, but the risk of those hiding an error in the architecture that would

falsify the intended property seems relatively small.

We combine the two mechanised results with a relatively small and straightforward body of

paper maths. At the time of writing this relies on some additional assumptions about the ISA –

these are relatively minor and should similarly be provable with our Isabelle infrastructure. The

supplementary material to this paper [45] details these assumptions and contains all our proofs.

6.1 Theorem Statement
The theorem establishes that a user-level model, UM, is a sound abstraction of an underlying

virtual-memory system model, VM. The system model is simply the combination of the sail-arm

Arm9.4-A ISA model with our version of the VM axiomatic model of [63].

To define a user-level architecture model, we need a user-level ISA model that does memory

accesses directly on virtual addresses, with no address translation. One could define that by editing

the model source (replacing AArch64.TranslateAddress with an identity function), but that would

require having two entire ISA models in the Isabelle session, which is a lot of duplication and would

significantly complicate the proof. Therefore, we chose an alternative technique: we construct the

user-mode ISA by writing a wrapper around the VM ISA model to erase system details, including

translation table walks and translation register accesses. We have defined in Isabelle a list of

translation registers affecting the translation process (such as TTBR_EL1 or TCR_EL1), and proved it

to be complete. Then the wrapper can internally handle translation table walks and translation

register accesses by fulfilling those outcomes with a given translation partial state, re-exposing

user-level outcomes such as general purpose register accesses and explicit memory reads and writes,

but using virtual addresses. Thus, for a given translation partial state, we can define the entire

user-level model, UM, as the combination of that constructed UM ISA model and our existing Arm

user-mode axiomatic model.

To relate the behaviour of the VM and UM models, we want to relate their consistent executions,

but since they have different ISA models, these are of different shapes. We relate them by lifting VM
executions into UM executions. This includes lifting the VM initial state into a UM initial state. The

former describes memory over physical addresses while the latter is indexed by virtual addresses
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(it thus only contains what is accessible via virtual addresses, which will not include the pagetables

themselves). These virtual and physical addresses are related by a translation characterisation func-

tion ttw_charac, defined in Isabelle, which gives a (proven correct) mathematical characterisation

of the Sail-Arm ISA translation-walk function’s behaviour, within the configurations we target. It

takes a partial memory and register state, and returns (roughly) the partial function from virtual

addresses to physical addresses denoted by the page tables and system register values of that state.

The lifting of the instruction traces of VM executions is done with a trace erasure function, also
defined in Isabelle, which takes a VM trace and erases all translation events.

We can now state our soundness theorem:

Theorem 1 (VM Abstraction). Given a translation partial state, comprising translation registers
and page table memory, such that:

• Configuration: The translation register configuration is supported. In particular, we presume a
translation configuration with 48-bit input addresses, 48-bit output addresses, 4KB pages, no
stage 2 translation, and certain architectural features disabled.

• Injectivity: No two virtual addresses are mapped to the same physical address.
• No self-mapping: The page tables do not map themselves.

yielding a UM ISA model via the construction described above, and given a VM well-formed consistent
execution such that:

• Matching translation registers: All translation registers in the initial states of all threads
match the given translation partial state.

• Matching page tables: The initial memory of the candidate contains the page tables of the
given translation partial state.

• EL0: The execution remains at EL0 – the theorem covers execution up to the instruction before
any context switch, with no exceptions and thus no page faults.

• No abort: There are no physical memory aborts, all memory accesses completed successfully.
• No MSR: No MSR instructions.
• No CacheOp/TlbOp: There are no cache clean or invalidate instructions (DC, IC, TLBIs).
• No AT: There are no AT explicit address translation instructions.

Then the lifting operation succeeds to give a UM candidate execution that:

• is well-formed;
• is consistent with both the UM ISA model and the UM axiomatic model; and
• whose final state is the lifting of the VM execution final state.

The last three preconditions should follow from the EL0 requirement, but we have not proved

that at present.

6.2 Proof Outline
To prove Theorem 1, we decompose into two phases. We define an intermediate UMpa model

by joining the full Armv9.4-A ISA with our user-mode axiomatic model. This still describes an

execution in terms of physical addresses but requires all translation reads to read from initial

memory. Phase 1 of the proof establishes soundness of the UMpa model with respect to the VM

model. It is proven in Rocq, except for one paper-math lemma saying that if the page tables do not

map themselves, then translation reads are from the initial memory. Phase 2 establishes soundness
of the UM model with respect to UMpa. It is much smaller and simpler than the above and is done

in paper math [45]. Both proofs depend on various whole-ISA model properties that are proven in

Isabelle, the main part of the proof effort.
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6.3 Whole-ISA Properties
To give a flavour of the Isabelle whole-ISA properties, we describe the most important briefly.

Lemma 2 (Translation characterisation). For any VM ISA trace satisfying the assumptions
of Theorem 1, for any sub-trace st from a TranslationStart to a TranslationEnd, for any register and
memory maps, satisfying our system register assumptions, if all reads in st come from those maps,
and there are no writes, then applying ttw_charac to the VA from the TranslationStart gives the PA in
the TranslationEnd.

Lemma 3 (Translation footprint property). For any VM ISA trace satisfying the assumptions
of Theorem 1, any non-translation-walk memory access is preceded by a successful translation, with
the footprint of the translation result containing the footprint of the memory access.

Lemma 4 (Trace erasure properties). For any VM ISA trace satisfying the assumptions of
Theorem 1, the trace erasure succeeds and the produced trace is valid for the UM ISA model.

6.4 Scale
The non-whitespace line counts for our definitions and proofs (available in the supplementary

material [45]) are below, where
G
signifies automatically generated code. Typechecking ArchSem

and checking the Rocq proof takes around 1 minute; typechecking Sail-Arm in Rocq takes 6m25s

on an i7-10710U; typechecking Sail-Arm in Isabelle takes around 2 hours; and checking the Isabelle

proof takes around 3 hours, on an Intel Xeon W-2145, with peak memory consumption around

60GB. The ISA models are largely prior work, see §4 for the patches we had to apply.

ArchSem framework

arch-generic framework 2 912

common infrastructure 6 627

of which:

Relational algebra library 780

Free monads library 802

ISA models ASL Sail Rocq Isabelle

sail-arm 316 052 433 530
G

831 995
G

1 170 615
G

sail-risc-v n/a 22 954 140 086
G

146 177
G

sail-tiny-arm n/a 798 3 968
G

5 362
G

VM abstraction proof

Rocq Manual VM axiomatic model proof 395

Isabelle Handwritten characterisation 738

Manual characterisation proofs 3 243

Manual whole-ISA proof 3 478

Auto-generated whole-ISA proof 50 304
G

Translation erasure proofs 2 309

Infrastructure 1 674

Total Isabelle proofs 61 746

Paper Top-level paper proof 550

Concurrency models

Arm user axiomatic 187

Arm user promising 549

Arm VM axiomatic 569

RISC-V axiomatic 170

Sequential 161

7 Future Directions
7.1 Beyond Linear Instructions to Intra-Instruction Parallelism
As highlighted in §3.1, some instructions need non-linear intra-instruction ordering, including

CAS, CSEL, and SWP, that Arm give specific non-linear shapes for, and any instruction that does

multiple memory accesses. This includes instructions such as STP (store pair), scalable vector and

scalable matrix (SVE and SME) instructions, and any instruction that does unaligned memory

accesses, which are split into multiple single-copy-atomic accesses. Each might involve address

translation – each with its 20+ translation-table-walk accesses – and these translations are not

ordered with each other. Moreover, these accesses can give rise to memory faults, which take the

whole instruction to an exception-raising path. We thus need to express the appropriate lack of

ordering, or intra-instruction parallelism, for all these. It would not suffice to support just fork-join

intra-instruction parallelism, as some of the above shapes are not expressible with that. We envisage

expressing this by replacing the iMon monad above with a novel async monad:
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Inductive aMon A (future : Set � Type) :=

| ARet (ret : A)

| ANext (call : outcome) (k : oret call � aMon A future)

| ASync (T : Set) (other : aMon T future) (k : future T � aMon A future)

| AWait (T : Set) (f : future T) (k : T � aMon A future)

| ASpec n (f : future (fin n)) (k : fin n � aMon A future)

This lets one start an asynchronous effectful computation, which can then be awaited on, either

with AWait, to create a strong intra-instruction order iio edge, or with ASpec, to only create a weaker

(speculative) iio_spec edge. This supports arbitrary dependency graphs. As for iMon, we have an

algorithm that can validate whether a parallel analogue of an instruction trace matches an aMon A.

To use this within the ISA semantics the most straightforward approach would be to add explicit

annotations, in the Sail or ASL code, where non-linear ordering is required. It is good to do this

explicitly, as each is an architectural choice, but for non-vector instructions very little is needed –

mostly in the generic memory access and translation walks, and for the above three instructions.

7.2 Axiomatic Partial Executions
As highlighted in §3.3, to properly handle UB in axiomatic models, one has to adapt conven-

tional notions of axiomatic candidate execution, and axiomatic model definitions, to support

intra-instruction-partial (and instruction-level partial) executions. To achieve this incrementality,

we envisage reintroducing some operational-model concepts into axiomatic models – but in as

minimal a form as we can, without an axiomatic event for every operational transition. We give

the approach here, but do not develop concrete axiomatic models using it.

Operational models construct partial traces incrementally: to add a new committed event to

the partial trace the model must justify that no unfinished po-previous instruction could issue

an outcome that must be committed before the new event is committed. One can view Arm’s

locally ordered before lob and ordered-before ob as describing a read-satisfaction order. To lift the

operational notion “A must be committed before B” into the axiomatic world, we define tco (thread

commit order) and gco (global commit order) as analogues that describe the commit order: the order

in which outcomes are marked as definitive/non-restartable. We proved that gco is acyclic on any

consistent complete execution, as a sanity check that it is a sensible order.

Definition tco := (lob | ctrl | addr;po)+.
Definition gco := (tco | rfe | co)+. (* not fre *)

Using those, we can define the consistency of a partial candidate execution by requiring – in

addition to the usual consistency axioms – that for any partial intra-instruction trace t in the

candidate, for any event that instruction might do, this event would not be tco before any event

po-later in the partial candidate execution. For example, if the potentially added outcome is a

register write, a po-later register read that would be required to read from that write would then

be rrf ⊆ tco after that write, therefore the partial execution would not be consistent. Exposing a

bound on the events that a partial instruction instance might still do will require additional support

in the interface. The definition leaves the semantics of complete candidates unchanged.
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