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*an organized criminal

the NSA
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VWhat are we trying to
achieve?

Protection from

*a bored University student
*a tabloid journalist

*an organized criminal

the NSA

Protection of

*a student’s photo archive

* the heir to the throne's email
*the University financial system
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| A CRYPTO NERDSS WHAT WOULD |
IMAGINATION ACTUALLY HAPPEN:

HIS LAPTOPS ENCRYPTED. H'S LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOLLAR DRUG HIM AND RIT HIM WITH
CLUSTER To CRACK \T- THIS $5 WRENCH UNTIL

\ NO GOOD! [T’ HE TEUS LS THE PASSWORD.

1096 -BIT REAL \ GOT 1T
BLAGT, OUR )
EVIL PLAN

1S FOILED! O O )

A

http://xkcd.com/538/

Licensed under a Creative Commons Attribution-NonCommercial 2.5 License http://creativecommons.org/licenses/by-nc/2.5/
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Option one:
Forget passwords

User-id: |jw3s

override login options for this session?

Submit Cancel

[h%|p]
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Option two:
A single, fixed password




Option three:
Distribute a list




Option four:
Central verification




Option five:
Kerberos (or similar)




g_g UNIVERSITY OF Raven Authentication
¥ CAMBRIDGE Service

University of Cambridge > Computing Service > Raver

The web resou you requestad requires yoL
identify )
resource Is provided by the website

yiki.csx.cam.ac.uk. Y( ould only pro

If you are happy to be i« hied to thes site

overnde login options for this session?

Submit Cance

our web browser when |
aices that reque
password to anyo
svith URLs that start https://raven.cam.a
& repont attemplts 10 obtain your password by other

means
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Authentication Heqguired .
Raven Authentication
r name and password are Service
being requested by
http://mnementh.csi.cam.ac.uk.
e site says: "Login with your

en userid and ;:h_;'.".,.\_.:j[(i' The web resource yOu requested raquires yoL

resource is provided by the web

~aM.ac . uUx

ovarnde login options for this session?

Submit

Always quit your web browser when you have fims
ccessing semces that requere 3 Jo

) an password 1o anyone and only 27 it on web

pages with URLs that start https://raven.e a

Please repont attempts 1o oblain your password by other

means

an
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help
x| . .
“HTY OF Raven Authentication
A user name and password are IDGE Service
being requested by ige > Computing Servit
http://mnementh.csi.cam.ac.uk.

Authentication Reqgured

ys: “Login with your
d and password"
Ou
User Name o rce s provded by the web
*SX.cam.ac.uk

Password

= lerminal
File Edit View Terminal Tabs Help

tions for this session?

[jw35@scorpius jw35]$ ssh wensum.csx.cam
Password:

b

means
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. . X . help
Authentication Reqgured

A . .
“=HTY OF Raven Authentication
user name and password are IDGE Service
':]J':‘St':‘d bv dge > Computing Service >
nnementh.csi.cam.ac.uk.
3ys: "Login with your

d and password'

U

lerminal
File Edit View Terminal Tabs Help

[jw35@scorpius jw35]$ ssh wensum.csx.cam.ac.uk
Password:

=" lermnal
File Edit View Terminal Tabs Help

jw3S@mnementh:~$ kinit
Password for jw35@UXSUP.CSI.CAM.AC.UK:
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| | help |
TY OF Raven Authentication
IDGE Service

be iINg reque ste d b dge > Computing Service
http:/ n‘nem—:nth.r.; .cam.ac.uk.
The site says: "Login with your

rd The web resource you requested r—-}mws you to

Raven usend ‘—Lﬂ(i p.—l'n‘w.‘.i? (

Authentication Heqguirea

A user name and password are

jdentify ,"Uf‘f‘
resource IS provided by the website

~am.ac .uk. You should ¢

User Name

f you are happy to be identf »-d 0 ths site

Password ‘

= ferminal e o 33
File Edit View Terminal Tabs Help
[ jw35@scorpius jw35]$ ssh wensum.csx.cam.ac.uk
Password: Cance
{—@ lerminal
File Edit View Terminal Tabs Help B e o o daclons
jw3S@mnementh:~$ kinit fony emer 8 on wet
Password for jw35@UXSUP.CSI.CAM.AC.UK: ur password by other
= Terminal e
File Edit View Terminal Tabs Help

jw35@mnementh:~$ telnet mono.org
Trying 166.84.7.123...

Connected to mono.org.

Escape character is '*]'

fions for this session?

NetBSD/1386 (muon.mono.org) (pts/29)

login: jw35
Password:
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| _help |
TY OF Raven Authentication
A user name and password are IDGE Service
eing requested by dge > Computing Service
http://mnementh.csi.cam.ac.uk.

Authentication Heqguirea

he site says: "Login with your

Raven userid and password* The web resource you requested requires you to

jdentify yourself his

resource IS provded by the websit

SX.cam.ac.uk. YOU SHou

If you are happy to be identfied to this site

ferminal = &
File Edit View Terminal Tabs Help

[ jw35@scorpius jw35]$ ssh wensum.csx.cam.ac.uk
Password: Cance

= lerminal
n you have fimshed

File Edit View Terminal Tabs Help entication. Do not disclose

d only enter 1 on weab

ions for this session?

jw3S@mnementh:~$ kinit YO . Cam. 80.ul
Password for jw35@UXSUP.CSI.CAM.AC.UK: ur password by cthes
= Terminal e 30
File Edit View Terminal Tabs Help
jw35@mnementh:~$ telnet mono.org
Trying 166.84.7.123...

Connected to mono.org.
Escape character 1s '*]'.

NetBSD/1386 (muon.mono.org) (pts/29)

login: w35
Copyright 1989-2005. PINE i1s a trademark of the University of Washington.
HOST: ppsw-lh.csi.cam.ac.uk USER: jw35 ENTER PASSWORD:
€ Help
8 Cancel Accept
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Authentication Required | ' S
TY (‘)l: Raven Auther /' Enter password for jw35@csi.cam. ac.uk/
IDGE **7 Work (XMPP)

A user name and password are

being requested by dge > Computing Service
http://mnementh.csi.cam.ac.uk.
The site says: "Login with your

Raven usernd .-iﬂl'i ;::.—;'s'-m.-::r(i'

The web resource you requested requires

identify yoursel

resource is provided by the website

SsX.cam.ac.uk. 10U ShHoux

If you are happy to be identified to this site

lermnal e =63 !\""'
File Edit View Terminal Tabs Help
[ jw35@scorpius jw35]$ ssh wensum.csx.cam.ac.uk
Password: Cance
@ lermnal e (2|83 Tr
Fle Edit View Terminal Tabs Help R e Do bt daciens
d only enter 1 on weab

jw3S@mnementh:~$ kinit raven.cam.ac.ul
Password for jw35@UXSUP.CSI.CAM.AC.UK: OIS by othe

= ferminal = e =y
File Edit View Terminal Tabs Help

jw35@mnementh:~$ telnet mono.org
Trying 166.84.7.123...

Connected to mono.org.

Escape character 1s '*]'.

ions for this session?

NetBSD/1386 (muon.mono.org) (pts/29)

login: w35
Copyright 1989-2005. PINE i1s a trademark of the University of Washington.
HOST: ppsw-lh.csi.cam.ac.uk USER: jw35 ENTER PASSWORD:
€ Help
8 Cancel Accept
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Piagin

| '
TY (‘)1: Raven AUthe' / Enter password for jw35@csi.cam.ac.uk/
IDGE **7 Work (XMPP)

Authentication Reqgured

A user name and p:"SS'-‘;Crd are
being requested by dge > Computing Service > Raver
http://mnementh.csi.cam.ac.uk.
The site says: "Login with your

The web resource you re Authenticate to Kerberos
identify yoursek
resource Is provded by t

sX.Cam.acC.u

Raven userid and password'

Please type your Kerberos password

If you are happy to be 1d¢

Name: jw3S

lermnal l! — !][! a !“! X !]
File Edit View Terminal Tabs Help

[ jw35@scorpius jw35]$ ssh wensum.csx.cam.ac.uk
Password:

= lerminal
n you have fimshed

File Edit View Terminal Tabs Help ventication. Do not disclose

jw3S@mnementh:~$ kinit GETH%TEffff%..
Password for jw3S@EUXSUP.CSI.CAM.AC.UK: UF passwoed Dy othe

= lerminal [! - !“! a !“! x !]

Realm: UXSUP.CSILLCAM.AC. UK

File Edit View Terminal Tabs Help

jw35@mnementh:~$ telnet mono.org
Trying 166.84.7.123...

Connected to mono.org.

Escape character 1s '*]'.

NetBSD/1386 (muon.mono.org) (pts/29)

login: w35
Copyright 1989-2005. PINE i1s a trademark of the University of Washington.
HOST: ppsw-lh.csi.cam.ac.uk USER: jw35 ENTER PASSWORD:
€ Help
8 Cancel Accept
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HIGONT

Authentication Heguired

TY OF Raven Auther / Enter password for jw35@csi.cam.ac.uk/

A user name and password are IDGE sy Work (XMPP)

b«:~|r‘q r«:'qm:'sted b\r dge > Computing Service > Raven
http://mnementh.csi.cam.ac.uk. e
The site says: "Login with your -

Raven userid and password*

The web resource you re Authenticate to Kerberos
jdentify yourse¥
User Name resource IS provded by t

(. Cam.ac . u

Please type your Kerberos password

if you are happy to be ide

Password

Name: jw3S

= ferminal ) 034
File Edit View Terminal Tabs Help
[Jw35@scorpius jw35]$ ssh wensum.csx.cam.ac.uk
Password: Connect to maementi SN
= ferminal [ 4E00) 34 |
n you have fimshed

File Edit View Terminal Tabs Help rentication. Do not disc
. .. d only enter 1 on web
jw3S@mnementh:~§ kinit faven.cam.ac.us The server mnementh.csi.com.ac.uk at Login with your Raven

Password for jw35@UXSUP.CSI.CAM,AC.UK: ur password by other  Userid and password requires a usemame and password.
Warning: This sarver 5 requasting that your username and
ar- - W password be sent in an insacure manner (basic authentication
@ rd’llml-lj [m]lt!][éﬁ%] withowt & secure (c{m(bon)u ’ o

File Edit View Terminal Tabs Help T a ]

jw35@mnementh:~$ telnet mono.org Password: |

Trying 166.84.7.123...  Remember my password
Connected to mono.org. -

Escape character 1s '*]".

ralm:  UXSUP.CSILCAM.AC.UK

NetBSD/1386 (muon.mono.org) (pts/29)

login: w35
Copyright 1989-2005. PINE i1s a trademark of the University of Washington.
HOST: ppsw-lh.csi.cam.ac.uk USER: jw35 ENTER PASSWORD:
€ Help
8 Cancel Accept
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HIagn

Authentication Reguired ) '
TY OF Raven Auther / Enter password for jw35@csi.cam.ac.uk/

IDGE *+7 Work (XMPP)

A user name and password are
b|:~|r‘q FC‘QJC‘StC‘d b)’ dge > Computing Service > Raven
http://mnementh.csi.cam.ac.uk. P
The site says: "Login with your B
Raven userid and password'

Authenticate to Kerberos

The web resource you re
jdentify yourself ‘
resource is provided by t

User Name
er Nam: Please type your Kerberos password

WiK1l .(¢ X.Cam.acC.u
Password If you are happy to be ide

2
jwis

(=] Terminal e o34

File Edit View Terminal Tabs Help

[jw3S@scorpius jw35]$ ssh wensum.csx.cam.ac.uk
Password:

= Terminal (i) ) 34
In you have fimshed

.E'le .E.d|t !ieW Ierminal Tabs .tl.elp hentication. Do not disc

d only enter 1 on web

UXSUP.CSILCAM.AC.UK

jw35@mnementh:~$ kinit raven.cam.ac.ul The server mnementh,csl.cam,ac.uk at Login with your Raven
usernd and password requires a usermname and password,

Password for jw3S@EUXSUP.CSI.CAM.AC.UK: ur password by othe
= lerminal
File Edit View Terminal Tabs Help T ra ]

jw35@mnementh:~$ telnet mono.org Password: |

Trying 166.84.7.123...  Remember my password
Connected to mono.org. -

Escape character 1s '*]".

} ‘ R
NetBSD/1386 (muon.mono.org) (pts/29) ‘ Ubuntu

login: w35
Copyright 1989-2005. PINE is a trademark of the University of Washing®

HOST: ppsw-1lh.csi.cam.ac.uk USER: jw35 ENTER PASSWORD:

€ Help ‘ -
8 Cancel Accept E————

Warning: This sarver 5 requasting that your username and

> password be sent in an insecurs manner (basic authentication
[E][] [Ii‘ﬁ'] without & secure connection)
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| help |
g_g INIVERSITY OF Raven Authentication
CAMBRIDGE Service

f Cambridge > Computing Service > R

Please type your Kerberos password

lermnal

File Edit View Terminal Tabs Help

jw35@mnementh:~$ kinit
Pass ord for jw35@UXSUP.CSI.CAM.AC. UK:

<_ ubuntu

Password
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Other problems




Other problems




Other problems




Other problems

2-




Other problems

0




Where do we go from
here!




