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dependence

▪ Critical digital infrastructure

▪ Vulnerability





agency

▪ Who even knows what?





asymmetric power

▪ Redress





indistinguishable from magic

▪ Does anyone at all actually understand





10000 papers can’t even be wrong

▪ How would anyone know?



why are we in such a rush anyhow?…



Past, present, future: 

Trustworthy Digital 

Infrastructure for Identity 

Systems – A worked 

example



– Looking 

– Forward



– Trustworthy Digital Identity

• $5M project on Trustworthy Digital Identity, 
led by Carsten Maple and Jon Crowcroft. 

Now $9M 

• A large group of multidisciplinary 
researchers. 

• Turing Interest Group one of key successes

• The incentives to misuse, commit fraud, 

breach or manipulate these systems are 

growing with their scope. We need to 
confront evolving risks & evocative issues

• Trustworthiness not trusted systems



Challenges

• Manyfold 
• Privacy

• Security

• Fairness
• Explainability

• Robustness



The Framework for trustworthy system design

Six facets
Measurable features & 

attributes

Creative Commons licence



A comprehensive framework for establishing the 

different assurance levels of an identity system in

terms of its system components, information system

flows, physical and logical processes, and information 

systems.

Accompanying assessment tool is ready for use. 

Comprises of 381 metrics across 65+ mechanisms amalgamated of standardisation 

documents, best practices, guidelines and codes, e.g. ISO27000x / NIST CFS/ 

NIST SP80xx family / ETSI 319411 / GDPR / ISO 29146 29115 / MAGERIT/ MITR

Reviewed by members of World Bank, ID4Africa and Aadhaar teams.

In-country testing and release to community expected over late 2024.



Fairness

–Improving fairness of 

systems

Howard, J.J. et al., 2020. 

Quantifying the Extent to Which 

Race and Gender Features 

Determine Identity in 

Commercial Face Recognition 

Algorithms. arXiv preprint 

arXiv:2010.07979.



Trustchain: 

Trustworthy 

Decentralised/Federated 

Public Key Infrastructure – 

an example service 

prototype





Digital ID Credentials & Attributes





“
The trust framework aims to make it easier and more secure 

for people to use services that enable them to prove who they 

are or information about themselves. It is a set of rules for 

organisations to follow if they want to provide secure and 

trustworthy digital identity and/or attribute solutions . […]

This document does not […] provide a technical 

architecture for digital identity and attribute.”     

   

                    





Use case: Medical licence

General Medical 

Council (Issuer)
Employer (Verifier)

Holder
Holder

Employer (Verifier)

Verifiable Data Registry
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Use case: Medical licence

General Medical 

Council (Issuer)
Employer (Verifier)

Holder
Holder

Employer (Verifier)

Trustchain

Department of Health 

& Social Care

Central authority

HM Govern men t

gov.uk

DHSC

gov.uk

GM C

gm c-uk.org

root

dDID

dDID





Decentralised Public Key Infrastructure

Trustchain employs decentralised networks 

and protocols to create a digital twin of 

existing hierarchical trust relationships.

















Trustchain resources

Open-source code: mobile and desktop apps

Demo video

Articles & technical notes



Trustchain: Possible Next 

Steps

• Replace verifiable time stamp source.
Current use of bitcoin net isn’t good for optics.

• Fabric Time Use.
But would depend on permissioned Hyperledger, which in 

turn depends on verified id oops…

• Scale consensus for ledger to deal with net outages.

• New work using DAGs and Mysteci platform promising…



SIMple ID

basic mobile phones QR 

codes for digital id? example 

of a (verified) client-side app 

for inclusivity/simplicity – SIM 

as Enclave/TEE
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 Fair Price Shops

• Resident visits FPS, presents 

Aadhaar UID, provides a 
fingerprint scan and specifies 

her order.

• The FPS submits Resident’s 

authentication and 

authorisation data to UIDAI.

• FPS receives yes/no response.

33

Photo: Reuters



All these systems depend on… 

and or



C’est un problème!

GSMA, 

2021





4G



“When compared to other types of ID credentials, chip-based smart 

cards incur higher costs for design, printing and distribution”

– World Bank, 2018, Understanding the cost drivers of identification systems. 



https://www.cl.cam.ac.uk/~rja14/DigiTally/



https://www.cl.cam.ac.uk/~rja14/DigiTally/

Inputs

• Text

• Microphone

• Cellular

Outputs

• Screen (low res.)

• Sounds

• Vibrations

• Cellular

System

• Proprietary

• Not developer 
friendly



https://www.cl.cam.ac.uk/~rja14/DigiTally/

UICC (System 2)

• Somewhat developer 

friendly

• Secure Hardware

• Dedicated cryptographic 

co-processor

• Can be Java-based

• Card Application ToolKit 



https://www.cl.cam.ac.uk/~rja14/DigiTally/

Card Application Toolkit

a.k.a. the STK!

SET UP MENU
GET INKEY
GET INPUT

DISPLAY TEXT
PLAY TONE

SEND SHORT 
MESSAGE

…



https://www.cl.cam.ac.uk/~rja14/DigiTally/

Card Application Toolkit

a.k.a. the STK!

SET UP MENU
GET INKEY
GET INPUT

DISPLAY TEXT
PLAY TONE

SEND SHORT 
MESSAGE

…

INCLUDE ICON







Deployment considerations

Existing SIM and device landscape

Identity Authority Support

Device OEM Support

SIM manufacturer or MNO backing

Usability and acceptance testing



SIMple-ID – Standards

– Protocol/DiD W3C

– Redacted DID needs too

– QR > ITU

Example standard QR Codea

– MOSIP adopt?

– Note Airtel Africa interest

– Agnostic to smart phone 

too

– Virtual SIM version?

Standards Impact/Adoption



Next phases of project: Generalize to DPIs

Success indicatorsKnowledge

Development

Implementation

Fraud  detection Best practices        
for DPI 

Equitable AI

Cyber threat 
observatory

Privacy Enhancing 
Technologies

Synthetic data generation 

Prototype 
solutions

Partner 
consultations

Models and         
use cases

Solution   
integration by 

partners

Increased adoption of 
partner solutions

Increased capacity in 
addressing cyber 

security 

Increased use of fraud 
management and AI 

fairness

Increase in secure and 
private data sharing 
and interoperability

Increase in DPI 
trustworthiness

Guidance to countries self-
assessments of their identity 

systems



Questions
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