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= Critical digital infrastructure

= Vulnerability
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’ indistinguishable from magic

= Does anyone at all actually understand




" 10000 papers can’'t even be wrong

=  How would anyone know?

10,000 MANIACS £%
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why are we in such a rush anyhow?...




Past, present, future:
Trustworthy Digital
Infrastructure for ldentity
Systems — A worked
example




Looking

Forward

T M —p TR
‘c\
ay, Shared
S A Shared insights freA o
AN 8
f— ..GAIN A WIDE APPRECIATION OF
& % THE POSSIBILITIES
) % Verify [
THE OPPORTUNITY TO % 1SSU
OPEN DOORS FOR ALL... Ouery p AUTHO S £
f ..DEVELOP A DEEPER UNDERSTANDING \Universal
£ OF THE REQUIREMENTS... T’“if,“’fersﬁg‘,{/ rights

Financial
inclusion

7= Seamless
A < digital
h soctety

‘ D[gibal
| economy

|

| Fair access
to benefits
/ and services

Education Health care
..MAKE THE MOST OF

P OUR CHANGING WORLD... —
Prosperity ) Right-to-vote I B vr

8] by local f T:;,m 7 ‘

community @ Health cm—e[] telecoms }

" g technology
S % W Finance @ = = ’
z (e NenBaa

Open and 7

A, policy p national ‘
interoperable

makers : governments ’

)

Social G

Sl !
03%

academia

N

bigiTaL SOCIETY

Growth §
prosperity

Displaced Valnerable
workers

User choice

ROBUSTNESS {

people ’
.TACKLE b
; : GROWING and control
=5 e INCIDENCE
il is ntage:
Lower-income Sadvantaged OF HARMS.. 4 O\GIT4,
| children &
) N
Excluded Unregistered &
communities  populations Crime, fraud o
§ data theft E
3
Duplication 2
of data 2

Control §
surveillance

Data
harvesting

Inaccuracies §
misrepresentations

Unregulated
monetisation
of data

Exclusion Profiling




Trustworthy Digital Identity

$5M project on Trustworthy Digital Identity, "~ mEromRima
led by Carsten Maple and Jon Crowcroft. -
Now $9M

A large group of multidisciplinary
researchers.

Turing Interest Group one of key successes

The incentives to misuse, commit fraud,
breach or manipulate these systems are
growing with their scope. We need to
confront evolving risks & evocative issues

Trustworthiness not trusted systems



C h al I en g €S Privacy fears as India police use facial

recognition at rally

In a first, Delhi Police use facial recognition software to screen crowds

M anyfo I d at Modi rally, raising surveillance concerns. Pakistan ID authority shares data of 4K wanted
- eople for biometric matchin
. P rIVaCy g Janll.p2023‘2:21meST|M g

CATEGORIES Biometrics News | Civil / National ID | Law Enforcement

« Security
 Fairness
« Explainability
 Robustness

Pakistan citizen database NADRA
compromised, hacked: Top security
agency to Parliament panel

ISLAMABAD: Pakistan's main citizenry database has been compromised, the Federal
Investigation Agency (FIA) informed a Parliament panel on Thursday, November 25,
2021, adding that the breach so far has been used to only issue illegal mobile SIM cards.




The Framework for trustworthy system design

ETHICS

Six facets

Measurable features &
attributes

Creative Commons licence

PRIVACY

oooooooooooooo




The

Trustworthy digital identification Alan Turing

Institute

A comprehensive framework for establishing the
different assurance levels of an identity system in
terms of its system components, information system
flows, physical and logical processes, and information
systems.

Accompanying assessment tool is ready for use.

Comprises of 381 metrics across 65+ mechanisms amalgamated of standardisati
documents, best practices, guidelines and codes, e.g. ISO27000x / NIST CFS/
NIST SP80xx family / ETSI 319411 / GDPR /1SO 29146 29115 / MAGERIT/ MITF
Reviewed by members of World Bank, ID4Africa and Aadhaar teams.

In-country testing and release to community expected over late 2024.



Fairness

—Improving fairness of
systems

rerage Cross-Subject | )
Similarity Score 2401 2

Howard, J.J. et al., 2020.
Quantifying the Extent to Which
Race and Gender Features
Determine ldentity in
Commercial Face Recognition
Algorithms. arXiv preprint
arXiv:2010.07979.



Trustchain:

Trustworthy
Decentralised/Federated
Public Key Infrastructure —
an example service
prototype




Digital 1D

e\
Nimc

FEDERAL REPUBLIC OF NIGERIA
National idertity Card

PROUD

010CT60 28AUG14 30 SEP 19
NGA M

481 264 061 &4
\

LastUpdate: 18-May-2020

EESTI VABARIIK

REPUBLIC OF ESTONIA

PEREKONNANIMI/SURNAME

MANNIK

EESNIMLO/GIVEN NAMES

MARI-LIIS

BT

S

CTIZENS)
$48020.02.-1073

302200234

DOKUMENDI NUMBER!
DOCUMENT NUMBER

$0000013

DATE OF EXPIRY

OMANIKU ALLKIRI/HOLDER'S SIGRATURE

ISIKUTUNNISTUS
IDENTITY CARD

Credentials & Attributes

Issuer

Issues VCs

/S
DRIVING
LICENCE

o Full name

e Date of birth

o Place of birth

e Licence number
 Signature

o Street address
e Country

b4
A

Verify Identifiers
and use Schemas

N—

Issue Credentials

Verifiable Data Registry

Maintains identifiers and schemas

Holder

Acquires, stores,
presents VCs

Verifier
Verifies VCs

Send Presentation

Verify Identifiers
and Schemas

Register Identifiers
and use Schemas

/
AGE
THRESHOLD

e Full name
e Age > 18 years

VLI
. PROOF OF
RESIDENCE

© Full name

e Country
Selective Disclosure -~




Policy paper

UK digital identity and attributes trust
framework beta version (0.3)

Updated 11 January 2023




Use Czise: Medical licence

Verifiable Data Registry

Holder

Employer (Verifier)
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Decentralised Public Key Infrastructure

ITrustchain employs decentralised networks
End protocols to create a digital twin of
xisting hierarchical trust relationships.
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Trustchain resources
V

The
Alan Turing
Institute

Chains of trust between recognized legal enti

« Central government — DfE — Universities . WM Government
« Central bank — Licensed banks — SMEs
ustry regulator — Corporation — Subsidiaries ey

Credentials

Public Key for Digital Identity
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Trustchain: Possible Next
Steps

Replace verifiable time stamp source.
Current use of bitcoin net isn’t good for optics.

Fabric Time Use.
But would depend on permissioned Hyperledger, whic
turn depends on verified iId® oops...

Scale consensus for ledger to deal with net outages.

New work using DAGs and Mysteci platform promising...



SIMple ID
basic mobile phones QR
codes for digital id? example
of a (verified) client-side app
for inclusivity/simplicity — SIM
as Enclave/TEE
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Resident visits FPS, presents
Aadhaar UID, provides a
fingerprint scan and specifies
her order.

The FPS submits Resident’s
authentication and
authorisation data to UIDAI.

FPS receives yes/no response.




The —

AlanTuring
Institute B
N
All these systems depend on...
\ @O&Oo N
o> -
”‘ ++++++++
and or




The L

AlanTuring
Institute _
_

Mobile connections by device type for high-income countries and
LMICs (by region), 2020

High-income countries East Asia & Pacific Latin America & Caribbean Europe & Central Asia
0
0,
10% 18%
20%
Middle East & North Africa South Asia Sub-Saharan Africa
329 36% 4G/5G smartphones
A 26% 45% I 36 smartphones
Basic or feature phones .
i
Data-only devices
GSMA,
2021
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< "When compared to other types of ID credentials, chip-based smart
cards incur higher costs for design, printing and distribution”

— World Bank, 2018, Understanding the cost drivers of identification systems.
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System
EEE « Proprietary
= el - « Not developer | -
friendly
Z28RER

Outputs

» Screen (low res.)
* Sounds

* Vibrations

* Cellular

FYONYS
F9ie1282>%
o

Inputs

* Text .

Ble2 1S9 35
M LS
¥ Q0250302

» Microphone
 Cellular
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« Somewhat developer R
friendly

» Secure Hardware

» Dedicated cryptographic
CO-processor

 Can be Java-based

T7ONYS « Card Application ToolKit
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Card Application ToolKkit

a.k.a. the STK!

SET UP MENU
GET INKEY
GET INPUT

DISPLAY TEXT
PLAY TONE

SEND SHORT
MESSAGE
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Card Application Toolkit ?ﬁ
a.k.a. the STK!
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GET INPUT

INCLUDE ICON <*—— DISPLAY TEXT
PLAY TONE
SEND SHORT
MESSAGE

3le2Ysq 5™

Ba LA MCE




The —

AlanTuring
Institute —
. SIMple 1D

Show my NIN
Virtual NIN
Show again
SIMple-OTP provides a standard OTP authentication and runs between the
resident R, the UICC U, the requesting entity V' and the issuer I. To begin, R seLECT
has the PIN pin and U has the UID wid and OTP parameters (korp,c). I has
private signing key Ky, the CIDR containing unique residents’ UID wid and # ¢ & w322 AM

OTP parameters (kotp, ¢) linked in the SIMple-Personalise phase.

o

Operator Message
1. The resident R sends the PIN attempt pin’ to the UICC U.

2. If pin’ # pin then authentication fails. Otherwise U computes the OTP
hotp = HOTPg .. (c), increments the OTP counter ¢, and then sends the
authentication message mautn = (uid || hotp) to V.

3. V sends myytn to the issuer I (e.g., using the SA-UA network).

4. I uses uid to look up the resident’s eID record of the OTP parameters
(kotp, c) and computes the OTP response hotp’ = HOTPy .. (c). If the
OTP is correct, i.e., hotp’ = hotp, then I computes the response message
Mresp = SIGNklsig(“yes’ ") and increments c. Otherwise, I computes Myesp =
SIGNy,,, (“no”). I sends myesp to the requesting entity V.

5. V verifies the signature on m,.sp and, if successful and the message is “yes” .
then authentication succeeds. Otherwise authentication fails.

S0¢1
0012
0202
62v9
0001
14%4]

OTP: 528788

Close 0K

2 |
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Show my NIN
SIMple-VID provides authentication with improved privacy using public key Show again
encryption to hide the resident R’s UID wid from the receiving entity V. This
phase is run between R, the UICC U, V and the issuer I. To begin, R has the PIN —
pin and U has the UID uid and OTP parameters (koTp, ¢). I has private signing

key krsig, private decryption key kjenc, the CIDR containing unique residents’ & & & 0250 AM
UID wid and OTP parameters (korp, ¢) linked in the SIMple-Personalise phase.

o

Operator Message
1. The resident R sends the PIN attempt pin’ to the UICC U.

N 2. If pin’ # pin then authentication fails. Otherwise U computes the OTP

hotp = HOTPg,.p(c), encrypts the authentication challenge ceha =
ENcCp,, . (uid || hotp) using the public key of the issuer I and increments the
OTP counter c. The UICC U sends ccpa to the receiving entity V' (i.e., it is
shown as a QR code).

3. V sends muyutn to the issuer I (e.g., using the SA-UA network).

4. I recovers uid and hotp by decrypting ccha1 using the private encryption key Close OK
kienc. Next, I runs Step 4. from the SIMple-OTP phase.

5. V verifies the signature on m,.s, and, if successful and the message is “yes” .
then authentication succeeds. Otherwise authentication fails.

S0¢1
0012
0202
62v9
0001
14%4]
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SIMple-ID — Standards

le standard QR Codea

Standards

Protocol/DiD W3C
Redacted DID needs too

OR > ITU

Impact/Adoption

— MOSIP adopt?
— Note Airtel Africa interest

— Agnostic to smart phone
too

— Virtual SIM version?



Next phases of project: Generalize to DPIs

Knowledge

_ Increased use of fraud
Fraud detection Equitable Al Privacy Enhancing Best practices management and Al
Technologies for DPI fairness

Synthetic data generation .
Increase in secure and

private data sharing

and interoperability
Development

Solution
integration by
partners

Increased adoption of
partner solutions

Partner

Models and Prototype
use cases solutions

consultations

Increase in DPI
Implementation trustworthiness
Increased capacity in
addressing cyber
security

Guidance to countries self-
assessments of their identity
systems

Cyber threat
observatory




Questions
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