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Talk Abstract/Outline

Linux is used for desktop and server systems, and is being explored as an OS for embedded systems for appliances and so on. It is also used for site and acces

routers. However, there’s no real reason not to use Linix for high-end routers. This talk is about the functionality in the 2.4 kernel that has been developed by the
community, for high performance, and state-of-the-art traffic management for routing. In the talk, | will also mention for comparison, the Kame system from Japar
widely used in BSD Unix routers for similar functions, including

UFast Forwarding Table lookup
CNice API from Routing Daemon to Kernel space tables

Ulntegrated&Differentiated Services
O (Qdisc/Classifier structures)

O Multicast
HIPv6
OFirewalls/NATs/Masguerading etc

U1l then talk about what Is missing (a replacement for
Gated!).

0So linux can take on yet another borg (after microsoft):

cCiccn: -\



History and Philosophy

BBN did 4.1c for Vax,

-> Berkeley
Berkeley did 2.8 and 4.2 for PDP 11 and

Vaxen

Most the world takes therir code
MS, Solaris, HPUX all someway derived

nnnnnnnnnnn

un/mentat and even MS eventuall
(see free v6 winNT stack)




10 years after: That gets us to the end of
the 1980s. Entropy!!!

IP evolves - adding

COmulticast
COmobile
Oipv6

Uintegrated services&rsvp

Odifferentiated services
ONAT
Utelepathy




Cisco struggle to keep up

IOS is 10M lines of code on a 300 line RTOS:-)

_ike Nortel telephone exchange s/w,
Ke HP printers,

ke Oracle dbase
ke MS - Its a mess.....
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Modern OS gives us several nice things

O Modules
OClean User Space/Kernel split

OSMP
ODevice driver abstraction
D Good for simple server or router

But, til recently, rather naive network api

0So both free systems of interest languish as somewhat
amateur offerings....

Don the other hand, the "professional” offerings accrete
more and more junk....




Sugar and Spice:- Router

user space (wont say a lot here)
Urouting daemons
Crouted

Omrouted
Ogated (was NSFnet T3 code - merit/michegan/ibm -

encumbered)
Dvarious projects

OLinux router project
Orouting toolkit
oxorp (at&t/berkeley/intel)

OMIBs
UFile system for config/logs etc

Model (IETF:-) -
LIForces




Players and Talkers

WIDE Project (wrote magicpoint - good chasps)

UKenjiro Cho does KAME

OIPV6
Hdoes altq

Operf

Linux Project (wrote lotsa stuff)
U Alexey Kuznetsov does FIB and qgdisc code
OIPV6 (?)
Oalmesberger does nice
0g work




Lets review split between user space and
kernel

H/dev/ikmem
U/proc

Ortnetlink
Ocallbacks




RTINETLINKI

rtnetlink_socket =
Usocket(PF_NETLINK, int socket type,

NETLINK_ROUTE);

Int RTA_OK(struct rtattr *rta, int rtabuflen);

void *RTA_DATA(struct rtattr *rta);

unsigned int RTA_PAYLOAD(struct rtattr *rta);

struct rtattr *\RTA_NEXT(struct rtattr *rta, unsigned int
rtabuflen);

unsigned int RTA_LENGTH(unsigned int length);
unsigned int RTA_SPACE(unsigned int length);




ORTM_NEWLINK, RTM_DELLINK, RTM_GETLINK
Create, remove or get information about a specific

network interface.

ORTM NEWADDR, RTM DELADDR, RTM GETADDR
Add, remove or receive Iinformation about an IP
address associated with an interface.

ORTM_NEWROUTE, RTM_DELROUTE, RTM_GETROUT]

Create, remove or receive information about a net»
work route.

ORTM_NEWNEIGH, RTM_DELNEIGH, RTM_GETNEIGH
Add, remove or receive information about a neigh»

pbour tabteentry



Forwarding and Treatment!

Access FIB Queue Discipline
and Routing
Policy
——=| Packet Switching Fabric Output
Fllters and or Bus Devices
Classifiers
—=> —=> =
%,




Rats and Snails...

Linux 2.2-2.4 FIB

fn_zone
fn_zones[33]
fn_zone list =
Zone Level
fn_zone hashes to fib node level
fz next —=
fz_hash
fib_node
- FIB node level, lookup
fnnext mapsto fib info level
fn_info
fn_key
fib_info
fib_next E FIB info level lookup
I:Ef] LE’ = = reveals device,
- interface and next hop
\, gateway |P address

nh_dev, flags,scope

DL T T



Packetisation - Jitter Bugs:-)

oroginal inter-packet spacing
real time audio

file transfer

| = T T T T T T T T T T T T T Tt

post fifo multiplexing packet spacing for audio flow




CBQ reminder

30%

organisation/policy level

30%
30% 30%

R=Realtime
N=non-realtime




Linux Queueing Discipline - Class Based
(OO0 OO0 00 :-)

Also Known as Forwarding Treatment

This stuff does int-serv, diff-serv, and makes excuses from

coming
home late from work

dev_gueue xmit timer

qdisc_enqueue qdisc_wakeup

gdisc_restart gdisc_dequeue hard_start xmit L _




Filter

gueue discipline with class

filter

priority = 1

interna
element
handle x

filter
priority =2

filter
priority =3 etc etc




Apply

skb-> packet content
Y

filter classifier

tef_result = x:y l

gueueing discipline x:0

search classx:a
thru

classes

til

match classx:b

classx:y




For example...leaky bucket...




And puppy dog'’s talls...




Link Status

ekdteéd) (MBpLHofidos s sBROXDREADTHEORTPRETEN 'RAPYEREYBTFPHMABOANSRRUBDSASFINU
Opaeag¥guasTERAUNTY h6A6=Yd¥avunoquaaé.ac.uk™, ...}) =0

bokK®@)GRFetNET, OS@O&_SWRBQMOOIBBRBTG_fW)ff@iSOﬁGBtt:ff
opetiRX4cOX8842papkbtdfiddBB8YrRBDONLYPped svBErBNOBNASENO such file or direc
tdbogd(4) 0 0 0 ® 0 0
opet€XZecitirdd l spackeBBAERKBEPSNtyoRPBE gdBrier 83%1sndo: <LOOPBACK,UP> mt
fisR8864(¢d1s€stofjudaeS IFREG]|064420st_siz6=31542,0...}) =
old_mddp(lobphhadk5a0 ; 0BROD : RBADQ : RAPbPHIUATEQ : B0 : 0) - 60000017000
sbokBXEDBYtNET , pSORKtSTREAVMOr$PPEODPp&E)owbArun mcast

opet@ (41 10X89826sOklaT$6eA38)0_RDONLY) © 06 0
céad€q4)BX1EZELpatkaks\OROKOKE\ONONONONOEZRONBKORD1ORARON0)\O\OOO™". .., 102
wApite(024"7: eqd: <MASTER> mtu 506 qdiscOn™..., 0847: eql: <MASTER> mtu 57
Ps4diB8(BoohsylendBb=S_IFREG]0755, st_si1ze=229485, ...}) =
sddkbi¢RESUNRT , 7006R,, SPREAMREABPRRUT_ERFCs MAP_PRIVATE, 3, 0) = 0x4001f000
mpctR€4100x80020A0RbTEE2A88)PROTIKONA®d BvBrrun mcast

oldsA(4p (0x40026000, 4096, PROT_BEAD|PRO® ORITE,OMAP_PRIVATE|MAP_FIXED, 3,
wOxtBR@) bi26x40PAdREBROABEASTSMULHTOPASTH , BBY rier 8602snsthO: <BROADCAST ,MUL
0 16ABMapPOx4A002@800,q8®26 , pPROD_FEAD | gRE6TE_WROTE , OMAP_PRIVATE |MAP_FIXED | MAP
DARORZKMRYSThet ,00)cO:0%4082db003 brd fF:ff-fF-ff:FfF:ff
sbokBXEHBYtNET , pSORKtSTREAVOr$PPEHODPp&H)owb6Arun mcast

®pen§8Z}iDEBIV26665BTFFOARBINLY)O e 8 0
cdad€84) BYLEZEL PAkekE\OROKOKE\ONONPRONONAROLBKORALORANONON275\1" . .., 1024
)rit2@2029888tuABOBEANE - O<NOARP>0OmtU 1480 ..., 364885tunl0@NONE: <NOARP>

JEtaR88(3qd{st_modp=S_ IFREG]0755, st size=4761074, ...}) =
ebdkki@RENBURTO1B6BRASHRARUTORBRBPPROTPRXEC4 MAP_PRIVATE, 3, 0) = 0x400310
@0ctRX4,bPx8842pabkbtsfeaB8drs dropped svBrrun mcast

ohpos®€4¥ (0x40140000, 38384, PROTONONE) © O 0
wtdtﬁnap693é9té996@eﬁ§@5§6&6?3IWUREQB$HR@GYWRO?E64IABnBRpUATE$H@RDEAXEDMUB
TIOKAT7N0ARP= MRY0180008isc noqQeue 0

old_B@Aap(O6xh6E4TO0DC - 00768 ; OBROW_BEADfPROT;WRITE,fMAPIPRIVATE|MAP_FIXED|MA
BoaKBKY{MBYERET] pSOBKLtSTREAHIFODDEOOPpEH) Ovedrun mcast

edos®(3) 0x89420 Oxbfffe@38) 0 © 0 0

opos€X£)bpresbcpackéts OeRPOKEY)dropped saBrier collsns

weatid@R0''\X27 75 LENANONEXORNNARBXOREGNOYAXORFGN0\3\ORORONOYORONRTENT " <NOARRS 2
Ju=13@884gdisc noop

fotkEt@dRBg IRl , ASAERSETHRAMPOPBBROTD_$®)e=4461074, ...}) =
cbotR(B8)bPxB842pabkbtsfeaB8)rs dropped svBrrun mcast

ndos@@4dx40017000, 31542) 0 0 0
getpéd{)bytestepdBketSOABRPFrONSU dﬁOppqdisaEﬁ@ér 2884snteql0: <NOARP> mtu 1
500k9ﬂ(§§ NE@pIQKenSQO& BAW, O) 63 0

kOhBE!(EBgtEEIObﬁ@@ﬁtsTREﬂMortPPE@@ﬁgéE)ove#run mcast



Route Status

9xAEVNETleK ,{Hd.. fam?ly“1§ ,sdrdata= ]\O[Z%OXO\O&@&O%Z}D\@\Q73p\5\10 '}, 12
dnam2@{sys="Linux", node="ovavu.cs.ucl.ac.uk" P =

bek¢03g(3, {msg_name(lZ):{sin_famiIyzAF_NEWk%NEOB{Qa_famiIy:16, sa_data="6
NP6AYOXEXOXDNONO\PKE108ANON\O " RDONEY) 10V () =[{ENNENT\QNBOXOXD\ON1840P2d 1 k24
€AKOY0\2\24\0\0\376\2\375\1". .., 8192}], msg_controllen=0, msg_flags=0}, O
dpengO4etc/Id.so.cache™, O _RDONLY) =3

fstat64(8, {st_mode=S_IFREG|0684, st _size=33542,...3}))==00

old_mmap(NULL, 30982, PRBWTREEQDPRIAPWRRTEATIAPSPR@YAiE@MABOANONMMOUS -1,
08) 0se(230017000 0

open(’ /étb/lpboatellrtosébpe@ RDONRMDNLY; 8 -1 ENOENT (No such file or dir
ectd(g) '"\177ELF\1\1\1\0\O\O\O\O\O\ONO\ON\3\NO\3\0\1\O\O\ON\O)\ON\OOO™". .., 102
white(0247128.16.0.0/20 dev ethO proto ke"..., 68128-16-0-0/20 dev ethO
Pstat6héBne{stsnode=8$i1 MKRES 07238 .5€6.612826229485, ...}) =

old_@Bap(NULL, 70468, PROT_READ|PROT_EXEC, MAP_ PRIVATE 3, O) 0x4001f000
mprmeemt(014909d0001818é94loPR@EoN@NI)nk—\ﬁ 32127.0.0.0/8 dev lo scope
& 1dkmmap (0x4002d000, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE |MAP_FIXED, 3,
)0xdBR0) = 0x4002d000

olitelap (Oxe®a0¢000§a9028, 1BROT1IBEAO¢RPROThWRITE , 3BABFRR I YAVEGMARSE1RED | WED
_ARON¥®A0S, -1, 0) = 0x4002e000

31os8%3) =0
open(S4{8hb/{mbg.samé(12)=RBONLTIMI ly=AF _ NE$LINK {sa_family=16, sa_data="6
kéaﬁ(e)O\QlUXBLB\m\m\m\O\O\O\Q)OmGggiOVQXBkQ{B\l&lQQQQQQSQQXZSQm\34\226@32
J36&\DNAXO0\ONONO\376\2\375\1". .., 8192}], msg_controllen=0, msg_flags=0}, O

JstakB4(3, {st _mode=S_ IFREG]0755, st _size=4761074, ...}) =0
nldmapgPKMODL7000852096) PROT_READ | PROT _ EXEO MAP_ PRIVATE 3, 0) = 0x400310
oexit(0) =

mprotect(0x40149000, 38344, PROT_NONE) = 0

old_mmap(0x40149000, 24576, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FIXED, 3
, 0x117000) = 0x40149000

old_mmap(0x4014f000, 13768, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FIXED|MA
P_ANONYMOUS, -1, 0) = 0x4014f000

close(3) =0
open("*/1ib/libc.so.6", O _RDONLY) =3
read(3, \177ELF\1\1\1\0\0\0\0\0\0\0\0\0\ \O\3\O\1\O\O\O\O\275\1"". .., 1024
) = 1024
fstat64(3, {st _mode=S_ IFREG]0755, st size=4761074, ...}) =
close(3) =0
munmap(0x40017000, 31542) =0
getpid(Q = 9894
=3

socket(PF_NETLINK, SOCK_RAW, 0O)

\Od\5\V@''}, 12) =



Filter Status

eteseé@)./tc”, ['"./tc", "-s", "filter"],=[@* 24 vars */]) =
apané({$yb£Tibouxt,6Hod6=RDOBIM)Ccs.ucl .ac.8k™, ...}) =0
bekd(03, "\177ELF\1\1\1\O\O\O\O\O\O\O\O\OX3NRROBEONRTRONO\O\O\275\1"_ .., 1024

open{0Zétc/Id.so.preload™, O _RDONLY) = -1 ENOENT (No such file or direc
fotg)64(3, {st _mode=S_ IFREG]0755, st _size=4761074, ...}) =
opesé(29tc/Id.so.cache™, O RDONLY) =0

etat6aBNULET_AOE65SPRERERFADRROTSLWRIZES 3MBHZERIVA}E|MAB_ANONYMOUS, -1,
0)d=mOapQlUE00031542, PROT_READ, MAP_ PRIVATE 3, 0) = 0x40017000

ndosa8)x40017000, 31542) =0

gpep{UYib/libresolv.so.2", O _RDONLY) = 9892

bebd(3, "\177ELF\1\1\1\O\O\O\O\O\O\O\O\OkSQ@SBEOSISO\O\O\O)\O\OOO"---, 102
Byk€0£80806F8) = 0x80606f8

Fskd@R8(081098% mode=S_IFREG]0755, st _size=QR808%000..}) =
opdni(Mdp (NC¥het7p46BedPROD_REANL¥ROT_EXEE,3MAP_PRIVATE, 3, 0) = 0x4001f000
fiptat64€80x{602010065S1BEREG | PRAA ,NSKE31ze=0, ...}) = 0
old_mmap(Rx¥¥0D02d006, RBOG,RERDTPREADYRRIE , WVRAPERRMXRTERMXRTENUA¥MBWREDS13,
00xd00R3061@R0002d000
oédd(Bap(02068260000090280 BBOT4REQD®BBO® 'WRITE4O8B8) BRBGATE |MAP_FIXED |MAP
cANSNYE)US, -1, 0) = 0x4002e000 =0
ndosa8)x40017000, 4096) 0
epeRE€YLRrbXEThhNKEQ . SOCKORRDONDY) 3
bead (3, {NIA7EBRLIXIAE\NKUAONRNOYSR0OXANGLGXOEI\6A1INAXAX0\QN0\0\ONONXON0Y0X0
XO)\277030"'}, 12) = 0
fetatbhk(dne{3t_{ede=fahkRZEAD7ERTL$tKsi{sa4960T¥y=16, }Ja=data=""\0\0\244&\0
NONONONPXNUNR 771368388, [RR)) READ|PROT_EXEC, MAP_PRIVATE, 3, 0) = 0x4003100
@ime(NULL) = 982916181
spndte¢B(OXXAOXPTRONO\ 2280\ 1RBUXIMAREY - \OXONO0\O\0\203\17@"", 20, 0, {sin_fFfam
® lg=ARaNEDk40R4 T8, FaN98y=PBOTSBEAB{BRONONRLUKQ\UAD\BDROXAXEPUARAF}XED2) 35
PR1d000) = 0x4004f000
céosrgdy3, {msg name(12)={sin_family=AF NEOLINK, {sa family=16, sa data="'6
NPOAYOXOLDXOLDNO\6NOROYORORDONL, Ysg__iov(2)3[{'"\264\0\0\0\20\0\2\0V\34\226:
K24dE&IO\O\DXTRLRIYYIRNRRAONONONORDVAXPYONSYORBNOK D 1ORAX0Y 2468 38Tags503020)
= 1038
fetat84(3, {msgmodmeSlRHRES|A7Panidy=AFzHETBIER, {sa}Jyami®y=16, sa data="6
NBA2NORPYUNDNO\QRORONORRRD\BEAD | ARGT i BXECL) =FAP\PRLUATERQO\3\0RI\6VAR4R03600Q
APENOROTQRRXONEXON0Y0IB86R0O 'PROT_BORE) ], ms@_controllen=0, msg_flags=0}, 0)
o#d2@map(0x40052000, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FIXED, 3,
serd080yY35 Imd00BaM6QL2)={sin_TFamily=AF_NETLINK, {sa family=16, sa data="\
010686 BYO0\O\O\O\NONO\33m\5\10"}, msg_iov(2)O[{""$\0\0\0.\O\1\3W\34\226:\0\0O\
Op@ﬁ( ZG}b/{Th@\GhOEU)OQORDQNLM)O\O\O\O\@\G\O\O\O\O\O 20}] msg_ controll

10274
)ecvmégq3 {msg name(12) {sin family=AF NETLINK, {sa family=16, sa data="'6



Queue Status

eteseé€8y./tc”, ["./tc”, "-s", "qdisc™], /6 24 vars */]) =0
apané({$ybZTibouxt,6Hod6=RDOBIM)Ccs.ucl .ac.8k™, ...}) =0
bekd(03, "\177ELF\1\1\1\0\O\O\O\O\O\O\O\OX3NRRBEONTRONO\O\O\275\1" ..., 1024

openf{0Zdtc/Id.so.preload™, O RDONLY) = -1 ENOENT (No such file or direc
fotgy64(3, {st_mode=S_IFREG]0755, st _size=4761074, ...}) =
opesé(2dtc/Id.so.cache™, O _RDONLY) =0

G4tat6dggNULET_n086-SPRORERFABJRROTLWRIZES3UER2PRIVAFH | MAB_ANONYMOUS, -1,
0)d=mBagQNBEN0031542, PROT READ, MAP_ PRIVATE, 3, 0) = 0x40017000

ndosa8Px40017000, 31542) =0

gptp(d()lb/llbresolv so.2", O_RDONLY) = 9889

bekd(3, \177ELF\1\1\1\0\O\O\O\O\O\O\O\OkSQQSGGOSZSO\O\O\O)\O\OOO 102
BYk€0£BRB06T8) 0x80606f8

Hsk§@R8(081096) mode=S_I1FREG|0755, st_size:aXSQBSOOO--}) =

opdni@Mdp (NOKhet7p46BedPROD_REAN|¥ROT _EXEE,3MAP_PRIVATE, 3, 0) = 0x4001f000

fiptat64¢80x4602010065S1BERAEG | PRO%F ,NSE31ze=0, ...}) =0

old_mmap (RXUD02d006, RROG ,RERDTPREADYRRUE , WRAPERRMXRTERMXRTENUAPMBWREDS13,

00xd00R3061@R0002d000

oédd(Bap(0R066260000098280 BBOT4REQD@BBOW 'WRITE408B8) PRBGATE |MAP_FIXED|MAP

cANSNYB)US, -1, 0) = 0x4002e000 =0

mﬂnmaﬁ30x40017000 4096) 0

epeRE€YLPrbXEThhNKQ . SOCKORRDONDY) 3

bead(3, {NIA7ERRLIXIAE\SRTUAONRNOYOROXANGLGXOEI\6A1INAXAXO\QN0\0\ONONON0Y0NX0

XA)\277038"'}, 12) = 0

fietat6k(dne{3t_{ede=fahkRizEAP7EETL$tKsi{sa4Pa0T7¥y=16, }3a=data=""\0\0\241&\0

hw&gmmhﬁ(NWL277lz@3§8,[ERQ)_REQD|PROT_EXEC, MAP_PRIVATE, 3, 0) = 0x4003100

@ime(NULL) 982916149

aprndte B (OXNQAXONONO\22860)\1RROBENGNKY 26 : k0&0\0\0\0\203\17@ 20, 0, {sin_F
ahd lymAp (REZDOMIKQOYsad®an i 1 yRQG , READJIBREF"" WB\®EO\NAB\BR®VQYB}MBE\E@XED 13)
©x26000) = 0x40041000

céosrgdy3, {msg_name(12)={sin_Tamily=AF_KEOLINK, {sa family=16, sa data="6

NBOAYOXOLDOXOLDNO\SNORONONORDOKL Ysg_1ov(E)3[{'"\264\0\0\0\20\0\2\0006\34\22
638435 \0O\DXUKORXIINYYRRNRNON0NO\BXORPYO\BNO\BNOKENOLENON240833T 1ags=0024)

)==10288

fetat64(3, {ssgmodmeQlRHRES|A7/Pan1dy=AFzHETBIER, {sal}Pyami®y=16, sa data="6

NBA2NONPYANDNO\QRORONORRRD\BEAD | ARQT i1 BYEC) =FAP\RRLUATRO\3\0NI\O00EXB852060

Np40EROXQRRNONBXONMNOXBEB | "PROT_BAONE) ], ms@_controllen=0, msg_flags=0}, 0)
o#d2@map(0x40052000, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FIXED, 3,

serd0e0Y35 Imd00BaMOQL2)={sin_TFamily=AF NETLINK, {sa family=16, sa data="\
01686XBYO0\O\O\NONONO\33m\5\10"}, msg_1ov(2)O[{ "$\0\O\0&\0O\1\0037\34\226 :\0\
ONONQ ' /116X 1 1 HE\EN0ORONONORDANAYIONONONONE\B\ONONONON\ONO™", 20}], msg_contro

WB_HTWIN})J.NQ\Q\BQU\U\U\U\U\U\d\U\d\U\l\U\U\U\U\Z /O\1" -, 1024
Yeevih8843. {msag name(12)={sin Ffamilv=AF NETLINK. {fsa familv=16. sa data— '6



So what does FreeBSD provide for all this?

URadix FIB
ouses 1 level hashing - like half the FIB
OALTQ
Oheavily CBQ
Oifconfig/interface oriented
Ohard to see if one can do input g
Ometer/police/drop interface tricky

Dtools
Oifconfig!




What are we missing?

OXORP - build opensource platform for moduler routed
ONeed dijkstras and similar

CONeed route mibulator
CONeed TE modules
Oother?




Have a nice day at UCL!

OVisit
O http://www.cs.ucl.ac.uk/staff/jon/li/
Ofor further information.




