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Machine Learning

THIS 1S YOUR MACHINE LEARNING SYSTETM?

YUP! YOU POUR THE DATA INTO THIS BIG
PILE OF LINEAR ALGEBRA, THEN COLLECT

Machine learning is everywhere THE ANSLIERS ON THE OTHER SIDE.
We operate on data, not formal rules LT I THE AVLERS AR LRNG? |
JUST STIR THE PILE UNTIL

There’s a lot of non-determinism THEY START LOOKING RIGHT
It is suddenly hard to measure or even
define critical emergent properties:

Safety, Security and Robustness
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Computer Security in context of Machine Learning

Class: bird . Class: automobile
Confidence: 0.9659422039985657 Izlff-erence Confidence: 0.8248467445373535

Adversarial examples exist for all models

There’s a large taxonomy of attackers

They operate in white-box / grey-box / black-box settings
Attacks are scalable because of transferability

‘B UNIVERSITY OF

BOSCH-FORSCHUNC?\%STIFTUNG 4P CAMBRIDGE

im Stifterverba




Machine Learning in the context of System Security

ML is a part of a larger pipeline
As secure as the weakest link
Need: clear threat model
Safety / security policies / cases
Well-defined environments
Clear policy for handling abuse
Build from trusted components
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1 IMAGINATION ¢

A CRYPTO NERD'S

HIS LAPTOPS ENCRYPTED.
LETS BUILD A MILLION-DOLLAR
CLOSTER TO CRACK \T.

NO GooD! TS
U096 -B\T RSAL

BLAST, OUR }
EVIL PLAN
\S FOILED! \EQ%

1 ACTUALLY HAPPEN:

WHAT WOULD

H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH
THIS $5 WRENCH UNTIL
HE Tr.us LS THE PASSWORD.

GOT IT,

@W
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ML integrity attacks and robustness

robustness

Defence via Detection aka not dealing with

robust optimisation certain data
e Adversarial training e MagNet
e Certifiable robustness e Taboo Trap
e Randomised smoothing e Uncertainty

e Trapdoors
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Why do we need to detect? Class Cat

Class Dog
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Detection can help Class Cat

Need to handle non-class space
/

Class Dog

Need to handle adversarial samples

UNIVERSITY OF

BOSCH-FORSCHUNGSSTIFTUNG CAMBRIDGE

im Stifterverband




Why do we need to detect? Class Cat

No signal

Class Dog

Different task
e

Space of class morphs - catdogs
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e-robustness

Errors and precision loss

Inverse adversarial samples
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Taboo Trap

Natural activations Constrained activations

® During training, restrict the numerical range of activations
e Detect when activations are out of bounds

Can we use this to make attacks detectable?
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Certifiable Taboo Trap (CTT)

For natural data X
enforce constraints on f to be

below T
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Moving lines closer

Upper bound of fix)with IBP /

For g-ball around the data point
X’ = Xtg enforce that upper
bound of AX")2T
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Certifiable Taboo Trap (CTT) more generally
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(a) Original Taboo Trap. (b) False positives (in red). (c) Undetectable range (in blue).

e Easily quantifiable space that is either False positive or
Undetectable

e Allows for easy certification!
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Certifiable Taboo Tra o (CTT) Natural data can’t be detected

No Guarantees 1 ; /
Theoretically Detectable
@ @ Space that is always detected
(a) Certifiable Robustness with (b) Certifiable\Detection with
IBP CTT

Space can theoretically be detected
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CTT with MNIST

Baseline AdvTrain Ensemble PCL MagNet CTT-lite CTT-loose CTT-strict

Attack Param  Acc Acc Acc Acc | Det, Det;, Dety, | Acc Det I Acc Det I | Acc Det Iy
No Attack 99.1 99.5 99.5 99.3 | 1.75 1.93 2.93 | 99.1 19 - 98.5 1.6 = | 98.9 1.1 =
FGSM €=0.1 66.7 73.0 96.3 96.5 | 5449 54.59 54.80 709 14 208 25.0 100.0 198 | 61.1 100.0 1.99

€=0.2 25.7 52.7 52.8 77.9 | 85.20 85.31 85.31 219 1.0 414§ 15.0 100.0 3.89 | 32.7 100.0 3.90
BIM €=0.1 49.4 62.0 88.5 92.1 | 80.82 24.90 80.92 442 1.0 113§ 0.0 100.0 038 | 0.15 100.0 0.75

€=0.15 154 18.7 73.6 77.3 | 88.37 37.14 88.47 4.2 0.8 148§ 0.0 100.0 0.50 | 2.0 100.0 0.97
PGD €=0.1 59.4 62.7 82.8 93.9 | 83.78 77.96 83.78 51.0 12 150§ 1.0 100.0 1.24 | 13.4 100.0 1.35

€=0.2 1.83 31.9 41.0 80.2 | 98.27 98.27 98.27 0.0 1.1 273§ 0.0 100.0 2.43 | 0.9 100.0 2.53

e CTT can detect strong attackers with MNIST
e CTT outperforms other methods with comparable false

positives
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CTT with Cifarl10

Baseline AdvTrain Ensemble PCL MagNet CTT-loose CTT-strict

Attack Param  Acc Acc Acc Acc | Det)  Det;, Dety;, JAcc Det L | Acc Det I | Acc Det I
No Attack 89.1 84.5 90.6 91.9 | 640 6.61 8.3 || 8.2 34 - |83 64 - |8.1 30 -
FGSM €=0.02 336 443 61.7 785 | 7.80  6.64  9.55 18.6 957 1.07 | 16.8 985 1.08 | 16.1 96.4 1.06

€=0.04 224 31.0 46.2 69.9 | 11.53 8.38 13.27 76 93.6 200 |72 942 201 |60 931 2.06
BIM €=0.01 135 22.6 46.6 745 | 6.98  6.52  8.61 05 90 01500 141 0.16 | 1.1 10.9 0.16

€=0.02 15 7.8 31.0 57.3 | 6.64 652  8.50 00 142 021 |00 259 02000 172 0.21
PGD €=0.01 240 24.3 48.4 75.7 | 7.10  6.52  8.73 0.1 104 034 |29 243 034 |20 166 0.34

€=0.02 29 7.8 30.4 48.5 | 6.98 6.52 8.85 0.0 408 0.65 | 0.0 703 0.65 | 00 499 0.65

e CTT can detect some strong attackers with Cifar10
e CTT outperforms some other methods with
comparable false positives
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Towards more usable detection schemes

Lesson from system security: every system breaks
Manipulation must be expected and detected
Recovery should be easy

Diversity is paramount

Detection and defence mechanisms can and should
be used together

Robust situational awareness is the missing link



Towards more usable detection schemes

e CTT can use different keys by using different
neurons detection
o |f one model is compromised others are not
affected
® CTT issimple and fast
O It can run on any hardware that can run the
network
e CTT can be used to enforce strict detection of
specific data regions



Thank you very much for listening!

Please do not hesitate to reach out in case there are any questions at
ilia.shumailov@cl.cam.ac.uk



