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robustness

Defence via 
robust optimisation

● Adversarial training
● Certifiable robustness
● Randomised smoothing

Detection aka not dealing with 
certain data
● MagNet
● Taboo Trap
● Uncertainty 
● Trapdoors



Class Dog

Class Cat



Class Dog

Class Cat
Need to handle non-class space

Need to handle adversarial samples



Class Dog

Class Cat

Space of class morphs - catdogs

Different task

No signal
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Upper bound of f(X’) with IBP



● Easily quantifiable space that is either False positive or 
Undetectable

● Allows for easy certification!



Space that is always detected

Natural data can’t be detected

Space can theoretically be detected



● CTT can detect strong attackers with MNIST 
● CTT outperforms other methods with comparable false 

positives



● CTT can detect some strong attackers with Cifar10 
● CTT outperforms some other methods with 

comparable false positives
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