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Why blockchain and smart contracts?

 What is blockchain?
 What is it good for?
* Who needs it?

* Me, | need it to send money to Mexico!!!
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Money transfer: Traditional Bank-mediated Approach
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Problems with Bank-mediated Transfers

It takes ages (several days).

There is a exchange rate that the bank abuses.

The bank transaction fees (typically 15 to 30 pounds).

It excludes people without bank accounts.
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What Role does the Bank Play?

 The bank is a centralised Trusted Third Party (TTP).

« This TTP solves several potential transaction problems:
 Alice has enough money in her account to cover the transaction.
 Alice does not spend the same coin two o more time (double spending).
 The money is deposited in Bob’s account.

« How does the bank (two or more might be involved) do its job?

|t has a centralised ledger with records of all the transactions: it knows
Alice’s and Bob'’s balances.

It has a database with Alice’s and Bob'’s personal information (name,
address, sex, etc.).
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Bitcoin to the Rescue- Let us Get Rid of the Bank Said Satoshi in
2008.
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No Bank in The Middle

* No banks in the middle means goods things

« person-to-person money transfer, that is, without the bank mediating
between the two parties. Some people call it pee-to-peer.

« Business: No transaction fees, no money transfer time, no abusive
exchange rate, no need to have a bank account, no need to disclose my
transaction habits to the bank, etc.

« Technical: no dependency on the functionality of the bank that might
suffer breakdowns.

* No bank in the middle means potential problems as well.

* No guarding to control illegal Txs (see Silk Road case) , no body to resort
to if | loose my money,....
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How did Bitcoin get rid of the Bank?

Bitcoin’s blockchain . V_BQb

O-O-O

28 UNIVERSITY OF

“§» CAMBRIDGE




How does Bitcoin Solve the Problem?

It relies on a decentralised (distributed) data structure called the
Decentrealised Ledger (DL) or the blockchain.

 Indelible (append only).
« Decentralised (replicated at several nodes).

« It runs consensus algorithms to sychronised the replicas with each other:
ensures that eventually, all of them have identical information about all

transactions.

|t uses cryptographic techniques (eg. public key technology) to identify
senders and receivers of money.

« It runs a smart contract: a piece of code that ensure (enforce) that only
valid transactions take place: right amount of money and to the right
receiver.
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What is a Smart Contract?

1 The data buyer is entitled to
present the data seller offers with
offers to buy data data ...

2 The data seller is free to use her
discretion to either reject the offer

or...
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Beyond Bitcoin’s Cryptocurrency

 Bitcoin’s cryptocurrencies was only the first application.

It was enough to generate commercial and research interest based on
blockchain and smart contracts

New business
models
(banking,
health, ...) and
new
computation
paradigms,

new...




Competition Joins the Race

 Bitcoin shook the banking and financial system.
» Competition appeared quickly

« Ethereum, Hyperledger, etc.
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At the Heart of Blochain is Consensus

» Bitcoin offers a pragmatic solution to a very old distributed systems
problem: consensus--- all about reaching agreements between N
remote parties.

Ex1: 3x2+1= 7

Ex2: Let’s
meet to play

football.
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At the Heart of Blochain is Consensus

« Consensus--- all about running algorithms between n>=2 networked
computers that store a copy of a piece of data on their local disks to
ensure that the content of the copies are identical (agree with each
other).

programy;
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Life Before and After Bitcoin

« The solution to this problem took the research community by storm.

* We are devising Bitcoin-based solution to old and new problems.

decentralised solutions
centralised solutions centralised solutions
>
| .
time

Bitcoin
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What are Blockchains Good for?

| believe that it is a piece of science and technology with large potential
beyond cryptocurrencies.

| will discuss some example of innovative applications that can be built
on the basis of blockchain and smart contracts.
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Indelible Records on Blockchain

* We produce records that
» follow the “write once— read many times” model.
« are immune (not affected) to accidental or malicious alterations.

« are kept for good and always available (for reading) from anywhere, not
necessarily to the general public.

* consultation and verification.

« Examples: birth/death certificates, medical records, property (land) registries,
university certificates.

« The indelibility property that blockchain offers seems ideal for storing such records.

» Pioneering studies have been conducted in Honduras (developing country afflicted
by violence, corruption and untrusted governments). See Ref [8] and [9].
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Records: University Certificates on Blockchain

1. Alice passed her final exam.

& blockchain

# 2 Date: 5May2018 |
a2 Name: Alice read &

Title: Computer Eng

Vi

3. Anybody can see it.
Iners place certificate in a blockchain Is this OK?
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Univ Certificate on Blockchain with a Smart Contract

1 Examiners place record
on blockchain but protected
by a smart contract.

_— '}\ blockchain
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Date: 5May2018
Name: Alice
Title: Computer Eng S

protection

Ex of contract clauses
c1: Prof has the right to access the records at any 2. Only some people can
time. it it.
c2:. Researcher has the right to access the
record only after biz hrs
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Smart Contracts can Help Create Records from

Records automatically and systematically: ex 1

blockchain

Date: 5May2018
NET WA

Title: Computer Eng

smart
contract
protection

Date: 6May2018
Name: Alice

Title: Computer Eng
and prof Num. 0608

smart
contract
protection
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Ex of a contractual clauses
C1: A Comp Eng degree entitles the bearer to a professional number.




Smart Contracts can Help Create Records from

Records automatically and systematically: ex 2

blockchain

Date: 5May2018 smart Date: 5May2018 smart
Name: Alice contract Name: Alice contract

Modules: all : it :
unodeuréa;da protection 223 Computer protection
modules

completed.

Date: 8Jun2019 smart

Name: Alice
Courses: Advanced Math, contract

Advanced Phys protection

Ex of a contractual clauses
C1: students that have completed all their undergrad modules of Comp Sc. and
Advanced Math and Advanced Phys courses are entitled to Computer Eng.
degrees without writing Dissertations.
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Conclusions: why do | need blockchain to record

univ documents?

» Universities might disappear, records need to persist.

» The Polytechnic Institute of Odessa has disappeared! ---changed its name to Odessa
National Polytechnic University.

« Where are the schools documents issued in Crimea?--- are they now in Kiev or
Moscow archives?

« Some Mexican politicians have failed to produce their university degree certificates—
immediate access to university records would help clarify their situations.

Jose Cordova Montoya Miguel Angel Osorio Chon
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The State of the Art

« Some progress has been made in this direction by University of Nicosia
(see Ref [10]).

« The choice of Bitcoin (againts other alternatives like Ethereum that
supports a Turing complete language for contract implementation)
needs critical examination.

* In my view, the technology is still at research state.
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Questions?
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