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Abstract - In the recent years, hardware trojans have
become a serious issue in the field of integrated circuits.
Our work presents a framework for hardware trojan
detection in wireless cryptographic integrated circuits.
It deals with the leaking of secret information through
a wireless communication, using a mixed-signal
integrated circuit technique. A trojan is inserted in the
introduced system, which does not change the
functionality of it. It is presented that it is efficient to
expose the trojan successfully through statistics
regarding the transmission frequency, amplitude and
power of the system.

I. INTRODUCTION

The increasing use of system-on-chip in our days has a
similar effect on the hardware trojan intrusions on them.
From the wireless communications to governmental and
industrial tasks, people need more and more reliable
systems and safe communications [1]. There are many
different kinds of hardware Trojans, based on their main
characteristics, which are: type, trigger and payload [2].

Type describes the kind of the attack, it either aims to the
logic or the parametric functionality of the chip. Trigger is
related to the way the Trojan will be activated, based for
example on an input signal or after a specific time. Payload
refers to the malicious functionality that is going to be
included to the chip.

Interestingly, the majority of manufacturing tests remain
unable to expose such hardware alterations. Recent
attempts, like enhanced functional testing [3] or side-
channel fingerprint generation and checking [4], aim to
detect hardware trojans. In this paper, we focus on wireless
cryptographic integrated circuits [5, 6] and present a
hardware trojan detection framework using a mixed-signal
integrated circuit [7].

II. IMPLEMENTATION

The mixed-signal integrated circuit which is selected to
be implemented includes: the PRESENT lightweight block
cipher [8], with an output buffer for the digital part of the
system and an Ultra-Wide-Band (UWB) transmitter for the
analog part, which are shown in Figure 1. The PRESENT
encryption algorithm is used mostly in applications which
require low power consumption and high chip efficiency.
It needs at about two and a half times less resources than
AES, while it supports a block length of 64-bit and the key
length can be either 80- or 128- bit. It makes use of an SP-
Network (Substitution-Permutation Network), where it is
executed in 31 rounds. Every round introduces the next key

bit by XORing it with the data. The 32nd key bit acts as
key whitening before the first round and after the last round,
presenting a linear permutation and a non-linear
substitution layer. In our work, PRESENT encryption
algorithm is applied, with 80-bit key length.
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Figure 1: Top Level of PRESENT Block Cipher

The output buffer of the digital part is a First-In-First-
Out (FIFO) queue, implemented as an enhanced scan-chain
flip flop structure.

There are two alternative hardware trojans designs,
which only affect the digital part of the system. These
trojans are divided in two parts. The first part is a
modification of the system's original scan-chain, as it is
highlighted in Figure 3. Some digital logic gates (AND,
OR, XOR and NOT gates), have also been added. They do
not affect the function behavior of the system, but they
allow the intruder to steal sensitive information. These
extra gates will increase the system's area, but this
increment is not enough as to be recognized as a harmful
intrusion to the system.

The second part deals with the differences in the
transmission frequency and amplitude between the original
and the modified system.

In the first alternative (Figure 2), related to frequency,
when the stolen key bit is "1", the transmission signal is
delayed by a buffer, which at last increases the
transmission frequency.
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Figure 2: First Trojan - Measuring Frequency
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Figure 3: Modified Scan Chain

In the second alternative (Figure 4), related to the
amplitude, when the stolen key bit is equal to "1", the
transmission signal is strengthened by a driver, concluding
to an increased transmission amplitude.

These hardware trojans leak the algorithm's encryption
key thought the wireless transmission. When 80-bit are
completely transmitted, the encryption key is at last known
to the intruder.

Regarding the trojans characteristics, the type is referred
to the area required from the modified system because of
the inserted trojan, which does not change the design's
specifications. The payload is referred to the technique of
making the secret key well know to the attacker, through
the public wireless channel. Based on that, it is needed to
be assumed that the inputs of the system is always active,
so there is no trigger point that can be defined.
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Figure 4: Second Trojan - Measuring Amplitude

III. CONCLUSIONS

In this work, a hardware Trojan detection framework is
introduced. It is explained how an intruder can add trojans
in a system, which affect only the digital part of it and
without changing the functionality and the specifications.
We try to answer to the question of how someone can steal
the encryption key through the wireless transmission. This
technique affects the transmission frequency and amplitude
of the system. The trojan is efficient to be detected
successfully, through these changes and other kind of
statistics, like the outputs' transmission power.
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