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Abstract—Underground forums are used to discuss and or-
ganise cybercrime (as well as more conventional social activ-
ities). These forums are also commonly used for exchanging
various digital currencies, either gained through the profits
of crime or through less controversial means. Understanding
the link between discussions of illicit behaviour and currency
exchange can provide insights to identify money laundering
and other parts of the cybercrime supply chain. In this paper
we use natural language processing to classify posts from
HackForums by crime type over a period of more than
10 years. To the best of our knowledge, this is the first
time that this type of classification has been used for this
large forum dataset. Although the majority of conversations
in the forum were identified as relating to non-criminal
discussions, we concentrate on the types of crimes being
discussed by those exchanging currencies. We find the most
popular topics are related to trading credentials and bots
and malware. PayPal was one of the most widely advertised
digital currencies and we observe significant displacement
from Liberty Reserve to Bitcoin after the former was taken
down in 2013. Rather than an explicit ‘cashing out’ mecha-
nism, in which cryptocurrencies gained through crime flow
into state-backed fiat currencies, we instead see a circulation
of capital between different forms, as cash is held and then
cashed back and forward according to movements in the
wider currency market. We continue our examination of
discussions of cryptocurrencies and explore how the un-
derground market has reacted to new opportunities, with
a qualitative case study about Facebook’s putative ‘Diem’
coin. We find that while most discussions are related to
the technical details and potential investment opportunities,
some potential cybercrime use-cases are raised.

Index Terms—cybercrime, cryptocurrency, currency ex-
change, Facebook Diem, machine learning, natural language
processing

1. Introduction

Understanding cybercrime has become increasingly
important. Criminal organisations can build complex in-
frastructure inaccessible to regulators and law enforce-
ment. This convoluted supply chain supports a range of
cybercrimes which cause serious harm to victims. Char-
acterising this cybercrime supply chain is a crucial part of
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the academic evidence base which informs the disruption
of these illicit activities.

Underground forums provide significant insights into
cybercrime. They play an important role as places where
individuals can learn practices and skills for commit-
ting crimes, and as marketplaces for buying and selling
products and services. They also facilitate socialisation
and development of trusted connections between mutually
distrustful individuals [1]. Therefore, we can use forums
to analyse the evolution and pathways taken by individuals
involved in illegal online activities [2]. Recognising these
trajectories and the types of criminal activities discussed in
these platforms can help law enforcement with prevention
and mitigation strategies [3].

A fundamental part of the cybercrime supply chain
involves exchanging funds and the laundering of illicit
proceeds. While it is difficult to quantify the underground
economy, it has been estimated that at least $80 billion
is laundered each year [4]. Underground forums play
an important role in exchanging currencies, presumably
related to online crime [5]. These include cryptocurrencies
and other ‘alternative’ currencies, such as transferring
values from PayPal accounts and Amazon gift cards.
Forum members take advantage of the anonymity and
lack of regulation of these digital currencies to launder
profits from illicit activities. Underground forums provide
insights to help understand this ‘cashing out’ process.

Analysing underground forums can be complex as they
are often large, heterogeneous, and require substantial do-
main expertise. For the same reasons, manual investigation
of information in these forums can be time consuming [6].
Tools such as natural language processing (NLP) and ma-
chine learning (ML) enable the automation of particularly
labour-intensive aspects of this process. In this paper we
use these tools to provide a quantitative analysis of the
type of crimes discussed in underground forums and their
links to currency exchange. Although digital currencies
are often linked in media and academic discussions with
cybercrime and other illicit online activities, evidence of
the scale and nature of links between digital currencies and
the cybercrime economy is scarce. Thus, we investigate
these links through an exploration of cybercrime forum
discussions.

The data for our analysis are obtained from Hack-
Forums, for many years the largest and most popular
underground forum and still a major hub for cybercrime
communities, which has a section dedicated to currency



exchange. To make sense of the enormous volume of
discussions on HackForums, we developed a ‘crime type’
classifier, which categorises the types of crime being
discussed by forum participants, incorporating informa-
tion from post content, bulletin board title and thread
title. These crime types were compiled using domain
knowledge and findings from prior research [2], [7] into
underground forums. To the best of our knowledge, this
is the first time that underground posts classification has
been done using this specific crime type criteria. We ac-
knowledge these crime type categories are not exhaustive
and are not necessarily mutually exclusive. However they
provide valuable insights into the various types of illegal
activities being discussed on the forum by those who
engage in exchanging currencies. Therefore, we consider
this approach to be one of our major contributions.

We deploy this crime type classifier to explore the
links between digital currencies and crime on these fo-
rums. We also use an existing model developed by Port-
noff et al. [6] to categorise currencies offered and sought
for exchange. We analyse the relationship between the ex-
change of particular currencies and the crime types which
these users discuss. We find the most advertised currencies
are PayPal, Bitcoin and Liberty Reserve (until it was shut
down in 2013 [8]), confirming findings from previous re-
search [6]. We build on our objective to search for relation-
ships between cybercrime and currency exchange and find
the proposed Facebook’s Diem cryptocurrency (previously
known as Libra) has been a topic of particular interest on
the forum. We qualitatively analyse posts related to this
cryptocurrency, finding discussions are mainly centered
around technical details and investment opportunities, as
well as some speculation about cybercrime opportunities.

2. Related work

Underground forums have been an active area of
research for some time. Motoyama et al. [1] classified
forums as a subgroup of online social networks, evaluating
the social interactions within them, the commercial goods
and services traded, and differing levels of trust. Yip et al.
[©] used anonymised private messages from underground
forums, with the objective of understanding the social dy-
namics between those involved in cybercrime. Leukfeldt
et al. [10] note that lawbreakers are able to improve their
skills quickly when they can access and take advantage
of these types of networks.

In relation to payment methods, Mikhaylov and Frank
[11] analysed hacking and carding (which refers to using
stolen credit card information to buy goods and services)
forums. At that time, the cybercrime economy was mainly
reliant on Webmoney and Western Union for making
money transfers and cashing out digitally stolen funds.
Portnoff et al. [0] categorised posts within underground
forums using NLP and ML models. They classified these
posts based on their commercial category, the product
or currency being traded, and the price or exchange rate
offered. They identified that forum participants favoured
Bitcoin and PayPal, against other currencies, for transfer-
ring money and liquidating proceeds.

Pastrana et al. [2] also categorised underground forum
posts using ML approaches. They identified important
actors and their common interests and used social network

analysis and clustering to aggregate them based on to
their activities within the forum. They focused on under-
standing the factors that could predict future cybercrime
involvement and the main trajectories into cybercrime.
Pastrana et al. [5] used the CrimeBB dataset (which we
use in this research) to study how currency exchange has
evolved since 2005, tracking actors’ activities in the forum
before they engaged in currency exchange. They found
that overall PayPal has been the most advertised currency
offered for exchange. Liberty Reserve had been popular
before it was closed by the United States government in
2013 due to money laundering [8]. Soon after Liberty Re-
serve was closed, Bitcoin became the second-most offered
currency for exchange. They also found advertisements for
the trade in Amazon gift cards have increased since 2015.
Some illicit activities are known to be related to par-
ticular types of digital currency. For example, eWhoring, a
type of scam that is a popularly discussed topic on Hack-
Forums, commonly accepts PayPal and Amazon gift cards
from victims [12]. The currencies used can also change
over time. For example, Karami et al. [13] evaluated the
effects of PayPal shutting down the accounts linked to
booter services (which provide denial of service attacks).
They found that while the intervention had a negative
effect on profits, some operators displaced to Bitcoin.
Due to the size of underground forums, NLP ap-
proaches for classifying posts are becoming increas-
ingly relevant. Established tools—often trained on media
articles—struggle with users’ unique lexicon, short posts,
and inconsistent capitalisation and punctuation. Caines
et al. [7] developed NLP tools to use in underground
forums to identify post type, author’s intent and addressee.
Like this work, they used a mix of statistical and logical
classification models to predict data tags automatically.
Bhalerao et al. [14] used NLP techniques and graph
traversal algorithms to uncover and analyse cybercrime
supply chains through examination of underground fo-
rums. They discovered relationships between products
purchased and subsequent posts selling those same prod-
ucts. Their analysis shows that currency exchange was a
fundamental part of the supply chains, showing up in more
than 70% of validated chains.

3. Research Questions

We believe that having a more detailed overview of
the topics discussed in underground forums can aid us in
examining cybercrime. We contend that separating these
conversations by crime type will facilitate our comprehen-
sion of illicit activities within these online platforms. We
argue that a subsequent analysis of the link between these
conversations and the currencies exchanged can elucidate
more details of the cybercrime supply chain within the
forum.

Therefore, our first research question regards the re-
lationship between crime types being discussed by users
offering to exchange currency, and the types of currency
they are seeking to exchange. To answer this question, we
first built a crime type classifier to categorise the activities
of those involved in currency exchange elsewhere in the
forum. We then graphed the currencies being offered for
exchange by those discussing each crime type over time.



A deeper understanding of the use and talk of cryp-containing 2,000 forum posts. This rst sample of posts
tocurrencies within these forums can aid in discerningincluded (i) 500 posts selected completely at random, and
fraudulent activity and money laundering. Therefore, our(ii) 1,500 posts randomly selected after applying a lter
second research question relates to potential future uge the dataset. This Iter focused on leveraging previous
cases of Facebook's Diem cryptocurrency (previouslyclassication by Caines et al. [7], in which posts were
known as Libra). This cryptocurrency was of cially an- categorised by post type. We decided to include in this
nounced by Facebook on 18 June 2019 and was expectelter only those posts that we contend were potentially
to be launched in 2021. We expected that this cryptocurerime related (classi ed as “offer’, ‘request’, "exchange'
rency would have been a topic for discussion on the fo-and “tutorial' in [7]).
rum, however, we sought to explore in particular whether ~ These initial 2,000 posts were used for the rst it-
these discussions related simply to general discussions @kation of training and testing. After analysing the rst
Diem/Libra, or whether forum users were actively scopingiteration of results (section 5) obtained with the classi er,

out its potential for abusive or illegal activities. we decided to add a second set of 2,000 posts to improve
the performance measures. For comparison purposes, we

4. Method decided to randomly extract posts from forum participants
actively engaged in the currency exchange section. In

4.1. Data total, a combined sample of 4,000 posts was used for the

second iteration of training and testing of the classier

The data used in this work are a subset of the CrimeBgSection 5.1) using a split of 70/30 per cent correspond-

dataset. At the time of writing, CrimeBB contained more 'N91Y-
than 4.7 million accounts with more than 89 million posts,
extending over 27 forums that have been active sinc&.3.2. Annotation and “ground truth' de nition. Each
2007. This dataset was created in 2018 and is kept uppost was annotated into one category using the classi ca-
to-date by CrimeBot [5], a crawler designed speci cally tion criteria for crime type shown in Table 1. These crime
for scraping data from underground forums. CrimeBB istypes were compiled using domain knowledge and nd-
available for academic research use under a data shaririggs from prior research [2], [7] into underground forums.
agreement with the Cambridge Cybercrime Centre. While these crime type categories are not exhaustive and
We selected HackForums for analysis as it is the mosare not necessarily mutually exclusive, they allow us to
popular, largest and longest-running underground forumgissect the types of crimes being talked about, and help us
Our dataset includes more than 42 million posts in fouridentify the types of activities discussed by those involved
million threads made by more than 637,000 members ofin currency exchange.
197 sub-forums (bulletin boards). Our work includes a
section speci cally focused on currency exchange anal-

. . . : . TABLE 1. CRIME TYPE CLASSIFICATION CRITERIA
ysis. Our dataset for this specic section includes data

prior to June 2018 since the administration of marketplace Crime Type De nition _
contracts within HackForums changed after this date [15], Not criminal Unrelated to crime _
Access to systems Access to systems (excluding use of
. . . malware) and SQL injection attacks
4.2. Ethical considerations Bots & malware Bots or malware and related services
eWhoring eWhoring (simulation of fraudulent
The department's ethics committee approved this re- cybersexual encounters for_nancial gain)
h, which uses data extracted from a publicly acces-<urency exchange Exchanging digital currencies
s_earc ! . p y 7= DDoS & booting DDosS attacks, booting, stressing, and
sible forum with more than 637,000 members. Obtaining stress testing
informed consent from all forum participants is infeasible ~Identity theft Online identity theft, internet fraud,
and would be considered as spamming. This work focuses online scams or credit card fraud
on understanding aggregate information and collective SPa™ Sending spam, sharing email addresses
behaviour; we do not analyse specic individuals, or - - or containing marketing services _
€ , y p J Trading credentials Trading accounts including gaming,

attempt to identify users. Therefore, this work falls outside social networks and Net ix accounts
the requirement of informed consent, under the British VPN and hosting services VPN, hosting and proxy services
Society of Criminology's Statement of Ethics [16].

The initial 2,000 posts were annotated by three ob-
4.3. Crime type classier servers. The second set of 2,000 was annotated by two
reviewers and was incorporated into the rst sample. We
To identify the relationship between currency ex-used Cohen's [17], [18] and Fleiss's [19] to deter-
change and crime type, we built a classi er to categorisgmined the level of agreement between annotators. The
HackForums posts by crime type. We also used heurisFleiss's of 0.889 for the rst sample and the Cohen's
tics to design two baselines which provided a point of of 0.948 for the combined sample represented “almost
comparison for performance measures. perfect' agreement between the annotators, according to
the criteria by Landis and Koch [20].
4.3.1. Data sampling.We selected several samples from Despite the high level of agreement, the annotation
the dataset to be annotated and subsequently used to trginocess was not straightforward due the ambiguity of the
and test our crime type classi er. By following a similar posts' content. A few examples of such ambiguity, which
approach to Pastrana et al. [2] we selected a sampldemonstrate the dif culty of the task at hand, include:



Some posts discuss crime types but not the actual
commission of the crime being discussed. For
example, one of the posts on the bulletin board
called "Suggestions and Ideas' asks for “Death
Removal of eWhoring'. The discussion focuses on
whether the topic of “eWhoring' should or could
be removed from the forum. These types of posts
were classi ed as "not criminal'.

Some posts discussed products or services, but did
not indicate they were selling or using them. For
example, some posts discussed software that can
automatically increase forum participants' social
network channels' subscribers by the hundreds.
Where there were no indications the products were
being used or sold, these posts were classi ed as

Figure 1. Distribution of Crime Type labels

TABLE 2. NUMBER OF POSTS USED FOR TRAINING

‘not criminal'.

Posts about "Botting' and "Hosting' were partic- Crime type Number of posts
ularly dif cult to classify as they are not always Access to systems 59
related to criminal activity. For example, the use g‘ggs&&m&')"(‘)’fi‘:]e 2392
of l_Jots fo_r enhanced game_playlng is @ common eWhoring g 6
topic. While this may be against a game's terms of Identity theft 14
service, no crime is being committed. Therefore, Not criminal 2,096
analysing the post context is crucial for categoris- ?g%% credentials 5‘030
ing the post correcily. As ;ugh, these types of posts VPN a?]d hosting services 111
were classi ed as ‘not criminal'. Total 2.800

Some discussions move quickly onto private mes-

saging. This pattern was observed a signi cant

number of times during the annotation process. Approximately 73% of annotated posts were “not
As the CrimeBot scraper only collects public mes- criminal’, around 7% related to “bots & malware' and

sages, these conversations are not available to uanother 7% related to “trading credentials’. We take a

The ‘ground truth' was de ned as the crime type simplistic approach of rounding up these percentages to
chosen most frequently between three annotators or #@Ptain a total of 100%. Therefore, the proposed rst
the nal agreement between two annotators where ther®aseline method is to label every post randomly with a
was a disagreement encountered during the annotatioRrobability of 80% as "not criminal’, 10% as 'bots &
Figure 1 shows the distribution of labels after the annotamalware’ and 10% as “trading credentials’.
tion process. We observed that the distribution was highly This approach has some disadvantages. One of the
skewed towards “not criminal'. This was in line with our objectives of this work is to classify posts by crime type.
expectations, as the majority of conversations in underBased on this approach, the majority of posts will be
ground forums are not of a criminal nature. However, thisclassi ed as "not criminal’ and only two types of crime
imbalance in the post numbers available for training carWill be considered for the classi cation of the remaining
negatively impact the reliability of classi cation results Posts. Nevertheless, this baseline serves as a benchmark
obtained, speci cally for those crime types that have ato compare the performance of the models evaluated in
very low frequency. Table 2 shows the number of postssection 4.3.4.
used in the training set for the crime type classier. It can ~ The second baseline used heuristics based on insights
be seen that the categories “eWhoring', ‘Identity theft' andobtained during the annotation process. A relationship
*Spam'’ have less than 50 training observations (equivalentas identi ed between the bulletin board name and the
to 1.8% of the training set). To compensate this limitation,crime type assigned by the annotators. For example, we
we used the Synthetic Minority Over-sampling Techniquefound that the majority of posts belonging to the bulletin
(SMOTE) [21] which partially offsets this limitation by in- board "Free Ebook Hacking Tutorials' were categorised as

creasing the representation of the outnumbered categorie€\cCeSS to systems' by the annotators. Following a naive
approach, the second baseline proposed assigned the crime

4.3.3. Baseline designTo evaluate the performance of type based on the bulletin board name as shown in Table
the crime type classi er, two baselines were constructeds.
based on rules-based methods. These rules-based systems

have some limitations and disadvantages that make larget.3.4. Statistical Models.We pre-processed the data by
scale deployment dif cult. First, they demand a signi cant getting rid of any blank inputs, changing all text to lower
knowledge of cybercrime taxonomies. Second, they arease, tokenising all input text, removing stop-words and
labour intensive and time-consuming since creating rulegerforming word lemmatisation using the NLTK library.
for a complex system demands substantial manual inspego develop the classi er, we compared the performance
tion, particularly as the language used on underground foof four statistical models, namely Support Vector Ma-

rums can include a high preponderance of colloquialismghines (SVM), Multinomial Logistic Regression, Random
and slang. These systems are also dif cult to maintain and

are not easily scalable. 1. http://www.nltk.org



TABLE 3. ANNOTATED CRIME TYPES DISCUSSED ON VARIOUS FN = False negative, if the predicted crime type

BULLETIN BOARDS label for each post is not “Not Criminal” and is
Crime type assigned Bulletin board name POt equ_al_to ;che ground truth category which is
Access to systems Free Ebook Hacking Tutorials Not Criminal”.
SQL Injection Attacks
PHP Development To complement these performance measures we also
Bots & malware Botnets, IRC Bots, and Zombies used accuracy. This is de ned as the percentage of posts

Cryptography and Encryption Market  classi ed correctly with the right crime type label as
Cryptography, Encryption, and Decryptionfonows.
Remote Administration Tools )

DDoS & booting Server Stress Testing TP+ TN

eWhoring eWhoring Accuracy = 4)

Identity theft Monetizing Techniques TP+ TN+ FP+FN

Spam Fff]?e '\’:Of‘ey Making Ebooks Accuracy can also range from 0 to 1, with 1 being the

ererrals . . .

Trading credentials Appraisals and PTicing pest possible score and 0 the worst. T_hls score by itself
Non-Free Accounts is not a very good measure for classi cation problems
Online Accounts with skewed distributions, therefore we used all four

VPN and hosting services  Hosting Services performance measures.

VPN Hosting and Services

4.4. Currency exchange analysis

Forests, and XGBoost. We performed hyperparameter tun- — . . :

ing and ten-fold crossvalidation. The input data was split ©One Of our objectives is to examine the use and dis-
for training and testing using a ratio of 70/30 correspond-cuSsion of cryptocurrencies within underground forums.
ingly. The training set was oversampled using SMOTE his can help us |Qent|fy fraudulent activity and money
to deal with the highly skewed data distribution. We '2undering, which is an important element of the supply
extracted a vector of lexical features by using the Ternfh@in of cybercrime. For this reason, we analysed ad-

Frequency-Inverse Document Frequency (TF-IDF) Wordsvgrtisements for currency exchanges in chkForums per
weighting [22] and used it in all our models. crime type over the course of more than eight years. Our

dataset included posts by 11,397 actors who were active
in the "Currency Exchange' sub-forum. We extracted all

L osts from these actors prior to June 2018 across all
precision, recall and F-measure to evaluate and compa i . -
each of the baselines and models performance. Precision 7 sub forums.m HackForums..More than 11.7 .mllllon
identi es the percentage of posts the classi cation modeIpIOSts. were obtained and categorised using our crime type

; -.classi er.
predicted correctly out of the total number of posts that it
predicted for a given crime type label. Recall refers to the arsvgeaisde?otlbeenitsoglsods?s/egr%‘ﬁdthbg ‘Iz:our:?;r?cet;!.cr[]a]ntoe'
percentage of posts the classi cation model predicted for P y 9

. . sub-forum. Their classi cation model was also used to
a given crime type I_abel out of the_total n_umber of pOStSextract the currencies being offered and searched for by
it should have predicted for that given crime type label.

. . L urrency exchange actors from December 2009 to June
F-measure is a weighted average of precision and recal . . ; :
All of these scores range from 0 to 1, with 1 being the 018. We linked each of these currencies being advertised

best possible score and 0 the worst, and are calculated Efi%r e>§change to the other forum posts by the same actors,
Classi ed by crime type.

4.3.5. Performance Measures.We used measures of

follows [7]: Additionally, we obtained the net currency ow over
TP time, calculated as the number of posts aiming to buy a
Precision = TP+ EP (1)  particular currency minus the number of posts aiming to
sell that currency, establishing a rough measure of the net
TP ow towards or away from a given currency at a given
Recall = —— (2) time. We focus our modelling in particular on Bitcoin's
TP+FN net currency ow (de ned as number of posts wanting
. Bitcoin minus number of posts trying to sell Bitcoin)
g -, Precision Recall (3)  and compare this to the inverse base-10 logarithm of the
Precision + Recall Bitcoin price (we use this transformation to minimise the
Where: volatility observed).

TP = True positive, if the predicted crime type 4.5. Qualitative analysis

label for each post is “Not Criminal” and is equal

to the ground truth category which is “Not Crim- We continue our examination of potential relationships
inal”. between cybercrime and currency exchange by analysing
TN = True negative, if the predicted crime type conversations in HackForums about the proposed Face-
label for each post is not “Not Criminal” and is book Diem/Libra cryptocurrency. A Python script was
equal to the ground truth crime type. used to extract all posts related with Facebook's proposed
FP = False positive, if the predicted crime type cryptocurrency. The terms used for this purpose included:
label for each post is not equal to the ground truth"Facebook Diem', "Facebook Coin', "Facebook Libra’,
crime type category. “Globalcoin' and “Calibra'.



A total of 25 posts from 22 actors were found between TABLE 6. PERFORMANCE OF STATISTICAL MODELS- FEATURE

May 2019 and April 2021, which were analysed qualita- EXTRACTION INCLUDES 'BULLETIN BOARD TITLE'

tlve,ly by _hand' The_ pOStS. were groupeq according t? th:e Model Precision Recall F-Measure Accuracy

main topic of the discussion. All quotations are provided—svm 0.842 0.608 0677 0.608

verbatim. Logistic Regression 0.843 0.616 0.685 0.616
Random Forest 0.846 0.863 0.852 0.863

5. Results XGBoost 0.838 0.702 0.749 0.702

5.1. Crime type classier 5.1.3. Using “Post' content and “Bulletin Board Title'

Table 4 shows the performance resuls or ot basel? S911e Siacton, Tane ¢ shows e pertormance
lines described in section 4.3.3. Our aim is for the classi-rated the information of both post contepni and the buIII?atin
er to outperform these baselines. P

board title into the feature extraction.

TABLE 4. BASELINE PERFORMANCE TABLE 7. PERFORMANCE OF STATISTICAL MODELS- FEATURE

EXTRACTION INCLUDES "POST CONTENT AND 'BULLETIN BOARD

Model Precision Recall F-Measure Accuracy T .
Baseline 1 0.678 0.722 0.700 0.545 ITLE
Baseline 2 0.833 0.948 0.886 0.822 Model Precision Recall F-Measure Accuracy
. . SVM 0.837 0.846 0.840 0.846
'Thg rst baseline prowdes an F-measure (_)f_ 0.700, | ogistic Regression 0.862 0.848 0.853 0.848
which is weighted relatively equally across precision and Random Forest 0.858 0.862 0.850 0.862
recall. While labelling the majority of posts as "not crimi- _XGBoost 0.854 0.861 0.854 0.861

nal' at random with a probability of around 80% provides

a fairly good F-measure, the accuracy is poor at 0.545. The results show an improvement between 5% and
This naive implementation is unsuitable for this researchl6% compared to those obtained including only post
as one of the objectives is to predict the crime type beingnformation into the feature extraction. The results for
discussed. This also re ects the nature of conversationgll the models continue to outperform those of baseline
that participants have in HackForums, with the majority1. Additionally, accuracy for the models SVM, Random
not being overtly related to illegal activities, at least beforeForest and XGBoost, is higher than that for baseline 2
moving into private messaging or other means of com©f 0.822. Nevertheless, baseline 2 F-measure continues to
munication. The inclusion of the bulletin board title as aoutperform all the statistical models.

heuristic in the second baseline improves all the measures. L , . _ .

In particular, the F-measure increases by 27% to 0.886 ang1-4- USing "Post’ content, "Bulletin Board Title’ and

the accuracy increases by 50% to 0.822. This also re ects! read Title’ for feature extraction. One nal evalua-

the nature of HackForums. with threads sub-divided b)}ion incorporated the thread title into the feature extraction
topic-speci ¢ bulletin boardé. containing the post content and the bulletin board title.

Table 8 shows the performance results for all models.
5.1.1. Using "Post' content for feature extraction.Our

rst attempt, using post content for feature extraction, TABLE 8. PERFORMANC‘E OF STATISTICAL MODELS: FEATURE
performed better than baseline 1 but worse than baseline EXTRACTION 'NCTLI;’fEE,SAESﬂHCROE’iTDE%TT'LEB,ULLET'N BOARD

2. Table 5 shows the performance results for all the

statistical models. The results show that the XGBoost and Model Precision Recall F-Measure Accuracy
the Random Forest models have the best performance. SVM _ 0.881 0.886 0.882 0.886
Logistic Regression 0.895 0.890 0.891 0.890
TABLE 5. PERFORMANCE OF STATISTICAL MODELS- FEATURE Random Forest 0.867 0.872 0.860 0.872
. . XGBoost 0.871 0.880 0.873 0.880
EXTRACTION INCLUDES "POST CONTENT
Model Precision Recall F-Measure  Accuracy The results for all the models continue to outperform
SVM . 0.733 0.719 0.723 0.719 those of baseline 1. They also show an improvement
Logistic Regression ~ 0.770 0.728 0.744 0.728 petween 1% and 3% compared to those obtained in-
Random Forest 0.741 0.771 0.747 0.771

cluding only post information and bulletin board title
into the feature extraction. Accuracy for all the models
outperforms the baseline 2 score of 0.822. The F-measure
5.1.2. Using "Bulletin Board Title' for feature extrac-  for the logistic regression model also outperforms both
tion. As the baseline 2 results show a signi cant im- baselines. When analysing the prediction results, we found
provement compared to those of baseline 1 when bulletinthe SVM model and the Logistic Regression model were
board titles are included, we decided to incorporate thisver tting the training data. The XGBoost model showed
information into the statistical models. Our second ap-the best prediction performance without over- tting the
proach includes only information from the Bulletin Board data, and therefore was subsequently selected for the nal
Title for feature extraction. Table 6 shows the performancelassi cation.
results for all the statistical models.

Compared to Table 5, these results show an improves 2. Currency exchange analysis
ment in all performance indicators for the Random Forest
model but an improvement in precision only for the rest We used our crime type classi er to categorise more
of the models. than 11.7 million posts across all of HackForums prior to

XGBoost 0.750 0.769 0.754 0.769
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