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Abstract

Contt-awarenessoncernghe ability of computingdevicesto detect,interpretandrespondo aspects
of the users local ervironment. SentientComputingis a sensotdriven programmingparadigmwhich
maintainsan event-basedgdynamicmodelof the environmentwhich canbe usedby applicationsn or-
derto drive changesn their behaiour, thusachiezing contet-awareness.However, primitive events,
especiallythosearising from sensorsg.g.,that a useris at position (x; y; z), aretoo low-level to be
meaningfulto applications. Existing modelsfor creatinghigherlevel, more meaningfulevents,from
low-level events,areinsufcient to capturethe usersintuition aboutabstracsystemstate.Furthermore,
thereis a strongneedfor usercentredapplicationdevelopmentwithout undueprogrammingoverhead.
Applicationsneedto be createddynamicallyandremainfunctionalindependentlof the distributedna-
ture and heterogeneityf sensordriven systemsgeven while the useris mobile. Both issuescombined
necessitatanalternatve modelfor developingapplicationsn areal-time,distributedsensodrivenen-
vironmentsuchasSentientComputing.

This dissertationdescribeghe designandimplementationof the SCAFOSframeavork. SCAFOShas
two novel aspects.Firstly, it providespowerful tools for inferring abstiact knowledg from low-level,

concete knowledge, verifying its correctnessind estimatingits likelihood. Suchtools include Hid-

denMarkov Models,a BayesiarClassi er, TemporalFirst-OrderlLogic, thetheoremprover SRASS and
the productionsystemCLIPS. SecondlySCAFOSprovidessupportfor simpleapplicationdevelopment
throughthe XML-basedSCALA language.By introducingthe nenv conceptof a generaliseavent, an

abstract event de ned asa noti cation of changesn abstractsystemstate,expressvenesscompatible
with humanintuition is achiezedwhenusingSCALA. TheapplicationghatarecreatedhroughSCALA

are automaticallyintegratedand operateseamlesslyn the various heterogeneousomponentof the

contt-awareervironmentevenwhile the useris mobile or whennew entitiesor otherapplicationsare
addedor removedin SCAFOS.
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Chapter 1

Intr oduction

0 0o &
(Knowledg is true beliefplusan accountof Logos') — Plato(Theaetetu201d)

Contt-awaienesg96] concerngheability of computingdevicesto detect,nterpretandrespondo
aspect®f theusers local ervironment.lts goalis to enhanceomputersystemswith a senseof thereal
world andmalke themknow asmuchasthe useraboutthe aspectof the environmentrelevantto their
application.We referto ervironmentsenhancedvith context-awvarenessscontet-awale ervironments
andto theapplicationghatoperatdan suchernvironmentsascontext-aware applications

Contt-awarenesss orthogonalto programmingparadigmssuchas UbiquitousComputing[108]
andSentientComputing[44], which aimto optimisethe serviceofferedto theuserthroughapplications.
Suchapplicationdollow a commonmodusoperandithe userspeci esa setof requirementin termsof
abstracthigh-level context aswell astheserviceto bedelivered,oncethespeci edcontet hasoccurred.
Theapplicationrecevesnoti cations from the Sentientsystemwheneer the speci ed context happens,
andit executesaccordinglythe speci edaction. For example the usermayaskto beremindedo return
Johns bookwhenlocatedin the sameroomasJohn.

Althoughsensoidrivensystemsrephysically distributedandemploy eventsfor acquiringandcom-
municatingawarenes®f their surroundingervironmentsthey bearsigni cant differencedo traditional
event-basedlistributedsystems.The eventsthatareproducedby sensorsaretoo low-level to be mean-
ingful to the applications For example the eventthata useris at position(x; y; z) is notdirectly usable
by anapplicationthatis interestedn determiningvhenauseris in closeproximity to aPC.Furthermore,
sensoterived eventsdo not corvey nggativeinformation,i.e., informationthatsomethinghasnot hap-
pened.For example althoughaneventthatnoti es of a re canbeeasilyproducediy a re alarm,unless
suchaneventoccurs,thereis no informationaboutthe absencef re. Anotherissueof sensoidriven
systemds that thesetypically consistof several heterogeneousomponentshat differ signi cantly in
termsof the propertiesof the instrumentingtechnology e.g., the accurag of the location system,the
numberof usersthatareknown in the domainandthe speci ¢ topologyof the domain. This hasa huge
impacton applicationdevelopment.A userthatmovesbetweendomainsmay needto be ableto locate
theclosestemptymeetingroomin eachof thevisiteddomainswithoutrecompilingthe applicationthat
deliversthisinformationwith eachtransitionto a new domain.Furthermoreusersmay needto develop
new applicationsad hoc, andsimilarly canceltheir operationin real-time. This meanshatapplication

TheGreekword Logos(traditionally meaningword, thought,principle, or speeb) hasbeenusedamongbothphilosophes
andtheolgians. In mostof its usages,Logosis marked by two maindistinctions- the r stdealingwith humanreasonandthe
secondvith universalintelligencei.e., the Divine. Theword wasusedby Heraclitus,oneof the pre-eminenPre-Socatic Greek
philosophes, to describehumanknowledg andtheinherentorderin theuniverse a badkgroundto theessentiathange which
characterisesday-to-daylife. By thetime of Socates,Plato, and Aristotle, Logoswasthetermusedto describethe faculty of
humarnreasorandtheknowledg menhadof theworld andof ead other TheStoicsundestoodLogosastheanimatingpower
of theuniverse which further in uencedhowthis word wasassociatedvith the Divine.
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developmenteeddo be dynamicandwithout undueprogrammingeffort. Lastly, UbiquitousComput-
ing adwocateghatthe computinginfrastructureghatenableswarenesshouldbeinvisible from the user
This necessitatea separatiorof concerndetweertheway usersde ne contextual situationsin orderto
build applicationsandthe way context is managedy the sensomrivensystem.

Existing techniquedor modellingdistributed, event-basedystemssuchaseventcomposition are
not adequatdor modelling context-aware systemsasthey cannotcapturecertainhumanintuition in-
volving state. Furthermorethesetechniqueslo not caterfor transpaency i.e., hiding the effect of the
heterogeneitpf sensordrivencomponentférom the modellingmechanismOn the otherhand,existing
modelsfor contet-awarenessuchas SPIRIT [41] are not programmable.As far as applicationsare
concernedgontext-awareapplicationdevelopmentasbeenad hoc, oftenoverwhelmingto the user de-
priving him of any controloverthedesiredapplicationbehaiour. Thisintroducesanimperatve needfor
toolsthataid contect-awareapplicationdevelopmenin away thatthedesiredapplicationfunctionalityis
determinedy theuser dynamically while beingmobile. All theabore reasonsiecessitatanalternative
modelfor contet-awarenes sensowdrivensystems.

This dissertationdescribeghe designandimplementationof the SCAFOSframevork. SCAFOS
achiezestwo principal goals. Firstly, it implementsa modelfor context-awarenesdor sensoidriven
systemswhich satis esthe abore modellingrequirementsThe proposednodelis standadised,user
cented,distributable portable dynamicallyextensibleandprovidesaninvisible sepaation of concerns
betweerknowledg acquisition,integrated knowledg@ manajementand knowled@ usage by applica-
tions thusensuringa naturalinterfaceto the users,abiding by the principlesof UbiquitousComput-
ing. Secondly SCAFOSpromotesapplicationdevelopmentwithout undueprogrammingoverheadby
providing a setof toolsandservicedor the creation,deploymentandoperationof contet-awareappli-
cationsin distributed, dynamic,extensible heteogeneousgcontet-aware ervironments The language
partof SCAFOSis calledSCALA, it is XML-based,andit allows for top-davn, usercontrolledappli-
cationdevelopment.Applicationsoperatingwithin this framewvork are createdautomaticallyfrom user
speci cations,andbene t from automaticintegrationwith little developmentoverhead;their seamless
operations guarantee@sthe usermoves,evenwhenthe modelis extendeddynamically

1.1 Vision

Theuserin the nearfutureis percevedto be mobile andto move throughseveral heteogeneousndoor
andoutdoorcontet-aware ervironments The usercarrieswith him a PersonaDigital AssistantPDA),
throughwhichit is possibleto interactdirectly with the physicalervironment,specifyingthe actionthat
is to take placewhenerer a situationof interestoccurs.Suchsituationsof interestcanhave the form of
gueries,e.g.,queryingthe locationof the closestwirelesshot spotthat guaranteesa connectionspeed
overa certainthreshold Theusercanalsode ne applicationghatremainfunctionalfor aspeci c period
of time. For example theusermayaskto benoti ed wheneertheclosestsystemadministratobecomes
availablewithin thenext 10 minutes,or hemayrequesthatall personalmessgesbewithheldwheneer
heis talking with colleagueswith whomhe spendsn average lessthan 5% of his weeklytime, andthat
this applicationbe effectivefor therestof theworkingdayandno longer thanthat

Apart from the prede nedsetof requirementsad hoc requirementsan also be issuedduring the
usersdaily routine,suchasnotify meby SMSwhenthebossarrivesin theof ce or evenshowmea map
to the closestcinemathat showsthe latestmovie by Aimodovar. Suchrequestsaregeneratedy typing
a commandon a PersonaDigital Assistant(PDA), andthey take effectimmediately unlessotherwise
speci ed.

A users ervironmenttypically involvesa home,an of ce with variousdepartmentsa car, malls,
recreationabreassuchascinemasgtc. Suchernvironmentsare dynamic,andeven their topology may
evolve continually For example,a multi-departmentainstitution may expandby modifying a closed-
spaceopologyto arent-a-deslopenspacetopology By analysingwhatis requiredto materialisethis
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vision, thefollowing requirementsor context-awarenessave beende ned.

Formal Modelling. A modelthatencompassdbeernvisionedbehaiour of contet-awaresystemsand
their usersis necessarySucha modelpromoteghe understandingf theissuednvolvedin the context-
aware paradigm,urveils the capabilitiesand potentialof eachexisting solution, and offers a platform
wheredevelopmentefforts canbe standardise@ndreplicatedeffort canbe avoided. Although several
modelsalreadyexist for traditionalevent-basedlistributedsystemsthereis noadequatenodelavailable
for context-awaresystems.

User-Centred Model and Application Development. In amodelfor context-awarebehaiour such
astheoneervisionedabove, usermeedo beableto determinavhichactionswill take placeunderwhich

conditionsandwhateffect suchactionswill have ontheirinterruptibility - i.e., whenit is appropriatdo

disturbthem. This meansthat context-aware applicationdevelopmentshouldbe simple enoughto be
undertalenby theuser andapplicationsshouldbecomeeffective (andsimilarly ineffective) in real-time.
Suchapplicationsneedto operateseamlesshasthe usermovesfrom onecontet-awareervironmentto

another They alsoneedto remainoperationalinderthe speci edtemporalconstraintsevenwhenother
usersdevelop otherapplicationsdynamicallyor whenthe entities(users,topology)in the surrounding
environmentchange.

Invisibility and Transparency. Thesensoandcomputingnfrastructurg¢hatenablesontext-awareness
needdo beinvisible to theuser thusproviding a naturalinterfacefor developingapplicationsInvisibil-
ity adwocateghattheapplicationlogic is compatiblewith humanintuition. Transpaencyguaranteethat
the applicationlogic will be functionalin all distributed component®f a contet-aware ervironment,
independendf the entities(userspbjects topology)thatexist in thatcomponent.

Expressveness. In orderto reasonwith the modeland develop applicationlogic, thereneedsto be
available languagesupport. Expressivenesguaranteeshat sucha languageis powerful enoughfor
expressingall humanintuition.

Real-Time Constraints. As mentionedefore,applicationsaredevelopeddynamically while thesys-
temis runningandwithout additionalrecompilation. This introduceseal-timeconstraintshat needto
beadheredo.

1.2 A PhilosophicalView on Context, Knowledgeand Events

This sectionaimsto give a brief philosophicabackgroundf someof thekey conceptsn theconceptual
framawvork describedn this dissertation.This is meantto demonstrateéhe historical continuity in the

intellectualchallengethat suchconceptsraise,aswell asthe similarities and the differencesbetween
the philosophicalapproachandthe approachadwocatedby the currenttrendsin computerscienceand

adoptedn thisthesis.Thereferencegjivenhereareindicative, andarereally only usedasanindex into

thewider literature.

Context. Contetis atermwhichis widely usedin computerscienceandvariousde nitions for con-
text exist in theliterature.Variousareasof computerscience suchasnaturallanguageprocessinghave
investicatedthis conceptover the last 40 yearsto relateinformation processingand communicatiorto
aspect®f the situationsin which suchprocessingccurs. Schmidtet al [98] have given the following
de nition for contet: “Context is what surroundsus and givesmeaningto somethingelse’ Dey talks
aboutadifferentde nition of contet [29]. “Context is anyinformationthat canbe usedto characterise
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the situation of an entity An entity is a person, a place or objectthat is consideed relevantto the
interaction betweena userand an application, including the userand applicationsthemselves. This
de nition is moreappropriatdor describinginteractionsn context-awareapplications.

This thesistakes a stepbackandidenti es the similaritiesthat exist betweenthe above de nitions
of contt andthe conceptof knowled@g asthis hasbeenusedin computerscienceand particularlyin
Arti cial Intelligence.It arguesthatcontextis knowled@ of the stateof entitiesin the surroundingworld
andit considersventsto be changesof sud state But whatexactly is knowledge?

Knowledge. Accordingto the Dictionary of Philosophy[35], knowledgeis a combinationthe fol-
lowing: (i) knowledgethat (factualknowledge), (i) knowledgehow (practicalknowledge), and (iii)
knowledgeof people placesandthings(knowledgeby acquaintance).

Platoin Meno[83] offers a distinctionbetweertrue belief andknowledge(97d-98b). Knowledge,
Platosays,is tetheredn away thattrue beliefis not. This view, which seemdo suggesthatknowledge
is justi ed true belief, is taken up again in the Theaetetu$85], wherePlato suggestghat knowledg
is true belief plus an accountof logos (201d). In the Republic[84], Platoidenti es knowledgewith
infallibility or certaintyby claimingthat,knowledgeis infallible, while beliefis fallible (Republic477¢).
In the RepublicBook V, Platoaddressea versionof the questionpertainingto the extentof knowledge.
Therehe distinguishedetweernknowledgeat one extremeandignoranceat the other and he roughly
identi es anintermediatestateasbelief. Eachof thesestatesof mind, Platosays,hasan object. The
objectof knowledgeis whatis or exists;the objectof ignorances whatdoesnot exist; andthe objectof
beliefis someintermediateentity, oftentakenasthe sensiblephysicalworld of objectsandtheir qualities
(Republic508d-e;Cratylus[82] 440a-d). What truly exists for Platoare unchanging-orms, andit is
thesewhich heindicatesasthetrue objectsof knowvledge.

Aristotle elaboraten the Platonicview of knowledgeby distinguishingbetweenperceptualand
propositionalknowledg. The formeris perceved by the sensesandthe latter is knowledgeof facts.
Perceptuaknowledgeis discussedn De Anima[2], asknowledgethatis percevedthroughthe senses
andthereforeis subjectto error. However, in the Posterior Analytics[3], Aristotle takesthis view of
knowledgeeven further and discusses specialform of knowledge,scienti ¢ knowledg asa form of
logical deduction A science,as Aristotle understand#, is to be thoughtof asa group of theorems
eachof which is provedin a demonstratie syllogism. In the rst instancea demonstratie syllogism
in sciencesS is a syllogisticargumentwhosepremisesare rst principlesof S. Theserst principles,in
turn, mustbetrue, primary, immediate betterknown thanandprior to the conclusionwhich is further
relatedto themaseffectto causgPosteriorAnalytics 71b21-22) Knowledgeof the conclusiorrequires
knowledgeof the rst principles,but not corversely The sciencecanbe extendedby takingtheorems
provedfrom rst principlesaspremisesn additionaldemonstratie syllogismsfor further conclusions.
A personwho carriesthroughall thesesyllogismswith relevantunderstandingnasknowledgeof all of
thetheorems.

Events. Eventsform anapparenthdistinctkind, differentfrom thingslik e people planetsandbooks.
Many eventsare changesfor example,humanbodiesbeing rst alive andthendeador thingsbeing
rst hotandthencold. But this may not de ne eventsfully. Eventscanbe usedin orderto distinguish
intrinsic changeslik e dying, from somerelationalones lik e beingorphaned Secondgventsthatbegin
or endthings, like the Big Bangand otherexplosions,cannotbe changesn themselesand may not,
if nothingprecede®r survivesthem,be changesn arything else. The differencebetweenthingsand
events,whetherchange®r not, maybethatthingskeepafull identity overtime, which eventslack. First,
someeventsmay beinstantaneouandlack ary identity over time. Secondiemporallyextendedevents
aredeprivedof full identity over time by their temporalparts,like a speecls spolenwords,which stop
themever beingwholly presentat an instant;whereagpeopleand otherthings have no temporalparts
andarewholly presentat every instantof their lives. This full identity over time will thendistinguish
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onething changingfrom successie thingshaving differentpropertiesthusexplainingwhy only things
canchangeandwhy changesbeingevents,arenotthings.

The Inter pretation of this Dissertation. The modelproposedn this dissertatiorabidesby both the
above PlatonicandAristotelianviews aboutknowledgethroughthefollowing interpretationknowledge
is factual(predicatepndit is considere@sthestateof logical entities whichis eitherperceved,logically
deducedor inferred from perceved or other deducedor inferred knowvledge. Perceptuaknowledge
is a key componentof sensofdriven systems,where perceptioncan be seenas sensing,carried out
by sensors.Perceptuaknowledgeis fallible. Indeed,the certaintyof knowledgethatis producedoby
sensorgdependson the reliability of the sensortechnology thus sensedknowledgeis in fact belief.
Althoughthisis notdirectly addresseth thisthesis thereis active researctattemptingo modelsensing
accurag with con dencelevels, thusmodellingthe degreeof belief. The modellingapproachakenin
this thesisemploys similar principles(con dencelevels and lik elihood estimation)in orderto model
higherlevel belief. It is worth noting thatexceptfor sectionsof the dissertatiorin which uncertaintyis
explicitly discussedit canbe assumedhatuncertaintyis smallenoughto be ignored. In this casethe
termknowledgewill beusedto meanbothknowledgeandbelief, unlessotherwisestated.

Knowledgein this thesisis deducedrom perceved knowvledge (sensordata)usingtemporal rst-
orderlogic (TFOL) andinferred using statisticalprobabilisticmethodologiesuchas Hidden Markov
ModelsandBayesiarPrediction.Percevedknowledgeis referredto asconceteanddeducedr inferred
knowledgeasabstract Abstractknowledgeis encapsulatedsinstancegin the Prologsensepf abstract
predicatesLack of knowledgeis consideredisignorance Ignoranceds akey issuein this dissertation,
asit is not addressablby existing distributed systemmodels. Uncertaintyis anotherkey issuewhich
is inherentin contet-awaresystemsWherever uncertaintyplaysanimportantrole (Chapters3 and4),
knowledgeis equialentto belief Otherwisethetermknowledgewill beusedto meanbothknowledge
andbelief, concreteandabstractunlessotherwisestated.Furthermoretheseconceptsareconsideredn
the presentthe pastandthefuture,throughcurrent,historicalandpredicteddata.

1.3 SentientComputing and SensorDriven Systems

Theresearchlescribedn this dissertatioris basedn the SentienlComputingparadigm.SentientCom-
puting is a programmingparadigmfor context-awarenesswhich employs sensorsdistributedthrough
the ervironment,in orderto createand maintaina detailedmodel of the real world andmake it avail-
ableto applications. This sectionelaboraten the requirementf Sectionl1.1 andfocuseson their
satis ability in the context of SentientComputing. Sensodriven systemsbhearsimilaritieswith sensor
networks,which areanemeging areaof research.

A key characteristiof suchsystemss thateventsin SentientComputingarenotmeaningful.Rather
they areinstancef the stateof an entity, asthis is capturedby the sensortechnology Furthermore,
eventsin sensordrivensystem®nly corvey positive knowledge. They cannotrepresenknowledgeabout
somethinghathasnot occurredor hasstoppedoccurring. Furthermorethe semantionappingbetween
concreteknowledgeproducedoy sensorandabstracknowledgethatis queriedby the applicationlayer
is incomplete. Uncertaintyis alsoan issuethat affectsthe degreeof abstractbelief thatis maintained
by the systemand queriesby applications. Uncertaintycan be introducedby variousfactors. Sensor
occlusionmay preventan eventfrom beinggenerated Statisticalerror in thelocationtechnologymay
causdahegeneratiorof eventsthatareonly approximation®f theactualmonitoredentity property Node
failure is acommonfailure,especiallyin sensonetworks.

Anotherkey issueis thatof scalability. Scalablecomputatiorandcommunicatioris crucialin pro-
cessingthe high updateratethatis involved whenreasoningwith sensomupdateswhile maintaininga
nearreal-timeresponseWhenscalingcontet-awaresystemsgo alargenumberof physically distributed
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componentsyhichcontainalargenumberof userghatissuealargenumberof applicationrequirements,
maintaininganacceptableespons¢ime becomesigni cantly harder
Finally, theheteogeneityof thetechnologyandtheentitiesinvolvedin eachdistributedsensordriven
componentalongwith the dynamicevolution of suchsystemspften hindersthe dynamiccreationand
the continuousseamlessperabilityof createdapplicationsThisis only aggraatedby usermobility.
The satis ability of therequirement®f Sectionl.1, giventhe above issuesjs investicatedandad-
dressedn this dissertation.

1.4 A Conceptual Framework

This sectiondescribesheconceptuaframevork proposedn this dissertatioranddiscussethekey deci-
sionsinvolvedin its designandimplementationThe maincomponentsreportrayedn Figurel.1. The
mainapplicationprogrammablénterfacesAPIs) betweerthe conceptuatomponentsvill bediscussed
in detailin thefollowing chaptersandareonly outlinedhere.

UserUpdate() Subscribe() CreateECAApp()
UserQuery() LoadFOLModel()
SensorUpdate() e vy V 1
Y e W D e D S S T T ® -~ (T T T Ty i
i \‘ : : ‘\ ‘ : i :
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Figure 1.1. The SCAFOS conceptual framework.

The framewvork promotesuserdriven context-aware applicationdevelopment. The usercreatesa
speci cationfor a contet-aware applicationusingan XML-basedhigh-level languagecalled SCALA.
Thisis modelledby the CreateECAApp(Nnterface.SCALA is discussedxtensvely in Chapterl2. Each
SCALA de nition consistof threecomponentsAn ECAASspeci cation(anapplicationde nition), an
AESLde nition (ade nition of theabstracpredicateandtherulesby whichthiswill begeneratedrom
primitive events)andanAEFSLde nition ( Iter) (anassignmentf constanvaluesto theattributesof the
abstracpredicateof the AESL de nition). TheECAAS speci cationde nesthedesiredunctionalityof
the context-awareapplicationin anenhancedevent-Condition-ActionECA) format,which de nesthat
aparticularsystemaction(A) will betriggeredwheneerit is determinedhroughthereceptionof anab-
stractevent(E) thata condition(C) hasbeensatis edin thecontet-awareenvironment.AbstractEvents
arediscussedn Chapter8. Thisformatis enhancedvith elseandscopestatementsThe elsestatement
de nesalternative actionsto betriggeredwhenthe conditiondoesnot hold. Thescopestatementle nes



Chapterl. Introduction 27

temporalconstrainton theapplicationfunctionality, i.e., thelengthof timeit remaingan effect. Boththe
elseandscopestatementsrediscussedn Chapterl2.

Abstractknowledgecanbeinferredfrom concreteknowledgeby meansof HiddenMarkov Models
(HMMs) andTemporalFirst-OrderLogic (TFOL). Chapterd presenta movementrecognitionmethod-
ology, basedon HMMSs. This processs undertakenby the StatisticallnferencingServicecomponenbf
Figurel.1. Thealgorithmfor deducingthe abstracknowledgepredicategrom concreteonesis de ned
by theuserusinganAESLde nition anda lter, de nedin thelanguage®\ESL andAEFSL respectiely.
Bothlanguagesrebasedn TFOL andaredesignedvith computationaéf ciency in mind. Chapterl2
discusseshedesignprinciplesbehindthem.

The AESL de nition is checledfor correctnesandsemantiaccompatibility with the varioushetero-
geneoudlistributed component®of the sensordriven systemsusing the Satis ability Servicethrough
the ChekSatis able()interface(Chapte). Eachcomponentnodelis loadedin the Servicethroughthe
LoadFOLModel()interface. This servicewill raiseanexceptionif the AESL de nition is notlogically
satis able. This may be dueto incorrectusageof the underlyingmodel, missingpredicatesincorrect
syntaxor a mismatchbetweenthe applicationrequirementsand the technologicalpropertiessuchas
location-sensingprecision. This servicealso detectserrorsthat canoccurfrom violating logical con-
straintssuchasthosederived from the functional operationof location predicates.For example,the
situationwherethe C expertis typing while atthe sametime the systemadministratoiis having a coffee
isimpossiblef the systemadministratoandthe C expertarethe sameperson.

The combinedAESL and AEFSL de nitions are compiledinto animplementatiorprocesssimilar
to anexecutionthread which usesthe event-driven paradigmin orderto communicatevith the loosely
coupledcomponent®f the frameavork thatimplementthe reasoningequiredfor creatingthe applica-
tion. Althoughthe event-driven paradigmis appropriateor this processpasicevents,especiallythose
arisingfrom sensorsmay be too low-level to be meaningfulto users. For this reason substantiare-
searchinto eventcompositior6, 7, 63, 81,102],i.e.,thecombinationof primitive eventsinto composite
eventsby applyinga setof compositioropemtors, hasbeenpursuedy severalgroups.This bottom-up
approachalthoughvaluablejs insufcient to satisfyall thequeriesusersamightwishto make. In particu-
lar, compaositiorusing nite statemachinexannotcaptureheusersintuition aboutabstracsystenstate
or expressconceptghatinvolve negation suchas”empty room”. This meangthatthey cannotmodel
ignoranceasdiscussedn Sectionl.2. At thesametime, eventcompositionis dependenbn the speci ¢
implementationrdomain,which hinderssemanticdranspaency This necessitatean alternatve model
for querying,andsubscribingransparentlyo, distributedstatein a real-time,ubiquitous,sensodriven
ervironmentsuchasis foundin SentientComputing.Sucha modelis discussedn Chapter.

Chapter4d rst presentsan analysisof the de cienciesof existing event modelsthat are basedon
nite state-machinesyhenappliedto sensowdriven, context-aware systems. It concludesthat these
impair the expressienesof the userrequirementsanguage Instead it proposes staterepresentation
of the knowledgeaboutthe contet-aware ervironmentin temporal rst-order logic (TFOL). Instead
of traditional events, our model usesa generalisechotion of an event, an abstract event which we
de ne asa noti cation of transparenthangesn distributed state. AbstractEventsare discussedn
detailin Chapter8. Referringto the Event-Condition-Actiormodeldiscusseakarlierin this section,a
higherorderservice(Abstiact EventDetectionService)acceptsa subscriptionthroughthe Subscribe()
interfacecontaininganabstraceventde nition (C) asanamgumentand,in return,publishesaninterface
to a further service,an abstractevent detector AbstractEvent detectorsare structuredas Deductve
KnowledgeBasecomponentandareresponsibldor determiningivhethertheknowledgede ned by the
userhasbeenacquiredon not. Uponsuccessfutletectionanabstracevent (E) is publishedthroughthe
Publish()interfacethatnoti es the Context-Aware Application Servicethatthede ned systenresponse
(A) cannow betriggered.

AbstractEvent detectionis undertalken by the Deductve Knowledge Basecomponentandis dis-
cussedn detailin Chapters8 and12. AbstractEventDetectorsareimplementedasRetenetworks[38],
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andthey consistof nodesandarcs.Everytime asensorcreatesa primitive event, thisis translatednto a
token, whichis propa@tedthroughthe arcsto the nodes Eachnodecheckswhethertherecevedtokens
correspondo a particularcondition, e.g.,if they are of classH _UserinLocation. It thenforwardsthe
tokensthat satisfythe checkon to the the child nodes.Whena tokenis forwardedto the nal node,an
instanceof the abstracpredicatethatis beingde ned is createdor deletedaccordingly andan“activa-
tion” or “de-activation” abstraceventis triggered respectiely. Retenetworks,asusedin thisthesiscan
performreasoninghatis equvalentto TFOL.

Chapter6 focuseson scalability asin orderto deducehe abstracipredicate®f interestthe Deduc-
tive KB componenheeddo processavastnumberof sensoupdategpersecond SensorUpdate(nter-
face). The usercanalsoprovide an AESL de nition manuallythroughthe UserUpdate()/UserQuery()
interfaces.Scalabilityis achieved by maintaininga dual-layerknowledgerepresentatiomechanisnior
reasoningboutthe SentienEnvironmentthatfunctionsin asimilarway to atwo-level cache.Thelower
layermaintainsknowledgeaboutthe currentstateof the SentientEnvironmentat sensotevel by contin-
ually processinga high rate of eventsproducedoy environmentalsensorse.g.,it knows of the position
of auserin spacejn termsof his coordinates,y,z The higherlayer maintainseasilyretrievable,user
de ned abstractkknowledgeaboutcurrentand historical statesof the SentientEnvironmentalongwith
temporalpropertiessuchasthetime of occurrenceandtheir duration,e.qg.,it knows of theroomauseris
in andfor how long he hasbeenthere.Suchabstracknowledgehasthe propertythatit is updatednuch
lessfrequentlythanknowledgein the lower layer, namelyonly whencertainthreshold-gentshappen.
Knowledgeis retrieved mainly by accessinghe higherlayer, which entailsa signi cantly lower com-
putationalcostthanaccessinghe lower layer, thusensuringthat the lower-level canbe replicatedfor
distribution reasonstnaintainingthe overall systemscalability

Theframework describedn this dissertatioralsosupportprobabilisticreasoningnot only for infer-
ring richercontext suchasusermovementsut alsofor estimatinghelik elihoodthatconcreteor abstract
knowledgewill beacquiredn thefuture. Thisis undertalenby the StatisticallnferencingServiceandit
is basedon the Na've BayesClassi er discussedn Chapter4. Throughthe Fact() interfacethe Statisti-
cal InferenceServicerecevesboth updateson concreteknowledge(sensoupdateshswell asabstract
eventsfrom the Deductive KB componens Publish()interfaceandstoresthesepersistently Unlike the
maovementupdateswhich areassertednto the knowledgebaseat the samerateasthelocationupdates,
likelihoodestimatiorfactsarecreatecon demandthroughthe AESL de nitions. Theservicesubscribes
to AESL de nitions that containlikelihood function predicategChapter4). The latter are compiled
into BayesianDiscriminantanalysisprocesseshat estimatethe likelihood of the predicateof interest,
with the parametergiivenin the statementThe deducedactsaretreatedasadditional abstractontext
sourcesandarepublishedusingthe FactLikelihoodUpdate()nterfaceto the appropriat&knowledgebase
componentsywherethey areincludedin thereasoning.

1.5 Contribution of the Thesis

Thethesisof this dissertations thatit is bothfeasibleandbene cial to provide aframework for context-
awarenes$n sensordrivensystemsln particular it emphasisethefollowing:

Existing distributed systemanodelsare unsustainabléor sensotdriven, context-aware systems.
Theframework thatis describedn thisdissertatiorconstitutegnalternatve solutionfor modelling
contet-awarenessn sensotdrivensystems.

This framework is mostef cient whenit is orientedtowardsthe userandthe users applications;
this meansthat context-aware applicationdevelopmentis undertalen by the user andtherefore,
it needsto be feasiblewithout undueprogrammingeffort. Applicationsneedto be createdand
removedwithout stoppingor recompilingthe system Wheneer appropriateapplicationseedto

remaineffective asthe usermovesfrom onedomainto another
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For eachdistributed sensordriven componenta dynamicmodel needsto be maintainedwhich

integratesknowledgeaboutthe entitiesin the sensordriven componentandthe surroundingen-

vironment. A languagefor reasoningaboutthe modelis necessary The languageneedsto be

powerful enoughto expresshumanintuition aboutthe stateof the physicalworld, in awaythatthe

instrumentingand processingechnologyas well asthe semanticdifferencedn eachdistributed

modelcomponentareinvisible to the user Powerful tools for extendingthe modelwith abstract
knowledgearenecessary

Theframewvork describedn this dissertationyhich usesboth computerscienceandengineering
methodologiesis a plausibleand usefulapproachio modelling context-awarenessind context-
awareapplicationdevelopmenin sensordrivensystems.

In the processof arguing the above thesis,the work describedn this dissertatiorhasresultedto the
following artifacts:

A frameawork calledSCAFOS which bearsthe following features:

— It implementsa state-basedprmal modelfor context-awarenessn sensodriven systems,
that integratesknowledgewhile maintainingknowledgeintegrity. For eachsensodriven
componenta separatenodelis maintained.A state-basedepresentatiois a novel way of
modellingdistributed systemsandit is usedinsteadof traditional-erent basedmodels,that
areinsufcient for sensodrivensystems.

— Knowledgein eachmodelis maintainedin a dual-layerknowvledgebase. The lower layer
maintainsconcreteknowledgepredicatese.g.,it knows of the positionof a userin space,
in termsof his coordinates(,y,z The higherlayer maintainsabstracknowledgepredicates
aboutcurrentand historical statesof the SentientEnvironmentalongwith temporalprop-
ertiessuchasthe time of occurrenceandtheir duration,e.g.,it knows of the room a user
is in andfor haw long he hasbeenthere. Abstractpredicateshangemuchlessfrequently
thanconcretepredicatesnamelyonly whencertainthresholdeventshappen.Knowledgeis
retrieved mainly by accessinghe higherlayer, which entailsa signi cantly lower computa-
tional costthanaccessinghelower layer In thisway, this schemeactsasa dual-layercache
for knowledgepredicates.

— SCAFOSintroducesthe conceptof abstiact events An abstracteventis a novel concept
of a generalisedventde ned asa changein the value (or a reminder)of an abstractstate
predicate. SCAFOSintroducesthe AESL languagefor de ning new abstracteventsfrom
concreteandabstractkknovledgepredicates.AESL is a TFOL-basedanguage.Phrasesn
this languagecancapturehumanintuition aboutsystemstatethatwasnot de nable before.
Suchphrasesnvolve negation (e.g., emptyroom) and semanticallytransparenteasoning
with globalstate(e.qg.,locatethe closesiemptymeetingroom) evenwhenthis refersto more
thanonemodelwith differententities.Furthermorethe AESL languages designedvith im-
plementatioref ciency in mind. AESL phrasesirecompiledinto reasoningstructuresalled
abstraceventdetectorswhichareoptimisedfor computationaéf ciency. Abstracteventde-
tectorsareimplementedhsRetenetworks. AESL is complementedby the Itering language
AEFSL. Thecombineduseof AESL andAEFSL avoidsduplicationof computation.

— SCAFOScontainsthe SCALA languageor usingthe SCAFOSframewnork. SCALA is an
XML wrappingof thefollowing threesublanguagesThe AESL languagethe AEFSL lan-
guageandthe ECAAS language.The ECAAS languagds an extendedECA languageor
building applicationseasily by binding AESL de nitions to actionpredicateghatrepresent
actionsavailablein theervironment.It alsocontainselsestatementandstatementor con-
trolling thelife-cycle of the createdapplication.
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— SCAFOScontaingpowerful toolsfor extendingthemodelwith abstracknowledgeby means
of probabilisticstatisticalinference,using Hidden Markov Models(HMMs) and Bayesian
prediction More speci cally, SCAFOScontainsan HMM-basedscheméor detectingand
recognisinghumanmovementsfrom position streams. This systemis independenbf user
anddomain.SCAFOSalsocontainsaschemdor estimatinghelik elihoodof futureconcrete
or abstracpredicatedolding. This hasa numberof bene tssuchasthatit enablesdecision
makingin theabsencef knowledgesources.

— SCAFOSis dynamicallyextensible.Dynamicextensibilityrefersto the ability to modify the
modelledphysicalentitiesandcreateor remove applicationsvithouttakingthesensordriven
systemof ine andwithout having to recompileexisting applications.

— SCAFOScontaingoolsfor checkingthe correctnessf userrequirementsaindtheir compat-
ibility with the modelsof the distributedcomponents.

An implementatiorof SCAFOS basedon CORBA [21], consistingof thefollowing services:

— A Contet-Aware Application Service,which enableshe simple developmentof context-
awareapplicationswith little programmingoverhead.

— A StatisticallnferenceService which detecthumanmovementfrom locationdataandesti-
mateghelikelihoodthataninstanceof eitherconcreteor abstracknowledgewill holdin the
future.

— An AbstractEventDeductionService which publishesstatechangesnto abstracevents.

— A setof Deductve KnowledgeBase(KB) componentghat detectabstracteventsthat are
publishedby the AbstractEvent DetectionService.Deductve KB componentsrecapable
of scalableabstracteasoning.

— A Satis ability Servicethatprovesthe correctnes®f userrequirementandtheir semantic
compatibilitywith the sensordrivensystemcomponent®f thedistributedinfrastructure.

1.6 Relationto Databaseand Enterprise Resouice Planning Systems

This thesistakesthe approachthat the designof contet-aware applicationscan be facilitatedand au-
tomatedif it is built on a framewvork thatintegratesknowledgeaboutcontet-awareervironments.One
resultof thisis thatapplicationdevelopmenis equivalentto de ning ahigh-level speci cationandletting
the systemcompilethisinto a procesghatcreatesa nen applicationfrom theuserspeci cation.

This approachin unifying knowledgein contet-aware systemds inspiredby a similar uni cation
in the modelling of enterprisedatathatled to the developmentof relational databasesnd Enterprise
Resouce Planning(ERP)systemsThesesystemgeplacedf previousadhocdatamanagemengfforts
thatsufferedfrom dataredundang andreplicationof computation A brief backgroundnthesesystems
follows.

A relational databasdntegratesthe datausedin an organisationundercentraliseccontrol. Appli-
cationssharingthe integrateddatado not needto know how the datais organisedandhow it canbe
accessedKnowledgeis storedonce,thusavoiding redundang andthe integrity of suchknowledgeis
maintained.ERP systemsaim to integratenot only databut alsoall functionsacrossa compar into a
singlesystemthatcansene all the differentdepartmentsparticularneeds.The ERP systemis aninte-
gratedsoftware programthatrunsoff a singledatabasaothatthe variousdepartmentsanmoreeasily
shareinformationand communicatewvith eachother For example,the processingf a customerorder
causeghe creationof a new procesghatis executedby a pipeline of systemcomponentsThe change
introducedby the processingf the new orderwill be propagtedto the warehousenanagemengystem
whichwill subtracthe solditem from the stock,to the compary's materialplanningsystemwhich will
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calculatenew estimatesn purchasingaw materialsthat are causedoy the sale. While executingthis
processthe systemmaintainsintegrity constraintdetweerthe components.

The mostimportantbene ts introducedby relationaldatabaseand ERP systemsare reductionof
redundancyavoidanceof inconsistencystandadisationanddataindependence

The methodologyby which software for ERP systemss developedhasbeenfollowed during the
implementatiordescribedn this dissertation ERP systemssuchas SAP [105], offer middlevare sup-
port for building the componentof the ERP systemand integrating legacy systemsgo the integrated
knowledge. Chapterl2 presentssimilar language-baseahiddlevare supportthat supportsmaximised,
scalableintegration. Similarly to the modelpresentedn this dissertation ERP systemgre ect anin-
terdisciplinarydevelopmenteffort. They consistof conceptuabuilding blocksthat relateto Business
ManagemenPractice InformationTechnologyandthe Speci ¢ BusinesObjectivesof the corporation.
Similarly, the modelpresentedn this dissertatiorusescomputerscienceideasand engineeringrinci-
plesto modelandimprove context-awareness.The speci ¢ contet-aware servicesare independenof
the natureof the modelledervironmentswhethertheseareacademiccorporateor, ideally, mixed.

1.7 Reseach Limitations

Signi cant to this researchbut not addressedirectly in this dissertationaresecurityandsystemset-
workingresearchrouting protocolssuchasmulticasting,peerto-peerrouting etc. Mobility in termsof

portablecodeasin mobileagentsis alsocomplementaryandit is the subjectof parallelresearchGrid

Computingis complementaryto this thesisin termsof scalabilityin computationakesourcesand can
be seenfrom a contet-awarepoint of view. Sensometworksis anemepging paradigmof sensowdriven
systemswhereeachsensoior sensorclusterformsa network node.Sensometworksareby their nature
distributed,andtheresearcliescribedn this thesisis highly applicableto sensoinetworksaswell.

1.8 Logic

Temporal rst-order logic (TFOL) is usedin this dissertationas a tool for modelling and reasoning
aboutknowledgein sensowdriven systems.Chapters discusses modelfor de ning knowledgeusing
TFOL predicatedn sensordrivensystemsChapter$ (KnowledgeRepresentatioandScalableAbstract
Reasoning)/ (Query Analysisand Optimisation),8 (An ExtendedPublish/Subscrib®rotocolUsing

AbstractEvents)and 12 (SentientComputingApplicationsLanguage:SCALA) all look at the model
from differentperspecties. Chapter6 focuseson scalablerepresentatioandreasoningvith knowvledge
throughqueries Chapter7 discussesn optimisationprocesdor the queriesof Chapteré. Chapter8

looks at extendingthe modelwith new abstracipredicatesin anevent-basedsynchronougteraction.
Following Chapter5, arguing that existing event-basednodelsare not adequatdor sensodriven sys-
tems,a new conceptthatof anabstact event is introducedin Chapter8. New abstracipredicatesare
de ned by applicationshrougha setof rules. A languagédor creatingapplicationshat operatein the

modelis presentedn Chapterl?2.

Therearetwo typesof TFOL formulaein this dissertationgueriesandrules Rulesareaddedto
the systemthroughthe Subscribe()nterfacein Figurel.1. Queriesare addedby the userthroughthe
UserQuery(Jinterface.Queriesarediscussedn Chapters and7 andRulesin Chapters8 and12.

Rulesare TFOL wffs (well-formed-formulaethat resembleHorn Clausedn thatthereis a single
conclusionand a single implication. Rulescontainnegation, existential quanti cation and universal
guanti cation, which is a signi cant part of the contritution of this thesis,as existing event models,
suchaseventcompositionhave limitationsin implementingheseoperatorsn away thatis appropriate
for the applicationlogic in sensordriven systems.Theright-handside (RHS) of eachrule is anatomic
formulade ning the abstracipredicatethatis createdby the rule. Queriesare syntacticallyidenticalto
the left-hand-sidgLHS) of a rule andthey returna setof selectedvaluesof the predicateinstancedo
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which they apply, or theanswerno” if theinstancede ned by the querydoesnotexist. In bothqueries
andrules, universalquanti cation is implicit. As a corvention,constantsn TFOL formulaehave the
rst lettercapitalisedandvariablesarein lower-case.

Both queriesandrulesareimplementedoy Retenetworks. Retenetworks thatimplementqueries
arediscussedn Chapterss and7. ReteNetworksthatimplementrulesarereferredto asabstracevent
detectorswheneer suchrules are usedin orderto de ne abstractevents(Chapter8 and 12). The
efciency of differentarchitectureof Retenetworks is discussedn Chapter7. The ndings of that
chapterapply, thereforeto bothqueriesandrules.

Thetemporalnotationusedn this dissertations discussedéh Section2.7wheresomebackgroundn
temporallogic is given,aswell. Beliefis alsomodelledin the TFOL framework, by extendedpredicates
thatincludeuncertaintyin their semanticse.g.,Probability(args), Likelihood(ags) andwith con dence
levels e.qg.,

Prob(85%; 80% H _UserlnLocation (uid; Supervisorrid; Supervisors-ofce); T oday)

where85%is thevalueof theprobabilityestimatiorand80%thecon dencelevel thatre ectsthesuccess
rateof the estimation.Belief is modelledasabove for simplicity andeaseof reasoning.The alternatve
would be alogic thatsupportgartial truth suchasfuzzylogic [109]. The decisionmakingis not partof
thelogic. Theuseris presentedavith knowledgepredicateshatarepercevedor inferredby the Statistical
InferencingServiceof Figurel.lassociateavith acon dencelevel thatre ects theinherentuncertainty
in thatpredicate Theusercanmake decisiondasedn suchpredicatanstances.

1.9 Nomenclature

This sectiongivessomede nitions of the mostcommontermsdescribedn this dissertatiorandit dis-
cussesheadoptechomenclatureMore detailedde nitions areincludedin AppendixB.

A largepartof this dissertatior(Chapter7 andAppendixB) investicates nite statemachinesThese
areoftenreferredto asFSMs A knowled@g baseK is asystenthatstoresknowledgeaboutthe context-
awareervironment.A knovledgebaserepresentpredicateghataretrue by storinganinstanceof each
of thesepredicatesWe referto this instanceasa fact The assertionof afactin the knowledgebaseis
eguialentto it beingstored in the knowledgebaseasatrue statementA factbeingretractedfrom the
knowledgebaseresultsin theremaoval of thefactfrom the knowledgebase.In fact,theassertcommand
is similarto a databas&\DD, whereagheretract commands equialentto adatabas®ELETE. When
afactis assertedn the knowledgebase this signi es thatthe predicatethatthe fact's predicatehasthe
value TRUE. Whenthefactis retractedfrom the knowledgebase this signi es thatthe corresponding
predicatehasthevalueFALSE. This nomenclatures takenfrom logic programming.

For the descriptionof the predicateswherever theseareusedin the contet of theimplementation,
a namedparameternotationis used,which is basedon the CLIPS[19, 20] syntax. Table 1.1 usespo-
sitional parametenotationfor the descriptionof the predicate®.g.,L InRegion(X ;Y ;Z; Rid; Rattr)
asopposedo the CLIPS notatione.g, (L _InRegion(x X )(y Y )(z Z)(rid Rid)(rattr Rattr)). Pred-
icatesare also often referredto by an appropriateabbreviation. Furthermore an appropriatepre x is
usedto differentiatedow-level (L) from high-level (H_.) predicatesLow-level (concretepredicatesand
high-level (abstracpredicatesarediscussedn detailin Chapter6.

Thepredicatel _UserAtRsition(uid; role;x; y; z) representshe positionof userwith identi cation
uid androler ole, in termsof thecoordinates; y; z. Thepredicate
H _UserInLocatioruid; role;rid; rattr ; timestamp ) representgheregionwith identi er rid andprop-
erty rattr , thatcontainsthe useruid with role role at the point of local time denotedwith timestamp
timestamp . Thepredicatd. _AtomicLocatiofrid; r attr ; polygon) representgheregionwith identi er
rid andpropertyrattr thatis boundby the polygonpolygon, in a givencoordinatesystem.The predi-
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| Predicate | Abbreviation
L _UserAtPsition(uid; role;x; y; z) uUpP
H _UserInLocatiorguid; role;rid; rattr ; timestamp) UL
H _UserColocatiofuid-list; role-list; rid; rattr ; timestamp) ucC
L _AtomicLocatiokr id; rattr ; polygon) AL
L _InRagion(Xx; y; z; rid; rattr) IR
H _E mpty Location (rid; rattr ; timestamp) EL
H _ClosestLocation(uid; role;rid; rattr ; timestamp) CL
H _ClosestEmptyLocation (uid; role;rid; rattr ; timestamp) CEL
H _ClosestNonE mpty Location (uid; role;rid; rattr ; timestamp) | CNEL

Table 1.1. Most common predicates and their abbreviation.

cateH _UserColocatiofuid-list; role-list; rid; rattr ; timestamp ) representthefactthatalist of users
(uid-list) areco-locatednsidea region with identi er rid andpropertyrattr ata given pointin local
time denotedy thetimestamgimestamp . Thepredicatd. InRegion(x; y; z; rid; rattr ) representthe
factthata position(x; y; z) is containedwithin aregion with identi er rid andattributerattr . Thelast
four predicategepresenain emptylocation,the closestiocationandthe closesthon-emptylocationto
a user Notethatwhenconstantareassignedo predicateattributes,the rst letteris capitalised.For
example,Room10is modelledby the predicatanstancd._AtomicLocation(Room1@f ce,Polygon10)
A modelin this dissertation(exceptwhenusedin the context of HMM and Bayesianinferencing
schemeswhereit refersto the respectie techniques)s a logical interpretation65] that satis esthe
setof TFOL predicategpresentedn Chapter4. The word modelis also usedin this dissertationin
connectionwith the termsstate-basedss. event-basednodellingto meanproviding a representation
of the behaiour of a distributed systemusingthe formalismof stateor eventrespectiely. The term
framavorkis usedin this dissertatiorito meananimplementatiorof amodelanda setof toolsusedfor a
particulargoal,i.e., alanguagdor applicationdevelopment.SCAFOS the framewvork proposedn this
dissertationjs summarisedn Sectionl.5anddiscussedn moredetailin Chapterl0. The nameof the
proposedrameawork, “SCAFOS”,is a Greekword for “vessel”,andit is appropriaténereasit represents
the structurethat containsthe toolsfor creatingcontect-awareapplications.The nameof the proposed
language,'SCALA", hasthe meaningof escalationin Greek. This is alsoappropriateas SCALA is
usedin orderto synthesiseich contect from concretecontet. A lot of examplesareimplementedn the
Laboratoryfor CommunicatiorEngineeringof the University of CambridgeabbreiatedasLCE.

1.10 An Interdisciplinary Approach

The approaclof this thesishasbeento investigate the applicability of the ndings of relatedresearch
areasin computerscienceandengineeringn modelling context-awarenessn SentientComputing.El-

ementsof computersciencedisciplinessuchas automateddeduction programminglanguage design
anddistributedsystemsaswell asengineeringlisciplinessuchasstatisticalprobabilisticreasoningand
softwae engineeringhave beenessentiabndsuccessfuin supportinghethesisof this dissertationThe
mostimportantmodellingtechniquepresentedn this dissertatioraresummarisechext.

1.11 Hidden Mark ov Models

A HiddenMarkov Model (HMM) [32, 88] is a stochastiomodel with an underlyingstochastigoro-
cessthatis not obserable(it is hidden)but it canonly be obsenablethroughanothersetof stochastic
processethatproducethe sequencef obsenations.
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Processemferredfrom positiondata,suchas humanmovements are good candidategor HMM-
basedmodellingbecausdhey have a numberof interestingproperties.As usersarefree to move into
spacea positionis only dependenbn a previous position. HMMs are appropriatefor modelling pro-
cessewith inherenttemporalitythat unfold in time, wherea stateat time t is in uenced only by the
stateatt-1. The constraintsof physical spaceand humanmaovementintroduceinvarianceghat canbe
usedasthe underlyinghiddenstochastiqprocess.HMMs are particularlyef cient for modelsthatare
basedon datathatis missingor incomplete.Locationdatabelongsto this cateyory. Locationsamples
areoften of variablelengthasthe samplingfrequeng of the locationsystemvaries,asthe usermoves
aroundat differentspeedsindassomeof the sampledsightingsarediscardeddueto errorsduringa sta-
tistical Itering processinternalto thelocationsystem.For all theabove reasonsHMMs areconsidered
appropriatg¢oolsfor modellinginferredknovledgesuchashumanmaovementsn SentientComputing.

1.12 The Na've BayesClassi er

The nd've Bayesclassi er is a widely usedpracticallearningmethod,similar in ef ciency to neural
networks. It appliesto problemsof classi cationwhereeachinstancex is describedy a conjunctionof
attribute valueswherethetargetfunctionf (x) is unknavn but it cantake ary valuefrom a nite setV.
A setof training examplesof thetargetfunctionis provided,anda new instances presentedgdescribed
by thetuple of attributevaluesha;;a,  ani. TheBayesclassi er is usedin orderto predictthetarget
valuefor the new instance.Thetamgetvaluefor this instances assignedhe mostprobableconditional
probabilityvalueup ap , giventheattributevaluesha;;a,  ani thatdescribeheinstance.

Uvap = argmaxP(ujjai;az  an) (1.2)
UjZV

This thesisusesthe above classi er in orderto estimatethelik elihoodthata predicatanstancewill
occur For example,consideringhe predicate

H _UserinLocation (uid; rid ; role; rattr ; timetamp);

thendve Bayesclassi ercanbeusedn orderto classifyary of theattributesuid,rid, r oler attr ,timestamp
to themostprobablevalueof anothemttribute,giventhatthevalues of someor all of theotherattributes,
aregiven. For example,the uid canbe classi ed into the region with the highestprobability of being
associatedvith a givenuid, basedon historic locationdata,at a giventime. This is equivalentto esti-
matingthe mostprobabldocationthata userwith identi er uid will be“seen”by thelocationsystemat
agiventime. Similarly, the predicaté

H _ClosestEmptylocation (John; Sysadmin; rid ; Kitchen ; 9am);

canbe usedto classifythe mostprobableclosestemptyroom of typerattr = Kitchen in respecto
userwith uid = John andpropertyrole = Sysadmin. Thisis equivalentto estimatingthe likelihood
thatJohnwill beseernin ary kitchenat9 am.

1.13 SCALA vs.SQL

Becauseof its stronglinks with the deductve knowledgebasecomponenin SCAFOS,SCALA bears
strongsimilaritiesto languagesuchasSQL thatareusedin relationaldatabasefor DataManipulation
(DML) and DataDe nition (DDL). SCALA also containssupportfor Data De nition andtwo Data

2As acorventionconstantsuchas“John” have the rst lettercapitalisedvhile variablessuchas“rid” arein low-case.
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\ SCALA SQL |
CL (uid; role;rid; rattr ) CREATE VIEW CEL(uid,role,rid,rattr)
ANEL(rid; rattr) AS SELECTEL.rid, EL.rattr, CL.uid, CL.role
) CEL/(uid; role;rid; rattr) FROMEL, CL

WHERECL.rid=EL.rid
AND CL.rattr=EL.rattr;
rattr=MeetingRoom SELECT* FROM CEL
WHERE rattr=MeetingRoom;
< AbsPredDef > EL CREATE TABLE EL
< parameter > rid string < =parameter > rid (CHAR 20) NOT NULL,
< parameter > rattr string < =parameter > | rattr (CHAR 20);
< =AbsPredDef >

Table 1.2. SCALA SQL analogies

ManipulationlanguageAESL and AEFSL. The coreentity of the datastructurein SCALA is the state
predicate which canbe comparedo a view in arelationaldatabasePredicatanstancexanbe seenas
rows in the tablethatrepresentshe predicate.Concretepredicatesanbe regardedastables. Table1.2
relatesSCALA statement$o SQL statements.

SCALA andSQL alsohave anumberof key differencesSCALA is farmoreexpressie thanSQL in
termsof datamanipulationasit canreasorwith datausingFOL operatorsuchasexistentialquanti ers
andnegation, thuscreatingarbitrarily complec views. SQL on the otherhandis restrictecto operations
on sets,in orderto createviews. Althoughthe SQL CREATE VIEW statementoesnot containa
de nition of the typesof the predicatesf the view, asthosehave beenalreadyde ned in the tables
from which they areselectedthrougha CREATE TABLE statementin SCALA, thetypeof theabstract
predicateof interestmustbede ned explicitly. For thisreasonTablel.2relatestypede nitions to SQL
CREATE TABLE statementsFinally, SQL doesnot supporttemporalreasoning.Type de nitions are
discussedn Section12.3.

1.14 ThesisOverview

Chapter 2 suneysthemostimportantrelatedliterature.

Chapter 3 sunwys literaturerelatedto existing knowledgeinferencetechniquesand demonstrates
movementrecognitionsystemthatusesHMMs.

Chapter 4 discussetikelihoodestimationusingthe Na've BayesClassi er.

Chapter5 discussethede cienciesof existing event-baseanodelshasen nite-statemachinesand
present@nalternatve, state-basedonceptuaframevork in temporal rst-order logic.

Chapter 6 present@aschemdor scalableandabstracteasoningor themodelpresentedh Chapters.

Chapter 7 discussesjueryoptimisationfor the queriesof Chapter6.

Chapter 8 introduceghe needfor abstraceventsasnoti cations of changesn the generatedbstract
knowledge,andfocuseson anextensionof thetraditionalpublish/subscriberotocolfor abstracevents.
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Chapter 9 discusses servicethatchecksthe correctnessf abstract-eentde nitions andtheir com-
patibility with theintegratedknowledgemodelsof distributed,sensotdrivencomponents.

Chapter 10 discusseghe implementationof the SCAFOSframeavork, which provides a complete
infrastructurefor the dynamiccreationanddeploymentof context avareapplicationsn heterogeneous,
distributedsensordrivencomponents.

Chapter 11 discussesnevaluationof SCAFOSusingfour exampleapplications.

Chapter 12 discusseshe SCALA languagefor creating,deploying and using SCAFOSIn orderto
createcontext-awareapplicationswith little programmingoverhead.

Chapter 13 concludesanddiscussemterestingextensiongo SCAFOS More speci ¢ furtherwork is
discussedn theendof eachchapterwherever thisis appropriate.

Appendix A containsadditionalde nitions of the modelentitiesof Chapter5 andillustratesthe de -
cienciesof FSMsdiscussedn Chapterb with examples.

AppendixB summariseSCALA supportin termsof ApplicationProgrammablénterfaceq APIs) for
constructingSCAFOS.



Chapter 2

Background and RelatedWork

SCAFOSmustnaturallyleverageoff thework thatprecededt. Thepurposeof this chaptelis to describe
previous work in the eld of context-aware computing. This chapterlooks at context-aware applica-
tion developmentfrom the perspectie of how well, if atall, it satis esthe requirementsliscussedn

Sectionl.1. Becausef theinterdisciplinarynatureof this dissertationthis chapteralsodiscussegxist-

ing work in otherareasof computerscienceandengineeringhatarerelevantto this dissertationsuch
asautomatedieductionandstatisticalinferencing. Although this chaptercontainsthe main volume of

the relatedwork, more speci c literatureis also suneyed inside the relevant chapters.In Chapter3,

after presentingstatisticalinferencing,existing inferencingtechniqueghat appeaiin the literatureare
discussedChapterd, afterhaving introducedthe requirement®f context-awareapplicationdn sensor
driven systemssuneys literaturerelatedto existing event-basednodelsthat are basedon nite-state
machines.Chapter8, after having introducedabstractevents,discussesn detail existing work in the
areaof asynchronousvent-based¢ommunication.

2.1 Location Technologies

Locationhasbeenoneof the mostimportantandwidely usedsourceof contet in contet-awaresys-
tems.In Chaptef3, locationdatais usedin orderto infer usermovementsandestimatehelik elihoodthat
abstracknowledgewill be acquired.Locationdatadiffer greatlyfrom oneimplementatiorto anothey
andtheir propertieslependnthetechnologythatis usedto producethedata.Suchtechnologiegmploy
infrared, radio, ultrasonicor optical sensingechniques.They provide informationaboutthe proximity
of anobjectto a sensoyor they give coordinateof the objectto somedegreeof precision. Somealso
provide informationaboutthe orientationof the objectthatis to belocated.Someof the systemsanbe
operatedndoorsonly, outdoorsonly andsomein both. Somekey examplesaresummarisechext.

PARCTAB. TheXeroxPaloAlto ResearclCenters UbiquitousResearclprogramis oneof thesem-
inal projectsin context-awarecomputing[97]. The PARCTAB is a personaligital assistan{PDA) that
communicatesia infrared(IR) data-packtsto anetwork of IR transcerers. Theinfrarednetwork is de-
signedfor in-building usewhereeachroombecomes communicatiorcell. In contrasto theapproach
usedby otherPDAs, mostPARCTAB applicationgun on remotehostsandthereforedepenconreliable
communicatiorthroughthe IR network. Theinfrastructureprovidesreliability aswell asuninterrupted
servicewhena PARCTAB movesfrom cell to cell. EachPARCTAB hasa pressuresensitve screenon
top of thedisplay threebuttonsunderneatithenatural nger positionsandtheability to sensets position
within a building.

The Active Badge. TheActive Badgesystem[106] wasthe rst indoorbadgesensingsystem;lt was
developedat Olivetti Research.aboratory It consistsof a cellular proximity systemthat usesinfrared

37
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technology Eachlocatablepersonwearsa badgewhich emits a globally uniqueidenti er every 10
secondor on demand. A centralsener collectsthe datafrom x ed infrared sensorsn the building,
aggreatesit, andprovidesanapplicationprogrammablénterfacefor usingthe data.

The Active BAT. The Active BAT [41] usesan ultrasoundtime-of- ight trilaterationt techniqueto
provide moreaccuratephysical positioningthanthe Active Badge.Usersandobjectscarry Active BAT
tags. In responseo arequesthatthe controllersendsvia short-rangeadio,a BAT emitsanultrasonic
pulseto a grid of ceiling-mountedecevers. At the sametime the controllersendsheradiofrequeny
requestpaclet, it alsosendsa synchronisedesetsignalto the ceiling sensorsisinga wired serialnet-
work. Eachceiling sensomeasureshetime interval from resetto ultrasonicpulsearrival andcomputes
its distancefrom the BAT. The local controller then forwardsthe distancemeasurement® a central
controllerwhich performsthe trilaterationcomputation.Statisticalpruningeliminateserroneousensor
measurementsausedy aceilingsensohearingare ectedultrasoundulseinsteadf onethattravelled
alongthe direct pathfrom the BAT to the sensor The systemcanlocateBATSs to within 3 cm of their
true positionfor 95 perceniof themeasurementsdt canalsocomputeorientationinformation.

Cricket. The Cricket System[86] is alsobasedon ultrasoundtechnology In contrastto the BAT, it
usesultrasoundemittersto createthe infrastructureandembedseceversin the objectbeinglocated.
This approachorcesthe mobile objectsto performall their own triangulatiorf computations.Cricket
usegheradiofrequeng signalnotonly for synchronisationf thetime measuremeriut alsoto delineate
thetime region during which the recever shouldconsiderthe soundst receves. Like the Active BAT,
Cricket usesultrasonictime-of- ight dataandaradiofrequeng control signalbut this systemdoesnot
requirea grid of ceiling sensors. Cricket in its currentlyimplementedform is lessprecisethan the
Active BAT in thatit candelineate4x4 squarefoot regionswhile the Active BAT is accurateto 9 cm.
However, thefundamentalimit of rangeestimationaccurag usedin Cricket shouldbe the sameasthe
Active BAT. Its advantagesncludeprivacy anddecentralisedcalabilitywhile its disadantagesnclude
alack of centralisednanagemendr monitoringandthe computationaburdenthatprocessingoththe
ultrasoundoulsesandRF dataplacesonthe mobilerecevers.

RADAR. RADAR [9] is Microsoft's building-wide trackingsystembasedon the IEEE 802.11Wave-

LAN wirelessnetworking technology RADAR measureat the basestationthe strengthand signal-
to-noiseratio propertiesof signalsthatwirelessdevicessend,thenit usesthis datato computethe 2D

positionswithin a building. Microsoft hasdevelopedtwo RADAR implementations:one usingscene
analysisandtheotherusingtriangulation.RADAR requiresonly afew basestationsandit useshesame
infrastructureghatprovidesthe building's generalpurposewirelessnetworking; however, it is limited to

two dimensionsandit canoffer a resolutionof 2 to 3 meters,which is too low for the needsof most
contt-awareapplications.

TRIP. Severalgroupshave exploredusingcomputervision technologyto determineobjectlocations.
TRIP [59] (Target Recognitionusing Image Processing)s a vision-basedsensorsystemthat usesa
combinatiorof 2-D circularbarcodeaagsor ringcodesandinexpensive CCD camerasn orderto identify
and locatetaggedobjectsin the cameras eld of view. Optimisedimage processingand computer
vision algorithmsare appliedto obtainin real-timethe identi er and poseof the moving target with
respecto the viewing camera. The adwvantagesof TRIP arethatit is low costandeasily deployable.

Trilaterationis amethodof surweying analogouso triangulationn which eachtriangleis determinedy themeasurement
of all threesides.

2Triangulationis de ned asthe measurementf a seriesor network of trianglesin orderto surey andmapout a territory
or region, by measuringhe anglesandonesideof eachtriangle.
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The disadwantagesrethat the location of the viewing cameraneedsto be known, andthe processing
overheador analysingandoptimisingtheimage. Tagscanbeidenti ed within a 3 m distancefrom the

camera.This rendersTRIP appropriatdor speci ¢ applicationghat usetagsto controlthe application
o w e.g.controllinga power-point presentationvith thetags.

GPS. TheGlobalPositioningSystem(GPS)[26] is a satellite-basedavigation systemdevelopedand
operatedy the US Departmenbdf Defence GPSpermitsland, seaandairborneuserso determineheir
three-dimensiongbosition, velocity andtime. GPSusesa constellationof 21 operationaNAVSTAR
satellitesand3 active sparesThe GPSsatellitesignalcontainsnformationusedto identify the satellite
and provide position, timing, rangingdata,satellite statusandthe updatedephemeriqgorbital parame-
ters). A minimum of 4 satellitesallows the GPSclient to computelatitude, longitude, altitude (with
referenceto meansealevel) and GPSsystemtime, througha processof triangulation. The satellites
receve periodic updateswith accuratenformationon their exact orbits. Differential GPS(DGPS)is
regular GPSwith anadditionalcorrectionsignaladded DGPSusesa referencestationat a known point
(alsocalleda'basestation’) to calculateandcorrectbiaserrors. Thereferencestationcomputesorrec-
tionsfor eachsatellitesignalandbroadcastshesecorrectiongo theremote,or eld, GPSrecever. The
remotereceverthenappliesthe correctiongo eachsatelliteusedto computeits x.

Ultra Wideband. Ultra Wideband(UWB) [34] is a radio technologythat opensup new capabilities
in radio communications.A wirelesstechnologytransmitsdigital dataat very high ratesover a wide
spectrumof frequeng. Within the power limits allowed undercurrentFCC regulations,not only can
UWB carry hugeamountsof dataover a shortdistanceat very low power, but it alsohasthe ability to
carrysignalsthroughdoorsandotherobstacleshatre ect signalsatmorelimited bandwidthsandhigher
power. In additionto its usesin wirelesscommunicationproductsandapplications JWB canalsobe
usedfor very high-resolutiorradarsandprecision(sub-centimeterpcationandtrackingsystems.

UWSB radiationhasuniqueadwantagestranscerersandantennaganbe madevery small(i.e., coin
size),low powerandlow costbecausg¢heelectroniccanbecompletelyintegratedn CMOSwithoutary
inductive componentsUltra Widebandsignalsform a shadev spectrunthat can coexist anddoesnot
interferewith the sinevave spectrum.The transmittedoower is spreadover sucha large bandwidththat
theamountof powerin ary narrov frequeng bandis very small. Theadwantage®f spreadspectrumare
shared,ncluding multipathimmunity, toleranceof interferencerom otherradio sourcesandinherent
privacy from eavesdroppinglow probability of intercept).Ultra Wideband non-sinusoidasignalshave
very goodpenetratingzapabilities andthey supportcentimetre-lgel locationaccurag without needing
extremelyaccurateclocksto synchronisemultiple recevers.

2.2 SensorDriven Paradigms

Taking advantageof sensingtechnologiessuchasthe onesdescribedabore, a numberof computing
paradigmshave beendeveloped,all of which aim to provide awarenes®f the physical world to their

applications.Awarenesss usedto achieve threeparticulargoals: personalisatiomf their behaiour to

their currentuser adaptatiorof their behaiour accordingto their location,or reactionto the surround-
ings. All threeactionsareundertalenby all of the main context-aware programmingparadigmswhich

aresummarisedbelow, startingfrom the seminalprinciple of UbiquitousComputing

Ubiquitous Computing. Ubiquitouscomputing[108] wasproposeddy Weiserin 1993,asa method
of enhancingcomputeruseby makingmary computersavailablethroughoutthe physical ervironment,



40 Chapter2. BackgrouncandRelatedWork

but makingthemeffectively invisible to the user This approactcanbe seenasopposingthe tendeng
of the computingindustrythat prevailed at the time, namely to maximisethe integrationof processing
powerandsoftwaretoolsinto the PersonaComputerwhile atthesameime, reducingts sizeasmuchas
possible.Onthecontrary Ubiquitouscomputingfollowedthe developmentirendsthatresultedn using
athreetier architecturgthatpusheghe computationaload ontoa powerful sener machine minimising
the computationaload on the client), and extendedthesetrendseven further. Ubiquitouscomputing
adoptedthe vision that computationapower would not be restrictedto dedicatechiecesof equipment
suchaslaptopsandPDAs but would be distributedin objectsof everydaylife. Furthermorecomputers
would stopbeingthefocusof userefforts andwould sene astoolsthatprovide aservice.ln otherwords,
computersvould beinvisibleto theuser

Pervasive Computing. Penasve Computingshareshevisionof Ubiquitouscomputingj.e.,thatcom-
putingtechnologyshouldbe embodiednto realworld objectslik e furniture, clothing, crafts,rooms,etc.
Furthermoret adwocateghatthoseartefactsalsobecometheinterfaceto "invisible” servicesandmedi-
atebetweerthe physicalanddigital (or virtual) world via naturalinteraction.lt, therefore extendsand
complementdJbiquitous computingwith the conceptsof minimal technicalexpertise,reliability and
moreintuitive interaction.

SentientComputing. Sentienicomputing[44] is a paradigmthatfocusesn sensinghe ervironment.
This is achieved through a sensorinfrastructue (Figure 6.1), distributed in the ernvironment, which

providesinformationaboutthe spatialpropertiesof usersandobjects,i.e., their positionin spacetheir

containmenwithin a region suchasa room or their proximity to a known physical location. Sentient
Applicationsmake it possiblefor the userto easily perform comple« computationsnvolving spatial
andtemporalnotionsof a dynamic,changingervironment. For example,whena userwalks into his

study at home, it is possiblefor his PC to automaticallyand seamlesshydisplay the desktopfrom his

of ce ervironment.Or, whenerer two peopleareco-locatedn a singlespacethe systemcanmale this

informationgraphicallyavailableto an Active Map or deliver a relevant reminder For example,“You

asledmeto remindyouto give Tomhis bookbadk the next timeyoumeethim?

SentientComputing,asis implementedoday abidesby the principlesof UbiquitousandPenasive
computing. Althoughit doesnot distribute computationto everydayobjects,it removesall the burden
of computatiorfrom the userwho interactswith the physicalenvironmentthroughusinga smallobject,
suchasanActive BAT. Theusercanclick onspeci ¢ areasn thephysicalspaceg.g. presentedsposters
in orderto invoke an available service,suchas, the forwarding of a scannediocumento somebodys
emailaccountpr requestinga noti cation beforeleaving thelab.

An obvious limitation to this interactionschemes thatthe usercanonly selectan alreadyexisting
application,but cannotcreateadditionalrequirements.This is discussedn moredetailin Section2.4,
where SPIRIT [41] is discussed.The realisationof this needinspiredthe thesisof this dissertation,
namelyto provide programmingsupportthatwould allow usersto easilycreateapplicationgor suchan
ervironment. SentientComputingin its currentimplementationganbe mademorepenasive by allow-
ing morenatural,intuitive interaction;it canalsobe mademoreubiquitousby distributing interactionto
physicalobjects.

WearableComputing. WearablegComputing[62] is aprogrammingparadignthatusesvearablecom-
puters. A wearablecomputeris a computerthatis subsumednto the personalkpaceof the user con-
trolled by the user andhasboth operationalandinteractionalconstany, i.e., is alwayson and always
accessibleMost notably it is a device thatis alwayswith the user andinto which the usercanalways
entercommandsndexecutea setof suchentereccommandsevenwhile walking aroundor doingother
actvities. Themostsalientaspecbf computersin generaljs theirrecon gurability andtheirgenerality
e.g.,thattheir functioncanbe madeto vary widely dependingon the instructionsprovided for program
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execution. With the wearablecomputer(WearComp)his is no exception,e.g.,the wearablecomputer
is morethanjust a wristwatchor regular eyeglassesit hasthe full functionality of a computersystem;
but, in additionto beinga fully featuredcomputery it is alsoinextricably intertwinedwith the wearer
Thisis whatsetsthewearablecomputerapartfrom otherwearabledevicessuchaswristwatchesregular
spectaclesyearableadios,etc. Unlike theseotherwearabledevicesthatarenot programmablérecon-
gurable), thewearablecomputeris asrecon gurableasthefamiliar desktopor mainframecomputer

Several othertheorieshave recentlyemepged focusingon differentaspectsof contet-aware comput-
ing. It is beyondthe scopeof this dissertatiorto do morethanmentionthemby namehere: Proactve
Computing,Calm Computing,PlanetaryComputing.

2.3 Application Areas

A numberof context-awareapplicationshave beendesignedver theyearsrangingfrom augmentinghe
humanto helpingmanageevery daytasks.A taxonomypresentedn [96] classi esapplicationsaccord-
ing to thetype of systemresponsehatis invoked asaresultof detectingthe appropriatecontet. These
cateyoriesare: selectinghe mostproximateservice automatiaecon guration,contextual command®r
contet-triggeredactions. A taxonomythatis morefocusedon the natureof the provided applications
andthe socialcontext onwhichis it providedcanbefoundin [89].

This sectioninvestigatesapplicationdevelopmentfrom a humanperspectie aimingto determinegto
what extent suchapplicationamprove task handlingwithout introducingadditionaloverhead suchas
a high rate of untimely interruptions. First, interruption manayements discussedandit is concluded
that a usercenteredmodelis essentiafor providing an effective service. Next, the mostrelevant and
interestingapplicationsandthe degreeto which interruptionscanbe handledarediscussed.

Up to now, therehasbeenlittle progressn the areaof managingnterruptions.Dey etal. [30] refer
to determininginterruptibility as an “enormousunresohed researchproblem” and expressinterestin
includinginterruptionmanagemenn the CyberMindertool which is intendedto deliver context-aware
reminders.An outline of the key interruptibility issuesstill to be solvedis presentedn [104]. The key
issuethatpreventsusfrom managingnterruptionss thefactthatwe don't know if the interruption will
beusefulto the userat theinstantthat it is generated An obvious mistale to make would beto assume
thatall interruptionsareundesirablelndeed astudyhasshavn thatahighpercentagef theinterruptions
that occurin an of ce ervironmentare useful ratherthan disruptive [110]. An illustrating example
is includedin [104] and demonstrates secondissue,i.e., that applying a general rule concerning
interruption managemenat onetimeis not goodenough For example,anapplicationwithholdingall
interruptionswhile a useris in meetingmay shielda call that containsvital informationon the dealin
progressA third issueconcernsthe way decisionsare madeasto whenis a goodtime to interrupt. For
example aperiodthatauseris absorbedn animportantthoughinformal cornversatiorjustbeforeor after
ameetingtakesplacemight be the worstmomentto interrupt. Anotherstudyhasshown thatthe nature
of theindividual taskandthe experienceof the subjectcangreatlyin uence the effect thatinterruptions
have on performancg76]. Theseresultsadwcatestronglythe needto associatéhe userpersonallywith
determiningwheninterruptionsaredesirableandwhennot. This realisatiorhasinspiredthe focusingof
thework describedn this dissertatiortowardsdesigninga usercenterednodelfor context awareness.

Look Out. Theneedto determinethe statusof userattentionwhile designingautomatedJserinter-
faceds discussedn [45]. LookOut,anassistanto Microsoft's Outlookmailing program,identi es new
messagethatareopenedandattemptdo assistuserswith reviewing their calendamandwith composing
appointmentsin orderto determinewhento presenthe userwith anaction-optionsnenuwithout dis-
tractinghim, e.g.,while heis still readinghis email, the time betweenwhena messagés openedand
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useractionis takenis measuredy the systemanda modelof attentionis constructedrom this timing
study

CyberMinder. A contet-awaresystemfor supportingremindershasbeenproposedn [30]. Thetool
aimsto supportusersn sendingandreceving reminderghatcanbe associateavith situationsnvolving
time, placeandmoresophisticateghiecesof context sothatreminderscanbedeliveredattheappropriate
time. For example,areminderis sentto a userto remindhim notto forgethis umbrellaasheapproaches
his front doorwhile leaving the housen the morning. CyberMinder deliversareminderwhenthe asso-
ciatedsituationhasbeenrealized,andchooseghe delivery mechanism/conie basedon the recipients
currentcontext. However, it doesnot take into accounthow interruptiblethe useris. Anotherdisadwan-
tageis thatit doesnothandlesynchronousommunicatioratall, e.g.,it cannotroutetelephonecallsover
IP, accordingto the users context. Lastly, comple situationscanbe composedrom sub-situationdy a
setof operatorandoperandsbut it doesnot supporta genericlanguagdor specifyingsituations.

comMotion. comMotionis a GPS-basedystem[64] thatusedocationandtime informationin order
to deliver location-relatednformation,suchasa grocerylist, whenthe useris closeto a supermarket.

Whena remindermessagés createda locationis associatedvith it. Then,whentherecipientarrives

atthe speci edlocation,the messageassociatedvith thatlocationaredeliveredvia speechsynthesis.
As with CyberMinder comMotiondoesnot handlesynchronougommunicatioranddoesnot take the

recipients interruptibility into account.

NomadicRadio. NomadicRadio[95] is asystermdevelopedby MIT thataimsto handleasynchronous
messagelelivery basedon messageriority, content,usagdevel andervironmentalnoise. The system
attemptgo tackleinterruptibility issuesby adaptingthe way it noti es the recipientbasedon the level
of the ambientnoisein the ervironment. For example,if the corversationlevel in aroomis high, the
auditory noti cation is discreetand the usercan chooseto suppresghe summarywhich will follow.
Interruption ltering is donebasedon priorities, andhigh priority calls are put throughno matterwhat
contet therecipientis in. However, NomadicRadiodoesnot handleary richercontext thannoiselevel
andonly has2 modes.Busyandnonbusy For thesemodesit only makesexceptionsfor high priority
calls. In factit paysno heedto the contentof eachinterruption.

Proem. Proem|[54] is a wearablecomputefbasedsystemthat supportspro le basedcooperation.
Wearerscanwrite simplerulesthatindicatetheir interestsin otherpeople. Whensomeonephysically

closeto thewearerhasa pro le thatmatchesoneor moreof hisinterestsProemcanalerthim. Interests
arelimited to names personalinterestsand hobbies. Although Proemusesuserpro les to de ne the

personaldetailsof a user it only containslimited elds anda restrictedgrammar As far ascontext is

concernedit only takesinto accountco-locationbetweer? users.

Memory Glasses. Memory Glassess a wearablecontet-aware,remindersystem[28]. It dealswith
actvity/location/time-basedemindersbut only handledimited context andhaslimited optionsfor users
to specifytheir own rules. It alsotakesno heedof userinterruptibility.

Remembrance. In 1996, Rhodeg[90] at the MIT Media Lab developeda wearableRemembrance
agent It is a continuouslyrunning proactve memoryaid that usesthe physical context of a wearable
computerto provide notesthatmight berelevantin the users currentcontet. It displaysone-linesum-

mariesof note- les, old email, papersand othertext informationthat might be relevant to the users

currentcontext. The summariesarelistedin the bottomfew-lines of a heads-ugisplay The Remem-
branceagentuses ve kindsof contet: thewearers physicallocation,peoplewho arecurrentlyaround,

subject eld, dateandtime-stampandthebody of thenote.
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Teleporting. The TeleportingSystem[91], developedat Olivetti ResearcH.aboratory is a tool for
creatingmobile X sessions.It providesa familiar, personalisedvay of making temporaryuseof X
displaysasthe usermovesfrom placeto place.

2.4 DevelopmentPlatforms

In Chapterl, asetof featuresvasintroducedhatareconsidereassentiafor modellingthe building and
executionof context-awareapplications.In this section,existing architecturesuilt to supportcontext-
awarenesarediscussedfocusingonthelevel of support(existing or proposedjor theabose mentioned
features.t will be notedthatnoneof thesearchitectureprovidestherequiredsupport.This realisation
validategheneedfor thenew conceptuaframeavork for applicationdevelopmenthatis presentedh this
dissertation.

Stick-e Notes. The Stick-e Notessystem[13] is a generalframeavork for supportinga certainclass
of contet-aware applications. More speci cally, it aimsto supportapplicationdesignerdn actually
using context to perform contet-aware behaiours. It provides a generalmechanismfor indicating
which context anapplicationdesignemantsto useandprovidessimplesemanticgor writing rulesthat
specifywhatactionsto take whena particularcombinationof contet is realised.This approachwhile
it sharessomeof the goalsof this thesis,appeardo be quitelimited. The semanticgor writing rulesis
quite limited, andthereis no supportfor high-level knowledge. The only supportechctionsseemto be
documentreation. It providesa separatiorof concerndetweenthe way knowledgeis sensedandthe
way it is used. The knowledgeaggregationis centralisedvithout enablingscalability Theredoesnot
seemo beary scopefor distributedreasoninghatis independentf theimplementation.

CoolTown. CoolTown [17] is aninfrastructurehat supportscontext-awvareapplicationsby represent-
ing eachreal world object, including people,placesand devices, with a Web page. EachWeb page
dynamicallyupdatestself asit gathersnew informationaboutthe entity it representsThis procesds
similarto aggreyatingknowledgefor thatentity. CoolTown is primarily aimedat supportingapplications
thatdisplaycontet andservicegdo end-userskFor example asa usermovesthroughoutainenvironment,
a list of availableservicedor this environmentis presented Cooltovn doesnot supportothercontext-
awarefeatures suchasautomaticallyexecutinga servicebasedon context. Its knovledgeaggreation
mechanisnis notscalableandit is notclearhow reasoningaboutknowledgeaboutmorethanoneentity
cantake place.lt is notdesignedo supportstorageof context.

The Context Toolkit. The Contet Toolkit [31, 94] is the implementatiorplatform of a softwarear
chitecturefor the developmentof contet-aware applications.It supportanodulardesignthat consists
of contet widgets,contet interpreterscontext aggreatorsandcontet services.It alsooffersa setof
librarieswith anumberof pre-constructeduchcomponents.

The Contet Toolkit is quite sophisticatedn termsof the architecturarequirementgor supporting
the building of contet-awareapplicationsandsharessomeof the designprinciplesof this dissertation.
It providescontext widgetswhich are abstraction®f concretecontet that abstractaway the detailsof
contt acquisition. This implementsa separatiorof concernsdbetweenthe way contet wasacquired
andtheway it canbe used.Context widgetshave aninbuilt degreeof scalabilityin the spatialproperties
of entities. l.e., a numberof widgetscanbe usedin orderto accommodata large numberof contet
sources. The location context widget can Iter throughonly changesn userlocationsthat signify a
changeof room,however, thereappearso beno supportfor generalisindghisfeaturein differentcontets.
Contet interpreters offer someabstractionover spatial propertiessuchas corverting room locations
into building locations,however, the implementatiorof the abstractionss up to the developerof these
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componentandit cannotbe donedynamically Contet aggregators aggrejate context sensedor a
single entity from a variety of sources.However, it appeardo be infeasibleto reasonaboutthe state
of multiple entities. In fact the aggreatorsseemto be designedso that they only aggrejate context
for a singleentity. Furthermoretheredoesnot seemto be ary checkingfor whetherthe accurag of
the sourceis acceptableo the application. Contet servicesare concernedwith actionsratherthan
context acquisitionand offer simple developmentof actionsthat areto be triggeredasa resultof the
contet aggr@ator. Thecommunicatiorbetweertheplatformcomponentss distributedandevent-based.
However, it is not transparenaseachcomponenpublishests own events. Thereis alsono supportfor
semantidnteroperabilitybetweerheterogeneousomponentshatwould allow reasoningransparently
aboutdistributedstate.

SPIRIT. TheSPIRIT project(Skatially Indexed Resourcddenti cation and Tracking)[41, 1] is aso-
phisticatedplatformthatintegratescon guration datafor heterogeneousetworked hardware and soft-
warewith ne-grainedlocationdatafor usersandequipmentallowing softwareto dynamicallycon gure
andrecon gureitself asusersmove aroundthe networked ervironment. The ultimategoal of the project
is to make it seemto usersasthoughan applicationknows asmuchaboutthe physical environmentas
they do. To achiere this goal, informationis gatheredfrom a variety of sensorsourcesjncluding the
Active Badge,the Active BAT andtelemetrysoftware monitors(for keyboard,CPU, disk and network
trafc).

In orderto achiese the above, SPIRIT providesa platformfor maintainingspatialcontext basedon
raw locationinformationderivedfrom the Active BAT locationsystem.SPIRIT hasa similar goalto our
proposedrchitecturén thatit offersapplicationgheability to expresgelative spatialstatements terms
of geometriccontainmenstatementdlt is inherentlyscalablébothin termsof sensodataacquisitionand
managemenraswell assoftwarecomponentslts approachowardsboth data-modellingandscalability
is quite differentfrom the one adoptedn this thesis. SPIRIT modelsthe physical world in a bottom-
up manney translatingabsolutelocation eventsfor objectsinto relative location events, associatinga
set of spaceswith a given object and calculatingcontainmentand overlap relationshipsamongsuch
spacesby meansof a scalablespatialindexing algorithm. However, this bottom-upapproachs not as
powerful in expressingcontextual situationsasthe top-dovn approachpresentedn this dissertationas
is establishedn Chapterd. Although SPIRIT supportsparallelismat the level of the storageof world
model objects[103], the scalability of the above mentionedspatial indexing algorithm is unclear In
fact, calculatingrelationshipsetweenspaceghat are not storedon the samecomputersuggestsa high
communicatioroverheaetweerthedistributedelementgshatmayaffectsigni cantly theresponséime
of thealgorithm.

SPIRIT provides supportfor someinferencingbasedon locationinformation, suchas whethera
useris sitting or standing.It alsosupportsadaptabilityin the sensomupdaterate,basedon the produced
inferencese.g.,themonitoringrateis adaptedaccordingo theusers speed.

SPIRIT doesnot supportapplicationdevelopmentwith knowledgeotherthanthatwhich pre-eists
in the systemwhichis, for the mostpart, directly producedoy sensorsWriting applicationdn SPIRIT
requireswriting codein C++, usingeventtypesthatalreadyexist in the system.

Active Badge. TheActive Badgehasbeenusedalsofor providing mobility to applications.The Tele-
porting application[91] usesthe locationinformation provided by the Active Badge,andthe control
signal generatedvhen userspressthe buttonssituatedon their Active Badges,to relocatea users X
session$o a new desktop.

QoSDREAM. QoSDREAMI[87] is aresearctplatformandframevork for the constructiorandman-
agementof contet-aware and multimediaapplications. QoSDREAM simpli es the task of building
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applicationdy integratingtheunderlyingdevice technologiesindraisingthelevel atwhichthey arehan-
dledin applications.More speci cally, QoSDREAMwasinitiated in orderto integratean event-based
architecturederivedfrom the CambridgeEvent Architecture(CEA) with a multimediaframewvork called
Djinn [23]. Theintegrationenablesheconstructiorof applicationsuchasfollow-me,multimedia-based
communicationsSuchanapplicationfor a hospitalenvironmentis describedn [66].

Theplatformis highly con gurable,allowing researchert experimentwith differentlocationtech-
nologiesand algorithmsusedto handlethe information being generatedy thesetechnologieq71].
FLAME (Framevork for Location-Avare ModElling) is an opensourceframeawvork for location-avare
applicationsreleasedy the QOSDREAM project. FLAME s fully distributed, providing servicesto
applicationprogramghroughCORRBA interfaces.Theframevork is written largely in Java, but applica-
tionscanbewrittenin ary CORBA-compatiblelanguage.

QoSDREAM/FLAME separatesoncerndetweerknowvledgeacquisitionanduse.However it does
not offer supportfor performingabstraction®f knowledge. Furthermorethereis no separatiorof con-
cernsbetweerstoringdynamicandstaticdata,which makesthemodeldependenbnthespeci ¢ domain.
Its event mechanisnoffers asynchronougransparencommunicationput no interoperabilityover het-
erogeneousrvironmentsandno reasoningaboutstate.Lastly, it is notdynamicallyextensiblewith new
contet or applications.

LIME. A platform called LIME for programmingreactie, location-avare applicationsusing data
storedin a shareddistributed tuple spacecalled Linda is presentedn [68]. LIME storesknowledge
(for the mostpartlocationinformation)aboutthe distributedenvironmentusinga state-basetemporal
representationlt providesinterfacesfor storing,deletingandreadingknowlege out of the shareduple
spacebut doesnotoffer ary supportfor abstractincgknowledgefrom other, alreadyavailableknowledge,
nor doesit scalein the presencef alarge numberof updates.

Realmsand States. Realmsand Stateq[72] is a modelfor location-avarenesghat supportslogical
contts. Theideaof logical locationcontets is presentedwhich providesenhancegrivacy andsup-
ports specialisechotionsof distance,and offers a paradigmthat uni es location with othertypesof
contet. This is developedin the form of a framavork consistingof realms,which are collectionsof
spatialstateswith realm-mapgproviding mappingsetweerrealms.

2.5 SensorDriven Systems

A numberof signi cant projectsalreadyexist in the areaof sensodriven systemshat dealwith data
producedby sensorsn streamsalongwith a storageanda querymodelfor suchdata.

Cougar. A databaséor sensodataalongwith aschemewvherequeriesover dataareexpressedn SQL

is presentedn [12] aspartof the Cougar project. In thatwork, streamsarerepresente@s persistent,
virtual relationsand sensorfunctionsare modelledas abstractdatatypes. Queriesare seenas SQL

SELECT statementsver both storedandsensomdata. Storeddataare modelledasrelationsandsensor
dataaremodelledastimeseriesQueriesn thatschemereenhancedvith supportfor de ning how long

the querieslastandhow oftenthey areapplied. Queriescanaggregate sensordataover a time period

andthey cancorrelatedatafrom multiple sensorshowever, it is not clearfrom thepaperhow distributed

gueryprocessings achiezed, asit is notimplementedn the original versionof Cougar. This makesthe

notion of simultaneity(e.g.,thattwo sensomreadingshold simultaneouslylunclear The schemedoes
not focuson systemissuesnvolved with ef ciently executingqueries.It doesnot caterfor scalability

which is a signi cant problemwith sensomata,nor doesit supportquerieson abstraceventtypesthat

arededucedatherthanprovideddirectly from sensoidata.
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Fjords. An architecturatonstructcalledFjords for creatingqueriesover sensorstreamss discussed
in [60]. Queriedn this schemeconsistof a setof selectiondo beappliedvia the selectionoperatorallist
of join predicatesandan optionalaggreation andgroupingexpressionsuchasaverage maximumetc.
By linking operatorswith queuesa combinationof both pushandpull operationds possible. Sensor
proxiesconstitutemediatordbetweersensorandqueries.An exampleis givenwherethe sensorateis
controlledfrom the Fjords. In this example,only eventsthat have a signi cancearetransmittedyather
thanlow-level events leadingto areductionin thecommunicatiorcost. However, this seemgo bedone,
in anad hocway, andno programmablsupportfor determininghedesiredsigni cancethatdetermines
theeventrateis discussed.

Gator Networks. Retenetworks for conditionevaluationin active databasewere proposedn [40].
In thatwork, Gatornetworks areintroduced which areseenasgeneralisationsf Retenetworkswhere
nodeghatperformconjunctionareallowedmorethantwo inputs. Thus,Gatornetworkscanbeoptimised
usingrandomisedstate-spacesearchstratgies. This approachis compatiblewith the one presentedn
this dissertation althoughappliedto the contect of active databasesvithout consideringdistribution
issues.

2.6 Statistical Inferencing

This sectiondiscussesxisting work thathasalsousedor attemptedo usesimilartechniquegor context
awvarenesr relatedareas,andit demonstratethat the selectedmethodologieshave producedindis-
putablysigni cant resultsin relatedareaswhile pursuingsufciently differentor complementargoals
from the onespursuedn this dissertation.

2.6.1 Hidden Mark ov Models (HMM)

HiddenMarkov Models[32, 88] have beenusedtraditionally with greatsuccessn the elds of protein
sequenceanalysis,speechrecognition[88] and naturallanguageprocessing. Here we discussthree
relateduses.

Learning Signi cant Locationsand Predicting UserMovementswith GPS. In thiswork [4], HMMs
areusedwith locationdatamainly with a goalto predictthe users destinatiorbasedon statisticaldata
from his movementpatterns. The presentedsystemlearnsfrom monitoring usertrackswhich are the
most frequentpoints wherethe user stops,and classi es theseas signi cant locations. It thenuses
HMMs to predictausers destinationaimingto proactizely sendthatuserareminderrelevantto his nal
destinatioror to arrangea serendipitousneeting.

SmartMoveX on a Graph - An Inexpensive Active Badge Tracker. In this work [55], a low-cost
location systemis described.Recevers placedin the building's existing of ces connectedo existing

PCstransmitsignal strengthreadingsto a centralPC usingthe building's existing computermetwork.

Combinedwith thelow costof the hardware,usingthe existing network makesthis active badgesystem
muchlessexpensve thanmary others. To computelocationsbasedon signalstrength signalstrength
readingsfrom prede nedlocation nodesin the building were gathered. A graphon thesenodeswas

de ned which allowed for enforcingconstraintson computedmovementsbetweennodes(e.g.,cannot
pasghroughwalls) andto probabilisticallyenforceexpectation®ntransitiondetweerconnectechodes.
Modellingthedatawith aHiddenMarkov Model, optimalpathswerecomputedasedn signalstrengths
overthenodegraph.
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MovementAwarenessn SentientComputing. A systenthatcanobsere, recogniseandanalysehu-
manmovementsin orderto provide this awarenesgo contet-aware applicationsis presentedn [42].
The systemusesthe groundreactionforce to classify and analysemovementsin a non-clinical ervi-
ronment. The signalis classi ed usingstatisticalpatternrecognition. Equippedwith knowledgeof the
movement,characterisatioiis achiezed by analysingthe groundreactionforce to extractparametersf
themovement.

Although movementcharacterisationis alsoaddressedh this dissertationa differentapproachs
adoptedln thework describedn [42], groundforceis measuredy sensorsinderneatlthe oor, requir
ing enhancedhfrastructure Movementawarenes this thesisutilisesa locationsensingechnologyof
similaraccurag to the Active BAT. Furthermorethefocusof movementcharacterisatiors different,as
[42] characterisea single stepwhereaghis thesischaracterisewalking samplesjndependenof how
mary stepsthey comprise. The recogniserescribedn [42] doesnot seemto be testedwith different
individualsnoris it ableto performuserrecognition.

2.7 Logic

Using logic to supportreasoningaboutknowledgein sensomdriven systemss one of the fundamental
principlesof this dissertation. This sectionpresentdackgroundwork on logic, focuseson tempoel
r st-orderlogic (TFOL) andjusti es theassumptionsnadewhenTFOL is usedasa modellingtool.

First-Order Logic (FOL). First-orderpredicatecalculusor rst-order logic (FOL) [65] is atheoryin
symboliclogic that statesquanti ed statementsuchas "there exists an objectsuchthat..” or "for all
objectsit is thecasethat..”. First-orderogic is distinguishedrom higherorderlogic in thatit doesnot
allow statementsuchas”for every property it is the casethat..” or "there exists a setof objectssuch
that..”. Neverthelessyst-order logicis strongenougho formaliseall of settheoryandtherebyvirtually
all of mathematicsilt is the classicalogical theoryunderlyingmathematicslt is a strongertheorythan
sententialogic, but a wealer theorythanarithmetic,settheory or second-ordelogic.
Like ary logicaltheory rst-order predicatecalculusconsistsof

A speci cationof how to constructsyntacticallycorrectstatementgthe well-formedformulae),
asetof axioms,eachaxiombeingawell-formedformulaitself,
asetof inferenceruleswhich allow oneto prove theoremgrom axiomsor earlierproventheorems.

Therearetwo typesof axioms:thelogical axiomswhich embodythegeneratruthsaboutproperreason-
ing involving quanti ed statementsandthe axiomsdescribingthe subjectmatterat hand,for instance
axiomsdescribingsetsin settheoryor axiomsdescribingnumbersin arithmetic. While the setof in-
ferencerulesin rst-order calculusis nite, the setof axiomsmay very well be and often s in nite.
However, a generalalgorithmis requiredthat candecidefor a givenwell-formedformulawhetherit is
anaxiomor not. Furthermorethereshouldbe analgorithmthatcandecidewhethera givenapplication
of aninferencerule is corrector not.

Temporal First-Order Logic (TFOL). Temporal rst-order logic is an extensionof rst-order logic
thatincludesnotationfor reasoningbouttemporaldurationduringwhich statementaretrue. Thereare
varioussortsof temporalrst-order logic. Somecommonsortsincludethreepre x operatorsepresented
byacircle ,squar€ anddiamond3 whichmear'is trueatthenext timeinstant”,”is truefrom now on”
and”is eventuallytrue”. An additionaloperatoythe“Until” operatoris oftenavailable. The expression
xUy meansx is true until y is true. However, in this dissertatiora differentapproachs adopted.The
methodof temporal argumentss selectedasa temporalnotationthatis appropriatdor the application
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Operator Description

e, e e, beforee,

er1; eles e, beforee, withoutes in between
jer; ejr=t, e, happenedvithin timet; frome;.
now (implicit) | At thecurrentinstant.

timestamp At timet.

Table 2.1. Temporal operators in SCAFOS.

logic in sensordriven systems.Chapter6 discusses schemeor representingindreasoningabouttwo
levels of knowledge. Sensoilevel predicateinstancesaturally re ect the currentinstance however,
thereis often a needto reasoraboutpast(historic) instanceghat wereactive within a certainduration
or with otherhigh-level knowledgewhich is deducedrom the sensomdata. In the adoptedhotation,the
temporaldimensionis capturedoy augmentingeachcurrenthigh-level predicateinstancewith an extra
argumento be lled by atimestampaccordingo alocalclock,e.g.,H_UserinLocation(éhn,PhD,Room
10,0fce,12:34) Currentsensoilevel predicatedo not have timestampsand the conceptof now is
implicit. Historic predicatanstancesreaugmentedvith two timestampsthe rst denotingthe pointin
time whenthey startedholding andthe seconddenotingthe pointin time whenthey stoppedholding.
For example,

H_UserlnLocationHistoric(dhn,PhD,Room10,0fce,12:34,12:37)

Temporal Operators in SCAFOS. Apart from atomic predicatesthis dissertationusesTFOL for
more comple formulaesuchasqueriesandrules Rulesare TFOL wffs (well-formed-formulaeXhat
resembleHorn Clausesn thatthereis a singleconclusionanda singleimplication. Theright-hand-side
(RHS) of eachrule is the abstractpredicatethatis createdby the rule. Queriescorrespondo the left-
hand-sid€LLHS) of arule andthey returnasetof selectedraluesof the predicatdnstances$o whichthey
apply, or theanswer‘no” if theinstancede ned by the querydoesnot exist. In bothqueriesandrules,
universalquanti cationis implicit.

A setof temporaloperatorshasbeendesignecandimplementedn this dissertationwhich operate
on FOL predicatesTheseoperatoraremorespeci ¢ thanthefour generaloperatorof TFOL andthey
aretailoredto the applicationlogic of sensoidriven systems.Their designhasbeenin uenced by the
work presentedn [63, 81]. For example,thetermjes; esji> 300 denoteghefactthatevente, follows e;
by atleast5 minutes.The operatorgproposedn this thesisareshavn in Table2.1 andarediscussedn
moredetailin Chapterl2.

Description Logics. DescriptionLogics[73] arelogic-basedpproachefor knowvledge-representation
systems.Descriptionlogics representntitiesusinga “UML "-lik e languagecalledDL Language.The
logic usedfor reasoningaboutsuchentitiesis derived from rst-order logic but is muchlesspowerful
andexpressie than rst-order logic. DescriptionLogicshave theadwantagehatthey allow for thespec-

i cation of logical constaints Any potentialcontribtution of DescriptionLogicsto SentientComputing
is yetto bedetermined.

SPASS. SRASS[107]is atheoremprover for FOL with equality Givenatheoremin FOL anda setof
axioms,it nds aproofif thetheoremcanbeprovenfrom theaxioms.SFASSis a powerful tool because
it hasanonlineinterface wherebytheoremsanbesubmittedandtestedor satis ability, aswell astools
for translatingFOL to ClauseNormal Form (CNF) which canthenbe corvertedto propositionalogic
suchthatit canbe usedby othersatis ability tools. In this dissertationSPASSis usedin a novel way,
namely asthe coreof the Satis ability Serviceof Figurel.1. More speci cally, aformulain FOL that
de nes an abstractevent (AESL de nition) is assertedn the prover, which treatsit asa theoremthat
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needdo betestedfor satis ability givensomeappropriateaxioms.Chapter7 discusseshisin detail.

Fuzzy Logic. FuzzyLogic [109] is a supersebf Booleanlogic dealingwith the conceptof partial
truth. Whereasclassicallogic holdsthat everythingcanbe expressedn binaryterms(0 or 1, black or
white, yesor no), fuzzy logic replaceBooleantruth valueswith degreesof truth which arevery similar
to probabilities(exceptthatthey neednot sumto one). This allows for valuesbetweer) and1, shades
of grayandmaybe;it allows partialmembershipn aset.lt is highly relatedto fuzzy setsandprobability
theory It wasintroducedn the1960sby Dr. Lot Zadehof UC Berkeley.

2.8 Production Systems

A productionsystenis aprogrammindanguagehatdoesnotrequirethe programmeto specifyhow the
variouspartsof the programwill interact.A productionsysteminterpreteris acomputemwhich contains
two separatenemoriescalled productionmemoryandworking memory Productionmemoryholdsthe
expressiongproductions}o be executedby the processoandworking memoryholdsthe dataoperated
on by theprogram.
A productionsystemincorporatesio conceptof sequentiatontrol o w throughthe program. The

o w controlin a productionsystemis determinedoy the orderin which the conditionpartsof the pro-

ductionsbecomerue. Theinterpreterepeatedlyexecuteghefollowing steps:

1. Determinewhich productionshave true conditionparts.

2. If thereis no productionwith true conditionparts,halt the system.Otherwise selecta production
from thosethatdo.

3. Performtheactionsspeci ed by thechoserproduction.
4. Goto stepl.

This sequencés calledthe recanise-actcycle. Stepl of the cycle is calledthe matd. Step2 is
calledcon ict-resolutionandstep3 is calledact

A productionis a list that may containa condition part followed by a right pointing arrow. For
example,considera productionsystemthatis interestedn Greektragedy Its working memorywould
containthefollowing dataelements:

Agenor is-fatherof Cadmus:
Cadmus is-fatherof P olydorus:
P olydorus is-fatherof Labdacus:
Labdacusis-fatherof Laius:

The objectscontainedn productionmemoryare condition-actionpairs called productions:“If thereis
a manwhosefatheris Laius, thenasserthatthe mankilled Laius” This canbe symbolisedwith the
following phrase:

(Laius is-fatherof ?2X) ) (assert (?X killer-of Laius)) (2.1)

In orderfor the productionto be triggered,the working memoryneedsto containthe element: Laius
is-fatherof Oedipus

The conditionpart of the productionis alsoa list which may containsereral conditionelementsn
the form of patterns The matchtriesto nd instancef the classde ned by the patternamongthe
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listsin working memory a processalledinstantiatingthepattern A productionis readyto be executed
whenall its non-ngatedconditionelementsareinstantiatecandnoneof the negatedones.The ordered
pair of a productionnameandthe collectionof dataelementghatinstantiatethe productions condition
elementss calledaninstantiation Thesetof all legal instantiationss calledthecon ict set.

2.8.1 The ReteAlgorithm for the Many Pattern to Many Object Pattern Match Problem

TheRetealgorithm[37, 38]is a powerful andef cient algorithmfor patternmatchingasit exploits prop-
ertiessuchastempoal redundancyn the working memoryandstructural similarity in the production
memoryin orderto avoid examiningthe whole of thesememoriesn eachcycle. Tempoal redundancy
expresseshefactthatnotall elementsn working memorychangen eachcycle andthatary production
thatbecomesnstantiatedvascloseto beinginstantiatedn the previous cycle. Structurl similarity ex-
presseshefactthatmary productionshave mary conditionalelementsn commonin their LHS. Based
on thesetwo propertiesthe Retealgorithm,insteadof examiningthe working memaorydirectly, moni-
tors the changesnadeto working memoryand maintainsinternalinformationthatis equivalentto the
working memory At the beginning of a cycle the matchroutine computesvhetherary changeseed
to bemadeto the con ict set. If therearechangego be made,it sendghesechangego the interpreter
wherethecon ict setis beingmaintained.

The interpreterconsistsof a x ed part that dealswith the con ict setanda variable part that is
generatedby thecompilationof the LHS of theproductiongnto Retenetworks. Thesenetworksperform
the actualmatch. Structuralsimilarity is achieved in themby combiningnodesthat testfor the same
LHS conditionalelements.

For eachworkingmemoryelementatokenis createdor thepairof theworkingmemoryelementand
atag. Thetagis usedin orderto determinewvhetherthe working memoryelements addedor removed
from the working memory Tokensare processedy the nodesin the network in orderto determine
whetherthe overall patternis matchecdor not.

Example. Thefollowing productionsontaintwo identicalconditionelements:

MB15 ((Want (M onkeyOn ?0))(?0 Near ?2X) ) (Want (M onkey N ear ?X)))
MB16 ((Want (M onkeyOn ?0))(?0 Near ?X)(M onkey N ear ?X) )
(Want (EmptyH anded M onkey)))

Whenthesetwo productionsare compiledtogethemostof the nodesin the network are shared.Fig-
ure2.1describeshe Retealgorithmfor thetwo productionsabove.

Jess. Jesgd51]is ajavashellthatis basedon CLIPS[19] which hasbeendevelopedby the Technology
Branch(STB) of NASA. CLIPS implementsa forward chainingrule interpreterthat cyclesthrougha

match-&ecutecycle. During the matchingphase all rulesare scannedo determinewhosecondition
partis matchedby the currentstateof the ervironment,i.e., contentsof working memory During the

executephasethe operationspeci ed by the action part of the rule that hasbeenfound to matchis

executed. This cycle continuesuntil eitherno rule matchesor the systemis explicitly stoppedby the
actionpartof arule. A con ict resolutionstrat@y is appliedif morethanonerule is foundto match.
Theervironmentis modelledthrougha setof “f acts”which arekeptin alist in memory

Planning Systems. Planningsystemg74] aresystemshatgivenaformulathatrepresentagoal they
attemptto nd asequencef actionsthatproducesa world statedescribedy somestatedescriptionS
suchthatS £ . We saythenthat the statedescriptionsatis esthe goal. Although the state-space
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Distribute descriptions aforking memory changes

Is the element a list ¢fvo subelements? Is the element a list of three subelements?
Is the first subelement Want? Is the second subelement Near?s the first subelement
Monkey?
Is the second subelemaenntist of three subelements?
‘ Is the second subelemel
Near?

Is the first subelement of tsecond subelement Monkey?

\

Is the second subelemenf the second subelement On?

.

Join those tokens that allow ?0 to be bound consistently?

—_
Report that production MB1B5 satisfied Join those tokens that all®X to be bound consistently.

'

Report that production MB1#& satisfied.

Figure 2.1. The Rete algorithm for productions MB15 and MB16.

approachof planningsystemdooks promisingfor SentientComputing,the goalspursuedby planning
systemsare different,anda lot of work needsto be donein this directionto determineary potential
contritutionsin this area.

2.9 Distribution

This sectiondiscusseshe currentprinciplesin designingdistributedsystemghatareusedasguidelines
in this dissertation.

ITU. ThelTU-T Recommendaticior OpenDistributedProcessing47] is a setof standardsiccording
to which distributedsystemshouldbe designed ODP proposesnobjectmodellingapproacho system
speci cationandde nes a framework for building distributed systemshat abidesby the principlesof
transpaencyandconformance

The ODP modelis composef objects Objectsarerepresentationsf entitiesin thereal-world. A
systemis composeaf interactingobjects.The stateof anobjectis determinedy a setof actionsit can
take partin. A subsebf actionsde nestheobjectsinteractionwith otherobjects.

TheODPframework, aspartof its event-basednodelpravidesaneventnoti cation function[49] that
coordinatesnteractionbetweerthe framewvork entities. The event noti cation function speci esevent
historiesasobjectsthatrepresensigni cant actionsandthereforeobjectstates Eventproduces interact
with the event noti cation function to createevent histories. The event noti cation function noti es
eventconsumenbjectsof theavailability of eventhistories. Theeventnoti cation functionsupportone
or moreeventhistory typesandhasan eventnoti cation policy which determinegshe behaiour of the
function,in particular
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which objectscancreateeventhistories,
which objectsarenoti ed of the creationof a new eventhistory
the meandby which suchnoti cations occug

persistencandstability requirementgor eventhistories.

An eventconsumeiinteractswith the eventnoti cation functionto registerfor noti cation of nev
eventhistories.Dependinguponthe eventnoti cation policy, theinteractioncan

establistbindingsto currentlyavailableeventhistories.

enablecommunicatiorabouteventhistoriescreatedsubsequertb theinteraction.

2.10 The Object ManagementGroup (OMG)

TheObjectManagemen&roupis anon-pro t consortiuncreatedn 1989with thepurposenf promoting
the theoryandpracticeof objecttechnologyin distributedcomputingsystems.In particular it aimsto

reducethe compl«ity, lower the costs,andhasterthe introductionof new softwareapplications . Origi-

nally formedby 13 companiesODMG membershighasgrown to over 500 softwarevendorsdevelopers
andusers.

OMG realizesits goalsthroughcreatingstandardshatallow interoperabilityand portability of dis-
tributed objectorientedapplications. They producespeci cationsthat are put togetherusing contribu-
tions of OMG memberswho respondto Requestd-or Information (RFI) and Requestd-or Proposals
(RFP).The strengthof this approachcomesfrom the fact that mostof the major software companies
interestedn distributedobjectorienteddevelopmentareOMG members.

2.10.1 The Object ManagementAr chitecture (OMA)

OMA is ahigh-level vision of acompletedistributedervironment.It consistof system-orientedompo-
nents(ObjectRequesBrokersandObjectServiceslandapplication-oriente@domponentgApplication
Objectsand CommonFacilities). The Object RequestBroker constituteshe foundationof OMA. It
allows objectsto interactin a heterogeneouslistributedenvironment,independenbf the platformson
which theseobjectsresideandtechniquesisedto implementthem. In performingits task, it relieson
ObjectServiceswhich areresponsibldor generalobjectmanagemensuchascreatingobjects,access
control,keepingtrackof relocatedbjects.etc. CommonFacilitiesandApplicationObjectsarethecom-
ponentslosestio theenduser andin their functionsthey invoke servicesof the systemcomponents.

2.10.2 The Common Object RequestBroker (CORBA)

CORBA speci esasystenthatprovidesinteroperabilitybetweerobjectsin aheterogeneousljstributed
environmentandin away transparento the programmerlts designis basednthe OMG ObjectModel.
The OMG ObjectModel de nes commonobjectsemanticdor specifyingthe externally visible char
acteristicsof objectsin a standardandimplementation-independemtay. In this model,clientsrequest
servicesdrom objects(which will alsobe calledseners)throughawell-de ned interface.This interface
is speci edin OMG IDL (InterfaceDe nition Language).A client accessean objectby issuingare-
questto the object. Therequesis anevent,andit carriesinformationincludinganoperationthe object
referenceof the serviceprovider, andactualparametergif ary). The objectreferencas anobjectname
thatde nesanaobijectreliably.
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2.11 Knowledgelntegration Systems

This sectionaimsto illustratethe conceptuakimilarities betweenthe modellingapproactpresentedn
this dissertatiorand the ERP designmodel. SAP [105] is the mostin uential ERP system. Though
speci ¢ to corporateknowledgeintegration, SAP is basedon a designthat is platform independent,
scalablehighly customisablendintegratable SAP hasachieved notablesuccess.

SAP. SAP the compaly was foundedin Germary in 1972by ve ex-IBM engineers. SAP stands
for Systeme AndwendungenProduktein der Daterverarbeitungvhich - translatedo English- means
Systems Applications,Productsin DataProcessing.In 1979, SAP releasedSAP R/2 (which runson
mainframes)nto the Germanmarket. SAP R/2 wasthe rst integrated,enterprisewide packageand
was an immediatesuccess.For yearsSAP stayedwithin the Germanbordersuntil it had penetrated
practicallyevery large Germancompary. Looking for moregrowth, SAP expandednto the remainder
of Europeduringthe 80's. Towardsthe endof the 80's, client-serer architecturebecamepopularand
SAP respondedvith thereleaseof SAP R/3 (in 1992). This turnedout to be a “killer application”for
SAP, especiallyin the North Americanregion into which SAP expandedn 1988.

SAP R/3is a highly integrated,highly scalablesystemthat modelscorporateprocesseghatextend
throughvariousdepartmentsilt is built on robustdatabasesndit supportdifferentdatabaséechnolo-
giesandoperatingsystemplatforms. This makesit open. It offers supportfor knowledgepersistence,
archving andreportproduction.SAPis deliveredto a customemith selectedstandardgrocesseturned
on andmary otheroptional processesindfeaturesturnedoff. This makesit highly customisableand
portable. At the heartof SAP R/3 areabout10,000tablesthat control the way the processesare exe-
cuted. Con guration is the processf adjustingthe settingsof thesetablesto get SAP to run the way
you wantit to. Functionalityincludedis enterprise-widencluding: FinancialAccounting(e.g.,general
ledger accountgecevable etc), ManagemenAccounting(e.g.,costcentres pro tability analysisetc.
), SalesDistribution, Manufacturing,ProductionPlanning,PurchasingHumanResourcesPayroll, etc.
All of thesemodulesaretightly integrated.

SAP are maintainingandincreasingtheir dominanceover their competitorsthrougha secure per
sonalisableand customisableentry point in the knowledge system(an Internetportal), which allows
differentprivilegesfor differentusers.Furthermorejt embracesegagy systemssuchasmainframesy
offering genericmiddlevarewrapperghatoffer seamlesintegration. The BusinesConnectoiis sucha
component.

2.12 Security

Finally, relatedwork hasbeencarriedoutin the areaof securityfor context-awaresystems.Two efforts
thathave hada signi cant impactin theareaof context-awarecomputingarediscussedhere.

Spatial Policiesfor Mobile Agentsin a Sentient Computing Environment. Thework presentedn
[99] discusses simplelocation-basednechanisnior the creationof securitypoliciesto controlmobile
agents.It simpli es thetaskof producingapplicationgor a penasive computingernvironmentthrough
the constraineduseof mobile agents.The novelty of this work lies in the factthatit demonstratethe
applicability of recenttheoreticawork usingambientd14] to modelmobility.

This work canbe integratedwith the modelpresentedn this dissertatiorasan additionalserviceto
controlthebehaiour of mobileagentsaccordingto the de ned spatialpolicies.

Location Privacy in SentientComputing. Thework presentedn [11] discusseshe issueof main-
taininguserprivagy andparticularlyuseranorymity in SentientComputing.In suchanervironment,a
users anorymity canbe breachedandhis identity be inferredby a numberof factors,suchasthe fact
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thathe spendsmostof histime at his desk.This is addressetdy applyingthe principle of amixedzone
which is anareawherenoneof the usershasregisteredan applicationcallbackandthereforeis anory-
mous.In amixedzone,apreviouslyidenti able useris disperse@mongtherestof theusers. Assuming
thatuserschangeo a new, unusedpseudogm whenerer they enteramixedzone,applicationghatseea
useremegefrom themixedzonecannotdistinguishthatuserfrom any otherwhowasin themixedzone
andcannotlink peoplegoinginto the mixed zonewith thosecomingout of it.

Thiswork complementslirectly thework describedn Chapter3 of this dissertatiorwhereanumber
of possiblanferencingmechanismbasednlocationarediscusse@ndwhichdemonstrataclearthreat
to useranorymity. This givesgoodgroundsfor the ndings of [11] to beapplied.



Chapter 3

Inferring Abstract Statefrom Concrete
Stateusing Hidden Mark ov Models
(HMMSs)

This chaptediscussea methodologyfor modellinghigh-level abstracknowledgethatis inferredfrom

low-level concreteknowledgesuchaslocationdata. The inferenceprocesss basedon HiddenMarkov

Models(HMMs) [32, 88]. This chapterusesthis methodologyin orderto build a recognitionsystem
for movementmodels herereferredto as movementphonemes The recognitionsystemis usedas a
middlevare componenin SCAFOSand maovementphonemesre usedby the userin orderto create
applicationspeci cations.

3.1 Intr oduction

The speci ¢ aim of SCAFOSis to createmodelsof abstracknowledge. Suchmodelsareto be made
available to the userwho canusethemin orderto createapplicationspeci cationsusing SCAFOS.
Becausehe useris mobile andthe world consistsof several heterogeneoudistributed domainswhich
maychangedynamically theabstraciodelsshouldbevalid independentf thetopologyof the physical
ervironmentandindependentf theuser Thebene ts of having modelsof abstracknowledgewith the
above propertiescanbe summarisedbelow:

Models of abstractstatethat areindependenbf the speci cs of eachsensordriven component
(e.g.,with respecto the numberof usersandthe topologyof the ervironment)canbe appliedto
heterogeneousensomdrivensystemsandstill remainvalid.

Thevalidity andaccurag of suchmodelsin differentsensodriven ervironmentscanbe usedto
evaluatethe propertiesof the sensortechnologythat produceghe modeldata,suchasits accu-
ragy. For example,two differentlocationtechnologiesanbe evaluatedbasedon how well they
recognisehumanmovementssuchasthe onesdescribedn this chapter

Movementmodelsare potentially capableof letting us learn a greatdeal aboutthe real-world
procesgshatproducedhelocationeventswithout having the sourceavailable,i.e., by simulation.

3.2 Achievements
Section3.1 discusseshe motivation of this thesisin creatingmodelsfor statisticalinferencing.In this

section,the speci ¢ achi&zementsthat stemfrom applyingHMMs to the SentientComputingerviron-
mentarepresentedThis chapterachievesthefollowing:

55
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The designandimplementatiorof a systemthat automaticallyinfers high-level knowledgefrom
time-seriedocationdata(suchasthoseproducedby the Active BAT) whenit hasbeenappropri-
atelytrained. Sucha systembehaessimilarly to a speectrecognisethatrecognisesvordsfrom
processingpeectsignals.More speci cally:

— HMMs areshavn to beappropriatdor characterisindpcation-baseéhferences.

— A setof semanticshatis appropriatdo the SentientComputingErvironmentanddetectable
by HMMs in real-timeis determined.

— Eventmodelsthatrepresentheidenti ed semanticarediscussedThesemodelsarereferred
to asphonemes

— The designof an appropriatesamplingprocessfor the training and the obseration data
streamss discussed.

— Thedesignandimplementatiorof asystenthatperformsrecognitiorfor theabove phonemes
is discussed.

Theinverseproblemto phonemeecognitionisinvestigated,.e., thedifferencesn theervironment
thatcausdifferentiationsn the patternghatcorrespondo thesamephonemereidenti ed. More
speci cally:

— The designandimplementatiorof a userrecognitionsystemis discussedhatis basedon
samplef userssitting down.

Both recognitionsystemsareevaluatedagainstexisting relatedwork.

3.3 Justi cation
Thechoiceof themodelsto berecognisedvasbasedn thefollowing criteria:

Themodelsre ect invariantpropertiegthatarecommonamongdifferentusersandarerecognisable
independentlyrom theuser

Thechoserinvariantpropertiesarereliablyandaccuratelyecognisabléndependentlyf theusers
speedf motion. For example awalkingmovementshouldberecognisablevhetherauseris walk-
ing slowly, with mediumspeedr quickly. Thisis notstraightforvard. In thecaseof SPIRIT[41],
the speedwith which a useris moving determineghe samplingrate of SPIRIT. This hasa direct
effectonthe samplingmethod.If samplef equaldurationaretaken,thensampleghatrepresent
the samephonemebut which have beenproducedby usersmoving at differentspeedswill have
a differentnumberof datapointsandthereforewill be different(seeSection3.6). Thisissuehas
beenaddresseduccessfullyandit is discussedateronin this chapter

The modelsaretranspaentto the ervironment,i.e., they arere-applicableto ary sensordriven
ervironment.

The modelsare usedin orderto producea characterisatiomf eachlocationevent. The charac-
terisationis meaningfulin the generalcaseforming a completesetof recognisablghonemesin
somecasesfurtheror differentinferencingcouldalsobe appropriate For example themovement
of auseropeninga doorinwardsandenteringaroomis currentlyrecognisablevhencomparedo
walkingin astraightline; however, it is noteasilydistinguishablérom turningright or turningleft
movements.Thereforea modelfor openinga doorinwardsis not madepartof a general-purpose
recognitionsystemasit is notrecognisablagainstthecompletesetof phonemegseeSection3.10
for discussion).
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3.3.1 Phonemes
Thefollowing modelswereconstructedischaracterisingertain3-D spacanovements:
Sit Down
StandUp
Sitting
Walking
Still

The patternin eachphonemee ects the gravity andthe displacemenof thehumanbodyin 3-D space.
Theseare mutually exclusive and comprisea completeset of movements,in the sensethatif a user
performsamovementhatis identi ed asbelongingto oneof theabose models thismovementdescribes
fully the users statein termsof moving. Although previous attemptshave beenmadein the areaof
movementecognitionthesehave beencase-speci andlimited. Section3.8demonstratetheef ciency
of themodellingapproactover existing methodologies.

3.4 The MovementRecognitionProblem

A HiddenMarkov Model(HMM) is astochastienodelwhereanunderlyingprocesshatis notobsenable
canbeobsenredthroughanothersetof stochastigprocessethatproducethe sequencef obsenations.

An HMM canbeseerasa nite statemachinghatconsistof N stateslenotedasX = X1;X»; PXN
andthestateattimet asg.. An HMM is characterisely thefollowing:

S, the numberof distinct obseration symbolsper state,i.e., the discretealphabetsize. The ob-
senationsymbolscorrespondo the physical outputof the systembeingmodelled.We denotethe
individual symbolsasV = vi;vy; Vs

Thestatetransitionprobability distribution A = a&; where
aj = Plg+1 = xjja=x1 1 i) N
Theobsenationsymbolprobability distributionin statej ; B = by (k), for a x edtimet, where

b (k) = Plvg attjog = x;]; 1 ] N
1 k S

Theinitial statedistribution = f g, i.e.,/theprobabilitythateachstatex; is the rst state
i=Ple=x]; 1 i N

Eachtime thata statej is enteredattime t, anobsenrationvectorO; is generatedrom the probability
densityly (Oy). After theHMM hasmovedfrom theinitial statexo toa nal statext., for thissequence,
asequencef obsenationshasbeengeneratedO = O;0, Oy, whereeachobserationO; is oneof
the symbolsfrom V andT is the numberof obserationsin the sequencdit is assumedhat statesx o
andxt+1 donotproduceary obsenations).

Figure3.1shavsanexampleof thisprocessvhereasix statemodelmovesthroughthestatesequence
X = 1;2;2;3;4,4;5; 6 in orderto generatedhe sequencé; to Og (Statesl and6 arethe initial and
nal statesandthey do notgeneratery obsenrations).
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Figure 3.1. The Markov generation model

Thegenerakecognitionproblemcanbeseerasclassifyinganobserationsequenc®+ to theHMM
thatrepresentshe hiddenunderlyingprocesshatgeneratedhe obsenationsequenceThis problemen-
tailsthreemorespeci c problemsthe rst isthatwhentrying to createHMM modelsfor eachmovement
phonemethevaluesof the statetransitionprobabilitiesa;; andoutputprobabilitiesh of eachmodelare
not known andneedto be estimatedby training data. The betterthe estimation the moreaccuratehe
model. The secondporoblemariseswhentrying to uncover the hiddenpartof the model. As the process
to be modelled(movementphoneme)s unknown, the statesequencehat generatecin obsenation is
notknown either Thethird problemis a problemof evaluation:how is the mostappropriatenodelthat
generatedhe obsenationsequencele ned, out of asetof possiblemodels?

Assuminga vocalulary that consistof wordsw; thatrepresenthe phoneme®f interest,i.e.,w; 2
f SitD own; StandU p; W alking; Stil I; Sitting g, let eachmovementbe representedy a sequencef
positionvectorsof threedimensiongx; y; z) or obserationsO, de ned as

O = h0q;0p  ;Ori (3.1)

whereQy is the position' obsened attime t. The phonemerecognitionproblemcanthenbe regarded
asthat of computingthe modelw; with the maximumprobability of having generatedhe obseration
sequenc®.

argmaxP (w;jO) (3.2)
|

wherew; is thei" phonemén thevocahulary.
This probabilityis not computablelirectly, but usingBayes'rule gives
y _  P(Ojw;)P(w;)
P(wijO) = P(O) ; (3.3)
Equation(3.2)is solved using(3.3)if P(Ojw;) canbeestimated.The generabproblemof thedirect
estimationof the joint conditionalprobability P (O1; O,; :::Otjw;) from examplesof locationsamples,
given the dimensionalityof the obsenation sequenceD, is not practicable. However, if a parametric
modelof word productionsuchasa Markov modelis used,thenestimationfrom datais possiblesince
the problemof estimatingthe classconditionalobsenationdensitiesP (Ojw;) is replacedy the mathe-

10, is avectorof threevariables; y; z thatrepresenthe coordinates.
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maticallymuchsimplerproblemof estimatinghe Markov modelparameterswhich entailssigni cantly
smallercomputationakffort. Givenan HMM model, the joint probability that O is generatedy the
modelM moving throughthe statesequence& of Figure3.1is calculatedsimply asthe productof the
transitionprobabilitiesandthe outputprobabilities:

P(O;XjM) ar2lp(01)azn(02)azsn(03) (3.4)

Giventhat X is unknavn, the requiredlikelihoodis computedoy summingover all possiblestatese-
quenceX = x(1);x(2);x(3); ;x(T), thatis

7
axo)x) Bt (Or)axmx(+1)
X t=1

X

P(OjM) (3.5)

wherex(0) is themodels entrystateandx(T + 1) is themodelexit state.

( )

Sampling

i

labelled training samples

|

;

(

Training

)

i

i

i

888 888 888

|

|

;

(

Recognition

T

location data (x,y,z)

)
i

transcription

Figure 3.2. Phoneme recognition

As analternatve to Equation3.4, thelikelihoodcanbe approximatedy only consideringhe most
likely statesequencé¢hatis

P(OjM) (3.6)

maxxfaxoyx@ Bt (Ot)axx(t+1) 9
t=1

This assumeghat the parameters;; andly areknown. Although this is not generallythe case,
HMMs allow for theabove parameterso beestimatedisingtrainingdata. This processs calledtraining
(Figure3.2).

Training. Givenasetof trainingexamplescorrespondindo a particularmodel,the parametersf that
model can be determinedautomaticallyby a statisticallyrobust and ef cient re-estimatiorprocedure
(Baum-V&Ich re-estimationThis proceduréhasthefollowing steps:

A setof prototypemodelsare createdjn which the outputdistribution for eachstatej is Gaussian
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with meanvector ; andcovariancematrix j; thatis, by (Oy) satis es:

B(O) = N(Oy j; )

If L;(t) denoteghe probability of beingin statej attimet, thenthe maximumlikelihoodestimatesof
j and j canbecalculatecasshovn belov

P+ ‘
no= b 3.7)
t=1 Lj ()
T 0
N t=1 Lj (t,).,(ot j)(ot j) - 3.8
: tT=1 Lj (t) , oo

whereprime denotessectortransposeTo apply the above equationsthe probability L j (t) mustbe cal-
culated.This is doneef ciently usingthe Forward-Badkward algorithm. Executingthe abore produces
asetof modelswhich areoptimisedaccordingo thetrainingdata.

Recognition. Recognitionof anunknavn datasampleof sizes is basedn building anHMM network
and nding apathof sizes thathasthe maximumlik elihood(Viterbi algorithm). Thatpathcorresponds
to the HMM modelthat correspondgo the correctphoneme. The modelwith the highestmaximum
likelihoodis selectedor eachobsenrationsequenceinderconsideratior{ Token PassingAlgorithm).

3.5 Building PhonemeModels

This sectionportraysa representationf thephonemenodelsdiscussedh Section3.3.1in termsof their
obsenationsbeing 3-D positionvectors(x; y; z). The coordinatesystemis arbitrarily setin orderto
depictuserpositionsin the LCE [36] andis currentlybeingusedin SPIRIT [41] andits applications.
The horizontalaxisin mostof the graphsthatfollow is the x axis andthe vertical axisis they axisin
this coordinatesystem.The z coordinatesigni es the distancefrom the users Active BAT to the oor .
Onthe graphsthat portrayonly onecoordinateon the vertical axis, the horizontalaxis alwaysportrays
thenumberof samplingpointssincethe beginning of the samplingprocess.

The modelspresentediext arebasedon a numberof experimentshattook placein the LCE. The
sampledor the Sit Down phonemewereproduceddy a usersitting down andgettingup from a couch.
The heightwhen standingup (z coordinate)is approximatelyl:2 m. Several otherexperimentstook
placeandtheresultsarediscussedn Section3.9.



Chapter3. Inferring AbstractStateUsing HMMSs. 61

3.5.1 SitDown

Thesit downmovements characterisedby thefactthat the userbendshis knees|oweringhis bodyonto
theseat.During this movementthe userleansslightly forward andthenbadkwards ontothe seat.

Sit Down (z coordinate)

Sit Down z -
2 9
[T .
T *
o 0.9r *
©
£ 1.2
el .
5 -14.5 0.81
g 1
Nos X coordinate 0.7r "
-6, 0.6,
266, i 2 3 4 5 6 8 9
Y coordinate BAT Samples

@) (b)

Figure 3.3. A Sit Down sample 3D (a), z coordinate only (b).
A sampleof asitdowvn movementonthe LCE's couch)is portrayedn Figure3.3. Thecharacteristic

sample(b) is producedby the z coordinateas capturedby the Active BAT which is portrayedon the
abscissaf Figure3.3(b).
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3.5.2 StandUp

A standup movements characterisedby the fact that the userdrags his body slightly forwards, until
thefeetare placedstrongly on the oor, bendsthe kneedowering his bodyforward and straightensthe
kneegyradually, thuslifting thebodyupwaids.

14 Stand Up (Z coordinate)

131

Stand Up Fahhhhbt
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1.1f
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5 0.8f
8 1
N
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'6, 06 L L L L
b -165 1 2 3 4 5 6
Y coordinate BAT Samples
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Figure 3.4. A Stand Up sample 3D (a), z coordinate only (b).

Figure3.4 showvs a StandUp sample asmonitoredby the Active BAT.
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63
3.5.3 Sitting

Thesitting stateis characterisedby thefactthatthe userremainsstill with thebodycloserto theground
thanwhenstandingup.

Sitting (Z coordinate only)
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Figure 3.5. A Sitting sample 3D (a) z coordinate only (b) x coordinate only (c) y coordinate only (d).

A sitting sampleis portrayedn Figure3.5. Thecharacteristisample(b) is producedoy monitoring
the z coordinate Althoughduringthe experimentthe userwasstill, thereis a smalldisplacemenin the

samplepoints. Thisis dueto the statisticalerror of the samplingprocessandit is obviousalsoin plots
(b), (c) and(d), which portrayeachcoordinateseparatelys. the samplenumber
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3.5.4 Walking

Thewalking movementis characterisedby a uctuation in the user's height. As he lifts eat leg and
lowersit again hiswholebodyis displacedslightly up and down.
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Figure 3.6. A Walking sample 3D (a) z coordinate only (b).

16

A sampleof auserwalking is portrayedn Figure3.6. The characteristisample(b) is producedoy
monitoringthe z coordinate Althoughthereis a similar displacemenin thex andy coordinateaswell,
thisis notalwaysobviousasthis displacementnaybedueto theuserturning,or walkingin a curve. For
thisreasontheplotsof thex andy coordinatearenotconsideredharacteristi¢or this phonemendare

not portrayedhere.
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14

3.5.5 Siill
Thestill stateis characterisedby the fact that the position of the userremainsthe samein all three
coordinates.
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Figure 3.7. A Still sample 3D (a) z coordinate only (b) x coordinate only (c) y coordinate only (d).

A sampleof a userwho is still is portrayedin Figure 3.7. Also in this case,thereis an obvious
displacementn all coordinateghat is causedby the errorin the measurementsThe shapeof the z
coordinatein the samplein Figure 3.7(b) bearssimilaritiesto the sampleof Figure 3.6(b). However,
the latter hasa more distinguishableshapeandthe displacementsre on averagelarger thanthe ones
of Figure3.7(b). This similarity in shapecreatesambiguitybetweerthe two phonemesvhentrying to
recogniseéhemwith traditionalmethodologiesThe HMM-basedsolutiondoesnot suffer from thesame

de ciency. Thisis discussedh detailin Section3.8.
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3.5.6 OpenDoor Outwards

The OpenDoor Outwaids phonemas characterisedby the fact that the user pulls the door outwards
walksaroundit in a curveandentes the openinginwards.

Z coordinate

-20.9

Y coordinate 5.5

Figure 3.8. A sample of movement patterns entering doors that open outwards.

Althoughthis phonemewvasnot selectedo form partof the nal recogniserit is discussederein
orderto illustratethe potentialof usingHMMs to discover aspect®f the physicalervironment.
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3.5.7 Walking-Still-Sit Down-Stand Up

A userwalksto the coud, sitsdown,remainsseatedor a while, standsup andremainsstill.

- — - Sit Down-Stand Up
- =-Walking Pger

~ il Bl e

0.9

Z coordinate
|_\

-20

—'E.Y X coordinate
Y coordinate

Figure 3.9. All phonemes.

Figure3.9 portraysa sequencef movements.This aimsto give anillustrationsof a movementthat
consistf multiple samples.
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3.6 Identifying an Appropriate Sampling Process

The sampleausedfor the phonemesn Section3.5 are positionvectors(x; y; z) of variablelength,and
they are portrayedas producedby the experiment. This sectiondealswith identifying an appropriate
samplingprocesghatcanbe undertakenautomaticallyby a samplingservicein real-time.

Two factorsneedto betakeninto considerationThe rst oneis the speedf theexecutednovement.
The seconds the samplingrate of the locationtechnology As far asthe rst factoris concernedit is
desirablehatmovementshouldberecognisedndependentlyf thespeedwvith whichthey areexecuted,
i.e., quick movementsshouldbe asreliably recognisableas slov ones. The secondfactor affectsthe
samplingdecisiononly whentherateatwhich positionsaresampledy thesensoinfrastructuredepends
on the userspeed.SPIRIT is sucha systemthat emplgys the principle of a variablesamplingrate for
samplingefciency. Whereverit is determinedrom the locationsampleghatanobjectis increasingts
speed SPIRIT increaseshe Active BAT's samplingratetoo. Onthe contrary if anobjectslows down,
SPIRIT decreasethe Active BAT's samplingrate.

In orderto decidethe bestsamplingprocesssamplesof both x ed duration(6 secondspnd x ed
length (6 obserationsand 4 obsenations)were considered. Samplesof x ed duration containeda
variablenumberof datapoints,andin orderto be usedastraining sequenceandbe recognisedy the
HMMs, aninterpolationprocessvasusedwherethe missingdatapointswerereplacedwith a copy of
thevalueof thelastobsenationin the sample.Althoughtherecognitionwassimilarin accurag to that
achiered using x ed-lengthsamplegseeSection3.6.4),it wasdecidedto use x ed-lengthsampledor
simplicity reasonsin orderto avoid theinterpolationoverhead Section3.6.3discussetow samplesre
distinguishedandrecognisedinderthis samplingscheme.

Thefollowing sectiornproposesdifferentcalibrationprocessappropriatéor movementrecognition,
sothatSPIRIT's variablesamplingratedoesnot affect theaccurag of therecogniser

3.6.1 MovementCalibration

Given SPIRIT's variablesamplingrate, it is obviousthatthe worst-casesampleto be recogniseds one
wherethe users speeds high andthe samplingrate of the locationsystemis low. It wasdecidedthat
the calibrationshouldbe performedusingthe Sit Down andStandUp movementsasthesehave amore
distinctive shapeto the humaneye thanthe Walking andStill patternsandthe beginningandendof the
maovementcanbe simulatedeasily In orderto performthis calibration,the following experimentwas
carriedout.

First a userperformedwenty sit down andstandup movementson the couchin thelab, at different
speedsThefastessit down movementproduceda sampleconsistingof 4 events(datapoints)andlasted
1.032secin total. The fasteststandup movementconsistedalso of 4 datapoints. All othersamples
consistedbf moredatapoints. An appropriateechniquein HMMs is thatthe samplingwindow is set
to 4. Largersamplesareprocesse@sa seriesof samplesf size4 (e.g.,onesampleof sizel5is seens
as12 samplesof size4.) Figure3.10portrayssomerepresentatie samplef duration20 secof sitting
on the couchat differentspeeds Note thatbecausehe fastsamplesveretaken at the beginning of the
experimentandafterthe userhasbeenstandingstill for awhile, SPIRITis samplingwith low frequeng,
whichexplainswhy the rst samplehasonly 6 datapoints. Alreadyatthesecondastmovement SPIRIT
is samplingat high rate(13 datapoints). Thethird sampleat mediumspeechasthe mostnumberof data
pointsfor the sameduration(19 datapoints), becauseSPIRIT hasadjustedthe samplingrate and the
movements slower, somorepointsarecapturedoermovement.

Samplesf similar sizeareoftenencounteretéh problemsof classifyingdiscretedataandareclassi-
ed very accurately For example,the sampleghatcorrespondo trips betweersigni cant locations[4]
often consistof obserationsof lengththreeanddimensionalityone,i.e., 3 consecutie GPSreadings.
An HMM-basedsystenthatcalculatesiserlocationshasecdn signalstrengthmeasuremenis basecdn
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Figure 3.10. Three selected samples of variable length of (a) sitting on couch fast (6 points) (b) at medium speed
(13 data points) (c) slowly (19 data points).
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Phonemeg TrainingSamples|

StandUp | 6
SitDown | 8
Sitting 22
Walking | 43
Still 44
Total 123

Table 3.1. Size of the training set.

obsenationsequencesf lengthoneanddimensionalityfour, i.e., eachlocationis modelledby a single
signalstrengthreadingfrom 4 sensorghatcorrespondo thatlocation.

3.6.2 SuperwisedLearning

Thetrainingphaseaequiresa setof representatie trainingsamplesFor thisreasora numberof samples
were collectedby meansof supervisedearning Figure 3.11 portraysa supervisedearningprocess
wherebysamplesveregatheredrom a usersitting down on differentchairsin the LCE meetingroom.
Figure 3.12 portraysa supervisedearning processfor Still samples. Table 3.1 portraysthe overall
numberof trainingsampledor all phonemes.

@)

Figure 3.11. Supervised learning for Sit Down traning samples (x; y coordinates).

3.6.3 Real-Time Windowed Sampling

Having determinedthe samplesize to be four, a windowing systemwith a window size of four that
producessamplesfrom the streamof positionswas required. In this system,the window actsasa
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Figure 3.12. Supervised learning for Still training samples (x; y coordinates).

buffer of threedatapoints. Eachnew event producedby the locationsystemis testedagainstthe three
previous ones,which are buffered until the movementis detectedand, by meansof the word network
of Figure 3.14, it is decidedto which phonemehe datapoint belongs. Figure 3.13illustrateshow the
phonemedNalking, Sit Down, Sitting and StandUp are delimited with the help of the window. The
phoneméstill is delimitedfrom Walking, StandUp andSit Down in a similar manner

Figure3.15portraysthreetraining sampleof sitting down. Thetraining datawascarefully chosen
in orderto train the recogniseregardinghow phonemeshouldbe delimited. For example,it canbe
seenfrom Figure3.11which samplesarecharacteriseas Sit Down with respecto the patternformed
by the datapointsof the z coordinate.Note that becausehe Sit Down phonememay consistof more
than4 datapoints, morethanoneconsecutie samplecanbe characterise@s Sit Down. For example,
thesampleportrayedn 3.15(d)canbe sampledmmediatelyafter 3.15(b)or 3.15(f). This meanghatas
long asoneof thethreeconsecutie samplegb), (d) or (f) is recognisedorrectly theinformationabout
the usersitting down will not belost. Similarly, Figure3.16 portraystwo selectedraining sampledor
the StandUp phoneme.

3.6.4 Implementation

Therecognitionproblempresentedn Section3.4 wasimplementedy building a recognisefor move-
mentphonemeshasedon HMMs. The HTK toolkit wasusedfor this purpose.Thefollowing solutions
wereimplemented:

DistinguishbetweenWalking, Still, Sitting, Sit Down andStandUp for the sameuser

Distinguishbetweenwalking, Still, Sitting, Sit Down and StandUp for differentuserswhile the
modelshave beentrainedonly for one.

3.6.5 RecognitionScores

The results le from the recognisethasthen beencomparedagainsta referencele wherethe same
samplesverecorrectlylabelledandarecognitionscoreis assignedo therecognitionasa percentaye of
correctlabelsover the overall numberof labels
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Figure 3.13. Phoneme delimiting.

Figure 3.14. The word network for movement phonemes.
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Figure 3.15. Three selected training samples of the Sit Down phoneme with sample size 4.
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| Phonemes | TrainingSamples| TestSamples| Correct| Recognitionscore

Walking-Still-Sitting-SitDown-StandUp | 123 46 43 93.18%
(sameuser)

Walking-Still-Sitting-SitDown-StandUp | 123 45 41 91.11%

(two users)

OpenDoor Outwards- Walking 21 9 7 77.78%
(sameuser)

UserRecognition 31 8 8 100%

(two users)

Table 3.2. Recognition scores.

Table3.2containgherecognitionscorefor themovementphonemesestedor thesameuserthatpro-
ducedthetraining samplesaswell asanadditionaluser Therecognitionscoreis 93% of the phonemes
identi ed correctly If recognitionis performedfor a differentsetof phonemespamely only patternsof
doorsopeningoutwardsasopposedo walking straight,therecognitionscoreis 77.78%.

3.7 The Discrimination Problem: User Recognition

This sectioninvestigatestheinverseproblemto movementecognition thatis usemrecognition.Thedrive
behindthis goalhasbeenthe obsenationthata usersitting down on seatswith differentheightscauses
theproductionof differenttracksby the monitoringsystemthe questionis whetherthedifferencesvere
signi cant enoughin orderto identify the chairfrom the differencesn track (Figure3.18). This canbe
seenmasadiscriminationproblem.

A userrecaynition problem which consistsof distinguishinga userby the patterngproducedwhile
sitting down andstandingup again, wasimplementedisingthe recognisenf Section3.6.4. Theresults
werevery encouragingFigure3.17 portraysthe tracksof two usersof signi cant differencesn height
that are usedastraining samplegto a userrecogniser The recognitionscorefor this experimentwas
100%(seeTable3.2).

3.8 TechnicalBackground

This sectiondiscusse$iMMs with respecto existing methodologiesn the areaof movementrecogni-
tion. Prior work in the SPIRIT [41] systemhaslooked into initial stagesof movementrecognitionin
trying to identify whenthe useris sitting ratherthanstandingoy heightcalibration, andwhentheuseris
walking by meansof stepdetection The emphasisn this thesisis a toolkit in which users/applications
canprogrammodelsfor movementghat arerecognisedndependenthof domainanduser ratherthan
usehard-codedolutionsthatareonly applicableunderspeci ¢ circumstances.

Themostimportantde ciency of othertechniquess thatthey do notwork independentlyf theuser
andthe implementationrdomain. On the contrary they are closelytailoredto speci ¢ casesand often
cannotrecognisea movementthatis executedunderdifferentcircumstances.

Height Calibration. Height calibration is basedon a thresholdthatis calculatedaccordingto each
users height. Whenapositionis calculatecby SPIRITwherethez coordinatealls belaw thisthreshold,
theuseris assumedo besitting, andabove this thresholdto be standing.This methodhasthe disadwan-
tagethatary actionthat causeshe BAT to drop belov a certainthresholdis translatedasa Sit Down

event. In factthe usermight be squattingmomentarilyor sitting on a tall stool or may have adjusted
the cordof his BAT to a differentheight. Thisis notdistinguishablén SPIRIT. Figure3.18portraysthe
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changesn the z coordinateof a usersitting on differentchairsincludinga couch. An obvious problem
that stemsfrom this gure is whereshouldthe thresholdbe thatidenti es a userwho is sitting down?
For example,if thethresholds setto 1 m, thena usersitting onthe meetingroomtable(seeright-hand-
sidesampleof Figure3.18)is not detectabldoy the Active BAT. On the otherhand,the Active BAT is
not x edon the users body andcanbe carriedat differentheightshangingfrom the neckby a cord of
adjustabldengthor attachedo thewaist. This affectsthe choiceof thresholdasdoesthe variability of
userheight. Finally, the heightthresholddependslsoon the positionof the sensoron the ceiling, and
this, in generalyvariesfrom roomto roomandfrom building to building. All theabove reasonsnake it
impossibleto chosea singlethresholdthat canbe usedto recognisehe Sit Down and StandUp move-
mentunderall circumstancesLastly, usingheightcalibration,it is impossibleto discriminatebetween
differentsitting tracksandthusrecogniseusersor the objectuponwhich they aresitting. Indeed,using
HMMs, the heightatwhich abadges worn by aparticularusercanbe calibratedoy recognisingheend
of a StandUp phoneme.

Figure 3.18. A sample of a user sitting on various chairs (z coordinate only)

Step Detection. The secondapproachstepdetection looks for turning pointson the z axis thatin-

dicatea step. However this methoddoesnot behae well in the generalcaseas standingstill oftenhas
a similar patternin the z coordinateasthe walking sample which is dueto the errorintroducedin the
measurementsThe thresholdmethodcould be usedin orderto introducea thresholdin the sizeof the
stepthatdifferentiatesvalking from beingstill, basedon the sizeof the step. For example,Figure3.19
portraysa Still anda Walking sample. Thesesamplescannotbe recognisedy SPIRIT using stepde-
tectionasthe sameproblemaswith heightcalibrationarisesagain, i.e., thereis no x edthresholdthat
candifferentiatéWalking sampledrom Still samplesindeedthedisplacemenin Figure3.19(b)is 0:07
cmvs. 0:008 cm displacemenin Figure3.19(a). If athresholdof 0:01 cm is set,wherearything with

adisplacemenéabove this valueis a walking samplethe sampleof Figure3.7(b)thatrepresents Still

sampleportraysa heightdisplacemenof 0.03thatwould classifyit togethemwith thewalking sampleof
Figure3.19. Thus,thereis no obvious way of performingreliablerecognitionusingstepdetectionand
thresholding heightcalibration).
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(@) (b)

Figure 3.19. A sample of a user remaining still (a) and walking (b) (z coordinate only)

3.9 Conclusions

The mostgeneralconclusionis thatHMMs arean appropriatemethodologyfor creatingmiddle-

warecomponent@sabstracimodelsthatrepresenmovementssuchasthe onesdescribedn this

chapter The modelsthat are createdoy HMMs are capableof recognitionwith high accurag

independentlyof the userandthe speci ¢ topologyof the implementatiordomain. They canbe

appliedto differentusersandto differentSentientdomains. Therefore,they are an appropriate
methodologyfor the distributednatureof SentientComputing.

Recognitionbasedbn HMMs enablethe creationof abstractionshatwerenotrecognisablédefore
eitherdueto alack of anef cient methodor dueto noise.Also, theproposedecognitionmethod-
ology resohesambiguityin the Sit Down and StandUp phonemeswhich aredirectly dependent
ontheway a usercarriesa BAT andthe speci csof theuserandthe physicalervironment.

Becausehe setof recognisablgphonemess exclusive, the movementphonemeganbe usedin
orderto characteriseachlocationsamplewith the movementit belongsto. This allows for “re-
minder events” to be createdfor eachsample,which canthen be usedfor communicatinghis
informationto remotenodesover unreliableprotocolssuchasUDP. Remindereventsarecon r-
mationsof the sameabstracstate andthereforesomelosscanbetolerated.

HMMs allow usergo berecognisedy their Sit Down andStandUp phonemesThis canbe quite
usefulin creatingdigital signaturesgeterminingvhethereverybodyhasleft thebuilding in caseof
asecurityalert,etc. Userrecognitionseemdo work extremelywell. Theresultsadwocatethatthe
Sit Down phonemas appropriatdor suchrecognition however, furtherexperimentausingalarger
sampleshouldbe carriedout in orderto identify the system$ behaiour whenmary usersare of
similar height. Thein uence of speednthe sampleshouldbeinvesticgatedaswell. Section3.11
describesa scenariowherethe StandUp phonemeis usedas a digital signatureto ensurethe
successfuevacuationof a building in caseof anemepgeng. The succes®f the userrecognition
problemleavesscopefor furtherrecognitionproblems,ncluding discoveringthe topologyof the
physicalervironmentasis advocatedby the OpenDoor Inwardsphoneme.
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Lastly, a numberof movementscannotbe recognisedy the Active BAT system,dueto the dis-
placementhat is introducedin the measuremeniswell asthe samplingrate beingtoo low to
captureenoughinformationaboutthe movement. The spinningmovementis sucha caseandits
trackis portrayedn Figure3.20.

3.10 FutureWork

As futurework, constraintg€anbebuilt into theHMM network to identify legal sequencesf movements.
For example,a usercannotbe seatecandwalking at the next instance A StandUp movementshouldbe
inferred.Speci c-casaecognitioncanbescheduledisa secondayeraftergeneral-caseecognition(see
Figure3.21). For example,if it is determinedhatthe userhassatdown, thenspeci c caserecognition
canbeperformednthesampleshatrepresentethesitting stateandidentify theobjecttheuseris sitting
on. Or, whenit is determinedhatthe useris walking, a secondrecognitionlayer cantake placewhich
triesto infer doorsbeingopenedthusindicatingthatthe userhasturnedinto a speci ¢ room.

SomeSittingsamplesareportrayedn Figures3.22and3.23. Notethatin thesampleghatcorrespond
to sitting on the couch,the errorin they coordinateseemgo be muchsmallerthanthe errorin the x
coordinate. This is believed to be dueto the positionof the couchthatis placedagainstthe wall and
thereforeit is visible to a smallersetof sensorghanthe chairthatis placedin the middle of theroom.
This canbeveri ed with furthertests.

Finally, it is worthinvestigatingwhethemovementghatarenotcurrentlydetectabléy HMMs using
datafrom the Active BAT, suchasspinninganddirectionalwalk, canbe sampledmorefrequentlywith
alternatie technologie®f atleastsimilar accurag to the Active BAT.

3.11 Applications

On DemandDynamic Memory Management. An areawheretheproposedecognisecanbedirectly
appliedis optimising the page-loadingschemein a location middlevare systemsuchas SPIRIT. By

knowing the stateof the userin termsof his movementsthe systemcan make decisionsasto whether
the usershouldbe monitoredor not. In a systemsuchas SPIRIT, which is object-orientedusersare
representedby objects. If the systemdecidesthatthe usershouldnot be monitoredfor someinterval,

thenthe objectthatcorrespondso thatuseris a goodcandidatdor beingreplacedn the systemcache.
Thatcanimprove the performancef the middlevarecomponent.

Distribution. Oneof themainadwantage®f the proposednodelis thatit is independenof theunder
lying topologyof thephysicalervironment.This enablest to betrainedonceandbesubsequentiported
into ary otherervironmentthatsupportdocationservicesaswell. In fact,it canbe usedto discorerthe
topologyof theervironment.

Digital Signatures. The StandUp phonemecanbe usedasadigital signatureafteranalarmoccursin
abuilding signallinganevacuation.By monitoringall usersgettingup andperforminguserrecognition
onall thesamplesthe systemcandetermindf everybodyhasleft the building or not.
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Figure 3.20. Spinning track (a) x coordinate (b) y coordinate (c) z coordinate (d).
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Chapter 4

Prediction

This chapteiinvesticatesthe possibility of estimatinghelik elihoodthata futureinstanceof aknowledge
predicatewill begeneratedeitherproducedirectly by the sensor®r deducedrom otherpredicatesjn
a knowledgebasecomponenin the sensomdriven system. More speci cally, this work focuseson in-
vestigatingthe applicability of BayesiarPredictionfor modellingthelik elihoodfor holdingknowledge
predicatesThesemodelsform partof SCAFOSandaregenericenoughto be applicableto alarge num-
berof sensotdrivencomponentsTheresultsof this investigationareusedin orderto build a prediction
system Predictionis very importantfor SentientComputing,asit increaseshe potentialfor decision
making evenin casesvheredatasourcesareunavailable. Predictionalsoenablesa trade-of between
certaintyandcost asis demonstrateh this chapter

4.1 Prediction

Chapter3 focusedon inferring abstracknowledge,suchasusermovementsfrom concretepredicates,
suchasuserpositions. This chapterdiscussegredictionasa methodologythatis applicableto both
concreteandabstracknowledgepredicategdiscussedn moredetailin Chapter5), suchas

H _Userl nLocation (uid; rid; role;rattr ; timestamp)

andaimsto de ne a probability modelthatestimateshe probability thata particularpredicateénstance
will be generatedn the system(in the knowledgebaseof a Deductve KB componenin Figurel1.1)
in thefuture. The methodologyusedfor the predictionis basedon the na've Bayesclassi er [67] seen
asanequvalentBayesiametwork [67]. Usingthe nave Bayesclassi er, a users next locationcanbe
predictedfrom historicaldata. The samemethodologycanbe appliedto ary knowledgepredicatefor
which historicaldatais available. A predictionsystemsuchasthe onepostulatedn this chaptemprovides
anestimationof thelik elihoodthataninstanceof a knowledgepredicateof interestwill be generatedn
thefuture. Thepredictednstancecanbederiveddirectly from sensorspr deducedrom otherpredicates.
Sucha systemhasthefollowing bene ts:

It enablegdecisionmakingaboutfuture knowledge. For example,a usermay decideto createan
applicationwhich will notify him whenthe coffeeis readyonly if the probability thatsomebody
will make coffeein the next two hoursis morethan50%.

It canbe usedwhenthe locationsystemis unavailableor in orderto reducethe monitoringcost.
For example,usinga predictionsystemit is possiblefor the systemto returnan answersuchas
“John’s positionis unavailableatthe momentbut possibldocationsareRoom10 andthe Meeting
Room”whenJohns positionis queriedandestimatesretoleratedby the queryingapplication.

83
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4.1.1 The NaveBayesClassi er

The na've Bayesclassi er is a widely usedpracticallearningmethodthat canbe usedto addresghe
problemof supervisedearning. A setof traininginstances<i; ;X is provided aswell asa target
function f (x) which cantake on ary valuefrom V. Eachtraininginstancex; is a pair of a tuple of
attribute valuess; = hajq; ; ain I andthe valueof thetamgetfunctionfor thisinstancec = f (x;) that
actsasalabelfor thatinstance.

X1 = a1, ;a1n; G
X2 = api; yaon,; C2
Xk = a1, » Akn s Ck
A new instancexg is presenteddescribedy the tuple of attribute valueshas; az; ;ani. A classier

needdgo beconstructedhatcanpredictthetamgetvaluecy = f (Xg) for thatinstanceln orderto classify
thenew instancethenave Bayesclassi er assignshetargetvaluewith themaximuna posteriori(MAP)
probabilityvy ap giventheattributevalueshas ; ay; :ani thatdescribaghenew instance Thenotation
argmax, j ( o) is usedin orderto denotethevalueof vo thatmaximisesheterm ( vo).

Vmap = argmaxP(cojai;az; ;an) (4.1)
co2V

UsingBayestheoremthis expressiorbecomes

P(az;a2;  ;anjco)P(co)

ap = AN Plavaz  an)
= argmaxP(a;;az; ;anjco)P(co) (4.2)
co2V
NotethatthedenominatoP (ai;a»;  ;an) is droppedbecausd is aconstantindependenof cy. The
two termsin (4.2) canbe estimatedrom the training data. P (co) is therelative frequeng with which
eachtargetvaluecy occurs.ThetermP (ai;a2;  ;anjCo) canbeestimatediy countingthe numberof

timeswith which eachtamgetvaluecy occursin the subsebf thetrainingdatafor whichf (x) = cg. The

nave Bayesclassi er is basedon the simplifying assumptiorthatthe attribute valuesare conditionally
independengiven the targetvalue. In otherwords,the assumptiornis that given the target value of the

instance the probability of observingthetuplehas;ay;  ;ani, namelyP(az; az; ;a,é, is just the

productof the probabilitiesfor the individual attributesandso: P(ai;az;  ;anjco) = ; P(&jco).

Substitutingthisinto (4.2), we have theapproactusedby the nave Bayesclassi er, wherevy g denotes
thetamgetvalueoutputby thenave Bayesclassi er.

Y
Vg = argmaxP (cp) P(aijco) (4.3)

co2V i

4.1.2 BayesianNetworks

Recallthenotationandnomenclatureisedin DirectedAcyclicGraphs(DAGs). A DAG isapair(X; E),
whereX = fX31; ;Xn+1gisasetof verticesandE is asetof edgedetweerthevertices.Thegraph
is agyclic, i.e., no pathstartsandendsat the samevertex. Thegraphis alsodirected.

Using statisticalnomenclatureUs; ;Un+1 arerandomvariables A BayesianNetworkis an
ef cient representationf thejoint probability distribution overasetU. Thejoint probabilitydistribution
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Alastair | Andy | Alan
Rooml | 0.6 0.3 0.2
Room2 | 0.3 0.3 0.3
Room3 | 0.1 0.4 0.5

Table 4.1. Conditional probability table for P (RidjUid)

speci esthe probability for eachof the possiblevariablebindingsfor thetupleU = hJ;;  ;Up+1i.
Formally, a Bayesiannetwork for U is a directedagyclic graphG whosenodesX correspondo the
randomvariablesin U andwhoseedgesepresentirectdependencieketweerthe variablesaccording
to thefollowing dependengcassumptionseachnodeX is independentf its non-descendantgivenits
parentsn G. X is adescendantf Y if thereis adirectedpathfrom Y to X . Thesetof theimmediate
predecessdparentinodesof X; is denotedby thetermP arents(X). A conditionalprobabilitytableis
givenfor eachvariableX; describingthe probability distribution for thatvariablegivenits parents.The

joint probability for ary desiredassignmenbf valueshxy;  ;Xn+1i to thetuple of network variables
hXq; ; Xn+11 canbecomputedoy theformula:
Y\

P(x1; ;Xp)= P (x;jParents(X;)) (4.4)

i=1

Thevaluesof P (xjjParents(X;)) arestoredin aconditionalprobabilitytableassociateavith nodeX ;.

Example. Toillustrate,consideanodeX = Rid whichis dependenvnthenodeY = Uid. Thenode
X = Rid representthenamef theroomsin anof ce andtakesavaluefrom thesetof possiblevalues
Rooml, Room2, Room3. ThenodeY = Uid representthenamesof the peoplethatwork in thatof ce

andcantake ary valuefrom thesetAlastair, Andy Alan. Theconditionalprobabilitytablefor Rid given
Uid re ects the probabilitythatthe locationof a userin Alastair Andy Alan will be oneof thevalues
of thesetRoom1, Room2, Room3 andis givenin Table4.1. For example,the conditionalprobability
that an instanceof the predicateH _Userl nLocation (uid; rid)! whereuid =Alastair will containthe
constaniRoom1l asthevalueof rid is 0.6. Thatis interpretedasfollows: The probability that Alastair
will belocatedin Rooml is 0.6.

4.1.3 BayesianNetworks that Correspondto the Na've BayesClassi er

The nave Bayesclassi er canbe equivalently viewed as a simple Bayesiannetwork of the structure
depictedn Figure4.1. In this network, everyleafis anattribute of theclassi cationandit is independent
from the restof the attributes, given the stateof the classvariable,namelythe root of the network.
Eachnodethereforehasonly oneparenttheroot node. The equivalenceof the Bayesclassi er andthe
network of Figure4.1 canbedravn from Equation(4.4) asfollows: Let U = fA7q; ;An; Cg, where

the randomvariablesA; : A arethe attributesandthe randomvariableC is the classvariable. In
the network of Figure4.1the classvariableis theroot,i.e.,Parents(C) = fg, andthe only parentfor
eachattributeis the classvariable,i.e, Pa@entS(Ai) = fCqg,foralll i n. Using(4.4),it canbe

deducedhatP(A1; ;A,;C) = P(C) * L, P(AijC). ThevaluethatmaximisesP (A1;  ;An;C)
is givenby nave Bayesde nition (Equation(4.1)).

For simplicity reasonshevaluesrole andrattr areignoredin this example.
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° ° ’ Q

Al A2 An

Figure 4.1. Bayesian network for the na've Bayes classi er .

4.1.4 Usingthe Na've BayesClassi er to Predict KnowledgePredicates

Consideringhepredicate
H _UserlnLocation (uid; rid ; role; rattr ; timetamp);

ary of thevariablesuid, rid, role, rattr , timestamp canbe seenasthe classvariable,andthe restof
the attributescanbe seenasthe attribute variables,accordingto which the mostprobablevaluefor the
classvariablecanbe computed given a new instance.The Bayesiametwork of Figure4.2 represents
thenave Bayesclassi er for the predicateH _UserInLocation (uid; role; rid ; rattr ; timestamp) where
the classvariableis uid andthe attribute variablesarerolg rattr,timestampaccordingo equation:

uidwap = argmax P (uid; role;rid; rattr ; timestamp) (4.5)
uid2Users

Uid

O

Rid Role Rattr Timestamj

Figure 4.2. A Bayesian network for classifying uid according to rid,rolerattr ,timestamp for the H _UserInL ocation
predicate.

Usingthisnetwork, thejoint probabilitydistributionfor thevariableauid; rid; role;r attr ; timestamp
canbe calculatedy usingthefollowing equation:

P (uid; role; rid ; rattr ; timestamp) = P (uid)P (rolejuid)P (rid juid) P (rattr juid ) P (timestampjuid)
(4.6)

Theprobabilitydensityfor classUid i.e.,theprobabilityof all valuesof theattributeuid thatcorrespond
to userswho are PhD studentsand arelocatedinside Room10, which is an of ce, between3 amand
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9 amin themorningcanbe calculatedrom Equation4.6:

P (uid; Phd; Room10;O ¢ e;3-9) = 4.7)
P (uid)P (Room10juid)P (O ¢ ejuid)P (Phdjuid)P (Timestampjuid)

ThemostprobablePhdstudento befoundin Room-10betweer8 and9 is the onefor whoseidenti er
uid, thetermP (uid ; Phd; Room10; O ¢ e; 3-9) hasthe maximumvalue.

uidy ap = argmax P (uid; Phd; Room10; O ¢ e; 3-9) (4.8)

uid 2Users
NotethatUsers is a nite setof useridenti ers (Chapters). In orderto predicta users locationat a
given pointin time, a different Bayesiannetwork needsto be employed, that of Figure4.3 wherethe

classvariableis rid insteadof uid. This network canbe usedin orderto calculatethe valuerid yap ,
givenanew instanceH _Userl nLocation (J ohn; P hd;rid; rattr ; timestamp).

argmax P (rid )P (Johnjrid )P (PhDjrid )P (rattr jrid )

rid2 Regions

argmax P (rid )P (Johnjrid )P (PhDjrid ) (4.9)
rid2 Regions

ridy ap

Thisis equivalentto calculatingthemostprobabldocationwhereJohnwill besightedby thelocation
system.Regons is the nite setof all regions(rooms)known to the system(Chapters). Similarly, the
predicate

H _ClosestEmptylocation (uid ; Sysadmin rid ; Kitchen ; timestamp);

canbeusedo predictthemostprobablevaluethatidenti es theclosestemptylocationof typerattr = Kitchen
with respecto ary userwith thepropertyrole = Sysadmin

riduap = argmax P (rid )P (Sysadminrid )P (uidjrid )P (Kitchenjrid )P (timestampjrid ))
rid2 Regions
(4.10)

Rid

O

Uid Role Rattr Timestamj

Figure 4.3. A Bayesian network for classifying rid according to uid,rolerattr ,timestamp for the predicate
H _UserInL ocation .
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0.8

Alcove Coffee area CorridorMeeting roomRoom 10 Room 11 Room7 Room8 Room 9

Figure 4.4. Probability density of Mike's locations from 3 am to 11 pm.

4.1.5 Prototype Implementation

A setof experimentswerecarriedout in the LCE usingthe Bayesiametworks of Figures4.2 and4.3.
Thenetworksweretrainedusingof asetof locationdata(instance®f theH _UserlnLocation predicate),
which was producedby monitoringthe movementsof nine users(Alastair, ProfessorA (Andy), Dave

David, James,Jamie Kieran, Mike, Rober) by meansof the Active BAT locationsystem[41]. The
monitoringwasrestrictedto thetop oor of the LCE, which consistf thefollowing locations:Alcove

Coffee area, Corridor, Meetingroom, Room10, Room11, Room9. An analysisof all the sightings
of theabove usersover a periodof 72 hoursusinganimplementatiorof the nave Bayesclassi er asa
Bayesiametwork (B-Coursetool [69]) producedheresultsthatarediscussedhere.For eachexperiment

theoutcomeof the classi er is the probability densityof the classvariable. The sizeof thetraining setis
22,280instanceglocationsightings).

Alcove  Coffee area  Corridor Meeting room Room10 Room1l Room7  Room8  Room 9

Figure 4.5. Probability density of Professor A's locations (3am—9am)
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4.1.6 Experiments

Experiment 1. Whereis Mike likely to beseen?

Alcove  Coffee area Corridor Meeting room Room 10 Room 1l  Room 7 Room 8 Room 9

Figure 4.6. Probability density of Professor A's locations (10am—4pm)

Figure4.4 portraysthe probability densityfor the LCE locationswhereMik e maybe seenpasedn
his pastmovements ascapturedoy the training data. Room 10, which is Mike's of ce, appearsasthe
mostprobabldocation. Thisis the expectedresult.

Experiment 2. Whencanl meetProfessoA ?

In orderfor ProfessoA'sassistanto arrangeappointmentsvith undegraduatestudentskigures4.5,4.6
and4.7 suggesthe probability densityof the LCE locationswhereProfessoA canbe seenduring the
day, basedn his pastmovements.The mostprobableocationis Room7, whichis ProfessoA's of ce.
Rooms7, 8 and9 areadjacentandProfessoA oftenhasinformal meetingsn theseadjacentooms;this
is clearlyvisiblein Figures4.5,4.6and4.7,asRooms8 and9 appeato have higherprobabilitythanthe
rest. Themeetingroomis alsousedby ProfessoA duringtheday, asis veri ed by thesamegures.

Experiment 3. Whereshalll look for David rst?

This is an exampleof calculatingthe maximumlik elihoodfor a users location. Figure 4.8 shavs
thatDavid's sightingsareclassi ableto Room10with the highestprobability Thisis anexpectedesult,
asDavid worksin Room10. David alsospenddime in Room9 ashe collaboratesvith someonevho
worksthere.Thisis clearlyvisible in Figure4.8.

Experiment 4. Which is the mostprobableocationirrespectie of user?

The probability distribution for all LCE locations,irrespectve of user for the periodbetweer3 amand
9 am,10amand4 pm,and5 pmto 11 pmis portrayedn Figures4.9,4.10and4.11,respectiely.

Experiment 5. Who s the mostlikely personto bein the meetingroombetweenl0amand4 pm?

Themostprobablepersonto bein the meetingroomis the onewhosewho hasbeenclassi ed with the
highestprobabilityto the classthatcorresponds$o the meetingroomin Figure4.12.
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Alcove  Coffee area Corridor Meeting room Room 10 Room11 Room7  Room8  Room9

Figure 4.7. Probability density of Professor A's locations (5pm-11pm)

0.8

Alcove  Coffee area Corridor Meeting room Room 10 Room1l Room7  Room8  Room 9

Figure 4.8. Probability density of David's locations at any time.
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Figure 4.9.

Figure 4.10.

Alcove  Coffee Area  Corridor ~ Meeting room Room 10 Room 11 Room 7 Room 8 Room 9

Location probability density irrespective of user between 3 am and 9 am.

Alcove Coffee  Corridor ~ Meeting ~Room10 Room1l Room7 Room8  Room9

Location probability density irrespective of user between 10 am and 4 pm.
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Alcove  Coffee area  Corridor Meeting room Room 10 Room11  Room7  Room8  Room 9

Figure 4.11. Location probability density irrespective of user between 5 pm and 11 pm.

0.35

031 q

Alastair  Andy Dave David James Jamie  Kieran Mike Robert

Figure 4.12. User probability density in the meeting room between 10 am and 4 pm.
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4.2 Con dence Levels

A Bayesiametwork which is usedfor classi cation,suchasthe onesportrayedin Figures4.2 and4.3,
canbe associatedavith a measureof how successfuthe classi cationhasbeen. This measuraes called
theclassi cationsuccesscore or classi cationaccuracy, or predictionaccuracy, andis calculatedising
the Leave-one-outross-validatiormethod[67].

Leave-one-outross-validationis a methodfor estimatingthe predictive accurayg of the classi er.
In this method,outof N traininginstance®f thedataset,N 1 instancesreusedin orderto trainthe
classi er andtheremaininginstancds usedasatestinstancefor which the valueof the classvariableis
to becalculatedThisisrepeated times,eachtime,removing adifferentinstancdrom thedatasetand
usingtherestN 1 instancesastraining data. The overall classi cationsuccesscoreis calculatedas
thepercentagef correctclassi cationsovertheoverall classi cationattemptsandit amountgo 55:24%
for the network of Figure4.2 andto 82:50%for the network of Figure4.3.

Theclassi cationsuccesscorefor eachclasss calculatedasthepercentagef correctclassi cations
for that class. The reliability of the classi cation successcorecanbe ratedby the percentagef the
trainingdatathatrepresentshatclass.Theclassi cationsuccesscore andthereliability of theestimate
in termsof absolutesizesfor the network of Figures4.2 and4.3is shavn in Figures4.13and 4.14,
respectiely. Both gures shav thatthe classi cation successcoredependson the size of the sample
thatcorrespondso thatclass.Thelargerthe sizeof the class, thelargerthe classi cationsuccesscore
for thatclass.In Figure4.13theclassAndyis moreeasilyclassi ablethanAlastair, althoughthe sample
sizesfor both classesresimilar. This suggestshat Alastair's sightingsare dispersednto morerooms
thanAndy's sightings.

The classi cation successscoreand the reliability estimatecan be combinedin orderto form a
con dencelevel for evaluatingthe predictie classi cation. The combinedresult,consistingof the clas-
si cation successcoreandthe con dencelevel, is usedin orderto characterisehe predicatesof the
modelof Chapters.

Inference Con denceLevel = fclassi cation sucesssore;reliability estimateg: (4.11)

4.2.1 Evaluating Rule-basedinfer encethr ough Prediction

Likelihoodestimationcanbe usedin orderto evaluateotherformsof inferencingfor the samepredicate
instancesuchastheonebasednlogicaldeductionChaptei6). For example,arule-basednferencecan
bebuilt basednthefollowing assumptionin orderto make coffeein theLaboratoryfor Communication
Engineeringpnemustperformthefollowing steps:

Approachthe coffee machineandremove the jar, which is eitheremptyor containsthe dregs of
the previous coffee-batch.

Approachthesink, emptythejar of its contentsand Il it with freshwaterfrom thetap.

Re-approacthecoffeemachine,ll thecoffeemachinewith thewater grind coffee, Il thecoffee
machinewith coffeeandpressthe startbutton.

Performthesestepswithin 2 minutesandwithout leaving the coffee-arean between.

Theoutcomeof this experimentwasfour inferencesall of themcorrect. Threepeopleweredetected
to be making coffee a total 4 timesin 72 hours: Mike, Alastair and Eli. To evaluatethis result, the
locationsof variousLCE usersin the coffee-areavereanalysedoy meansof Bayesiarreasoning.The
most probablepeopleto be in the coffee-areain the morning are David, Mike and Alastair Two of
thesepeopleareregularcoffee makers,ascanbeinferredby the predictabilityof theirmovementsn the
coffee-arean themorning,whencoffeeis usuallypreparedDavid, althoughregularly seernin thecoffee
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Figure 4.13. The classi cation score and the reliability estimate for the network of Figure 4.2.
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Figure 4.14. The classi cation score and the reliability estimate for the network of Figure 4.3.
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areain the morning,doesnot drink coffee andwas,therefore makingtea. Eli madecoffee onceduring
the experimenttoo.

4.2.2 Discretevs. Continuous Variables

Theinstancedo be predictedcanbe discreteby nature e.g.,containmentvithin aroom, or of a contin-
uousnature,e.g.,positionstreamsandtimestampsequencesn this case they needto be appropriately
discretisedIn theimplementatiordescribedn this chapterthetimestamp variablewasdiscretisednto
x edlengthintervals. Thechoiceof thesantenalsis notoptimal,asit would bemoreusefulto consider
the intervals 11pm-7am(night) 7am-1pm(morning) and 1 pm-11pm(afternoon-gening). Discretisa-
tion canalsobe achiered by meansof the k-meansclusteringalgorithm[4] or the nearesineighbour
algorithm[55].

4.2.3 Network Optimisation

The networks of Figures4.2 and 4.3 containall the classi cation variables. However, someof the
variablesaremoreimportantthanothers,andchoosingonly a subsebf importantvariablescanimprove
the classi cation accurag. For example,when classifyingthe variableuid accordingto the features
rid; rattr ; role;timestamp it is betterto omit the attributerattr from theclassi cation,aseachregion
with identi er rid mayhave morethanoneregionalattributeandthesameregionalattribute (e.g.,Of ce)
cancharacterisenorethanonelocation. The network structurecanthereforebe optimisedby selecting
the subse0f attributesthatgivesthe bestclassi cationaccurag.

Several algorithmsexist for selectingthe subsetof variablesthat producesthe bestclassi cation
successcore. Greedysearchis an algorithmin which modelsare createdfor all possiblesubsetsof
attributevariablesandtheir classi cationaccuraciegarecomparedneby one,until all modelshave been
exhaustedThis methods clearlyinef cient whenthenumberof modelss large. Othersolutionsinclude
searchingusingtheHill Climbingalgorithm,thetabu seach algorithmor evengeneticalgorithms

The network of Figure4.2 hasan overall classi cation successcoreof 55.24%. Whenoptimised
by remaving the variabler attr its classi cationaccurag become$6.20%. Similarly, the overall clas-
si cation accurag of the network of Figure4.3is improved from 82.50%to 85.19%whenthe attribute
roleis removedfrom theattribute set.

4.3 Conclusions

Theresultsindicatethatthe nave Bayesclassi er is anappropriatanethodfor predictingthelik elihood
thata future predicatenstancewill be generatedn the system.The nave Bayesclassi er is powerful,
and,althoughit assumeshatall the predictorvariablesareconditionallyindependentit hasimpressie
resultsevenfor the caseswheretherearedependencieletweerthe variables suchasthe pairsrole-uid
andrid-rattr.

Theclassi cationaccuray is ameasuref thepredictve power of theclassi er. Thereliability of the
likelihoodestimationdepend®n the sizeof eachclass,which is a percentagef the sizeof thetestset.
Althoughpredictionwasdemonstratetbr alocation(H _UserinLocation) predicateit canbere-applied
to otherhigh-level knowledgepredicatesoo, e.g.,H _ClosestEmptylocation, H UserColLocation.

Bayesianpredictioncanbe usedin SCAFOSIn orderto enabledecisionmaking, even whendata
sourceghat provide the datafor the decisionmakingareunavailable,e.g.,in casethe locationsystem
fails. Theestimatedik elihoodfor a predicaténstancecanbe usedto form applicationspeci cationsus-
ing SCALA (Chapterl2), thusenhancingxpressienessFor example,anapplicationmaybeinterested
in knowing the probability that meetingshetweenat least20 peoplewill take placeduringthe day and
if theprobabilityis morethan50%,a new batchorderfor cookiesshouldbeissued.Theusermayquery
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the probability of aneventin orderto decideto respondlifferentlyto a very likely situationratherthan
anunlikely one;e.g.,hemaydecidenotto registerfor noti cations for anunlikely situation.In general,
predictionis very importantfor SentientComputingbecauset constitutesan acceptablesolutionwhen
tradinginformationcertaintyfor resourcesavings(suchascomputationatostandauserstime),orwhen
certaintyis compromisedy afailure. For example,insteadof a users position,an estimationof where
theusermaybeis givenasthe answerto a query(Chapters) or publishedasanevent(Chapter8). This
doesnotrequirethelocationsystento monitorthatuser thussaving on computatiorandcommunication
cost. A guanti cationschemewherea userstime is treatedasa resourcehatis associatedavith a cost,
is discussedn [100].

As future work, it will be interestingto look at othermodelsthat take dependenciesto account,
suchasfull Bayesiametworks,andcompareheir performanceo the nave Bayesclassi er.
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Chapter 5

A Conceptual Framework

Chapterl discusseshe importanceof contet-awareness.Chapter2 discussesensoidriven systems
andcontet awareapplicationsgn anattemptto understandvhatfeaturesarecommonandusefulacross
contt-aware applicationsin suchsystems. This chapterexplainswhy traditional event-basednod-

els are not appropriatefor sensoidriven systemsand presentsa conceptuaframeavork that provides

therequiredfeaturedor building applicationsaswell asa programmingmodelthat makesapplication
developmenteasier

5.1 Requirementsof Context-Awarenessn SentientComputing.

As mentionedearlier SentientComputingsystemsmonitorthe stimuli provided by ervironmentalsen-
sorsin orderto notify applicationsof changeghatarerelevantto the changingcontet of the user;for
example, his identity, locationor currentactvity. SentientComputingapplicationsfollow a common
modusoperandumthe userspeci eshis requirementsn termsof abstracthigh-level context aswell as
the serviceto be delivered,oncethe speci ed context hasoccurred. The applicationrecevesnoti ca-
tions from the Sentientsystenwheneer the speci ed context happensandit executesaccordinglythe
speci edaction. For example,the usermay askto beremindedto returnJohns book,whenheis in the
sameroomasJohn.

Currenttrendsin programmingparadigmsn the areaof context-awarenesssuchasubiquitousand
pervasivecomputing adwocatea separatiorof concerndetweerthe way the userpercevesknowledge
aboutthe physicalworld andtheway knowledgeis producecandmaintainedvithin SentientComputing
systems.Theusers view is abstiact and state-based.e., eventsareperceved aschange®f state.The
users view shouldbe transpaent, i.e., the requiredapplicationfunctionality shouldbe availableirre-
spectvely of the heterogeneityf the underlyingdistributedmodelling(in termsof the physical entities
it containsyandtheheterogeneitghouldbeconcealedevenwhentheuseris mobile. For example locat-
ing the closestempty meetingroomshouldbe feasible bothwhenthe useris walking in the Computer
Laboratoryandwithin the LCE. Furthermoreto accommodat@serrequirementsSentientComputing
environmentsneedto be dynamicallyextensiblein real-time New userrequirementsieedto be satis -
ablewithouttakingthe systenof ine or recompilingexisting applicationsgvenwhenentitiesareadded
or removedfrom theunderlyingmodel.

Summarisingthe above, the following requirementshave beenidenti ed for modelling context-
awareness:

1. Transparengin reasoningvith distributedstatein heterogeneousensordrivencomponents.
2. Dynamicextensibility.

3. State-basedntegratedknowledgemodelling.

99
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4. Separatiorof concerndetweerknovledgemanagemerandknowledgeusagen applications.

5.1.1 Chapter Layout

Thischaptetidenti es thede cienciesof currentevent-base#nowledgefor satisfyingtheabove require-
mentsandproposesan alternatve model. First, it de nestranspaencyfor contet-aware sensordriven

systemsNext, it comparestate-basetb event-basednodellingapproacheanddemonstratethatstate-
basedmodellingsatis estheabore requirementsvhile event-baseanodellingdoesnot. The nal partof

this chaptempresents state-basethodelfor context-awarenesin SentientComputingthatis compatible
with theabove requirements.

5.2 Transparency

We extend the ODP [48] de nition by de ning Contet-Avare Application Transpaency (CAAT) to

signify the concealmentrom the userof the differencesn the modelsof sensodrivendistributedcom-

ponents. CAAT is very importantin sensotdriven systemsbecausedt adwcatesthat speci cationsof

userrequirementsin termsof knowledge(seeSection5.1), are compiledinto a genericimplementa-
tion which is, in turn, irrespectve of the underlyingsensotdriven system. Without CAAT, the same
subscriptiorspeci cationwould have to beimplementedlifferentlyin eachpublisherdomain.

Dynamic Model Extensibility. Transparengis crucialto dynamicextensibility, i.e., the extensionof
the sensordriven modelby new entitiessuchasregionsor users.In fact, whena new region or a nen
useris addedto the model,the mappingbetweenthe languagesxpression(thatis implementedoy the
FSMs) and the domainchangesyenderingthe existing implementationnadequatgseeAppendix A)
andrequiringre-compilation.Transpareng in this case adwocateghattheimplementatiomeednot be
recompiledafterthe sensordrivenmodelis modi ed in suchaway.

Application-dri ven Dynamic Extensibility. Application-drivendynamicextensibility refersto theex-
tensionof the modelwith new abstracknowledgepredicatesasspeci ed by theuser Transparengis
crucialin this caseaswell, aseachnew abstracipredicateneedgo be abstractedrom existing knowl-
edgein the sameway, in eachimplementatiordomainof eachdistributed component.The reasoning
mechanisnfor abstractindknowledgefrom a systems’perspectie is describedn Chapteré andfrom a
distributedsystemsiperspectie in Chapter8.

Context-Aware Application Roaming. Anothercasewhentheheterogeneitpf eachdomainneedso
be masledis the caseof follow-me applicationsandmobile agents.A follow-me applicationneedsto
work astheusermovesfrom domainto domain.For example,afollow-meassistanaybeinterestedn
locatingthe closesemptyroomto theuserit belongso, asthatusermovesfrom onedomainto another
We referto this particularcaseof transparencasContext-Aware ApplicationRoaming(CAAR).

5.3 State-Basedss. Event-BasedModelling

A statebased-approacis a novel way of looking at sensodriven systemssinceall approachesofar
have beenevent-basedln mary systemsgvent-basedndstate-basedodellinghave beenconsidered
asequialentapproachesState-basethodellingfor context-awarenessn sensordrivensystemsatis es
therequirementsf Sections.1,while, asis demonstrateth this chapterevent-base@pproachesiolate
dynamicextensibility, semantidranspaencyand sepaation of concernsbetweerknowled@ manaje-
mentandknowledg use
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5.4 State-BasedModelling

State-basedhodellingfor sensordriven systemaneanghatthe stateof anentity is modelledby means
of asetof logical predicategstatepredicates)Stateis extractedfrom eacheventandis madepersistent
in memory If the next eventthatarrivescontainghe samestate,it is ignored.If not, statefor thatentity
is updatedanda higherordereventis red.

Thisis appropriatdor sensoidrivensystemdor thefollowing reasons:

Eventsin sensordriven systemsarenot alwayscharacteristior semanticallymportant. Instead,
they canbe seenassnapshotef the stateof a physical entity at a givenpointin time. For exam-

ple, eventsareproducedby alocationsystemaccordingto its samplingrate,evenwhenthe user
remaingdle. Thisis differentfrom, say a gameof squastwhereeacheventis modelledto signify

the pointwherethe ball hits thewall, which is the basisby which the scoreis calculated.

Eventsin sensordrivensystemsio not corvey thefactthatsomethingdidn't happeror nolonger
happensThis needgo bededucedy the systembasedn thereceved eventsor lack of them.

State-basedepresentationare more naturalfor the userthan event-basedepresentationsFor
example,the phrase'notify mewhenuserA entersthe meetingroomandthenuserB entersthe
meetingroomwithoutuserA having left themeetingroom rst” is intuitively morecomple than
the equivalentstateexpressiori‘notify mewhenusersA andB arein thesameroom”.

A staterepresentatiofis, therefore,compatiblewith the statisticalinferencingmethodologieof
Chapter3. Thelatterproducesby default, descriptionf objectstate.

A state-basedhodellingapproachs moreappropriatefor distributed systemswhich are charac-
terisedby unreliablecommunicationsuchas paclet lossand nodefailure. In the caseof node
failures,the stateis storedandcanbere-instated.In the caseof paclket loss,remindereventscan
beaddedsothattransmissiortanbe doneover unreliabletransporiprotocols suchasUDP.

5.5 Event-BasedModelling

In event-basednodelling thestateof anentity is representetly meansf aneventhistoryentity. Having
anevent-basedpproacho modellingsensomdrivensystemgneanghateachpublishelin asensoidriven
network sendson to the subscribersll the generatedeventsfrom the sensorsof a particularcontext
througha noti cation service More sophisticategolutionsexist for ltering noti cations andcreating
eventcomposition$6, 7, 63,81, 102].

5.5.1 De cienciesof Curr ent Event Models

As theseapproachesire implementedwith FSMs, no persistentstorageis normally available.
This is a problemwhena nodeis restartedjn sucha case,uncertaintyandpartial knowledg is
introduced.Thisis discussedn detailin Section5.6.

Becauseprimitive eventscorrespondo samplesof usertracksand usersmove freely around,a
statesuchas“an emptyroom” canbe reachedn mary randomways. Using an event model, a
subscriptionto a compositeevent needsto be createdfor eachpossibleway in which a meeting
roomcanbecomeempty

Anotherissuearisesfrom the factthata usermay decideto dynamicallychangea sensoidriven
systemmodelby addinga new region to be monitoredor a new user Currenteventmodelsbased
onparametricnite statemachinesio notoffer thispossibilityasanew nite statemachinewould
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needto be createdn placeof the old onefor implementingthe samephrase.Thisis discussedn
detailin Section5.6.3.

FSMsaredependentntheimplementatiodomainandthereforecannotreasorranspaentlywith
statein a distributed ervironment. This meansthat userrequirementghat de ne knowledgeof
interestcannotbe mappedo a single,genericmplementatiorthatappliesto eachimplementation
domainin eachcomponent.

5.6 De cienciesof Finite State Machinesin Terms of Reasoningwith Ab-
stract State.

This sectionlooks at FSM-basedmplementationsof TFOL expressionswith state predicates. We
demonstrat¢hat nite statemachinesave mary shortcomingsvhenreasoningvith statethataredueto
threemainunderlyingreasonsthe rst is that nite automatacannotdealwith negatedpredicatesvhen
thesedo not existin the systemwhich is aninherentprocessn reasoningvith state.Thesecondeason
is that nite automatdack memaorystructuesthatallow themto storeinformationabouttheir alphabet,
whichintroducegartial knowled@. Thethird reasoris thatthestructureof anFSMis dependentnthe
domainof implementation On the otherhand,transparenteasoningvith staterequiresbothreasoning
with negative (missing)abstracknowledgeaswell asconcealinghe detailsof the universeof discourse
from thereasoningool. Both issuesarediscussedh detailin thefollowing section.

5.6.1 Implementing FOL Expressionswith NegatedFree Variables that Imply Lack of
Information

In this cateyory belongFOL phraseghat signify lack of information,suchasthe onesthat containthe
operators and®. Suchexpressionsarenot directly computableoy a FSM. In fact,whene&er negation
occursin anFOL expressiorsignifying thatthe semantianappingbetweerthedomainandthelanguage
is incompleteor missing, nite statemachinesannotbeused.As anexample theexpressiorfUser Ais
nowher” is notsatis ableby a nite statemaching(seeSectionB.2). Thisis dueto aninherentinability
of FSMsto dealwith negationwhenthis signi es lack of information.

Thee doesnt exist a nite-state madine which can acceptthe expression: P, whenthere is no in-
stanceof thepredicate: P storedin the knowledg baseof thedomainasa fact.

This meanghata symbolthat correspondso eitherP or: P mustbe explicitly generatedor an FSM
to be ableto processt. However, in sensoidriven systemanggative informationis absentby default.
Sensor®nly producepositive knowledge. Theinformationthatis producedy the sensorss in theform
of atuple:

hentity ; state; timestamp i
For example,monitoringuseru; produceghefollowing time-series:

H _UserinLocation (U;; Room 1;T)
H _UserinLocation (U;; Room 1;T32)
H _UserInLocation (U;; Room 2;T3) (5.1
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Theknowledgethatmustbe deducedrom thatis:

H _UserInLocation(U;; Room 1;T;)
H _UserinLocation (U;; Room 1;T>2)
: H _UserIinLocation (U;; Room 1;T3) (5.2)
H _UserlnLocation (U ; Room 2; T3) (5.3)

AssumingthatuserU; wasco-locatedvith userU, whenhewasin Room 1, andthatuserU, remained
in Room 1 whenU; movedto Room 2, thenthefollowing knowledgemustalsobe deduced.

H _UserColLocation (U;;U2;Room 1;T4)

H _UserColLocation (U;; U2; Room 1;T5)

: H _UserColocation (U1 ;U>; Room 1;T3) (5.4)
(5.5)

Theabove exampledemonstratethatashigh-level statechangesn responseo primitive statechanges,
e.g.,usermovementsthereareno languagesymbolsgeneratedhatrepresensuchchangesThatmakes
anFSM-basedmplementatiorinfeasible.

Statesemanticghat belongto this catgyory includenot exists,nobody nowhere,not seen,absent,
empty idle, etc. In generalall languageslementghatnegateknowvledgefrom a sourceof contet, in the
modelbelonghere.

Uncertainty Semantics. The ClosedWorld Assumptiorcanbeintroducedo provide a partialsolution
to this problem,in absencef a bettersolution. The ClosedWorld Assumptionadwocatesthat if you

cannotproveP or : P fromaknowled@ baseKB add: P to theknowledg@ baseKB, or in otherwords,
assumehatP isfalse.If theClosedWord Assumptioris usedto assumehatlack of apredicatd® means
thatthe predicates false,thenoften aninconsistentwiew of the physical world is obtained. Consider
the casewherean Active BAT is occludedfrom the sensorsandthereforethe systemhastemporarily
no informationfor this user The ClosedWorld Assumptioncan be usedin orderto createfail-safe
systemssuchasa re-protection systemthat assumeghereis a re whena “heart-beat’event that
noti es the systemof the oppositecaseis missing. However, in sensordrivensystemausingthe Closed
World Assumption,the systemmay assumehat the useris absentwhich is false,becausehe useris

actuallyonly temporarilyhidden.Thisintroducesadegreeof uncertainty Event-basedechniquesionot

offer semanticghat candifferentiate e.g.,betweera realabsenceandabsencehatis dueto temporary
occlusion,.e.,they do notinform onthedegreeof uncertainty

5.6.2 Partial Knowledge

A dual problemto the above is that of partial knowled@ that is causedby the fact that FSMs lack
memorystructuresn which previous statefor the world canbe stored. The stateof a physical entity is
only known to the FSM, only whenthe respectie symbolthat corresponds$o a sensorreadingfor that
stateof the entity occursfor the rst time in a string andis readby the FSM. This meansthat until a
symboloccurstheFSMhasnoknowledgeaboutthe predicatet representsThis meanghatonly partial
knowledgeis maintainedn the systemat that time; however, thereareno semanticgo expresspatrtial
knowledge,asthe FSM canbe in an acceptingor a non-acceptingtate(seeAppendixA). This often
occursafterastartupor arebootof the FSM. FSMrebootscanbeassumedo occurafteranodethathas
failed reconnectdo the network, after its own failure, or somenetwork failure on its connectinglink.

Partial knowledgeis illustratedin AppendixA with anexample.
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5.6.3 General FOL Expressionswith FreeVariables

The FSMs' inability to dealeffectively with negation hasa direct effect on transparenteasoningwith
state. Statediffers from eventsin that statemay hold at the currentinstantand may not hold at a next
instantwhile an event happensand cannotbe undone. Thus, whenreasoningwith statebeforeeach
transitionfrom anFSM stateto anotheratestneeddo take placein orderto ensureghatthe systemstate
which is representedby the FSM statestill holdsandhasnt beeninvalidatedwith respecto a sensor
update. For example,whenevaluatingwhethertwo usersare co-locatedthe individual movementsof
eachusermay leadto the invalidation of the co-location,e.qg.,the secondusermay enterthe common
areaafterthe rst onehasalreadyleft, in which casethereis no co-location.

Ontheotherhand transpaency(seeSections.2) advocateghatwhatwould constituteanacceptable
solutionwould be nite statemachineghatacceptexpressionsith free variablesthatwould be bound
only whenappliedto eachmodelseparately This sectiondemonstratethat known methodologiegor
parametrid-SM-basedeasoning5, 39] arenotdirectly applicablehere.ln thosemethodsa parametric
expressioris modelledwith anFSMwith freevariablesandfor eachfreevariablein theinitial parametric
FSM, anidentical,non-parametri&SMis spavnedwheneer asymbolthatinstantiateshefreevariable
occursat a given state. In the spavned FSM, all instancesof the parameteithat correspondgo the
symbolwhich hasbeenencounteredre substitutedvith the actualsymbol. However, in contrasto an
eventthat occursin a deterministicway, a statecanbe actvatedand de-actvated,in responseo ary
recevedevent. Therefore gachstateS of the parametrid=SM thatmodelsP needdo have a transition
to astateS°thatmodels: P andwhich cancelgheexecution.Unless: P canbedirectly extractedfrom
a primitive event,: P doesnot exist asa symbolin the system.The ClosedWbrld Assumptiorcanbe

usedto determinea setof stated Q;;i = 1;2; gwhere: P canbeassumedo hold. Thisis possible
onlyif fQ;;i = 1;2; g is asetof statesthat representoncreteor deducedknowledge. Even so,
creatingthetransitionsfrom S to fQ;;i = 1;2; g requiresknowledgeof the underlyinguniverseof

discoursewhich makesthe reasoninghontranspaent Figure5.1 illustratesthis with an example. In
Figure5.1(a),if aneventoccursthatcorresponds$o usera; beinginsideregionr, thenthe automaton
of Figure5.1(b)will be spavnedfrom the onein (a). In this automatonthe transitionsfrom s; to s3
mustrepresentll eventsthatreportusera; exiting from regionr ;. This meanghattheremustexist one
transitionfor eachregion in the universewhich is differentfrom r. If insteadusera; hadmovedinto
r,, theautomatorthatwould needto be constructedasa result,would bethatof Figure5.1(c).

AppendixA.4 containsaadetailedllustrationof thisissue usingexamples Phraseshatbelongto this
catgyory includesemanticsvith the meaningof somebodysomavhere,arybody, anywhere,everybody
everywhere gxiststhatcorrespondo universalandexistentialquanti cation, with the exceptionof neg-
ative existentialquanti cation () thatleadsto lack of informationandcannotbe directly implemented
with FSMs.

Dynamic Extensibility. The ClosedWorld Assumptionoftenleadsto stateexplosion. For example,a
co-locationof 2 usersin a room canbe causedoy eitherthe sequenceuserA is in the roomandthen
userB is in theroomand userA hasnt left the roombefoie userB hasenteed the room or the other
way round ( Figure5.2). As the size of the physical world grows, the FSM grows exponentially For
example,assuminghatuseras is addedo thepreviousclosedworld, the FSM of Figure5.2would need
to bere-compiledo thatof Figure5.3.

5.6.4 Size

Finite statemachinesare generallyvery large, asthey needto take into consideratiorall the possible
waysthata statecanbereachedFiguress.2 and5.3illustratethis.
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5.6.5 Conclusions
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Figure 5.3. “Everybody is in r," with 3 users.

As canbe concludedrom the above analysis,event-basedpproachesarenot sufcient for modelling
contet-awarenessn sensoidriven systemsn a way thatthe requirement®f Section5.1 aresatis ed.
Therestof this chaptempresentsa formally de ned alternatve modelthatsatis esthe speci edrequire-
ments.The proposednodelis state-basedndit integratesknowledgein the form of TFOL predicates.
It is alsocompatiblewith the statisticalmodelpresentedn Chapter3. Temporalissuesarediscussedn

Chapter8 and12.

5.7 A Model in First-Order Logic

In this sectionwe presentaformally de ned modelbasedon rst-order logic for sensordrivensystems.
We have adopteda stateapproachin modelling SentientComputingsystems.The modelis compatible
with therequirement®f Section5.1 by demonstratinghe following properties:

It storesaggrejatedknowvledgeaboutthe stateof the physical world in a deductve knowledge
base Knowledgeis in theform of TFOL predicatenstancegfacts).

It is compatiblewith theinferencingmethodologie®f Chapters3 and4. Thisis achiezed by pro-
viding predicate$or themovementphonemeandsemanticso expressandreasorwith likelihood.
It alsoofferssupportfor modellingcon dencelevelsthatevaluatethe statisticalinferencing.

It is scalable.Scalabilityis achiezed by distinguishingbetweerconcreteandabstracknowledge.
It is dynamicallyextensible. Dynamicextensibility is achiezed by supportingapplication-dnven
deductionof abstractstatefrom concretestateusing TFOL asa reasoninganguage.Chapter6
discussescalableabstracteasoning.
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It supportsasynchronousommunicatiorthroughtheinterfacediscussedh Chapter8.

It is genericenoughto be independentf the sensortechnologyand the speci ¢ topology and
consisteng in termsof containedobjectsof the physical ervironment. It canbe transportedo
differentphysicalervironments.

5.7.1 Model Life-Cycle

A sensordriven systemmodel[65] consistsof threeelementsP; Q; D. P is the setof primitive state
predicatesthat representa sensordriven domain. Q is the setof all instancesof the primitive state
predicateypesof P. D is theuniverseof discouseof thedomain.

UserUpdate() AssertAbstractStatePredicate(
P,D,Q > P,D,Q = P,D,Q"

SensorUpdate() Query()

Figure 5.4. Sensor-driven system model cycle.

Figure5.4 shavsthe stagegshe modelgoesthroughasit recevesupdatedrom the sensoinfrastruc-
ture(SensorUpdate{hterface)andtheuser(UserUpdate(interface).Suchupdatesaddnew instance®f
thepredicatesn P to themodel,thusmodifying Q. Let Q°bethe currentnew, modi ed setof instances
of P, afteranupdate. The interface AssertAbstractStatePredicateauseghe creationof an abstract
statepredicatein P. P Cis the extendedsetof predicateshatresults.

5.8 Model De nitions

Temporal rst-order logic (TFOL) waschoserasbeingappropriateandsufcient for the descriptionof
themodel. We assumehatthe physicalworld containaN individual valuesthatrepresenautonomously
mobile objectssuchas peoplethatwork in a building. We alsoassumehatthe physical ervironment
containsk individual valueswhich represenknown physical locationsof interest. Locationscanbe
classi edinto atomiclocationsandnestedocations.Atomiclocationswill typically bepolyhedranhamed
regionssuchas“the coffee-aea”, “mike'sdesk’androoms.Via aproces®of nestingwe producea setof
aggreyatedpolyhedrakegionssuchas oors andbuildings(each oor maycontainaspeci ¢ setof rooms
andeachbuilding a particularsetof oors) aswell aslogically aggre@atedspacesuchasdepartments
(eachdepartmenitnay containa numberof oors, or buildings).

We de ne a setP of rst-order logic predicatesetsthat representa genericsensotdriven spatial
domain.

P = fSelfMobileLocatable; NonSelfMobilelocatable; AtomicLocation;
N estedLocation; InRegion; UserMovement;
f Functionsg; f Higher-Order Functionsgg: (5.6)

TheinterfaceAssertAbstractStatePredicate(AES nition, lter , typede nition) correspondo theinterfaceSubscribe()
of Figure1.1. It is invoked automaticallyby the SCAFOSframenork, in responseo a usercreatinga new contet-aware
applicationusing SCALA, andit containsthe requiredhigh-level speci cations(AESL de nition, lter, typede nition) that
will beusedby SCAFOSIn orderto generatehe abstracpredicatethatis of interestto the newly createdapplication.Thisis
discussedn detailin Chapters8 and12.
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The above predicatesare explainedin detailin Section5.8.1. Furthermorewe de ne a TFOL model
[65] M of P that consistsof a logical domainD of the following subsetsaswell asa mappingof
P to D. Furthermorewe assumehatin a distributed architecturehat consistsof morethana single
sensoidrivencomponentthereis onelogical domainfor eachspatialsensordrivencomponent.

D = fSensors SelfMobileLocatables NonSelfMobileLocatables Positions; Regions;
Roles, RegionalAttributesg:

ThesubsetSensos containsall theknown sensoientitiesin the spatialdomainof interest.Similarly, the
subsetSelfMobileLocatablesontainsall humansn this domain,andthe subsetNonSelfMobileLocata-
blescontainsall inanimateobjectsin the domain. The subseReaionscontainsall known regionsin the
domainsuchasrooms,regionswithin aroomandlargerregionssuchas oors, labsandbuildings. The
subseRolescontainsall known rolesthata usercanbe associatedavith in thatdomain,e.g.,SystenAd-
ministrator, SupervisqrPhd(student) etc. ThesubseRagionalAttributescontainsa numberof keywords
thatareusedto characterisseveralpropertief regions,suchastheir functionality/avnership etc. This
allows for the speci cation of semanticqueries For example,semanticqueriescan be speci ed that
locateall known meetingroomsor the closestsystemadministratorQueriesarediscussedn Chapter6.
ThemappingbetweerP andD is achieredthroughthe predicate®f P.

5.8.1 Locatables

SelfMobileLocatableis a predicateon thesetf SelfMobileLocatables  Rolesg andit represenbbjects
thatcanbelocatedandthatcanmove ontheir own, suchashumanslts formatis depictedoelow:

SelfMobileLocatable(id ; role);
id 2 SelfMobileLocatables role 2 Roles;

NonSelfMobileLocatable is a predicateon the setf NonSelfMobilelocatables  Rolesg, which rep-
resentbjects.lts formatis describedelow:

NonSelfMobilelocatable(id ; role);
id 2 NonSelfMobilelocatables role 2 Roles:

5.8.2 Spatial Abstractions

Spatialabstractionsrerepresentetly meansof the predicatesAtomicL ocation andNestealLocation.
An AtomicLocation predicatds aternarypredicateontheset RegionalAttributes ~ Positions™g,
with thefollowing variables:

AtomicLocation (rid ; rattr ; polygon);
rid 2 Strings;rattr 2 RegionalAttributes;
polygon = fhxs;yi; z1i P Ym: Zmig; X Yi; zii 2 Positions:

A NestallLocation predicateis a ternarypredicateon the setf Regonal Attr ibutes  Locations™g
with thefollowing format:

NestadLocation (rid; rattr ; list -of -contained-locations);
rid 2 Strings;rattr 2 Regonal Attr ibutes;
list -of -contained-locations = Hy; ilki; i 2 Regons:
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| Function name | Description

Probability Prob(value; con dence_level, predicate; time _reference)
Speed Speed (value; uid ; time _reference )
Distance Distance(value; uid; role; rid ; rattr )

UserDistance | UDistance(value; uids; roles;uid,;roley)
MostProbable | MostProbable(value; con dencelevel, classvariable; predicate; time _referene)

Table 5.1. Functions

5.8.3 Functions

A setof rst-order logic function predicatesare prede nedin the model. A function predicateP; is
an internalrepresentatiorf a functionf from asetfA Bg to asetC with a predicateP; on the
setfA B Cg, like Prolog. As a corvention,the rst agument(value) representshe resultof the
function.

Functionpredicatesake asargumentdothprimitive andabstracpredicatesThemostrepresentate
areseernin Table5.1.

TheProbability functionpredicateepresentsik elihoodestimationssuchasthe onesthataregener
atedby Bayesiarprediction(seeChaptert). As theanalysiscanbeappliedto ary predicatén themodel,
this functiontakesasagumentshe predicateof interest(predicate). Thevariablevalue holdsthevalue
of the estimatedik elihoodfor this predicatenstanceandthe variablecon dence_level holdsthevalue
of the con dencelevel for thatestimation(seeChapterd4). The variabletime_refeenceis of type string
andis usedto hold the value of the temporalreferenceagainstwhich the probability is estimated.For
example,if it is estimatedhatthelik elihoodthatthe assumptiorthatthe supervisowill beat his of ce
todayis 85%,andthe con dencelevel for this probability estimationis 80%, this canbe expresseds:

Prob(85%; 80% H _UserlnLocation (uid; Supervisorrid; Supervisors-ofce); T oday):

The MostProlable function predicatestoresthe value of the classi cationscorefor the prediction
classthe predicateon which the Bayesiametwork that performsthe predictionis basedaswell asa set
of predictorvariables(seeChapter4). For example,“the mostprobablelocationwherea userwill be
seentoday”is expresseasfollows:

MostProbable(value; conf idence.level; H _UserlinLocation (uid; rid ; role; rattr ; T oday):

The Distance functionis a function on the setSelfMobileLocatables Positions Regions. It con-
tains a value parametemwhich storesthe value of the distanceof a users positionfrom the centreof

a givenregion. The UserDistance function behaessimilarly to Distance but calculateghe distance
betweentwo usersinsteadof a userandthe centreof a region. The mathematicalepresentatiorfior

this function predicaté giventwo pointsA(X1;y1;z1); B (X2;Y2; o), wherepoint A represents user
positionandB representa referencepoint (the centreof aregion), is:

Distance(a;b) = g (Y2 y1)?2+ (X2 X1)%

The Speed function predicateis a function predicateon the set SelfMobileLocatables andthe set
of Positions. The users speedis calculatedby two successie sightingsandis held in the variable
value. The mathematicatepresentationf this function predicaté giventwo successie usersightings

2In practice,mostcontext-awareapplicationsonly needa 2-D distancerepresentatioandfor this reasorthe z coordinate
hasbeenomittedfrom thisimplementation.
3In practice mostcontext-awareapplicationsonly needa 2-D speedrepresentatioandfor this reasorthez coordinatehas
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A(X1;Y1;21;11); B(X2;y2; 22; t2) wheret; > tyand t =t ty,is:

P
2 (X2 X1)2+ (Y2 Yy1)?.

Speedty) = :

5.9 Conclusions

A state-basedhodelin TFOL waspresentedn this chapter State-basedhodellingwasdemonstrated
to bebothessentiaandbene cial for context-awarenessn real-time,distributed,sensotdrivensystems.
Themodelis well-de ned, uncertaintyis includedin the predicatesemanticandit offerspowerful tools
for mathematicahndstatisticalreasoning.

beenomittedfrom this implementation.



Chapter 6

Knowledge-Repesentationand Scalable
Abstract Reasoningfor Sentient
Computing using First-Order Logic

Thepreviouschaptersntroduceda state-basedonceptuaframevork for aggrgatingknowledgein Sen-
tient Computing.This chaptempresenta dynamicknowvledgebasemaintenancsystemfor representing
andreasoningvith knowledgeaboutthe SentienlComputingervironmentbasednthemodelof Chapter
4. SentientComputinghasthe propertythatit constantlymonitorsa rapidly changingervironment,thus
introducingthe needfor abstracimodellingof the physicalworld thatis at the sametime computation-
ally ef cient. Theapproachn this chapteiuusesdeductivesystem#n arelatvely unusualway, namelyin
orderto allow applicationgo registerinferencerulesthat generateabstact knowledgefrom low-level,
sensoidervedknowledge.Scalabilityis achiezedby maintaininga dual-layerknowledgerepresentation
mechanisnfor reasoningaboutthe SentientEnvironmentthat functionsin a similar way to a two-level
cache.Thelowerlayermaintainsknowledgeaboutthe currentstateof the SentienEnvironmentatsensor
level by continuallyprocessing highrateof eventsproducedy ervironmentalsensorse.g.,it knows of
thepositionof auserin spacdn termsof his coordinatex,y,z Thehigherlayermaintainseasilyretriev-
able,userde ned, abstractknowledgeaboutcurrentand historical statesof the SentientEnvironment
alongwith temporalpropertiessuchasthetime of occurrenceindtheir duration.For example,it knows
of theroomauseris in andhow long he hasbeenthere.Suchabstracknowledgehasthe propertythatit
is updatednuchlessfrequentlythanknowledgein thelower layer, namely only whencertainthreshold
eventshappenKnowledgeis retrievedmainly by accessinghehigherlayer, which entailsasigni cantly
lower computationatostthanaccessinghelower layer, thusmaintainingthe overall systemscalability
Thisis demonstratethrougha prototypeimplementation.

6.1 ScalableAbstract Reasoning

Chapters proposesa modelfor sensordriven systemghat supportshoth concreteandabstractknowl-
edge.Abstractknowledgeis usedby SentientComputingapplicationsthatcanbe viewed asalogical
layer, namely the ApplicationLayerin the SentientApplicationslayeredarchitectue (Figure6.1). Con-
creteknowledgeis producedby the Sensornfrastructue Layer. As discussedn Chapters, thereis a
signi cant gap betweerthelevel of abstractiorin the knowled@ aboutthe SentientWorld that Sentient
Computingapplicationgequirefor their functionalityandthe actuallow-level datathatareproducedoy
the sensoraindwhich constitutea low-level, precise knowled@ layer For example,anapplicationthat
displaystheusers screerin responséo his proximity to his PCneedgo know whena moreabstracsit-
uationhasoccurredthatis, whentheuseris closeto his PC.Theinformationaboutthe users proximity

111
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to his PCis alogical abstractiorof his positionin spaceandit is expressedn relationto the positionof
anothemphysical object,namely his PC. To make mattersworse,the above systemwill needto monitor
a large numberof usersdistributedamonga numberof distinctlocationsat the sametime. Evenso, it
needdo reactto the perceved changesvith no perceptibledelay

This chaptemproposeghatthe gap betweenthe application-layemabstractiorandthe sensomerived
precisionbe bridgedby usinga deductivecomponenthatreasonsvith low-level, sensomderivedknowl-
edgein orderto deducehigh-level, abstracknowledgethatcan,in turn, beusedeasilyby theapplication
layer Furthermorethe proposeddeductivereasoningdoesnot compromisecomputationakf ciency
andperformanceFor very large distributedervironmentsthereis scopefor furtherresearch.

Application Layer

DefineDALPredicate()

RunQuery() Notify()
RegisterRecurringQuery

Deductive Knowledge Base Layer

Deductive Abstract Layer

monitor callback

Sensor Abstract Layer

Sensor Infrastructure Layer

Figure 6.1. The Sentient applications layered architecture and its API.

Thischaptettacklesheabove issueof scalable system-leel,computationallyef cient abstactmod-
elling of the physicalworld. Its contritutionsarea formal de nition of a knowledgerepresentatiomas
well asa mechanisnior reasoningvith suchknowledgeusinglogical deductionthatcombinesexpres-
sivenessscalability and performance The proposedapproachgeneraliseprevious efforts to abstract
knowledgefrom sensordatathat have resultedin limited, case-speci cabstractionssuchasthe ones
supportedy SPIRIT. SPIRIT'sworld modelcontainghenotionof abstractingegionsfrom Active BAT
positions.QosDREAMsupportsabstractiongor enteringandleaving aregion.

6.1.1 Layered Interfaces

For the abstractmodel of the Sentientworld, a dual-layerknowledgerepresentatiomrchitecturewas
designed.This designapproachs inspiredby the OSl paradigm[77] for layerednetwork architecture,
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whereeachlayerincorporatessetof similarfunctionsandhideslower-level detailsfrom thelayerabove
it, thusachieving simplicity, abstractiorandeaseof implementation.

6.2 KnowledgeRepresentation

This sectiondescribeghe architectureof the two logically distinctlayersof knowledgerepresentation
anddiscussesheir functionalityasa two-layeredcachefor the SentientApplicationLayer.

For theneedsf thissectionade nition introducedoy SamanandSlomanin [63] is usedaccording
to which aneventis a happeningf interestthatoccursinstantaneouslgt a speci ¢ time'. Furthermore,
the Sentientervironmentis de ned asthe physicalenvironment,and the current logical state of the
Sentientervironmentis de ned to bethe setof all known factsaboutthe Sentientervironmentbetween
aninitial eventandaterminalevent Initial andterminaleventscanbeary eventsthatareof interestto
the Sentientapplicationlayer. Basedon theabove, we cansaythatthe SensorAbstract Layer maintains
a low-level but preciseview of the currentlogical stateof the Sentientervironment,as producedby
sensorshataredistributedthroughoutheenvironmentandcontinuallyupdatedhroughevents.Equally,
we cansaythatthe Deductive AbstractLayer maintainsan abstract view of the currentlogical stateof
the Sentientervironment.

Particularly interestingsourcef eventsarethosethat characteris¢he location of anobject. These
are generatedy a location systemsuchasthe Active BAT [41], wherethe positionsof usersin 3-D
spacearetracked, typically once per second,by meansof an ultrasonictransmittercalled BAT. The
SensoAbstract Layerprocesseall the generatedvents,andthusknows of thelast positionof all users
in thesystemin termsof their coordinates.

A moreabstractview aboutthe stateof the Sentientervironmentcan easily be inferred from the
knowledgestoredin the SensorAbstractLayer For example,from a users position(x; y; z) andfrom
a setof known polyhedrathatrepresentegions,theroomthe useris in follows logically. Furthermore,
from a known setof nestedpolyhedra,additionallocationsin which the useris presentcan also be
inferrec.

TheDeductiveAbstiact Layer (DAL), throughits interactionwith the SensoAbstractLayer(SAL),
maintainssuchabstracknowvledgeaboutthecurrentandpaststate of the SentienErnvironmenttogether
with temporalinformationaboutthe initial eventsthattriggeredthem, andthe durationof eachstate.
Suchdatacanbeusedby statisticalmodelsin orderto generate lik elihoodestimationof situationghat
may occurin thefuture,basedn their pastoccurrence§s2].

Thetwo layersinteractthrougha monitorcallbackcommunicatiorschemewith thehelpof a TFOL
formulathatis usedasa speci cation (seeChapterl2, AESL de nition). A monitor call, initiated by
the Application Layer, causeghe SensorAbstractlayerto Iter throughto DAL only thoselow-level
changedghat affect the abstractknowledgestoredin the Deductve AbstractLayer, thusrelieving the
Deductive AbstractLayerfrom the costof continuallymonitoringall the datathatareproducedoy the
sensors.Consequentlyknowledgein DAL is updatedat a signi cantly lower ratethanit doesin SAL,
ensuringthat large amountsof physical datacanbe processedy replicatedSALs, maintainingat the
sametime the overall systemscalability

6.2.1 The SAL-DAL API

TheapplicationLayercommunicatewith thedualDeductive KnowledgeBasel ayervia anAPI consist-
ing of De neDALPredicate() RunQuery()andRegisterRecurringQuery()nterfaces(seeFigure6.1).

!Chapter introducesa generakoncepif anevent,anabstact event
2Thequery:“Is userX in Cambridge?’needdo answerpositively evenif UserX isin FC15,whichis in theWilliam Gates
Building in Cambridge.
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The De neDALPredicate()interfacetakes asargumentsthe predicatenamealongwith its parameters,
andcreateghenecessaryepresentatioimn the DistributedAbstractLayer(DAL) for this pieceof knowl-
edge.Thisis equialentto atypede nition in Chapterl2. The RegisterRecurringQuery()RunQuery()
andNotify() interfacesarediscusseahext.

Application-Dri ven Deduction

The RagisterRecurringQuery(ommands usedby the Application Layerin orderto registerinterest
in a particular recurringsituationin a way thatthe applicationlayeris noti ed wheneer the situation
occurs,startingwith its next occurrence.The RagisterRecurringQuery(fommand togetherwith the
Notify() command behae similarly to a publish-subscribg@rotocol. Chapter8 discussesn extended
publish/subscribgrotocolfor sensordrivensystems.

Theinterfacebetweernthe two layers,usedby both API commandsis basedon a monitorcallbadk
mechanisnsimilar to anasynd&ironousinvocationbetweerna consumemnda publisher Nomenclature
hereis taken from the theory of Distributed Systemd22]. The monitor mechanisnin the SensorAb-
stractLayer watchesall changesn the ernvironmentreportedby the Sensorinfrastructurefor certain
thresholdevents,asspeci edin theRunQuery(andReajisterRecurringQuery@tatementsThe callbadk
mechanisnensureghat suchthresholdevents,whenthey occur trigger a correspondingipdatein the
Deductive AbstractLayer, creatinginstancef the predicateghat hold anddestrging ary thatareno
longertrue.

Example. In orderto illustratethe functionality of the dual-layerarchitecturén moredetail,consider
the casewherethe Applicationlayeris interestedn receving anoti cation wheneer two or moreusers
areco-located.Througha RunQuery(or RagisterRecurringQuery(3tatementnitiated by the Sentient
ApplicationLayer, unlessit alreadyknows aboutco-locatedusers DAL will registera monitor() call to
SAL in orderfor the latterto startmonitoringthe sensordatathat signify co-locationoccurrencesas
speci edin therecurringquery As a result,the SensorAbstractLayer monitorsthe incoming events
in orderto determine(from the users'positions)whethertwo or more usersare containedn the same
room. Whenthis occurs,the respectre knowledgeaboutthe usersco-locationwill be generatedn the
Deductire AbstractLayerthrougha callbad() call. All furtherchangesn the positionof theseusersin
the SensoAbstractLayeraremonitoredin orderto determinevhetherthetwo usersremainco-located.
If ary of theco-locatedusersaxit the containingregion, the changen theusers'locationin combination
with the co-locationpredicateénstancen the current,abstracstate(DAL), signalsaninconsisteng. As
aresult,anothercallbadk() call is triggeredfrom SAL to DAL, invalidatingthe currentstate,logging it
asa historicalstateandgeneratinga new currentstate.In practice only afragmentof the global stateof
the SentientEnvironmentis changedasmostabstracknowledgeremainsunaltered.

6.2.2 Scalability Concems

Themainbene t of theproposedrchitectureas thatit maintainsaconsistentabstracstateof theSentient
ervironmentin the Deductie AbstractLayer that can be madeavailableto the applicationlayer at a
signi cantly lower costthanif it weregeneratedlirectlyfrom theSensobstractLayer. Theavailability

of theabstracknowledgein DAL, andthefactthatthis knowledgechangestalowerratethanit doesin

SAL, make DAL morecomputationallyef cient at keepingits storedknowledgeconsistentFigure6.2

depictsthe differentrateswith which knowledgeis updatedn eachlayerfor two predicated®; andPs.

Section6.5discussedn moredetail,computationatoncernsassociateavith thefunctionalityof thetwo

layers.Notethat b is considerablygreaterthantherates "t and Hz.
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6.3 Formal De nition

This sectionpresents& formal de nition of the proposedscalableknowledgerepresentatioarchitecture
for SentientComputing.The conceptf the dual-layerarchitecturgéhatwerediscussedn the previous
sectionarenow formally de ned using rst-order logic.

6.3.1 First-Order Logic

First-orderlogic [65], or predicatecalculus,waschosenasbeingappropriateandsufcient for the de-
scription of the two knowledge layers, as they both maintaineither currentknowledge only (Sensor
AbstractLayer)or a combinationof currentandhistoricalknowledge(Deductve AbstractLayer)about
the SentientErvironment. Time is implicit in SAL andexplicit in DAL. However, whendescribingthe
monitoring mechanisnthat establisheghe links betweenthe two layers,temporalaspectf the de-
scribedpredicatesreaddressedy realisingthatasthe SensorAbstractLayeris updatedrst, until the
changesareupdatedo the Deductive AbstractLayer, this will containthe lastknown abstractstateof
theworld.

Conceptsand De nitions A knowledg baseKB is asystenthatstoresknowledgeaboutthe Sentient
environment. A knowvledgebaserepresentpredicateghat aretrue by storingan instanceof eachof
thesepredicatesWe referto eachsuchinstanceasafact Theassertionof afactin theknowledgebase
is equivalentto it beingstoredin theknowledgebaseasatrue statementA factbeingretractedfrom the
knowledgebaseresultsin theremaoval of thefactfrom the knovledgebase.In fact,theassertcommand
is similarto adatabas&DD whereagheretractcommands equialentto adatabas®ELETE. Whena
factis assertedn theknowledgebasethis signi es thatthepredicatehatthefactcorrespondso hasthe
valueTRUE. Whenthefactis retractedfrom the knowledgebase this signi es thatthe corresponding
predicatehasthevalueFALSE. This nomenclaturés takenfrom logic programming.

6.3.2 Naming Convention for Predicates

For reason®f clarity andsimplicity, thefollowing namingcorventionwasadoptedor logical predicates
throughouthis document:

L _hSALpredicatenameé ((agumentname?argumentvalug  (agumentame?argumentvalué)
H_HDAL predicatenamé ((agumenthame?argumentvalue  (argumenthame?argumentvalue)

Themaindifferenceis thatDAL predicatediave additionaltime parameterghatrepresenthe beginning
and,wherever appropriatethe endof thetemporalsituationsto which they refer. For the descriptionof
the predicatesanamedparametemotationwasusedbasednthe CLIPS[19, 20] syntax.Table6.1 por-
trayssomesigni cant predicatesEachpredicateargumenthasanassociatedalug whichis denotedcoy
?argument-valueThepredicatesandtheir agumentsarediscussedh detailin sectionss.3.3and6.3.4.

6.3.3 SensorAbstract Layer (SAL)

The knowledgebaseof this layer containsup to N factsof type L_UserAtRsition(uid,ble,x,yz) 3 that
representan objects last knowvn positionin 3-D spacein termsof its Cartesiancoordinatesx;y; z.
L _UserAtPosition is the mostpreciselocationknown to the systemfor eachuser The variable?uid

3The positionalparametersiotationL_UserAtmsition(uid,olex,yz) is usedinterchangeablyith thenamedparameteno-
tationL_UserAtPsition(uid ?uid)(role ?role)(x ?X)(y ?y) (z ?2). Theformeris usedmainlyfor clarity in predicatedescription;
thelatteris usedmainly to describeheimplementation.
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CurrentPredicates Historical Predicates
DAL | (H_UserInLocation(uid ?uid)(role ?role) (H - UserInLocationHistoric (uid ?uid)

(rid ?rid)(rattr ?r attr ) (role ?role) (x 2x)(y ?y) (z ?z)(rattr ?r attr )
(start-time?time-valug) (start-time?time-valug(end-time?time-valu¢)
(H_UserColocatior(uid-list 2uid;  ?uidy) | (H_UserColocationHistoric(uid-list?2uid;  2uidp)

(rid ?rid)(role-list?role;  ?roley) (role-list?role;  ?roley) (rid ?rid) (rattr ?r attr )
(rattr ?r attr )(start-time?time-valug) (start-time?time-valug (end-time?time-valug)
(H_UserlsPresentuid ?uid)(role ?role) (H_UserlsPresentHistoriquid ?uid)(role ?role)
(starttime ?time-valug) (start-time?time-valug(end-time?time-valug)

SAL | (L _UserAtPosition(uid ?uid)(role ?r ole) -
(x 2x)(y ?y)(z ?z))

Table 6.1. Naming convention for logical predicates.

representtheuniqueuseridenti cation for thatparticularuser In examplesn thischaptey rst namesf
usersareusedasidenti ers. Thevariable?role representtheusersrole, e.g.,SupervisorThevariables
X,y,z representhe users lastknowvn coordinatesIn this way, eachuseris associatedvith a positionin
space.

Apart from thesepositions the knowledgebasealsocontainsM 1 factsof type L_AtomicLocatiorto
the M1 known atomicregionsof physical space(e.g.,roomsand polygonalareasof space).The KB
alsocontainaVl , factsof typelL _NestedLocatioreachcorrespondingo M » nestedegions( oors, larger
areasbuildings, neighbourhoods)Thereare, therefore four distincttype of predicatesepresenteéh
this layer.

(L_UserAtmsition (uid ?uid)(role ?role)(x ?X)(y ?Y) (z ?2))
(L_AtomicLocation(rid ?rid)(rattr ?rattr) (polygon?n1?n>  7n;))
(L_NestedLocatioffrid ?rid) (site-list?site;  ?sitey))
(L_InRegion (x ?X)(y ?y)(z ?2)(rid ?rid)(rattr ?rattr))

As thepeoplemovein spacealocationsystemgeneratespnaverage, - L_UserAtRsitionfacts/sec
permobileuserandassertshemin theknowledgebase For eachnew factof typeL _UserAtPsition the
factthatrepresentethe previous known positionfor thatuseris retracted sothatthe knowledgebase
only containghe mostrecentknown locationfor thatuser

The predicatelL_AtomicLocationassociates namedlocation suchas “Room 5” characterisedby
auniqueidenti er (therid), with a setof j points,n;  n;, which form the nodesof a polyhedral
regionthatde nesthatarea® Thepredicatd._NestedLocatiomssociatea nestedocationsuchas“The
ComputerLaboratory”with a list of nestedand atomiclocationsthat are directly containedin it. The
predicatel_InRagion is createdasa resultof a spatialindexing algorithmthat determineghe smallest
region thatcontainsthe givencoordinatesasexpressedn the L_UserAtRsition predicate.

6.3.4 Deductive Abstract Layer (DAL)

The higherlevel is logically distinct from the lower level in thatit maintainsa completeview of the
Sentientworld. Althoughit lacksknowledgeof the accurag of the exactuserposition(asthis is only
known to the SensorAbstractLayer), it knows of high-level situationsseenfrom a userperspectie as
well astheirtemporalpropertiesj.e., whetherthey hold atthe currentinstant,or whetherthey happened
in the past,whenthey rst occurredandwhatwastheir duration. Suchdynamicknowledg is modelled
in theform of currentandhistoric predicates Currentpredicatesepresena dynamicsituationthatstill

4A coordinatesystemis assumedhatassignsa setof coordinatevaluesx,y,z to eachpositionin space.
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holds. Historic predicatesepresena situationthatoccurredfor a certaininterval, beginningata certain
pointin time andendingat a later pointin time. As a consequencef the above modellingtechnique,
the Deductie AbstractLayerhastheimportantpropertythatit graduallyaccumulategformationabout
whathashappenedh the Sentientworld. Theformatof the DAL predicatess discussedn detailbelaw.

The DAL Curr ent Predicates. DAL currentpredicateslescribea situationthatoccurredat aninstant
to andthatstill holdsat the currentinstant, (which is representedby the valuenow). Suchpredicates
have thefollowing generaformat:

(predicatename(arg; ?argi)  (argn ?argn) (start-time?time-valug)

Argumentsar g; to arg, representhe parametersf the situationthatis describedy the predicate,
andthe variables?arg; to ?arg, their respectre values. The agumentnamed-start-time” represents
thetime whenthesituationdescribedy the above predicatdoecamerst known to the system.

An importantcurrent predicatds the oneusedto describea high-level location,e.g.,Mary beingin
the proximity of the coffee-machinepr Jameseingon oor 4.

(H_UserlInLocatiorfuid Mary) (role PhD)(rid Coffee Area) (rattr Coffee Area) (start-timel1:02))

(H_UserInLocatioruid James)role PhD)(rid Floor 4)(rattr UpperFloor) (start-timel3:05))

where?uid representshe users uniqueidenti cation and?rid is the valueof the namedparameterid,
which representshe nameof the smallestregion thatcontainghe user

Similarly, applicationscanrequestthroughthe API for SAL to registertheir interestin situations
wheretwo or moreusersareco-locatedn thesamehigh-level regionby usingthepredicateH _UserColLocation

(H_UserCoLocatiofuid-list 2uid,  ?uidp)(role-list?role;  ?roley)(rid ?rid)(rattr ?r attr )
(start-time?time-valug)

This processis explainedin more detail in section6.5. In the above formula, uid-list is the list of
usersthatareco-locatedn aregion with namerid . Thevariables?uid ; to ?uid,, representhe unique
identi cation of theseusers.

The DAL Historical Predicates. TheDAL historicalpredicateslescribea situationthatoccurredata
time instantto® , wastruefor a durationd andceasedo betrueatatime instantt1. Suchpredicatesire
expressedn thefollowing generaformat:

(predicatename(arg; ?arg;)  (arg, ?argn) (start-time?time-valug (end-time?time-valug)

The argument“start-time” representshe time whenthe situationdescribedoy the above predicate
becamerst known to the system. The agument“end-time” representshe time when the situation
stoppedbeingtrue, e.g.,whenthe userleft the room. For example,the DAL historical predicatethat
describeshesituationwhereJaneandMik e move into the meetingroomin their of ce building at12:46
pm, remainin the sameroom for 9 minutesand Janeleavesthe meetingroom at 12:55, is expressed

5Thetime is setaccordingto thelocal clock of the Deductie KB component Temporalissuesarediscussedin detail,in
Section12.3.1.
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below: It is worth notingthattherecanbe multiple instance®f historicpredicategor the sameuser

(H_UserLocationHistoriquid-list Jane)(role-lisPhD)(ridRoom9)(rattr MeetingRoom)  (6.1)
(start-timel2:46)(end-timel2:55))
(H_UserCoLocationHistoriguid-list Mik e Jane)(role-lisPhD)(rid Room9)(rattr MeetingRoom)
(start-timel2:46)(end-timel2:55))

6.3.5 UserDe ned DAL Predicates

It is worth notingthatwhereasall SAL predicatesareprede ned,all predicatesn DAL areuserde ned
This meanghatin theinitial state,DAL containsno predicatesThe structureof DAL predicatess de-
ned throughthe De neDALPredicate()API call (seesection6.2.1),whichis similarto atypede nition
in thenomenclaturef programmindanguageslnstanceof thesepredicategfacts)aregeneratedrom
the SensolAbstractLayerby the monitor()andcallbad() calls (seeSection6.2.1).

6.4 Queries

Queriesare usedby the applicationlayer in orderto captureandreturnthe currentinstanceof stored
knowledgeaboutthe SentientWorld. Queriesaresimilarto SQL [27] SELECTstatementé thetheory

of relationaldatabases.A query canbe viewed asa rst-order logical expressionf (¢1;C2;  ;¢Cn)
thathasthe propertythatuponthe satishictionof a setof atomicformulaecy; c;;  ; ¢y, anansweris
triggered.

f(c1;C; iCh)) Answer
wheref isary rst-order formulainvolving theformulae(cy; c; ;¢Cn).

” o

Answercanhave avalueof “yes”, “no”, “I don't know” or avalueextractedfrom a storedfactsuch
asthe userid. Thej operatoris usedin orderto de ne the agumentswhosevaluesareto bereturned
andit is conceptuallysimilar to an SQL SELECToperator Theinterfacethroughwhich the answeris
returnedto the useris subjectto the applicationlayerandcanbeimplementedn variousways,e.g.,by
usinga print function, by publishinga structued eventor throughan API. A structuredeventapproad,
wherethe answeris encodedasa structured eventandis returnedto the applicationlayer via a Notify()
call (seeSection6.2.1),is adopted Event-basedsynchronousommunicatiorof changesn knowledge
predicatess discussedn Chapter8.

Examplesof logical queriesare “Who is presentin the building now?” and“Which uses are co-
locatednow?” The rst querymay be usefulin the caseof an applicationthat deliversremindersto
arnybody who is presentin the building late in the evening,in orderto remindthemto lock their door
ontheway out. The secondquerymay be usefulfor the sameapplication,deliveringa reminderto one
party which is semanticallyassociatedavith the seconde.g.,the reminder: “Rememberto askJaneto
returnyour book” will bedeliveredwhentheuseris in thesameroomwith Jang30]. Equallyinteresting
as an exampleis the casewherea userentersa conferencesite andis interestedio know if thereis
anyonepresenfrom the University of Cambridgelf theabore mentionedquery“Who is presentin the
building?” wasto be executedat a knowledgebasewith a singlelayer of knowledge,(i.e., the Sensor
AbstractLayer),it couldthenbewritten asa queryof thefollowing form:

Query 1. ReturnAll Presentisers(SensoAbstractLayer).
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uidj(L_UserAtmsition(uid ?uid)(role ?role) (x ?X) (y ?y) (z ?2)"
(L_AtomicLocatiofrid ?rid)(rattr ?rattr)(polygon?n1?n,  ?2nj) )*
(L_InRegion(x ?x) (y ?y)(z?z)(rid ?rid)(rattr ?rattr))

In this case,uid representshe informationthatwill be returnedin the answer Query 1 expresses
thelogical statementhatin orderfor a userto be presenin the building, threeconditionsneedto hold
simultaneously:

He or sheneedsto be seenby the locationsystemat a positionthat canbe characterisedy the
coordinates; y; z.

The systemmustknow of at leastoneregion with id rid thatcanbe characterisedy a known
polyhedralshape.

Thesystemis ableto determinghatthecoordinate®f theusers positionbelongto aknown region
suchastheonedescribedabove.

If all of theabove hold simultaneouslythantheuseris deducedo bepresent
Thesamequery shouldit beappliedon DAL, would assume simplerform:

Query 2. ReturnAll PresentUsers(Deductve AbstractLayer).

uidj(H_UserlsPesenfuid ?uid) (role ?r ole)(start-time?time-valug)
Similarly, thequery“Which uses are co-locatechow?” canbeviewedas:

Query 3. ReturnAll Co-LocatedJsers(SensoAbstractLayer).

(uid 1; uid)j (L_UserAtRsition(uid ?uid 1)(role ?role;)(x 2X1)(y ?y1) (z ?z))"
(L_UserAtmsition(uid ?uid »)(role ?r olex)(x 2Xx2)(y ?y2) (z 222))"
(L_AtomicLocatiofrid ?rid)(rattr?rattr ) (polygon?ni?n,  2n; ))»
(L_InRagion(x 2x1)(y ?y1)(z ?z1) (rid ?rid)(rattr ?r attr ))*

(L_InRagion(x ?X2)(y ?y2)(z ?z2)(rid ?rid)(rattr ?r attr ))*

(uid, 6 uidy)

The samequery shouldit be appliedon the Deductize AbstractLayer insteadof the SensorAbstract
Layer, assumea simplerform.

Query 4. ReturnAll Co-LocatedJsers(Deductve AbstractLayer).

(uid1; uid2)j(H_UserCoLocatiofuid-list ?uid 1 ?2uid »)(role-list ?r ole; ?r oley)
(rid ?rid)(rattr ?r attr )(start-time?time-valug)

Queriesl and3 arede ned by theapplicationlayerto be equivalentto Querie2 and4, respectiely
(seeAESL de nitions, Chapterl2). However, Queries2 and4 have, on average fewer conditionsthan
theirequivalentQueriesl and3. Thisis dueto thefactthattheinformationof theusers'presencendco-
locationis availablein theDeductive Abstractiayerin theform of thelogical predicate$d _UserlsPesent
andH_UserColLocationrespectiely. Section6.6 discussei detailthe effect of the abore obsenation
onthecomputationatomplity involvedin the executionof queriesin the proposedeasoningystem,
demonstratinghatqueriesexecutedn the Deductve AbstractLayer, suchasQueries? and4, entailthe
useof signi cantly fewer computationatesourceshanqueriesexecutedin the SensorAbstractLayer
(Queriesl and3).
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6.4.1 Recurring Queries

A secondapproactfor the applicationlayerto derive informationfrom the knowledgebaseis by reg-
istering interestin a recurringsituationthatis triggeredby periodictiming events. When&er sucha
situationoccurs,a Notify() call returnsa structuredevent that representshe predicateof interestto the
applicationlayer. Contraryto queriesyecurringqueriesdo not examinethe currentstateof the Sentient
World in orderto establishwhetherthe situationof interestholdsatthe currentinstance Ratherthey act
similarly to asubscribecall in apublish-subscrib@rotocolfor distributedsystemsin registeringinterest
in receving informationaboutfuture occurrencesf thesituationin question.Event-baseésynchronous
communicatiorof changesn knowledgepredicatess discussedn Chapter8.

For example,anapplicationmaybeinterestedn aregularly recurringeventsuchas“Whenever ary
two peopleareco-locatedupdatethe GUI sothatco-locatedbeopleare portrayedashbeingenclosedn
arectangulaared. A recurring querycanbeviewedasa rst-order logical expressiorf (c1;C;  ¢Cn)
thathasthe propertythatuponthe satishctionof a setof atomicformulaec;;c, ¢, , asetof actions
aretriggered.

f(cy;c2  ¢y)) Notif y(event)

The Notify (event)call passe®n to the applicationlayera structured eventthatcontainsthe queried
information. Chapter8 introducesabstracteventsas changef abstractstate. For example,suchan
eventcanbea“SupervisorAlert” eventwhichis de ned elsavherein thesystemWhensuchaneventis
recevedby theapplicationthelattersendsanappropriate-mailmessagéo theuser In fact,aparticular
caseof recurringqueries,is that uponsatisfctionof the query a noti cation actionis performed.For
example,“Whenever my supervisorentersthe lab, notify me’ Recurringqueriescanbe expresseds
logical implicationswherethe left-hand-sidds a simplequeryandtheright-hand-sideés a Notify(event)
predicate.

Query 5. Wheneer my supervisorentershelab, notify me by email.(Deductie AbstractLayer)

uidj(H_UserlsPesenfuid Andy) ) Notify(SupervisorAlert))

Theapplicationlayer, onreceiptof the SupervisoAlert event,is responsibldor issuinganappropri-
atee-mailnoti cation. Notethatthis is equivalentto a high-level query asit assumeshatthe predicate
H _UserlsPresentis alreadyavailablein the knowledgebase.

6.5 Analysis

Having discussedjueriesand recurringqueries,this sectionillustrateshow the two-layer knowledge
schemesnsuresscalability A prototypeimplementatiorwas constructedwherequeriesandrecurring
gueriesareimplementedn eachlayerby meanf a CLIPS[19] inferenceengine.Eachqueryis mapped
to oneor moreCLIPSrules. CLIPSimplementsa forward chainingrule interpreterthat, given a setof

rules appliedto a setof storedfacts,cyclesthrougha processof matchingrulesto availablefacts,thus
determiningwhich queriesaresatis ed by the storedstateof the Sentientervironment. The processhy

which CLIPS determineswvhich factssatisfythe conditionsof eachqueryor recurringqueryis called
patternmatcing, andthe Retealgorithm[38] is usedfor this purpose.

Theadwantageof the proposedarchitecturas dueto threeimportantfactors:

First, ascanbe seenfrom Sections5.4 and6.4.1,queriesthat areexecutedin the Deductve Ab-
stractLayer suchas Query 2, assumea mud simpler form than thoseexecutedin the Sensor
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AbstractLayer (Query 1), asthe latter have more conditionson average, andthereforerequire
more computationatresoucesfor patternmatding.

Secondly patternmatchingis triggeredrepeatedlyevery time the storedknowledgechangedy
anassertor retract command.Therefore the lower the rate of knowledgeupdatesthe lower the
computationaload required(see gure 6.2). Sincethe knowledgeupdateratein DAL is signi -
cantly lower thanthe onein SAL (producedby the regular updatesof the sensorinfrastructure),
DAL is computationallymore efcient.

Finally, it canbelogically inferredfrom the above thataslong asDAL is updatecdat alower rate
thanSAL, the machinethathostsDAL hasfewer real-timeconstraintghatareintroducedby the
interruptionscausedy the assertandretract statementghatcontrolknowledgeupdates.

The next sessiordiscusseshe computationatompleity associatedvith queriesjn moredetail, by
analysingthe Retealgorithm.

6.6 Prototype Implementation

This sectionaimsto give a quantitatve evaluationof the proposedschemeandits algorithm by dis-
cussinganimplementatiorof the proposedsystemandby comparingQuery3 (seeSection 6.4), which
is executedatthe SensoAbstractLayer, to thesamequery(Query4), whichis executedatthe Deductve
AbstractLayer, anddemonstratéhat the latter entailsa signi cantly smallernumberof computational
steps.

The proposedarchitecturevasimplementedusingthe Jesg51] productionsystem. Jessis a java-
basedimplementationof CLIPS. For the acquisitionof real-timelocationinformation, a middlevare
componentvas built [46] that interfacesthe Active BAT systemusing CORBA structuredeventsand
translatesheminto Jesdacts.

6.6.1 SensorAbstract Layer.

A modelwascreatedn Jesdor the LCE basedon locationdataproducedby the Active BAT. The ex-
perimentinvolved 15 membersf thelab moving around21 known locationsin the LCE. Thefollowing
query“ReturnAll Co-LocatedJsers"wasexecutedn the SensoAbstractLayer.

Query 6. ReturnAll Co-LocatedJsers(SensoAbstractLayer).

(uid1; uid2)j (L_UserInLocatioffuid ?uid 1)(role ?r oley)(rid ?rid)(rattr ?r attr ))»
(L_UserInLocatiorfuid ?uid 2)(role ?r olex)(rid ?rid)(rattr ?r attr ))*
(L_AtomicLocatiofrid ?rid)(rattr ?rattr )(polygon?n1?n,  7nj ))»

(uid, 6 uid»)

The Rete Algorithm.  Thisimplementatiorusesthe ReteAlgorithm [38] for patternmatching.In the
Retealgorithm,the patterncompilercreatesa network by linking togethemodeghattestqueryelements.
This network functionssimilarly to a nite statemachinewheneer a queryis addedto the knowledge
baseprwheneeranew factis assertear retracted Portrayedn salmonis therootnodeof thenetwork,
ng. For eachpredicateincludedin the query the network createsa one-inputnode,portrayedin redin
Fig 6.3. Noden, correspond$o the predicatd._AtomicLocation Nodens correspondso the predicate
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L_UserinLocation Nodeng is an auxiliary, memorynodethat helpsimplementa loop. A two-input
(green)nodeis createdor eachconjunctionof predicatesNodens correspond$o the conjunction:

(L_UserInLocatiorfuid ?uid 1)(role ?roler)(rid ?rid)(rattr ?r attr )) »
(L_UserInLocatiorfuid ?uid)(role ?r oley)(rid ?rid)(rattr ?r attr ))

Nodeng correspond$o the conjunction:

(L_UserInLocatiorfuid ?uid 1)(role ?r oler)(rid ?rid)(rattr ?r attr ))*
(L_UserInLocatioruid ?uid»)(role ?r oley)(rid ?rid)(rattr ?r attr ))»
(L_AtomicLocatioirid ?rid)(rattr ?r attr )(polygon?ny  ?n;))

Noden; is anauxiliary nodethathelpsimplementnodeny thatrepresentshe condition(uid; 6 uidy).
Finally, nodeng is aterminalnodethatdeterminesvhetherthe queryis satis ed or not.

AND NOT .

né n7 n8

Figure 6.3. The Rete network for the Return All Co-Located Users query (SAL)

The Retealgorithmproceedsasfollows: whenthe queryis addedto the SensorAbstractLayer, for
eachstoredfact,atokenis created Eachtokenis anorderedpair of atag (thatin this casehasthevalue
“UPDATE") anda descriptionof the storedfact. All thesetokensare passedo nodeng, which is the
root nodein the network. Nodeng passesll the generatedokensto eachof its successonodes.Node
ns checkswhetherary of therecevedtokenscorrespondo factsof type L _UserAtLocatiof andpasses
all suchtokensto noden4. Nodens checksall L_UserAtLocatiortokensagainsteachother in orderto
determinewhich pairssatisfythe conjunction:

(L_UserInLocatioruid ?uid 1)(role ?r ole)(rid ?rid)(rattr ?r attr ) »
(L_UserInLocatioruid ?uid)(role ?r ole)(rid ?rid)(rattr ?r attr ))

For eachof the pairsthatsatisfythe conjunction,it createsa nen tokenandforwardsthis onto nodeng.
Noden; testsfor tokensthatareof typeL _AtomicLocation andpassesheseonto nodeng, too. Node
Ng joinsthepairsthatrepresenthe conjunction:

(L_UserInLocatioruid ?uid 1)(role ?roler)(rid ?rid)(rattr ?r attr )) »
(L_UserInLocatioruid ?uid)(role ?roley)(rid ?rid)(rattr ?r attr )) »
(L_AtomicLocatiofrid ?rid)(rattr ?r attr )(polygon?ni  7n;))

8In this prototypeimplementationthe SPIRIT systemwas usedto provide L_UserAtmsition predicatedrom the Active
BAT positions.
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SensoAbstractLayer(SAL) | Deductive AbstractLayer(DAL)
total nodeactiations 317 200
total testson nodes 1611 0

Table 6.2. Pattern matching costs.

into biggertokensandforwardsthemonto n;. Nodeny teststhatuid, 6 uid, thusexcluding trivial
co-locationsof the sameperson.It forwardsthe eligible tokensto ng, the successode. Thesetokens
satisfythewholequery For eachtoken,ng createsaninstantiationof thequery

In orderto obtaina measuref the computationatompleity thattheimplementedschemeentails,
the numberof nodeactiationsandthe numberof testsperformedin total by the nodeson the network
wasinvestigated. Both Queries3 and4 were assertedn the prototypeimplementatiorof Chapterl0.
Theresultsareshavn in Table6.2 (SAL).

6.6.2 Deductive Abstract Layer

The previous experimentwasrepeatedor Query4 (seeSection6.4) which is executedn the Deductve
AbstractLayer. The network for this queryis portrayedn Figure6.4.

no0

nl n2 n3 n4

Figure 6.4. The Rete network for the Return All Co-Located Users query (DAL)

Nodeng is theroot node. Noden; testswhetherthe recevedtokenis of type H_UserColLocation
Noden, passe®n the tokenswith the correctnumberof agumentsandn, createsan instantiationof
thequeryandaddsit to thecon ict set.

Performingthe sameanalysisasbefore theresultsarepresentedn Table6.2. It is worth notingthat
the numberof computationabktepsexecutedby the Retealgorithmfor patternmatchingeachqueryis
lowerfor the DAL queryby afactorof two. Takinginto consideratiorthatbothnetworks(seeFigure6.3,
Figure 6.4) behae similarly to agyclic nite automatathat are triggeredrepeatedlyeachtime a fact
is assertedr retractedin eachknowledgelayer respectiely, it canbe easilyinferredthat the overall
numberof computationaktepsrequiredfor DAL is smallerthanthatrequiredfor SAL asknowledgein
DAL changesnuchlessfrequently Finally, SAL is continuallyinterruptedby a very high eventrate
which hasanimmediateeffect on the machinethathoststhatlayer.

6.7 Conclusions

A scalableknowledgerepresentatiorand abstractreasoningsystemfor SentientComputingwas pre-
sentedwhereknowvledgewasmodelledformally using rst-order logic. First-orderlogic is suitablefor
SentientComputing,especiallyin the contect of the proposedarchitecturethatis basedon a cache-
like, dual-layerschemethat maintainsabstrackknowledgein the Deductive AbstractLayer asopposed
to rapidly changinglow-level knowvledgein the lower, SensorAbstractlayer Abstractknowledgere-
mainsconsistentvith therapidly changingstateof the Sentientworld by closelymonitoringassociated,
low-level predicatessrequestedby the applicationlayerthroughan API. Suchpredicatesrecontained
in the SensorAbstractLayer andby having only thresholdchangese ected at DAL. Maintainingab-
stractknowledgeis arequiremenbf the SentientApplicationlayer, andit is madeavailableto Sentient
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Applicationsthrougha mechanisnof queriesthataremainly executedat the Deductive Abstractlayer
Experimentavith a prototypeimplementatior{(seeSection6.6) con rm thatthetwo-layeredarchitecture
is moreef cient thanasingle-layereane.
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Chapter 7

Query Analysis and Optimisation

This chapterdescribesa worst-caseanalysisof how the computationakf ciency of the previously de-
scribedmodelis affectedwheneer a new queryis insertedin the knowledgebase.It alsoanalyseghe
effect of the eventrateon the computationakf ciency of SCAFOS'deductve knovledgebasecompo-
nentfor the sameworst-casescenario.The ndings of this analysisarecombinedin orderto optimise
gueries.Queryoptimisationhasanimmediateeffect on the designof the AESL languagepresentedn

Chapterl 2, asits statementaremappecdonto optimisedqueries.

7.1 The Effect of Query Assertion on the Computational Complexity

Having establishedn Chapter6 that patternmatchingis key to the computationaloadinvolvedin ex-
ecutinga query this sectionintroducesa compleity metric for queriesbasedon the conceptof query
responséime

Def. 1. Theresponséime of aqueryis thetime thatpasse$rom the momenta queryis assertedintil an
answelris available.

Theresponsdime for ary querycanbe calculatedn termsof the numberof nodeactivationsandthe
numberof teststhatareperformedn thenodesof theRetenetwork thatimplementghatquery Table7.1
describeshemostimportantmetricsof interest.Everytime asensocreates new instanceof aconcrete
statepredicatecorrespondingokensarecreatecandpropagtedthroughthearcsto the nodes.

Ty | Isthetotaltime requiredto asseraquery

N1 | Isthenumberof activationsof one-inputnodes.

a | Isthecostof actvatinga one-inputnode(includingthe costof thetestperformedoy thenode).

N2 | Isthenumberof activationsof two-inputnodesjncludingthe numberof activationsof
memorynodesandthe numberof updategperformedn the memorynodes.

Is thecombinedcostof activatingatwo-inputnode the costof activatingthetwo memorynodes
thatform its right andleft memoryandthe costof performingateston thesememorynodes.

T» | Isthenumberof testsperformedby thetwo-inputnodes.

c Is the costof performingonetestat a two-inputnode.

Np | Isthenumberof activationsof &P nodes.

f Is thecostof activatinga&P node.

Table 7.1. Cost analysis of the Rete algorithm.

127
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NodeTypes

Five typesof Rete network nodesare discussedn this chapter One-inputnodes,two-input nodes,
memorynodes, &P nodesand T Q nodes. Two morenodetypesarediscussedn Section8.3.1,Stoe
nodesandNOT nodes.

Eachone-inputnodecheckswhetherthe receved tokenscorrespondo a particularcondition,e.g.,
if they areof classH _UserinLocation. Thesenodesare portrayedin red. One-inputnodesalsocheck
whethera valueis assignedcorrectlyto an attribute. Suchnodesare portrayedin brovn andthey are
discussedn moredetailin Chapterl2. Eachone-inputnodeforwardsthe tokensthatsatisfythe check
ontoits child nodes.

Two-inputnodesrepresentonjunctions.They containtwo memorynodescalledthe left andright
memorynode. They concatenatehe tokensthat are storedin their right and left memoryand they
performatestto determinewhethersharedvariablesareboundcorrectly Suchnodesare portrayedin
greenandthey arelabelled*AND”.

Trigger-Query(TQ) nodesare nodesthattriggera JESSquerythatselectsall instancesf a partic-
ular predicatefrom the knowledgebase for eachtokenthatis recevved at thatnode. Each(T Q) node
is portrayedasa pair of identicalnodesconnectedvith a curvy line. TQ nodesareintegral to theim-
plementatiorof ReteNetworks thatimplementfunctionssuchasthosethat calculatethe maximumor
minimum valueof an attribute of all storedinstancef a predicate.They areoftenusedin this disser
tationfor calculatingthe locationwith the smallestdistanceto oneof the users.Eachof the two nodes
thatform aTQ nodeis labelled“TQ (predicate)”.

Finally, &P nodesare nal nodes. Thereis one&P nodefor eachquery Whena tokenis for-
wardedto the nal node,aninstanceof the abstracipredicatethatis beingde ned is createdor deleted
accordingly

Table7.1describesomemetricsof interest.Accordingto [37], theresponséime of a querycanbe
estimatedas:

Tqg= aNi+ Np+ cTo+ fNp: (7.1)

SensorAbstract Layer: Worst-CaseScenario

Let'sassumea querythatselectsaary n userghatarecontainedvithin m regions. Thequeryis executed
atthe SensorAbstractLayer, which containsN factsin total. Out of theseN facts,n factsareof type
L _UserAtP osition, m factsare of type L _AtomicLocation andn factsare of type L .| nRegon,
becausenve assumethat for eachL _UserAtP osition predicatethereis an equivalentL | nRegon
fact, which associateshis positionwith a region. Therefore,N = m + 2n. The worst casequery
is onewhereeachconditionintroducesasfew constraintsas possible while a large numberof differ-
entconditionsareconjoined.Thefollowing query(Query7) hasC; = n conditionsaboutfactsof type
L _UserAtP osition, C, = m conditionsaboutfactsof typeL _AtomicLocation andC3z = n conditions
aboutfactsof typeL _I nRegon, all conjoined.

Thenomenclatur@ndnotationfor thesenodess the onefoundin [37].
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Figure 7.1. A worst-case query (SAL).

Query 7. A WorstCaseQuery(SensoAbstractLayer).

H _UserlnLocation (uidq ; roley ; rid 1 ; rattr1) »
H _UserInLocation (uid, ; roley; rid 2 ; rattr )

H _UserInLocation (uidp ; roley ; rid  ; rattr ) A
L _AtomicLocation (rid 1 ; rattrq) »

L _AtomicLocation (rid  ; rattr ;) »
L_InRegion(Xy;y1;2z;rid1) »

L _INRegion(Xn; Yn; Zn; fid m)*

Figure 7.1 depictsthe Rete network for the abose query where7 usersare locatedinside 3 out of 5

room& C, = 7,C, = 5, C3 = 3,C = 15. In this query eachone-inputnodepassesll the tokens
that activatedit to its successorsin eachcase,the numberof the tokensthat have actvatedthe one-
input nodeis smallerthanN, so N is the worst-casevalue for numberof activating tokensfor each
one-inputnode. Eachtwo-inputnodeat level k recevesa maximumof N tokensfrom the right input
andN ¥ 1 tokensfrom theleft inputandperformsN Nk 1 tests.In theworstcaseall thesetestswill

besuccessfulandthey will produceN ¥ new tokens.Eachtwo-inputnodemaintaingwo memorynodes,
which correspondo theright andleft memoryfor thatnode. ThereareC 1 levelsof two-inputnodes

2It is assumedhattherestof the7 3 = 4 positionscannotbe mappednto ary roomin theervironment.
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whereC = C;1 + C, + Cj isthetotal numberof conditionsin the query
Thetotal numberof nodeactivationsandnodetestsaregivenby the following equations.

N1 = 3N (7.2)
N, = 2N+ N+N?+N+N3+N+ +NC 1+N

= CN+N2+ +NC1 (7.3)

N, = N°€ (7.4)

T, = N2+N3+ +N°© (7.5)

(7.6)

Thereforejt follows from Equation7.1:

Tq = (3a+ C)N+( +oN?+ +( +0N3+ +( +0N® 2+ ( +f)NC
= O N°¢ (7.7)

Deductive Abstract Layer: Worst-CaseScenario.

The equivalent, worst case,single queryfor the Deductive AbstractLayer would have one condition
thatdepend®nthe high-level predicateof interest.The previousqueryin the Deductive AbstractLayer
would berepresentetly the predicateH _n _Users_In _m _Locations (nUImL):

Query 8. TheH_n_Usersin_m_LocationsQuery(Deductie AbstractLayer).

Thevariableauid; to uid, representhen userswith rolesrole; torole, thatarecontainedn them
locationsrid; to rid,, with attributesrattr 1 to rattr ,. Figure7.2 portraysthe Retenetwork that cor
respondgo the abore querywithout constantsAn estimatefor the maximumnumberof computational
stepsinvolvedin this casecanbe calculatedrom Equation7.1, noting that becausef the lack of any
two-inputnodesN, = T, = 0.

N + fN
(1+ )N
O(N) (7.8)

Tq

7.1.1 The Effect of the Event Rate on the Computational Complexity of the Worst-Case
ScenarioQuery

This sectioninvestigatesthe computationaload involved in the receptionof an event that causeghe
guerieghatarealreadystoredin the knowledgebaseto bere-evaluatedagainstthe modi ed setof facts
in theknowledgebase In orderto introduceanestimatdor the maximumnumberof computationasteps
thataretriggeredfrom receving anevent,the patternmatchingprocesss investigatedandanalysedext.
Assumingthat Query 7 hasalreadybeenmatchedagainstthe previous N elementsthe contents
of the memoryof the nodesare depictedin Figure 7.3. Upon the assertiorof eachL _UserAtPsition
fact, the new factactivatesall threeone-inputnodes but only the left one,which testswhetherit is of
type L _UserAtP osition will passit on. The rst two-inputnodewill testthe new factagainstits right
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root node

nUimL -

- [l

Figure 7.2. A worst-case query (DAL).

memory which alreadycontainaN + 1 facts,andit will, thereforeperformN + 1 tests.It will alsopass
N + 1 tokensin theworstcaseto its successonode. Thisnodewill perform(N + 1)(N + 1) = (N + 1)?

tests,andit will pass(N + 1)? tokenson. Without affecting the computationatomplexity, N + 1 can
be approximatedy N . Becausédhe receptionof a new L_UserAtPsitionfact entailsthe retractionof

its old instancetheretractedactis alsopattern-matchedgainstthe Retenetwork in orderto determine
which rulesno longerhold, andto remove their instantiationdrom the con ict set. Therefore,n total,

for eachnew L _UserAtP osition fact,two traversalsof the Retenetwork arerequiredand,asfollows

from Equation7.1, the total time costthatis incurredby the receptionof eacheventis T, ascanbe
derivedfrom theequatiorbelow:

2[aN1+ N+ cTo+ f Ny (7.9)

whereTy is thetime requiredfor the patternmatchingof onefact.

SensorAbstract Layer: Worst-CaseScenario

N1 = 3 (7.10)
N, = 2+ N+1+N?+1+ +NC 2

= N+N?+ +N®?2+C (7.11)
N, = N©1 (7.12)
T, = N+N?+N3+ +NC1? (7.13)

Takinginto accounthateventsarereceved andassertedn the SensorAbstractLayerasfactswith rate
b, thenit follows from Equation7.9:

T = bT
2bat+ N+ ( +c)N?+( +c)N® 2+ Cy+ (c+f)NC 1!
O NC1? (7.14)
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root node

Figure 7.3. The effect of the event rate on the worst-case query of Figure 7.1.

As canbe seenfrom the above, the computationatompleity involvedin eacheventreceptiondepends
ontheratewith whichthe predicatechangesthesizeof the Sentientworld (numberof monitoredpeople)
aswell asthearchitectureof thequeryin termsof the numberof nodesto whichit compiles.

Deductive Abstract Layer

Let b° be the ratewith which instancef the predicatenU | mL changen DAL. Calculatingthe event
ratein the network of Figure 7.2 whena fact of type L _UserAtPosition is assertedn the knowledge
base:

N1 = N+N
N2 = 0
T, = 0
Np = N

(7.15)

FromEquation7.9,it followsthatT = O(N).

7.2 Query Optimisation

The above analysisis instrumentalin determiningthe natureof the Retenetworks into which AESL
de nitions of Chapters3 and12 arecompiled.In fact,thedesignof the AESL de nitions shouldbesuch
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thatthe worst-caséRetenetwork is avoided. Chapterl 2 discusseshe syntaxof AESL de nitions, here
referredto for simplicity asrules(seeSectionl.8).

Theworst-casd&Retenetwork for a givenrule occursby conjoiningall the conditions.Instead,con-
ditionscanbewritten asseparatémplicationsthatresultin intermediateabstracfactsbeingassertedn
SAL. We demonstrat¢hatRule 9 is computationallynoreef cient thanRule 10.
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Rule 9. Locatethe closestnon-emptyroomto eachuser

H _UserlnLocation (uid; rid ; role; rattr )
)  H_NonEmptyLocation (rid ; rattr )

H _Distance(v1; uid; role; rid;rattro) > H _Distance(v;; uid;role;rid 1 ; rattr1)
)  H _Closestlocation (uid; role; rid 1 ; rattr 1)

H _Closestlocation (uid; role; rid ; rattr ) ~ H NonEmptyLocation (rid ; rattr )
)  H _ClosestNonEmptylocation (uid; role; rid ; rattr )

Rule 10. Locatethe closestnon-emptyroomto eachuser

H _UserlnLocation (uidy); rid 1 ; role; rattr 1)
AH _Distance(vy ; uid;role;rid2; rattr,) > H _Distance(vz; uid; role; rid 1 ; rattr1)
)  H _ClosestNonEmptylocation (uid; role; rid 1 ; rattr )

The Rete networks for the above rules can be seenin Figure 7.4 and Figure 7.5, respectiely.
CNEL standsfor H _ClosestNonEmptylocation, NEL standsfor H _NonEmptyLocation and CL
for H _Closestlocation. Eachtoken of type D (v;uid;role;rid ; rattr ) thatis receved by the node
TQ (D (v;uid; role; rid ; rattr)) is testedagainstall tokensof the sametypethatarestoredin theknowl-
edgebase Forexample hodeTQ (D (v; uid; role; rid ; rattr )) recevesmn tokensof typeD (v; uid; role; rid ; rattr )
andperforms(m?n?) tests.

AL(rid,rattr)

UL(u,rid,role,rattr)

CNEL(u,role,rid,rattr)

‘ TQ(D(u,roIe,rid & ttr,v)) CL(u,roIe,rid,rattr)

d

Q(D(u,role,rid,attr,v))

D(u,role,rid,rattr,v)

Figure 7.4. Implications.
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AL(rid,rattr)

TQ(D(u,role,rid,rattr,v))

TQ(UL(u,role,rid,rattr,v))

TQ(D(u,roié;fid,rattr,v))

TQ(UL(u,role,rid,ratt

CNEL(rid,rattr)
NEL(rid,rattr)

UL(u,role,rid,rattr)

Figure 7.5. Conjunction.

7.2.1 Analysisof Rule 9

We assumen H _UserInLocation facts,m L _AtomicLocation facts,nm H _Distance facts.

Ni = 3N+mn+mn+n+n
No = m+n+2mn+ m+n
T, = mn+ m?n?+ mn

Np = m

Thecomputationatompleity from assertinghis rule into theknowledgebaseis givenby Equation?.1.
Becausghetotal numberof storedfactsin theknowledgebaseis N , thetotal costamountgo O(N 4).

7.2.2 Analysisof Rule 10

N; = 3N

N, = mn+ mn+ m3n?+ mn+ m*n*m
T, = m?n+ m*nd+ m°n?

N, = N

Thecomputationatompleity from assertinghis rule into theknowledgebaseis givenby Equation7.1

andit amountgo O(N 9).
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7.2.3 Conclusionsand Further Work

FromEquations/.7and 7.14it followsthat,for worst-caseueriesthe computationatomplexity
thatis involvedin their evaluationis N © every time the queryis assertedr N 1 everytimea
new primitive eventis receved. C denoteghe numberof conditionsof the queryandN denotes
thenumberof factsin theknowledgebase.

Worst-caseRetenetworks arethosethat correspondo rulesthatare conjunctionsof conditions.
The above complgity is signi cantly reducedvhenrulesarewritten asa setof implicationsthat
arecorrelatedoy theinferenceengine.This adwcateghatthe designof AESL De nitions should
containimplications.

Careneedsto be taken to prevent the numberof factsthat are generatedy the implicationsof
AESL de nitions from becomingoo large.



Chapter 8

An ExtendedPublish/SubscribeProtocol
Using Abstract Events

Mostdistributedsystemgesearctassumeshateventsareprimitive, andvariousstudieshave, therefore,
concentratedn compositeevents However, Chapters demonstratethat event-basedystemssuchas
thoseusing nite statemachinesareinsufcient for queryingandsubscribingransparentlyo distributed
state. This is dueto the factthatthe mappingbetweerthe subscriptionanguageandthe implementa-
tion domainis incomplete which makes computationby nite automatdimited. This necessitatean
alternatve modelfor ubiquitoussensomrivensystems.

This chapterproposeghe notion of an abstract eventas a noti cation of transparenthangesn
distributedstate.Thisis implementedsanextensionto thepublish/subscribprotocolin whichahigher
order service(AbstractEvent DetectionService)publishesits interface;this servicetakes an abstract
eventspeci cationasan argumentandin returnpublishesaninterfaceto a further service(an abstract
eventdetector)whichnoti es transitiondetweerthevaluestrue andfalseof theformula,thusproviding
a naturalinterfaceto applications.

8.1 The Publish/SubscribeProtocol

Contemporarylarge-scaledistributed systemstend to be designedas assemblieof loosely coupled
componentgommunicatingoy meansof the publish/subscribenodelfor eventinteraction. The pub-
lish/subscribeavent-interactiorschemds widely usedin orderto provide the loosely coupledform of
interactionrequiredin suchlarge-scalesettings.It providesa subscribewith the ability to expresstheir
interestin aneventor a patternof eventsin orderto benoti ed afterwardsof ary event,generatedy a
publisher matchingtheregisterednterest.

In the basic systemmodel for publish/subscribénteraction,the publisherpublishesits interface
(SListener)jncludingtheeventsit will notify. A subscriberegistersinterestin eventsindicating,where
appropriateconstraintson the event parameters.The publishernoti es the subscriberof event occur
renceghat matchthe subscribess registration. An eventservice,suchasthe CORBA noti cation ser
vice, canactasa mediatorbetweenhe publisherandthe subscribedecouplingthe subscriberandthe
publisherin space, 0 w andtime, undertakingevent Itering andeventstorageand, at the sametime,
providing servicessuchasmessagéuffering andmessagdorwardingto disconnectegubscriber$7].
In this schemesubscribersegistertheirinterestin eventsby typically calling a Subscribe(pperationon
the eventservicewithout knowing the publishersof theseevents.A symmetricoperationUnsubscribe()
terminatesa subscription.To generatean event, a publishercalls a Notify() operationon the event ser
vice. The event servicedirectsthe call to all relevant subscriberso that every subscriberrecevesa
noti cation for every eventconformingto its registration.

137
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Event Subscriber Event Publisher

Registration + Filters

Subscribe()ép---------------------- SlListener()

Unsubscribe()@----------------------- UListener()

EventListener() @ =<---------------------

Notify()

Event Notifications

@)

Event Subscriber Event Service Event Publisher
Registration + Event Filters

Subscribe()p---------------------- > @ SdListener()
Unsubscribe() ="~ " " Tt UListener()
EventList

EventListener)@ =<---------------------- ventListenerQ ~—— e Notify()

Notify()

Event Notifications

(b)

Figure 8.1. The publish/subscribe protocol. Direct publisher-subscriber interaction (a). Publisher-subscriber inter-
action through an Event Service (b).
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8.2 An Abstract Event Model

In this sectionthemodelof Chapter5 is summarisedn orderto provide ade nition for abstracevents.
It is assumedhata systemconsistsf several physicaldomainssuchasanof ce domain.Eachdomain
containsa setof physical objects,suchasusersandequipmentthataremobile andcanmove freely in
space Eachobjecthasa statewhich is implementedn our modelthroughallist of statepredicateghat
canbeeithertrue or false. Statepredicatecanbe eitherconcreteor abstract.Concretestatepredicates
represenstatethatis directly derived from the sensorsijn this dissertationsuchpredicatesare always
pre xed with “L_"(Low-level). Examplesof concretestatepredicatesare the statesthat representa
users positionin termsof his coordinatesroomsin a building and nestedlocationssuchas oors.
Thesearemodelledwith the rst-order logic (FOL) predicated. _UserAtPosition, L _AtomicLocation
andL NestallLocation, respectiely. For example,L_UserAtRsition(bhn, 13.45,5.76,1.75, 13:56),
AtomicLocation(Room-MeetingRoom,Polygon) L_NestedLocation(FloordRoom1,Room2, Room
3, Room4).

Abstractstatepredicategepresentigh-level statethatis derived from concretestateby meansof
abstractionon propertiesof interest;for example,a users high-level locationin termsof the region
thatcontainghatuser a users presencer absencandthe factthatoneor morepeopleareco-located.
Initially, whenthe systemis startedup, only concretestatepredicatesxist. Abstractstatepredicatesn
this paperarealwayspre xedwith “H_"(High-level).

De nition 1. An abstractventis detectedvhenaninstanceof anabstracstatepredicatevhichinitially
evaluatedo true next evaluatedo falseandvice versa.

8.3 Abstract Event Speci cation and Filtering

The Abstract EventSpeci cationLanguaye (AESLY for creatingabstracteventde nitions is a subsebf

TFOL thatcorrespondso Horn Clauselogic. Anabstracteventde nition (AESL def) consistof oneor

moreimplications(Horn clauses).In caseof only oneimplication,the RHS is the abstracipredicateof

interest.In caseof morethanoneimplication,the RHS of thelastrule is theabstracpredicateof interest
while the RHS of eachintermediateule is anintermediateabstracipredicate? The AESL languageis

discussedh detailin Chapterl2. An exampleis givenherefor illustrationpurposes.

Example 1. Locatetheclosestocationto eachuser

Writing for brevity UL for H _UserInLocation, AL for L_AtomicLocation, EL for H _EmptyLocation,
CL forH _Closestlocation, CEL for H _ClosestEmptylocation andD for H _Distance:

(®u UL (u;rid; role;rattr ) » AL (rid ; rattr ; polygon)
) EL(rid; rattr))
D(vi; u;role;ridy; rattr o) > D(vo; u;role;ridy; rattr 1)
) CL(u;role;ridy;rattr 1)
CL(u;role;rid; rattr ) » EL(rid; rattr)
) CEL(u;role;rid; rattr) (8.1)

LAESLis a typedlanguage, howerer typesare ignored in this chapter The AESLIlanguage is discussedxtensivelyin
Chapterl2.
2As usualwith theseclausesall freevariablesarepresumedo beimplicitly universallyquanti ed.
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Filtering. Horn Clauselogic is usedfor de ning Iters duringclient subscription.Filtering is equiv-

alentto selectinga subsetof instancesf a speci ¢ predicateby specifyinga setof constraintson its

attributes. A lter thatselectsonly theinstancesn (8.1) thatcorrespondo meetingroomsandsystem
administratorss shavnin (8.2). Notethatwe encourag&®ESL de nitions to usevariablesasarguments
for predicatesatherthanconstantsThis facilitatesimplementatioroptimisation,andit ensureshatthe

deductiorof theabstracpredicatewhichis computationallyexpensve, is performedonce,andmultiple

instance®f the predicatearesubsequentlgelectedising Iters. Section8.3.1discussegheimplemen-
tationof AESL de nitions and Iters in moredetail. The syntaxof the AEFSL languagehatis usedin

SCAFOSfor ltering is discussedn detailin Chapterl2.

(rattr = MeetingRoom » (role = Sysadm (8.2)

8.3.1 Abstract Event Detectors

AL(rid,rattr)

UL (u,rid,role,rattr)(uid,role,rid,context)

EL(rid,rattr)

CEL(u,role,rid,rattr)

(v,u,rolesrid,rattr)) vi>v2
CL(u,role,rid,rattr)

D(v,u,role,rid,rattr) TQ(D(v,u,role,rid,rattr))

Figure 8.2. An abstract event detector for Equation (8.1).

EachAESL de nition is compiledinto oneor moreabstracevent(AE) detectorghatarestructured
as a deductve knowledgebase,and that can perform semanticoperationson instancesf knowledge
predicateghat arede ned in termsof TFOL formulae. They areimplementedas Retenetworks [38],
andthey consistof nodesand arcs. Every time a sensorcreatesa new instanceof a concretestate
predicate correspondingokensare createdand propagtedthroughthe arcsto the nodes,eventually
modifying appropriatelythe valueof theabstracpredicate.

NodeTypes

This sectionoutlinesthe type of nodesthat arefoundin ReteNetworks. It extendsthe de nitions of
Section7.1 by two additionalnodetypes- i.e., Store nodesandNOT nodes.
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One-inputnodescheckwhethertherecevedtokenscorrespondo a particularcondition,e.g.,if they
areof classH _UserInLocation. Thesenodesareportrayedn red. One-inputhodesalsocheckwhethera
valueis assignedtorrectlyto anattribute. Suchnodesareportrayedn browvn, andthey arediscussedn
moredetailin Chapterl2. Eachone-inputnodeforwardsthe tokensthatsatisfythe checkonto its child
nodes.

Two-inputnodesrepresentonjunctions. They concatenaté¢he tokensthat are storedin their right
andleft memory andthey performatestto determinavhethersharedsariablesareboundcorrectly Such
nodesareportrayedn greenandarelabelled*AND”.

Store nodesactashbuffersfor the currentandhistoricalinstance®of a predicatetype andforwardall
storedinstance®nto thechild nodes.This allows for temporalreasoning.

Trigger-Query (TQ) nodesare nodesthattrigger a CLIPS querythat selectsall instanceof a par
ticular predicatefrom the knowledgebasefor eachtokenthatis recevedat thatnode.Each(T Q) node
is portrayedas a pair of identicalnodesconnectedvith a curvy line. TQ nodesareintegral in Rete
Networks thatimplementfunctionssuchasthosethat calculatethe maximumor minimum valueof an
attribute of all storedinstance®f a predicate.They areoftenusedin this dissertatiorfor calculatingthe
locationwith the smallestdistanceto one of the users. Eachof the two nodesthatform a TQ nodeis
labelled“TQ(predicate)”.

NOT nodesaresatis edwhenthereis notokenin theirright memory They aretwo-inputnodeshat
usea special auxiliary token (“none”) in their left memory

Testnodesperforma mathematicabr logical operationsuchasequalityor inequalityon the values
of theattributesof thetokensthey receve.

Finally, &P nodesare nal nodes. Whena token is forwardedto the nal node,an instanceof
the abstracipredicatethatis beingde ned is createdor deletedaccordinglyandan “activation” or “de-
activation” abstracteventis triggered,respectrely. An abstractventdetectorfor (8.1) is portrayedin
Figure8.2. Eachmatchin the network will causethe detectionof thefollowing abstracevent:

hH _ClosestEmptylocation huid ; role; rid ; MeetingRoom activation ; timestampii

Eachtime an instanceof the abstractpredicateH_ClosestEmptyLocation(uidole, rid, Meeting
Room)thatwaspreviously trueis evaluatedo false thefollowing eventwill bedetected:

HH _ClosestEmptylocation huid; role; rid ; MeetingRoom de-activation ; timestampii

Abstracteventdetectioncanbe distributedso thateachimplicationin an AESL de nition is imple-
mentedby aseparateletectorformingahierarchicatopologysimilarto SIENA [15] andHERMES[78].
Theoptimalplacemenbf the detectorsn the systemcanbe determinedasappropriatg81].

A lter isimplementedasan AE detectomwith linearcompleity. Filterscanbecombinedvheneer
thereis a sharedcondition. For example,the Iter of (8.2) canbe combinedwith the Iter of (8.3)as
shawvn in Figure8.3.

(rattr = Meeting Room) ” (role = Ceo) (8.3)
8.3.2 Propertiesof Abstract Event Detectors

Negation. Theproposediete-netwrk-basedmplementatiorhandlesheggationef ciently by usingthe
deductve knowledgebasecomponentn orderto generatgéhe missingnegatedabstracpredicatesrom
concretepredicateswheneer this is possible. This is achievzed by forcing concretepredicateghatare
negatedto beretractedfrom theknowledgebase Indeedfor eachfactassertedy asensortheprevious
instanceof the samepredicatés retractedrom the knowledgebase.If this predicateis modelledwith
thesymbolP, theretractionis equialentto theassertiorof aninstanceof the: P predicate.Thechange
causedy the: P predicatds propa@gtedtowardsthe abstracinstancedy meansof the Retenetworks,
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role=Ceo

CEL rattr=Meetin
Room

role=Sysadn

Figure 8.3. Filter combination.

andall abstracipredicateshatdependon P areforcedto bere-evaluated.The abstrac{deducedpred-
icatesQ; thatno longerhold, asaresultof the propagitionof : P, arein turn retractedwhich causes
the assertiorof the negative predicates Q; to bededuced.n this way, the mappingbetweenhe FOL
expressionandthedomainbecomegomplete This ensureshatnegationin FOL expressionsvith state
is handledsufciently .

Partial Knowledge. Becausall assertedactsare maintainedn the knowledgebase Retenetworks
have accesgo all of the availableknowledge. So partialknowledgein the senseof nite-state machine
implementationgseeChapters) doesnot exist here.

Dynamic Extensibility. Oneof the key advantage®f this approachis thatfactscanbe assertednd
retractedrom thesystendynamically andthesetof deducedactsthatrepresentabstractdeducedstate
is keptconsistentvith the change.Thisis dueto thefactthateachassertioror retractionis propagted
to the setof deducedactsby the Retenetworks,andall deducedactsarere-evaluatedaccordingly

Maintaining Transparency. The key enablerof CAAT (seeSection5.2) is that Retenetworks are
higherorderanddealwith freevariablesby default. Eachnodein theRetenetwork operatesccordingo

analgorithmthatundertalesthetestingof all relevantfactsin memorythatsatisfythenodevariablesand
its conditions. Therefore the sameRetenetwork canbe usedfor the evaluationof the sameexpression
in ary domain,aslong asthe namingof predicateypesis standard.

8.4 The ExtendedPublish/SubscribeProtocol

The proposedextensionto the publish/subscrib@rotocolis equivalentto a high-order service(which
is called Abstract Event Detection(AED) Service)where subscriberslo not just subscribeto event
noti cations asin the traditional form of this protocol, but to the establishmenand con guration of
an abstractevent detector(Section8.3.1) for a new abstractevent of interest. The AED Serviceacts
asa mediatorbetweenrnthe subscribeandthe publisher andis responsibldor detectingabstracievents
from primitive events.It interactswith publishersandsubscribersisingthe publish/subscriberimitives
(Subscribe()Notify()) accordingo thefollowing extensionto thetraditionalpublish/subscribgrotocol:
the AED Servicepublishests interface,usinganeventservicesuchasthe CORBA Noti cation Service
to all the subscriberandpublisherof primitive events.Subscribersegistertheirinterestin subscribing
to abstractevent typesof interestby subscribingto a dedicated'AbstractEventSubscriptionListener”
(AESListener()interface,atthe AED Service.Eachsubscriptiorcarriesthe subscribeidenti cation, an
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AESL de nition, anda lter 3.
AESListenesubscribgsubscrikerid ; AESLdef; lter )

The AED Serviceusesthe AESListenerto listenfor subscription®of the above type. For eachreceved
subscription,it checksin the abstract eventrepositorywhetheran event type with the samenameor
AESL de nition exists,andif so,addsthe subscribeto thelist of subscribergor this eventtype. If it
doesnt alreadyexist, the AED Serviceregistersthe new eventtype with the underlyingevent service,
sothattheabstraceventis availablefor Itering. The AESL de nition is madeavailableto the abstract
eventrepositoryalongwith thenew abstraceventtype. Next, the AESL de nition and Iter areextracted
in orderto constructan abstractevent detectorthat detectsan abstractevent of the requestedype, as
explainedin Section8.3.1. Usingthe AESL de nition, the primitive eventsof interestareselectecand
theunderlyingnoti cation services usedfor subscribingo theprimitive eventswhich arethentranslated
appropriatelyandforwardedasinputsto theabstraceventdetector

Eachtime an abstracteventis detected Notify() is invoked in orderto publishthe abstractevent.
Notify() publishesoththe abstraceventandits AESL de nition. This protectsheservicefrom maler-
olenteventsubscriptionin caseof duplicatesubscriptiongo the sameabstraceventtypewith incorrect
AESL de nitions. The AEUListener()listensfor Unsubscribe(requestsand removesthe client that
correspondso the unsubscrib@ventfrom the noti cation list for thatabstraceventtype.

Event Subscriber Abstract Event Detection Service Primitive Event Publisher
Abstract
Event Notifications

EventListener() Notify() Primitive Event

EventListener() | Notifications
[ Notify()

Subscribe() AESListener()

Unsubscribe() AEUListener()

DeleteAE()

Figure 8.4. Abstract Event Detection (AED) Service.

Thefollowing call allowsasubscribeto registerinteresin theeventsof typeH _ClosestEmptylocation
(8.1). The lter of (8.2)is appliedduringsubscription.

AESListenesubscribgapplOR; 1; 2;type def)

It is assumedhattheapplicationis a CORBA objectknown to the systemby its remoteobjectreference
(IOR). jand ; correspondo (8.1)and (8.2)respectiely.
8.4.1 Dynamic Retraction of UnusedAbstract Event Types

Whenno subscriberareinterestedn a speci ¢ abstrackeventtype, the detectionof thatabstracevent
type stopsandary instancesf the abstractpredicateare garbage-collecteffom the knowledgebase.

3This interfacealso containsas an amgumentan AESL type de nition thatis requiredby the underlyingknowledgebase
implementation.Actually, the Subscribe()call is asfollows: Subscribe(subscriberlESL def, lter, type def). Although
AESL is atypedlanguagetypede nitions areignoredin this chapterbut arediscussedn Chapterl2.
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This functionalityis implementedy the DeleteAE()interface,which deleteshe abstraceventdetector
that correspondgo the abstractevent type of interestfrom the AED Serviceknowledge base. The
detectoiis re-createdhe next time a subscribeexistsfor thatevent-type.

8.4.2 Satis ability Checking

As AESL de nitions areusedasspeci cationsfor abstracteventdetection,it is desirablethatthey are
checledfor satis ability, i.e., thatthereexists a statein the sensodriven domainfor which the binding
de nition is true. Theoppositecasethatthereexistsat leastonestatefor which the bindingde nition is
false,is alsochecled. Breachingof satis ability canbe causedy a userde ning anabstraceventthat
correspondso asituationthatis impossibleg.g.,therequest Wheneerthesystemadministratoiis ata
differentroomfrom the healthandsecurityof cer, notify me” is impossiblef the systemadministrator
is the samepersomasthe healthandsecurityof cer.

A prototypeSatis ability checkingcomponentvasimplementedusingthe theorempraover SFASS
[101]. This serviceis discussedn Chapten.

8.4.3 ResourceDiscovery

A subscriptionlog enablegshe AED Serviceto keeptrack of the availability or not of subscriberand
publishers.If a publisheris unavailable,the AED Servicecanseekredundansourcedor that contet
type. Furthermorefailure of the AED Servicewill causethe noti cation of subscribersanda global
CORBA nameserviceallows themto locateredundanserviceghatprovide the samefunctionality.

8.5 Distributed Abstract Event Detection

Abstract Event Detection Service

-
£ Notify()

EventListener()
e, ®
AERListener()

.AEDRListener()
Unsubscribe()

Subscribe()
DeleteAE() D,

o

Figure 8.5. The interfaces of the distributed Abstract Event Detection Service component.

The AED Servicewasdiscussedh the previoussectionasa centralentity, servinga numberof event
publishersand subscribers.In a large-scaledistributed sensowdriven application,event publishersare
situatedin differentphysical domainswhich canbe distributedin a wide-areasetting. In sucha case,
acentralisedAED Servicewill becomea singlepoint of failure. Insteadthe AED Serviceis designed
asa distributed componenthatis placedascloseto primitive event publishersas possible. Note that
this type of load balancingdiffers from the traditionalconcept,asthe aim is not to de ne the optimal
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sener con gurationfor sharingthe processindoad, but ratherthe optimal placesin the network where
the eventprocessinghouldtake placein orderto promotescalability

Furthermore AED Servicedistributed componentsan be combinedhierarchically sharingsome
of the processing.The interfaceof the distributed AED Servicecomponenis seenin Figure8.5. The
Subscribe(andUnsubscribe()nterfacesareusedin orderfor the componento subscribgo otherAED
ServicecomponentsThedistribution of the AED Servicecomponenis madepossibleby thestructureof
the AESL de nition statementsBecauseAESL de nitions arestructuredassetsof rules,they areeasily
implementabldierarchically For example the AESL de nition of Examplel canbeimplementedvith
a network of AED Servicedistributed componentsasin Figure8.6. AE D ; detectsabstracteventsof
typeH_EmptyLocationael),AE D , detectsaabstraceventsof typeH_ClosestLocatiofae2)andAE D 3
eventsof type H_ClosestEmptyLocatiofae3).

Figure 8.6. Hierarchical distributed AED Service architecture.

8.6 Analysis

This sectiondescribesa prototypescalability analysisof the extendedpublish/subscribgrotocol, in
termsof the numberof eventsexchangedaswell asthe numberof computationaktepsinvolvedin the
creatiomanddispatchingf events.It is demonstratethattheoverall eventcostis signi cantly lowerthan
thatof atraditionalpublish/subscribgrotocol. It is alsodemonstratethatthecomputationatomplexity
costis similar to thatof traditionalpublish/subscribeHowever, in the extendedversion,computations
notreplicatedunnecessarilgndit canbe easilyaccommodatedn anappropriatesener.

For simplicity reasonsa centralarchitecturds assumedor the AbstractEvent Detectionservice.
Thearchitectureconsistsof k domains gachcontainingon averagen usersandm rooms.lIt is assumed
thatinstance®f theconcretestatepredicated. _AtomicLocationH_UserInLocatiort andH_Distanceare
availabledirectly asprimitive eventsin eachdomain,by publishergs; p2; ps, respectiely. Theseevents
arereferredto asAtomicLocationUserlinLocationandDistanceevents,respectiely.

8.6.1 ExtendedPublish/Subscribe

A subscriberapplicationis interestedn locatingthe closestempty roomto eachuserin eachdomain
(Examplel), andsoit issuesa subscriptionto the AED Service(seeSection8.4). The AED Service
extractsthe AESL de nition from the subscriptiorandusesit asa speci cationfor generatinghe Rete
network thatcorrespondso this abstracevent. The Retenetwork is portrayedn Figure8.2.

It is assumedhat eachuseris moving at an eventrate of 1 locationevent per second(which is a
conserative averageeventrateproducecdby the Active BAT system). The AED Servicesubscribeso p;
for AtomicLocatioreventsthatrepresenthe topologyof the domainin termsof the physicallocations.

“Note that for simplicity reasons,it is assumedthat location events that contain the region the useris in, e.g.,
H_UserlInLocation(AlanSupervisgFS15,0te), areavailablein thesystem.
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AtomicLocatioreventswill be publishedonly once(m primitive events)aslong asno new regionsare
addeddynamicallyin the systen§ The AED Servicesubscribego p, for UserinLocationeventsand
receves,asaresult,n noti cations/secthat corvey the changego the locationof eachusersothatthe
emptinesgropertycanbe determined.The applicationsubscribego p3 for Distanceeventsandthus
recevesm n noti cations/secwhich helpdeterminethe proximity propertyof eachuserto eachroom.
Theoverallnumberof noti cations from the publishergo the AED Servicecomponents:

bandwidth, sae o = k(n + mn) noti ¢ ations=sec: (8.4)

The AED Servicemapstherecevednoti cations to instance®f the correspondingredicateandprop-
agatesthe changesnsidethe abstraceventdetectorof Figure8.2. Calculatingthe computationatom-
plexity of the Retenetwork of Figure 8.2, asin Chapter7, the overall numberof computationabkteps
performedby this network areO m?n? =sec[53]. A maximumof n tokensthatdescribethe closest
emptylocationfor eachof then usersaredetectedy the network andpublishedoy the AED Serviceas
abstraceventnoti cations ®

Event Bandwidth. Theworstcaseestimatefor thetotal eventbandwidthrequiredfrom the AED Ser
vice componento eachsubscribeamountgo:

bandwidthaep s = O(kn) notif ications=sec (overall)

O (n) noti ¢ ations=sec (per domain) (8.5)

FromEquation$.4,8.5,it canbeinferredthataslongasthe AED Serviceis placedcloseto theprimitive
eventsourcesthe eventbandwidthfrom thesourcego the AED Servicewill only contrituteto thelocal
networktraf c. Fortherestof thenetwork, fromthe AED Serviceto thesubscribergheeventbandwidth
generatedrom theabove scenarids O(n).

bandwidth gverar = O (n) noti ¢ ations=sec (per domain) (8.6)
Computational Complexity. Themaximumnumberof computationastepsrequiredatthesenerthat
accommodatethe knowledgebaseat eachdomainis:
computational complexity = O(n?m?) computationabkteps/se¢per domain)

Assumingthatthe numberof userscangrow rapidly andsigni cantly exceedghe numberof rooms,it is
worth calculatingtheabore compleity in termsof n only:

computational complexity = O(n*) computational steps=se (per domain) (8.7)

8.6.2 Traditional Publish/Subscribe

Event bandwidth. In this casejt is the subscribingapplicationitself thatsubscribe$o source9s; p2
and ps, and thereforethe overall noti cation rate that traversesthe network from the sourcesto the

SFor example,in the caseof SPIRIT[41], ausercande ne aregion in spacewhichwill causehis Batto enteranenegy-
saving modewhenplacedin thatregion.

8In practice,this model usestwo separatknowledgebaselayers,one for concretestatepredicatesand one for abstract
ones,which togetheract as a two-layer statepredicatecache(Chapter6). This is ignoredin this analysis. In a two-layer
knowledgebase,therearein averagen + 2 events/secondisedfor the communicationbetweenthe two layersand O(n)
additionalcomputationasteps/seconih the higherlayer Thesenumbersio not affect the overall estimates.



Chapter8. An ExtendedPublish/SubscribrotocolUsing AbstractEvents 147

subscribers:

bandwidthgyeran = k(n + mn) noti ¢ ations=sec (overall)
O (n + nm) noti ¢ ations=sec (per domain) (8.8)

Assumingthattherearemoreuserson averagethanrooms,then:

bandwidthoersy = O n? notic ations=se (per domain) (8.9)

Computational Complexity. However, at the applicationside, additionalcomputationsare required
in orderto calculatethe emptinesgpropertyandall subscribersieedto performthesecalculationsper
second.Assumingthat calculationsaredoneusingthe Retealgorithm,so thatwe canhave a basisfor
comparisonthenat least0(m?2n?) computationsarereplicatedat eachsubscriber Assumingthatm is
boundedby n, theabove compleity become(n?).

O m?n? computational stepsse (per subscriber)

computational complexity

O n* computational steps=sec (per subscriber)  (8.10)

8.6.3 Comparison

Theoverall eventbandwidthin the caseof the extendedpublish/subscribéEquation8.6)is signi cantly
lower thanthat of the traditional one (Equation8.9). Note that while the worst-casesstimateof the
computationakostin the traditional publish/subscribéEquation8.10) is similar to the extendedone
(Equation8.7),thecomputationn thetraditionalcaseneedgo beundertakenby eachsubscribewhereas
in the extendedpublish/subscribeomputatiortakesplaceonce,atthe AED Service.

8.7 RelatedWork

Two otherusesof abstiact eventshave beenproposedn the literature: Abstracteventsfor distributed
programexecution[56, 57] andabstractventsfor representingprocessostatesn aparallel-processing
ervironment[24]. Both theseusesareunrelatedo the currenteffort.

A signi cant amountof effort hasbeenexpendedalreadyin the areaof large-scaleevent-interaction
basednthe publish-subscribearadigm.Most of this effort is focusedon six designissues:

Whetherthe eventprocessings performedn onecentral unit or in asetof distributedserves and
in whatcon guration the senersshouldbe connected.

Themessageoutingalgorithm.
Theselectionprocesghatseparatesventsof interestfrom all otheravailableevents.

A processingstratay thatdetermineghe optimal placesin the network thatmessagelatashould
beprocesseih orderto optimisemessgetraf c.

Eventcomposition.

Middlewaresupport.

As far asthe rst pointis concernedalternatvesincludea centalisedapproad, a distributedap-
proach anda distributednetworkof serves approacH33]. In acentralisedapproach(OracleAdvanced
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Queueingand IBM MQSeries)a centralentity called an eventserviceis responsiblefor storingand
forwarding messagesexchangedoy subscribes and publishes. Applicationsbasedon suchsystems
(banking,electroniccommerceapplicationshave strongrequirementsn termsof reliability, datacon-
sistengy andtransactionasupportbut do not needhigh datathroughput.In a distributedapproactsuch
asthe oneusedby TIBCO, producerscommunicatedirectly with consumerghrougha store and for-
ward medianismwhichis ef cient for applicationssuchas nancial stockexchange.Lastly, Siena[15]
and Hermes[79] usean intermediateapproachnamely a distributed network of eventbrokers, thus
combiningloose-couplingvith persistenandreliablemanagementf noti cations.

Asfarasthesecondiesignstrateyy is concerneddifferentsolutionsdealwith atrade-of betweerthe
complity of theroutingalgorithmandtheprocessingpower of thedistributedseners. Alternativeshere
include broadcasting15] and multicasting[25, 93]. Scribe[93] usesan ef cient peerto-peerrouting
method[92] for the designof a scalablenoti cation-disseminatiorplatformusingrendezvougodes.

Thirdly, becausesubscriber@areusuallyinterestedn particulareventsor event patternsandnotin
all eventsthatarebeingpublished, Itering canbe usedin orderto identify the noti cations of interest
for agivensubscriberAs a consequenceltering leadsto the reductionof the overall eventbandwidth.
Thisis implementedy the OMG groupin their EventNoti cation Speci cation[61].

Fourthly, sereral Itering techniquesanbe usedin orderto furtherreducethe numberof delivered
events.Sienaproposes novel processingtrategy which reduceshenumberof exchangedoti cations,
by usinga mechanismthat obsenessimilarities betweensubscriptionlters andforwardsthroughthe
eventarchitectureonly thosesubscriptionghatarenotincludedin a previous,moregenerakubscription
pattern. Hermesimplementsa similar mechanism. Furthermore Sienaabidesby the principle that

Itering shouldbe appliedas closeas possibleto the sourcesof noti cations, whereasa noti cation
shouldberoutedin onecopy asfaraspossibleandshouldbereplicatedascloseaspossibleto theparties
thatareinterestedn it. This is similarin conceptto the combining Iters in SCAFOS,usedto avoid
replicationof computation(seeChapters3 and12).

Signi cant work hasalsobeendonein the areaof eventcompositior|6, 7,63,107 , i.e., thecombi-
nationof primitive eventsinto compositesventsby applyinga setof compositionoperators. However,
event compositiondoesnot offer sufcient expressienesdor the requirementsof mary applications,
suchasthe onesin SentientComputing,nor doesit hide the compleity of the eventarchitecturerom
the applicationlayer. Using eventcomposition,in orderfor anapplicationto registerinterestin anab-
stractsituation,it would have to registerfor all compositionghatleadto the abstracistateof interest.
For example,consideran applicationthatis interestedn receving noti cation aboutthe closestempty
meetingroomto a mobileuser. Using eventcompositionthe applicationwould have to registerfor all
combinationof eventsthatwould leadto the above situation,e.g.,it would have to include eventsthat
leadto all the possiblewaysthatpeoplehave movedin orderfor ameetingroomto beempty e.g.,even
for peoplewho have previously movedinto the meetingroomandout of it again.

Hermesappeardo take eventinteractiona stepfurther andlooks at the publish/subscrib@rotocol
asthe basisfor an event-basedniddlavare architectue, providing supportsimilar to traditional mid-
dlewaresystemgCORBA, Java RMI) in orderto addressssuessuchasfault-tolerance type-tedking
of invocationsandreliability. FurthermoreHermesaimsto improve the ef ciency of the delivery of
eventnoti cations by using peerto-peerrouting techniquedor creatingoverlay broker networks [80].
Role-basedccessontol for publish/subscribeniddlenvarearchitecturess the objective of [10] which
discussesnintegrationof the Hermesmiddlevareandthe OASIS [8, 43] framawork.

A genericmiddlevarecomponenthatundertalesthe procesf correlatingandaggreating events
is presentedh [46]. Thecontribution of thiswork is thatit providesa fast,computationallyef cient way
for the subscribeto determinevhena situationof interestis satis ed, whichis atthe sametime generic
andindependentf thetype of situationof interest.

The seminalnotion of abstraceventsin sensodriven systemsappearso have originatedin [7] and
it is mentionedagain laterin [6]. However, this early intuition is case-speci ¢ staticand not directly
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applicableo looselycoupledsystemsin bothpublicationd7, 6], pointto pointcommunicatiorbetween
the eventsource andthe eventclient via an eventmediatoris assumedforcing closecouplingbetween
theeventsourceandtheeventclient. Theseefforts do notdiscusgshesemantic®f programmablsupport
for thedynamiccreationof abstrackeventsin anasynchronousmanner

In conclusiongxisting efforts arenot directly applicableto sensordriven systemsecausehey lack
the ability to dealwith very large-scaleaventinteraction,dynamicextensibility anda naturalinterface
thathidesthe underlyingeventimplementation.

8.8 Conclusions

Thischapterextendshework presenteih Chaptels, whichadwcatestate-basenhodellingfor context-
awarenes sensordrivensystemsy demonstratinghatsubscribingo changesn systemstateis more
appropriatefor sensodriven systemsthan subscribingto event sequenceshat leadto suchstate. It
proposesan extensionto the publish/subscrib@rotocolthat allows transparengin subscribingto dis-
tributedstate. Chapters demonstratethat currentevent modelshave limitationsin this respectwhich
aredueto the incompletemappingbetweenthe subscriptionlanguageg(FOL) andthe elementsof the
implementatiordomain,aswell asthe insufciency of nite automatao dealwith negationandquan-
ti cation. In orderto addresshesedimitations,a statemodelwaspresentedn Chapters. The proposed
modelis implementedusing a deductve knowledgebase,which deduceghe predicateghat complete
theabore-mentioneanapping.In this chapterthe concepif abstraceventsaschange®f abstracstate
is introducedanda higherorderserviceis describedThis servicetakesasanargumentanabstracevent
speci cationand,in return,publishesaninterfaceto a furtherservice,anabstraceventdetectoywhich
noti es transitionsbetweertrueandfalsevaluesof thespeci cation. In thisway, scalabilityis promoted,
andthe computatioris placedcloserto the publishersavoiding unnecessarseplication.

Although the scopeof this work hasbeensensotdriven systemsthe enhancedublish/subscribe
protocolpresentedhierecanbe usedwith all eventsystemavhereabstraceventsmale sense.
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Chapter 9

Model Checkingfor SentientComputing:
An Axiomatic Approach

Previous chaptersntroduceda statebasednodelanda scalableabstracreasoningschemdor context-
awareknowledgein sensordriven systems.This chapterinvestigatesthe correctnesf the modelthat
representshe currentstateof the dynamicallychangingworld aswell asits semanticcompatibilityand
interopembility with contet-awareapplications.This modelcanbe seenasa concieteinterpretatiorof
the physical environmentandconceptuallystandshetweerthe physical world andthe abstact view of
the applications.A numberof factorssuchasthe non-homogeneitpf physical spaceandthe precision
of the sensortechnologymay introduceerrorsandinconsistenciedetweenthe physical world andthe
model.Ontheotherhand theabstracwiew of theapplicationdomainneedgo becorrectandcompatible
with the concretemodel, especiallyin the caseof distributedenvironmentswhereapplicationsneedto
interactseamlesslwith severaldifferentconcretenodelcomponents.

This chaptemproposesa system similar to a model-checkr, thatchecksthe satis ability of the ap-
plicationrequirementsgainstthe physical ernvironmentmodel,aswell asthe consisteng of the model
with the physicalervironmentthuspromotingdistribution. Theimplementatiorof the proposedsystem
is basedn atheoremprover.

9.1 Intr oduction

Chapters, 6 and7 discussvariousaspect®f a modelfor sensoidriven systemsvhereabstracknowl-
edgeis deducedrom concreteknowledgeaccordingto AESL de nitions. However, this dual abstact
mapping i.e., from the physical ervironmentto the concretenodelandfrom the concretemodelto the
applicationlayer, canbe affectedby a numberof factorsin termsof correctnesscompletenesandcon-
sistencyof both the modelandthe applicationspeci cations. The mostimportantof thesefactorsare
summarisedbelow:

Non-homgeneousspaceand the natural laws of physics The applicationspeci cationsmay
containlogical fallaciesthat are causedoy ignoring the physical constraintghat are introduced
by the spatialtopology i.e., a personcannotbe in morethanonelocationsimultaneouslyandhe
cannotmove throughwalls.

Semantisufciency of themodel Theapplicationis notawareof thecorrectnessrthegranularity
of the model of the physical world that dependdirectly on the capabilitiesof the underlying
locationsystem.For example,a modelthatis updatedoy Active Badge[106] locationsightings
only knows aboutrooms. Sucha model cannotreasonwith any applicationrequirementghat
involve positionsor regionssmallerthanrooms. For example,sucha modelcannotdetermineto
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which PCin theroomthe useris closer andthereforesuchan applicationrequirementvould be
unsatis ableby the speci ¢ model. However, a modelthat dependsn the Active BAT [41] for
locationinformationknows the exact positionof a userandcandeducemuchmoreabstractstate
in orderto satisfytheapplicationrequirements.

Correctnes®f abstact applicationspeci cation The applicationspeci cationmay beincorrect,
in which caseit will not be satis able by the modelevenif the modelis semanticallyadequate.
Errors can occur from violating logical constraints,suchas the onesthat are derived from the
functional operationof location predicates.For example,the situationin which the C expertis
typing at his keyboardwhile at the sametime the systemsadministratoris having a coffee is
impossibleif the systemadministratormandthe C expertarethe sameperson.Feedbaclkshouldbe
returnecdto the applicationin sucha case.

Modelchedking [18] wasproposedn 1981by Dr. EdmundClarckasa methodfor formally verifying
nite-state concurrentsystemswherespeci cationsaboutthe systemare expressedastemporallogic
formulas,and ef cient symbolicalgorithmsare usedto traversethe modelde ned by the systemand
checkif the speci cationholdsor not. We proposea veri cation techniquesimilarin concepto model
checkingthat checksabstractknowledgede nitions (AESL de nitions) for correctnes@and semantic
compatibility with the modelsof the sensordrivendomains.Correctnesss establishedgainsta setof
spatio-temporatonstraintandagainsta setof logical constraintshatmalke surethatlogicalfallaciesare
excluded.TheSentienmodelis alsochecledfor correctnesby checkingeachsensoupdateagpinstaset
of spatio-temporaspeci cations.Wheneer a speci cationis found unsatis able appropriatdeedback
canbe givento the applicationthat can be usedfor the selectionof a more appropriatemodel, or an

adaptatiorin the applications behaiour.

9.2 Factorsthat Affect Modelling

Themainfactorsthatmake the concretanodelincompleteor inconsistentvith the physicalervironment
is thecombinatiorof thebehaiour of thesensotechnologythatinstrumentghysicalspaceandthenon-
homogeneityof physical spacdtself. The mainsensottechnologyusedfor physical spacamodellingis
locationtechnology Locationtechnolagiesvary in precision,andanimpreciseor anincorrectreading
will introduceanerrorin theconcretenodel. Becausepacecandiffer somuchfrom onecm? to anothey
suchanerrorcanleadto anillegal modelstate. For example,a usercanbe seen oating in the air, or
walkinginsideawall.

Similarly, the applicationabstractview canbeincompleteor inconsistentomparedo the concrete
model. Inconsistencieberecanbe introducedvia incorrectapplicationspeci cationse.g.,an applica-
tion speci cation may describean abstractstatewherethe applicationis interestedn pagingthe rst
availableC++ expert,while the systemadministratoiis unavailable. This particularabstracstatecannot
bereachedaslong asthe systemadministratoiis the only C++ expert.

Anotherconstraintderivesfrom the situationin which an applicationinteractswith morethanone
concretemodelat differentlevels of knowledg precision. For example,the above applicationspeci -
cationwould be unsatis ablefor a modelthatonly knows which roomauseris in andthereforecannot
determinewhetheroneis usinga PC or not. The proposedsystempreventsthe above problemsby
checkingthe concretemodelagainsta setof speci cationsthatpreventthe modellingof illegal states.

9.3 Speci cations

Speci cationsaredescribedn termsof FOL axioms,andcanbe classi ed into threesets: Spatialand
logical specsModel specsand Applicationspecs.Spatialandlogical specsareusedto checkthe con-
sisteng of the modelagainstthe physical environment. They represenphysical constraintghatapply
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to all Sentientervironments(seeSection9.2). Model specsare usedto determinewhetherthe abstract
speci cationsarecompatiblewith the concretamodelor whetherthe modelis semanticallysufcient for
the applicationspeci cation. Applicationspecs' areprovided by the applicationsn theform of axioms
andaimto bind concretestatepredicateso a high-level, abstracstatepredicatereferredto in this paper
asthegoaltheoem Goaltheoremsarechecledfor satis ability againstapplicationspecsmodelspecs
andspatialandlogical specs.Moreover, eachsensomupdateis checledfor satis ability againstspatial
andlogical specs.

Overall Speci cation

Thesatis ability of the overall speci cationis modelledby the predicateSpecSuaess whichis de ned
asequivalentto the conjunctionof the predicateghat signify the satis ability of the applicationmodel
andspatialspeci cations respectiely:

AppSuaess” : ModelRailure™ SmatialSuccess )  SpecSuaess

9.3.1 First-Order Logic Description of a SentientModel

Considera Sentientervironmentwith j users(uid) thatsharem roles(r ole) andmove aroundn loca-
tions(rid) thatcanbe characterisetby u attributes(rattr ). Usingthe modelde nitions of Chapter5,
factsareof typelL _AtomicLocation (rid; rattr ; polygon), H _UserinLocation (uid; role;rid; rattr ), or
H _Distance(v; uid; role;rid; rattr ).

9.3.2 Spatial and Logical Speci cations

Spatialand Logical Speci cationsaim to representonstraintghat derive from the characteristicof
physical space(seeSection9.2). Both application-preided theoremsand new factsproducedby the
sensotinfrastructurearechecled againstthis setof speci cations.Thefollowing axiomsrepresensuch
speci cations:

Axiom 1. Eachusercanbein only onepositionatatime.

(X1=%x2)" (1= y2) " (21 = 22)
_: L_UserAtP osition (uid; roleg; X1;y1; Z1)
_: L_UserAtP osition (uid; roley; X2; y2; Z2)

Theabove axiom preventsthe applicationfrom makinga speci cationthatimplicitly requiresthe same
userto bein two differentpositionsat the sametime, usuallyundera differentrole, e.g.,a userwho is
botha systemadministratoanda C++ expert. We canalsosaythatL _UserAtPosition is a functionin
thedomainof theconcretemodel.A directconsequencef the abore axiomis thefollowing:

Axiom 2. If anobjectis containedn morethanoneregion, thesearenested.

(L _N estedLocation(rid; site-list ) I nList (ridq; site-list))
_ (L_NestedLocation(ridq; site-list) * I nList (rid; site-list 1))
_: H _Userl nLocation (uid; roley; ridy; rattr 1)

_: H _Userl nLocation (uid; roley; rid,; rattr »)

! Applicationspecsareequivalentto AESL de nitions.
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The above axiomsdenoteghatif a useris known by the systemto beinsidetwo differentregionsthen
theregionsarenested.

Axiom 3. A usercannotbelocatedinsidea compacturiacesuchasawall.

| sOpaque(Xi;yi;z1) )6 9L _UserAtP osition (uid; role;x1;y1; z1)

Thisaxiomcanbeusedto discover anerroneousocationsystemnsighting. ThepredicateSpatialSuccess
is usedin orderto denotethatall axiomsin this category aresatis ed.

9.3.3 Model Speci cations

Modelspeci cationsareusedin orderto determinevhethertheconcretenodelis preciseenoughfor the
applicationspeci cation.Modelspeci cationsareprovidedbothby theapplicationandthesensodriven
modelside. Theapplicationprovidesanatomicformula:

Reauir edPrecision(x; y)

The pair x; y is a con dencelevel that characterisethe precisionof the locationmodelling. Theterm
X takesvaluesfrom the setf region; coordinatesg anddenoteghe type of the locationtechnologyand
y 2 [1  10]representsheaccuray of the coordinatesysteni. The higherthe accurag, the highery.
Theconcretemodelprovidestheatomicformula:

ProvidedPrecision(x; y)
The pair x; y is alsoa con dencelevel 4 for location modelling precision. Similar predicatesan be

inventedfor othertypesof information.

Axiom 4. Theknowledgeprecisionrequiredby theapplicationshouldbeno greaterthantheknowledge
precisionofferedby the underlyingmodel.

Reaquir edPr ecision(regon; 0) * ProvidedPrecision(regon; 0)) : M odelF ail ure(x; y)

Requir edPrecision(regon; 0) * ProvidedPrecision(coordinates;y) ) : M odelF ail ure(x; y)

Requir edPr ecision(coordinates; x) » ProvidedPr ecision(coordinates; y)
N> (Xy)

)  ModelFailure(x;y)
Requir edPr ecision(coordinates; x)  ProvidedPr ecision(coordinates; y)

A> (y;x)) M odelF ail ure(x; y) (9.1)

Initially the predicateModelRailure is setto true. Eachaxiom which is satis ed setsit to false. If
ModelRailure equaldfalse ,themodelspeci cationsaresatis ed.

2It is assumedhatno regionsareoverlapping.

3If x="region"theny=0 by default.

“Here, it is assumedkither coordinateor containmenigranularityfor the location system,anda con dencelevel for the
precisionof the coordinatesystemin 95% of the measurements.
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9.3.4 Abstract KnowledgeDe nitions (AESL De nitions)

Assumean applicationthat needsto determinethe closestempty meetingroomto the CTO of a com-
pary sothatit caninitiate a tele-conferencelt is, therefore,interestedn knowing whenthe predicate
ClosestEmpty Location (uid; CTO; rid; Meeting Room) is true,aswell asthevalueof rid. Because
sucha predicatedoesnot exist in the system the applicationneedgo bind this to a setof factsthatthe
systemknows aboutin alogical way.

The AESL de nitions can be seenbelov (for reasonof simplicity we assumehat the predicate
Closestlocation is calculatedoy the systemusingthe predicateDistance).

Reaquir edPr ecision(region; 0)
®uid H _UserInLocation (uid; role;rid; rattr ) ) H _EmptyLocation (rid; rattr)
H _Distance(vs; uid; role;ridy; rattr ,) > H _Distance(vo; uid; role;ridq; rattr 1)
)  H _ClosestLocation(uid; role;ridq;rattr ;)
H _ClosestLocation(uid; rid; role;rattr ) » H _E mptyLocation(rid; rattr)
)  H_ClosestEmptyLocation (uid; rid; role;rattr ) (9.2)

The goal theoremis the theoremthat needsto be checled for satis ability. Satis ability of the goal
theoremimpliesthesatis ability of theapplicationspeci cation,i.e.,thepredicateAppSuccessvhichis
initially true,remaingrue. In this case,

9rid(H _ClosestEmptylocation (uid; CT O; rid; Meeting Room)) ) AppSuccess (9.3)

9.4 Proof by Resolutionand Satis ability

The contrikution of this work is basedon usingthe conceptof satis ability asthe foundationfor evalu-
atingthe conformancef applicationspeci cationsandsensomupdatego the Sentientmodel.

A satis ability problemin conjunctve normalform (CNF) consistsof the conjunctionof a number
of clauseswherea clauseis a disjunctionof a numberof variablesor their negations. Given a setof
clausesC1;Cs; Cp onthevariablesxq; x5; ; Xn, the satis ability problemis to determineif the
formula

CiMCr "~ Cpy

is satis able,thatis if thereis anassignmentf valuesto thevariablessothattheabore formulaevaluates
to true. Clearly, thisrequiresthateachC; evaluatedo true.

Automatictheoremproversaimto nd a proof for atheoremgivena setof axiomsthatareknown
to betrue. A commonmethodfor nding aproofis by resolution Accordingto proof by resolutionthe
setof axiomsandthe goaltheoremaretransformedo conjunctive normalform (CNF), andresolutionis
appliedto theresultingsetof clauses.Existenceof proofis equivalentto the satis ability of the setof
clauses.

9.4.1 The Theorem Prover SPASS

SRASS[107]is a rst-order logic theoremproverwith supportfor equality andit wasusedn aprototype
implementatiorof a satis ability servicewhoseAPI is shavn in Figure9.1. SFASS alsofeaturesa Web
interface(Web SFASS) [101], aswell asintegratedsupportfor transformingFOL formulasinto asmall
numberof conjunctve normalform (CNF) clauseq75] beforetestingfor unsatis ability.
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9.4.2 Example

Let usassumehatthe abore applicationspeci cationneedso be testedagainsta modelwhich knows
of locationsin termsof coordinateswith accurag of 3 cm,in 95%of thecasessuchasthe Active BAT.
This canbe encodedwith the predicateProvidedPrecision(coordinates; 9). Whentestedwith SFASS,
thegoaltheoremis foundto becorrect.

SPASSV 2.0
SPASS beiseite: Proof found.
Problem: /tmp/webspass-webform_2003-09-09 00:40:50 2975I.txt
SPASS derived 2 clauses, backtracked 0 clauses and kept 57 clauses.
SPASS allocated 528 KBytes.
SPASS spent 0:00:00.33 on the problem.
0:00:00.04 for the input.
0:00:00.09 for the FLOTTER CNF translation.
0:00:00.02 for inferences.
0:00:00.00 for the backtracking.
0:00:00.04 for the reduction.

CheckSatisfiable() model

[ J o

i | LoadFOLModel()

1 LoadFOLModel()
o @ -
' ChecksSatisfiable()

| AddFOLFormula()

3 AddFOLFormula()
A

i
sensor

Figure 9.1. The Satis ability Service and its API.

TheLoadFOLModel(jnterfaceis usedfor loadingSAL factsthatdenotehespeci c implementation
of eachdomain,in termsof thetopology thenumberof usersandthespeci c requirementsf theinstru-
mentationtechnology The ChedkSatis able()interfacechecksthe satis ability of alogical formulathat
representanapplicationde nition, asdescribedn this chapter Suchapplicationde nitions correspond
to AESL de nitions discussedn Chapterl2. Lastly, the AddFOLFrmulainterfaceassertsa SAL fact
derivedfrom a sensorandchecksthis for consisteng with the FOL model.

9.5 Conclusionsand Further Work

A servicethatchecksSentientComputingspeci cationsfor correctnesandsemanticcompatibilitywith
Sentientmodelswas presentedn this chapter Threetypesof correctnesspeci cationshave beendis-



Chapter9. Model Checkingfor SentientComputing 157

cussedTheserviceis basedn thetheoremprover SRASS, andprogrammingogic hasbeendeveloped
thatensureghatall speci cationsaresatis edfor the overall applicationspeci cationto hold.
Furtherwork includes:

Evaluatingthe satis ability of thetemporalpropertiesof the AESL de nitions, in additionto the
logical ones. This requiressupportin the theoremprover for mathematicakvaluationsuchas
equality inequality etc.

The performancef the Satis ability Service,whenusedfor evaluatingreal-timesensowupdates,
remaingo betested.
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Chapter 10

SCAFOS: A Framework for the
Developmentof Context-Aware
Applications.

This chapterdescribesninfrastructurethatfacilitatesthe creationanddeploymentof applicationghat
satisfy the requirementdor contet-awarenessn sensodriven systemsas statedin Chapter5. The
userprovidesa high-level speci cationof the applicationto be developedusing SCALA (Chapterl2).
SCAFOSundertakestheburdenof theend-to-endmplementationfrom theuserto thesensotayer. Dur-
ing the end-to-endorocessingSCAFOSchecksthe correctnes®f userrequirementsdecidesvhether
the speci cationis feasiblegiventhe underlyingcomponentsand,if it is, it requestghe creationof the
necessargventsand subscribego them. It then monitorsthe distributed componentof interest,and
generateshe abstractstatethat the applicationis interestedn from aggreated,concreteand abstract
statethatis availablein the model. Oncethe speci cationis met, the desiredsystemresponsas trig-
gered.This chapterdiscussethework donein implementingSCAFOSandtheinsightsgainedfrom the
implementation.

10.1 SCAFOS

The SCAFOSframeavork is a prototypemplementatiorof themodelproposedn chapter& to 7. Forthe

mostpart, theimplementatioris basedon Java, asthis is a widely-usedanguagehat canbe compiled

to differentplatforms. The detailedSCAFOSarchitecturds portrayedn Figure10.1. This architecture
consistof a setof componentshatprovide thefunctionalitydescribedn thisthesis.Theseareoutlined

here:

The ECA Serviceallows the developmeniof context-awareapplications Its designis inspiredby
initial work presentedn [59] but it hasbeenextendedandthinneddown in orderto beintegrated
with SCAFOS .Thefunctionality of the ECA serviceis discussedn moredetailin Chapterl0.

The Satis ability Serviceimplementsthe servicedescribedn Chapter8. It checksthe correct-
nessof the speci cationin termsof abstracknowledgeandaddresseary con icts betweenthe
speci cationandtheimplementation.

The AbstractEvent DetectionServicecomponentmplementghe servicedescribedn Chapter7,

i.e.,ahigherorderservicethatcreatepublishergor abstraceventsaccordingo thespeci cations.
The AED Servicecanbedistributedto morethanonecomponentasdiscussedn Chapter?.

159
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Figure 10.1. The SCAFOS conceptual framework.

The Deductve KnowledgeBase(KB) componentmplementshe modelfor abstraceandscalable
reasoningf Chapter6. More thanoneDeductve KnowledgeBasecomponeninayoperaten the
infrastructurdor reason®f distribution (seeSection10.1.1).

The StatisticallnferenceServicesupportsmovementrecognitionand likelihood estimation,as
discussedn Chapters3 and4.

10.1.1 Distribution and Transparency

Transpaencyin distributedcommunicationis ensuredy using CORBA technologyin orderto imple-
mentthe componentof the architecture. Resouce discovery of the SCAFOSservicesis enabledby
usinga global CORBA nameservice. The AED Servicemaintainsa subscriptionlog thatallows it to
checkfor the availability of publishersandsubscribersia the nameservice.Subscriberganalsocheck
theavailability of the AED Serviceandseekredundantesources.

The Deductive KB componenin Figure10.1is implementedasa CORBA object,which makesit
accessibléransparentlyia multiple remoteclients, suchasthe Abstiact EventDetectionService the
StatisticallnferenceService the Satis ability Serviceandthe userinterfacesSubscribe()UserQuery()
andUserUpdate() Communicatiorbetweernthe Deductve KnowledgeBasecomponentindthe restof
the componentss asynchronousisingthe CORBA noti cation service However, insidethe Deductve
KB componentcommunications achiezed asynchronouslypy passingstringsas remoteinvocations.
Figurel10.2illustratesthe useof theinterfacesSubscribe()UserQuery(andUserUpdate() Theseinter-
facesareexportedto acentralSCAFOSinterface,which, wheneerit is invoked, triggerstheinvocation
of theappropriaténterfacesn eachcomponentFor example whenthe SCAFOSinterfaceUserQuery()
is invokedby thequerylocatean emptyroomwhich is closesto the CEQ, all therespectre UserQuery()
interfacesn all therelevantDeductive KB componentsvill beinvoked.
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Figure 10.2. Deductive KB distribution

10.1.2 Concurrency

The Deductve KB componenthasbeenimplementedvith concurreng in mind. The InterfacesUser
Query() CreateAESLDef(andUserUpdate(useReadandWrite locks to ensurethatintegrity similar
to the Multiple Reades - SingleWriter problemis achieved. SCAFOSrunsindependenthyof the life-
cycle of the applicationsthat are createdin the framewvork. Context acquisition,applicationcreation,
subscriptiorandqueriesareconstantlyavailable. Thisis madepossiblebecaus¢he Deductive KB com-
ponentis threaded.A new listenerthreadis spavnedthat listensfor Create AESLDef()UserUpdate()
andUserQuery(kalls,everytime suchacall is processethy the Deductive KnowledgeBasecomponent.
The sameappliesto the Subscribe(jnterfaceof the AED Servicecomponenandthe CreateECAApp()
interfaceof the ECA Servicecomponent.

10.1.3 Maximum Integrability

Theimplementatiorof SCAFOSis basedn Javawhichis a highly integrableplatform. Theknowledge
basecomponenis written in Jesg51], which is a Java shell for the expert systemCLIPS[19]. Com-
municationbetweenlessandJavais achiezed by passingstring-basedvents.Datais extractedfrom the
sensoreadingsandanappropriatestring is constructed Appropriatelistenersandevent publisherscan
be written for ary sensortechnology CORBA eventsproducedby the Active BAT and Active Badge
sensoreadingshave beenusedin this scheme.

10.2 The Deductive KB component

The prototypeimplementatiorof SCAFOSIs describedn moredetail here. It consistsof thefollowing
logical components(Figure10.3):
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GUI/SCALA UserQuery()

UserUpdate()

Client
ExecuteReteCommand()

KB —<—— Rete Manager |
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DeductiveKB
ExportFOLModel() T SensorUpdate()

sensor

Figure 10.3. Software components architecture.

A KnowledgeBaseComponent. A knowledgebases implementedn Jesg51].

A DatabaseComponent. The databaseeomponentholds the predicatede nitions of the model of
Chapter5, aswell asa setof initial factsthatdescribethe entitiesin thelocal domainsuchasits topol-
ogy (SAL predicated._AtomicLocation L_NestedLocationL_InReagion). As staticknowledgeheldin
the databasés separatedrom the dynamicknowledgethatis alsoheldin the knowledgebase a single
databaseomponentanbeusedin orderto loadthe modelandinitial con gurationinto morethanone
knowledgebasecomponentthusachiezing load-balancelf persistencés required the databaseanbe
usedto storesnapshotsf thedynamicknowledgestoredin the knowvledgebase.In the prototypeimple-
mentation the databasés implementedn mySQL[70], which is an opensourcedatabas¢echnology
An object-wrappelfimplementedn Castor[16], operatesbove this, providing anobjectinterfaceto the
underlyingdatabase.

A Rete Manager Object. The ReteManager is implementedcasa CORBA object. This objectman-
agesall accesset the knowledgebaseby meansof remoteinvocations.The ReteManager exportsan
IDL interfacethatconsistsof two methods:ExecuteReteCommand(striogmmandpindExecuteRead-
ReteCommand(stringommand) The ExecuteReadReteCommand(stroanmand)methodcontains
a Readlock so that multiple threadscan accesshe sameknowledge baseconcurrently The Exe-
cuteReteCommand(strimpmmandontainsa write lock sothat multiple threadscanaccesthe same
resourcexclusively. Bothmethodgake astringwhichrepresentthecommandasanargumentandpass
it to Jesswherethe commands assertedn the knowledgebase.Jesgaisesa numberof exceptionghat
are capturedby the ReteManagerif the assertioris unsuccessfulReferringto Figure10.1,it is worth
notingthattheinterfacesUserQuery() Subscribe(andUserUpdate(areonly implementedhroughthe
IDL interfaceExecuteReteCommand()

Insidethe Deductve KnowledgeBasecomponentmultiple knowledgebasecomponentand, con-
sequently Rete Managerobjects(Figure 10.3) can be created,initialised and used. This enablesthe
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layeringof the knowledgebase(seeChapter6) andallows for ef cient load-balancinglgorithmsto be
used.

An Event Adaptor Object. An EventAdaptorobjecttranslatesensoiderived events(from SPIRIT
andQoSDREAM)to Jesdacts,andassertshesen theknowledgebase.

A Listener Thread. Thelistenerthreadconsistf the entitiesEventListeneandEventAdaptar The

EventListenerlistensfor location eventsproducedby the Active BAT and the Active Badge(using
QoSDREAM).It has Itering capabilitieson eventtype andeventattributes. Onceaneventis receved,

it extractsthe objectattributesfrom the event. It thenpasseghe objectandthe location datato the

EventAdaptor The EventAdaptoris a CORBA client objectthat performsthe translationbetween
the receved eventanda string and performsa remoteinvocationon the ReteManager. It reportsary

exceptiongraised.Two EventListenercomponentfiave beenbuilt thatlistenfor Active BAT andActive

Badgeevents,respectiely. Severalsuchthreadsnayoperateconcurrently

class EventListener extends EventClient

{
{

public  EventListener(EventDescriptor eventDes) throws Exception

super(eventDes,null);

}
public  void push_structured_event(StructuredEvent event)

System.out.printin("Got an event!");
Vtimer++;
System.out.printin("Vtimer= "+ Vtimer);
Person next=null;

try {
org.omg.CosNotification.Property[] values=event.filterable_data;

int locatableld = values[0].value.extract_long();
int regionld = values[1].value.extract_long();

int oldOverlap values[2].value.extract_long();
int  newOverlap values[3].value.extract_long();

A UserInterface. A prototypeuserinterfacehasbeenbuilt which allows usersto assertules(AESL
de nitions) into the knowledgebase throughthe ReteManagerobject. Two differentapproachesave
beenimplemented.In the rst approachthe userassertsa stringin SCALA thatis parsednto a setof
CLIPSrules,which areassertedhroughthe ExecuteReteCommandigterfaceinto the knowledgebase
componentln thesecondapproachanobject-orientedepresentatiors usedfor themodelof Chaptels.
In this scheme gachpredicateis modelledby a Java Bean[50] class,and an instanceof this classis
generatedor eachpredicatanstance BecausdBeanscanbe easilyportrayedgraphically this approach
hasthe advantagethata GUI caneasilybe constructediirectly from the model. Theimplementatiorof
the UserLocationBeais shavn belaw for illustration.

public class UserLocationBean extends JPanel implements ActionListener,
Serializable

public  String b_name="UserLocationBean";
public int bid=0;

private String  type = "Movement";
private int u_id= O
private String  name=
private String  surname="";
private String  username="",
private Region office= null;
private String  phone="";
private String  email="";
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private  String imageFilePath= "Ihome/ek236/photos/";
private String  imageFileName;
private String  ulocation= ey
private String  role=" ";
private  float timestamp=0 ;
protected Imagelcon image;
public  UserLocationBean(){

}

public  UserLocationBean(String icon) {
this.setimageFileName(icon);

image = new Imagelcon(icon);

}

public  String getName() {return name; }
public  String getSurname()  {return surname;}
public  String  getUlocation() {return ulocation;}
public  void setName(String s) { name = s; }
public  void setSurname(String s) {surname = s;}
public  void setRole(String r{role=r;}

public  void setUlocation(float z){uz=z;}

B

A MessagingClient. A client that deliversmessagesia an email sener and SMS messagesia an
email-smsatevay hasbeendevelopedusingthe Userfunctioninterfaceof Jess.Theclientis triggered
from theknowledgebaseasaresultof the ring of arule. TheJavainterfacejess.Userfunctiorepresents
asinglefunctionin the Jesdanguage The developercanaddnew functionsto the Jesdanguagesimply
by writing a classthat implementsthe jess.Userfunctionnterface, creatinga single instanceof this
classandinstalling it into a jess.Reteobjectusing ReteaddUserfunction() The Userfunctionclasses
canmaintainstatethereforea Userfunctioncancacheresultsacrossnvocationsmaintaincomplex data
structuresor keepreferencedo external Java objectsfor callbacks. A single Userfunctioncanbe a
gatewvay into a complex Java subsystem For the implementatiorof the interruptibility managetusing
JESS the jess.Userfunctiorinterface hasbeenusedto integrate JESSwith the rest of the Java code
responsiblefor event reception(Event manager)and action execution (Noti cation Execution). The
following exampleillustrateshow thejess.Userfunctiomterfacehasbeenimplementedo integrateJess
with thenoti cation sener.

import
import
import
import
import
import
import

java.io.*;
jess.*;
java.net.*;
java.io.*;
java.util.*;
Smtp;
Mail;
class SendEmail Userfunction

public implements

/IThe name method returns the name by which the function will  appear in Jess.

public
{

return

}

public

String  getName()

"sendmail" ;

Value call (ValueVector v, Context context) throws JessException

{

try{
Smtp smtp = new Smtp("wrench.eng.cam.ac.uk");

String addr = vv.get(1).stringValue(context);

String  sub = vv.get(2).stringValue(context);

Mail  email= new Mail("ek236","Prof. Hopper has entered the LCE");
email.start();
} catch (Exception el

System.err.printin(e.getMessage());
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}

return  new Value ("mail sent!", RU.STRING);

}

Thecall() methodis thecoreof the Userfunction Whencall() is invoked,the rst agumentwill bea
Value\éctorrepresentationf the Jesscodethatinvokedthe function. For example,whenthefollowing
Jesdunctioncallsaremade,

Jess> (load-function SendEmail)
Jess> (sendmail  ek236 Prof. Hopper has entered the LCE.")

anemalilis sentto userek236with the subject:“Prof. Hopperhasenteredhe LCE"”

10.3 Conclusions

TheSCAFOSframenork, whichimplementghemodelof Chapters$ to 7, hasbeendescribedSCAFOS
hasthefollowing properties:

It facilitatesthe creationanddeploymentof contet-awareapplicationdgn sensordriven systems.
Contt-aware applicationsthat operatein SCAFOSare automaticallyintegratablewith existing
context-awareservicesandthey satisfyall therequirement®f Chapters.

It is threadedsoit guaranteegsonstantcontext acquisitionand constantavailability of the Cre-
ateECAApp()UserQuery() Subscribe()UserUpdate()nterfaces.

It promotesscalability portability, extensibility and an easily constructibleuserinterface. It is
easilyintegrablewith heterogeneousoftwaretechnologies.



166 Chapter10. SCAFOS




Chapter 11

Applications

This chaptempresentsan evaluationof SCAFOSby discussingheimplementatiorof four exampleap-
plications.

11.1 Experimental Setup

In orderto evaluateSCAFOS thefollowing experimentwascarriedout: themovementof 20usersn the

old LCE weremonitoredusingthe Active BAT locationsystemfor a periodof 40 hoursand48 minutes,
startingat21:20on dayoneand nishing approximatelat 14:08on daythreeof theexperiment.During

thattime, atotal of 30; 612 eventswerereceved. Theseeventswerepublisheddirectly by SPIRIT, and

thereforethey correspondo theL_UserInLocationpredicateratherthanthe L_UserAtPsitionpredicate,
i.e., they containthe users locationin termsof a room, ratherthanthe users positionin termsof co-

ordinates. For example,a “sighting” of the userDave Scottin Room10 at 13:45is modelledby the

event

L_UserInLocation(Daveécott,Room10, 13:45)

The L_InRagion predicate(Chapter6) is implementednternally in SPIRIT. The UserinLocationpred-
icateis usedboth with the pre x L_ andH_ dependingon whetherit is seenasa high-level predicate
deducedrom the L_UserAtRsition predicateor a low-level predicatereceveddirectly from SPIRIT as
is thecasein this experiment.

A setof librarieswereloadedn SCAFOS'deductive knowledgebasecomponenin orderto generate
thesystems desiredbehaiour. Two of thesdibrarieswereusedfor modellingtheold LCE ervironment
(atotal of 29 Jesgules).The rst library containedrulesto de ne theold LCE's spatialtopology These
rulesgeneratenstancef the SAL predicated. _AtomicLocationandL _NestedLocationThesede ne
theavailablerooms, oors andlaboratoriegOIld-LCE, Fallside,GRO), etc.,andthe attributesassociated
with them. For example,Room?7 is associatedvith the attributes Andy's Of ce, Of ce, Supervision
Area Room?7 is alsocontainedwithin Floor 5 whichis in turn containedwithin Old-LCE Engineering

167
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DepartmentandCential Cambridge.

L_AtomicLocatiof§Room7; (Andy's of ce; SupervisiorAreg Of ce))

L_NestedLocatiofFloor 5; (MeetingRoom Room7; Room8; Room9; Room10;
Room11; Alcove CoffeeAreg Corridor))

L_NestedLocatiofOld-LCE, (Floor 4; Floor 5))

L_NestedLocatiofEngineering(OIld-LCE Fallside GRO))

L_NestedLocatiofCential Cambridge; (EngineeringChemistry
ChemicalEngineering)

Thesecondibrary thatwasusedin this experimentcontainedulesthatgeneratabstraceventtype def-
initions, bothfor the SAL predicatesandfor the abstracpredicateshatareusedin theexampleapplica-
tions;thesede ne the predicatedH_UserlsPesentH_UserColLocatiorandH_UserinDeducedLocation
All abstracpredicateypede nitions canbegeneratedrom the AESL de nitions of theapplicationsof
interest(Chapterl2). Thethird library usedcontainedulesthatgeneraten SCAFOSthe mathematical
andlogical functionsof Chapters. A fourth library containedrulesthatcreatetrigger-querynodessuch
asthe onesthatarediscussedn Chapter8. This library canbe automaticallygeneratedy de nitions
of the applicationsof interestusingthe SCALA languaggChapterl2). Finally, a fth library wasused
in orderto generateahe behaiours of boththe single-layeranddual-layerknowledgebasecomponents
(Chapterb).

11.2 Applications

This sectiondiscussegour applicationsthat werewritten using SCAFOS.Eachapplicationde nes an
abstraceventtypeof interesty providing anAESL de nition for thateventtypethroughthe Subscribe()
interfaceof Chapter8. SCAFOSpublishesevent instancedor that event type. Event correlationis
undertalkenby SCAFOS'deductve knowledgebasecomponent.

Example 1. “Notify meby emailwheneverary usermovesfrom oneroomto anotherf This application
sendsan e-mail noti cation to a requestinguserevery time ary usermovesfrom oneroomto another
in the old LCE. The applicationsubscribesdo abstracteventsof type H_UserlnLocationthroughthe
Subscribe()nterfaceby providing the following AESL de nition:

L _UserAtPosition (uid; role;(x;y; z))
N L_AtomicLocation (rid; rattr ; polygon)
NL_InRegion((x; y; z); rid; rattr)
) H _UserInLocation (uid; role;rid; rattr )

Example 2. “Notify me by emailwheneertwo usersareco-located. This applicationsendsane-mail
noti cation to arequestingisereverytime ary two usersareco-locatednsidearoomin theold LCE. The
applicationsubscribeso abstraceventsof typeH _UserColLocatiorthroughtheSubscribe(jnterfaceby
providing thefollowing AESL de nition:
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| Application | AbstractEvents |

Examplel 30,612
Example2 92:870
Example3 30,612
Exampled 122 448

Table 11.1. Abstract event noti cations per application in the single-layer architecture.

L _UserAtPosition (uid1; roles; (X1;Y1; 21))
AL _UserAtPosition (uid 2; roley; (X2; y2; 22))
A L_AtomicLocation (rid; rattr ; polygon)
AL_InRegion((x1; y1; z1); rid; rattr)
NL_InRegion((X2; y2; z2); rid; rattr)
) H_UserColLocatiofuid 1; uid,; roles; roley; rid; rattr)

Example 3. “Notify me whenever a useris presentin ary region.” This applicationsendsan e-mail
noti cation to a requestinguser whenever ary useris presentarywhere, irrespectie of region. The
applicationsubscribego abstracteventsof type H_UserlsPesentthroughthe Subscribe()nterfaceby
providing thefollowing AESL de nition:

L _UserInLocation (uid; role;rid; rattr)
) H _UserlsPresent(uid; role)

Example 4. “Notify mewheneer a useris locatedin CentralCambridgée. Whenever a useris “seen”
by thelocationsystemarywherein CentralCambridge SCAFOSundertalesthe deductionthatthe user
is containedn all (nested)egionsthat containthe users currentposition. This is denotedthroughthe
creationof abstrackeventsof typeH _UserlnDeducedLocatioasde ned by the AESL de nition thatis
providedby this exampleapplication,asin the previous examples.

L _UserIinLocation (uid; role;ridy; rattr 1)
N L_NestalLocation (ridy; rattr ; site-list »)
AN L_InList(ridq; site-list )
) H _UserinDeducedLocation (uid; role;rid»; rattr »)

11.2.1 Single-Layer Ar chitecture

The abore rulesweretestedin the prototypeimplementationof SCAFOSdiscussedn Chapterl0 in
a single-layerdeductve knowledgebasearchitecture. The behaiour of the deductie knowvledgebase
components describedasfollows: for eachinput event,all factsthatwerededucedrom theusers pre-
viouslocationareretractecandnew factsarededucedaccordingo thelogic of theexampleapplications
discussedbove.

Thenumberof abstraceventinstanceshatwerepublishedby SCAFOSIn responséo the subscrip-
tions of the applicationsare presentedn Table11.1. In this case for thetotal of the 30; 612 location
eventsreceived by the Active BAT system 92; 870 co-locationsof pairsof userswerecalculatedjt was
deduced(; 612timesthatauserwaspresenand122 448timesahigherlevel containmentvasdeduced
from auserslocation(all positionswithin Old-LCE alsobelongto Central Cambridg).
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| Application | AbstractEvents |

Examplel 425
Example2 354
Example3 20
Exampled 80

Table 11.2. Abstract event noti cations per application in the dual-layer architecture.

| Architecture| Total AbstractEvents | Total Processingime | AverageRespons&ime/Noti cation |

Dual-layer 879 142sec60 2:367min=30612
= 2:367min = 7:732 10 °min
= 0:00464sec
Single-layer 276542 1417sec60 23:617min=30612
= 23:617min = 7:714 10 *min
= 0.0463sec

Table 11.3. Performance results.

11.2.2 Dual-Layer Ar chitecture

In the dual-layerknowledge basearchitecture,only thresholdchangesn the above predicatedrig-
ger the publishing of abstractevents. For the applicationof Examplel, an abstractevent of type
H_UserInLocationis publishedonly whena usermovesfrom one room to another For the applica-
tion of Example2, only the factsthat denotechangesn a co-locationfor thatuserareupdated.As a
result,if a userchangegositionwithin a roomwherehe is co-locatedwith anotheruserwithout arny
of theuserdeaving theroom, no additionalH_UserCoLocatiomoti cations will be generatedFor the
applicationof Example3, the H_UserlsPesentpredicatewill beinstantiatecbncefor eachuser! Simi-
larly, H_.UserInDeducedLocatioabstractventnoti cations arenot generatedslong astheusermoves
within thesame oor.

Thenumberof abstraceventinstanceshatweregeneratedy SCAFOSusingthedual-layerknowl-
edgebasearchitectureare summarisedn Table11.2. This meanshatduringthe experiment,20 users
werefoundto be present 425 timesa usermoved from oneroom to another 354 pairs of co-located
peoplewere obsened andsinceall usersmoved within a single oor (Floor 5) nestedocationswere
deducednly once(four levelsof nesting)for eachuser

11.2.3 Discussion

The above resultsprovide anindicationof SCAFOS' performance.The single-layerapplicationrepre-
sentghecasevhereall inputeventsareconsidere@sthresholdeventsandthereforeneedo beprocessed
individually by SCAFOS'deductve knowledgebase.Thiscorrespondso aheary processindpadfor the
givenapplicationset. The dual-layerarchitectureepresentthe casewherea relatively smallnumberof
inputeventsareconsideredo beimportant(thresholdevents)andthereforecontrikuteto the publication
of new abstraceventinstances.

SCAFOS'behaiour is evaluatedwith the help of two metrics: the numberof publishedabstract
eventinstancesand the average responsedime per noti cation. The latter denotesthe averagetime
neededoy SCAFOSfor processingeachinput event (seeTable 11.3). The averageresponsdime is

LAlthoughit is possibleto denotethe absencef theuser e.g.,by thefactthatthereareno sightingsof thatuserfor along
periodof time, this was not a requiremenbf this experiment. Hence the H_UserlsPesentpredicateis not retractedvhena
userleavestheold LCE.
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calculatedrom the total processindgime, averagedover the numberof input events(30619. Thetotal

processingime is calculatedas the amountof time requiredby SCAFOS' deductve componentfor

pattern-matchingall the input events. Note that the total processingime doesnot include the cost
associatewvith tasksrelatedto eventpublishingsuchasmarshallingagumentdor transmissiorover the

network. Both architecturesrecomparedn the basisof thesemetrics. The overall performanceesults
for theapplicationsliscussedh thischaptercon rm thetheoreticahnalysigoresentedh thisdissertation
by demonstratinghefollowing:

Thedual-layerknowledgebasearchitecturas 10 timesmoreef cient thanthe single-layerarchi-
tecturein termsof processingime and approximately300 times more ef cient in termsof the
numberof publishedabstracevents(Table11.3).

For the worst-casescenarioof the single-layerarchitecturethe averageresponsdime per pub-
lished eventis still small enoughto accommodat¢he measuredipperboundon the event rate
generatedby SPIRIT, 0:12 sec Theseresultsaresatishictoryfor the of ce scenariohowever, for
very large-scalédmplementationsthereis scopefor furthertesting. Suchtestingwill investicate
ary eventlossthatmay occurif theinputrateexceedsSCAFOS'processingate. It is worth not-
ing thatlosing low-level input eventscanbe toleratedaslong astheseareredundant i.e., mere
con rmationsof the sameabstracsttate.

11.3 Examples

This sectionpresentsa setof applicationghatusemultiple integratedSCAFOScomponentsTheseare
givenherefor illustration purposes.

Whene&er| amin thesameroomasPablo,remindmeto returnhis book.

If I amwalking, teleportmy desktopto the closestempty meetingroom. If | am sitting down,
teleportmy desktopto the closestPC.

If I amwalking, forward my email on my phoneby SMS. If | am sitting at a PC, forward ary
noti cations to my emailaccount.If | amlocatedwithin ary meeting-roomyithhold ary noti -
cations.

Notify meby emailwhena systemsadministratoior a C++ expertis in thekitchen.

Setup a conferenceall amongthe locationsthat correspondo a meetingroomthatis the closest
meetingroomto eachdirectorof eachdepartmentn the University of Cambridgeamongthose
thathave beenemptyfor atleasttenminutes.

If ary userapproacheshe coffee-machinethen approacheshe sink and then approacheshe
coffee-machineagain without leaving the room in the interim, notify all subscriberdor coffee
noti cations thatfreshcoffeeis beingbrewned.

Decision-Making Applications

If the probabilitythatsomeonevill make coffeein thenext houris higherthan50%, subscribene
for noti cations aboutthe statusof the coffee.

Calculatethe requirementsn food suppliesfor meetingsfor the comingweek(assuminga given
guantity of coffee and cookiesper meeting)only consideringmeetingsthat may happenwith a
probability higherthan60%andcon dencelevel higherthan80%
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SystemCon guration Applications

Wheneer a useris walking in the corridor, stopmonitoringthis useruntil the userhasexited the
corridor.

Queries
Whereis my supervisomostlikely to bebetweerl0 amandl1l amtoday?
Whenis the meetingroommostlikely to beempty?

SCAFOS'currentprototypeimplementatiorsupportanostof the abore applicationgseeChapterl0).
The above queriesand decision-makingapplicationsare implementedusingreal historicaldata, origi-
nally derived from SPIRIT. Systemcon guration applicationsare not currentlyimplementedbut their
implementatiorshouldbe straightforvard usingSCAFOSandstandardengineeringractice.

11.4 Conclusions

Thischapterdiscusseanevaluationof SCAFOS'performancén arealscenarioFourapplicationsvere
runfor a periodof over 40 hoursduringwhich SCAFOS'performancevastested.Two differentarchi-
tecturesf thedeductie knovledgebasecomponentveretestedandcomparedTheresultsdemonstrate
thatthesingle-layerarchitectures sufcient for thegivenapplicationsetwhenevaluatedn theold LCE
ervironment.Furthermorethedual-layerarchitecturas substantiallymoreef cient thanthesingle-layer
architecturepothin termsof the processindoad aswell asin termsof the numberof publishedevent
instances.
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SentientComputing Applications
LAnguage: SCALA

Thischaptedescribeshe SentientComputingApplicationsLAnguage(SCALA). TheSCALA language
is anXML-basedlanguageahathastwo principalgoals.

To createspeci cationsfor context-awareapplicationsy binding representationsf availableac-
tionsto abstracteventde nitions. Phrasein SCALA arecompiledinto animplementatiomprocess
similarto anexecutionthreadthatundertalesthe end-to-endlevelopmentf contet-awareappli-
cationsusingSCAFOS.

To createanddeploy SCAFOSandits componentsThis includescreatingthe SCAFOScompo-
nents(Chapterl0) aswell ascreatingspeci cationsof the adaptie behaiour of component®f
the programmablénfrastructurancludingthelocationsystemandits middlevarecomponents.

12.1 The Anatomy of SCALA

SCALA consistof threesublanguageandan API thatareusedto implementthe above scheme:
1. TheAbstractEventSpeci cationLanguaged AESL).
2. TheAbstractEventFilter Speci cationLanguagd AEFSL).
3. TheECA ApplicationSpeci cationLanguagg ECAAS).
4. The SCAFOSsupportAPI.

AESL is a languagefor creatingde nitions for abstractpredicatesand subscribingto changesn
the valuesof thesepredicates in otherwords, abstractevents. The Itering languageAEFSL is used
alongsideAESL to restrictthe selectionof the instance®f a speci ¢ abstracpredicateaccordingto the
conditionsof the Iter. ECAAS is a languagefor creatingcontext-aware applicationspeci cationsby
binding abstracipredicatedo speci ¢ action predicateghatrepresentctionsavailablein the erviron-
ment.

AESL andAEFSL arebasedon temporal rst-order logic (TFOL), andthey implementa subseif
its operatorsWe referto theseasseparatéanguagedbecauseachoffersdifferentfunctionalityandare
thereforerestrictedin termsof what the usercando with them. ECAAS is an ECA-basedanguage,
i.e.,its statementsonsistof a conditionalLHS partandanaction(RHS) part. The languagesupportfor
building the SCAFOSframavork andcontrollingthe adaptve behaiour of its componentgonsistof a
setof interfaceqAPI) andis organisedn moduleg(libraries). Thisis discussedh detailin Section12.5.
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Usingtheabore languageshecreationof context-awareapplicationausingSCALA entailsthefollowing
steps.

1. CreateanECAAS statement.
2. Createan AESL de nition (includingatypede nition).
3. Createa Iter (AEFSLde nition).

The ECAAS statemenis compiledinto a context-awareapplicationthatsubscribeso the AED Service
by providing the AESL de nition andthe Iter. It thenlistensfor noti cations of abstracteventsof
interest.Onreceiptof suchanevent,theactionspeci edin theRHS of theECAAS statemenis triggered
by SCAFOS.

12.2 DesignPrinciples

Phrasesn AESL andAEFSL aretranslatednto athreadthatinvokesSCAFOSAPIs andexecutes
deductve knowledgebasequeries.For this reasonthe underlyingdriver behindSCALA's design
principleshasbeenimplementationef ciency and query optimisation(seeChapter7). Thisis
discussedn moredetailin the sectionwhereeachlanguages presented.

SCALA hasbeenimplementecasan XML languageas XML is anopen,widely used,powerful
schemdor distributedsystemsSinceSCALA is inherentlyheterogeneousndcomprisef three
sublanguagesXML's semantictaggingprovides a natural separatiorbetweentheselanguages,
thusfacilitating parsing.

SCALA, “ladder” in greek,is an appropriaterepresentatiomf the syntheticapproachtaken in
AESL, whereeachabstracpredicatds synthesisedrom otherabstracandconcretepredicates.

12.3 Abstract Event De nition Language(AESL)

AESL is alanguagdor makingabstraceventde nitions usingrules. Rulescontainnegation, existential
gquanti cation and universalquanti cation. AESL usesa speci ¢ syntax: an abstact eventde nition
(AESL def.) consistof oneor moreimplicationswith all their variablesfree anda singleconclusion.
In caseof only oneimplication, the LHS is an AESL formulaandthe RHS is the abstracipredicateof
interest.In caseof morethanonerule the RHS of thelastrule is the abstracpredicateof interest(target
predicate)while the RHS of eachintermediataule is anintermediateabstracpredicate.

Example 1. Locatethe closestlocationto eachuseramongthe locationsthat have beenemptyfor at
least5 min.

(®u UL(u;rid; role;rattr ) AL (rid ; rattr ; polygon)

) EL(rid; rattr;t;))

D(vy;u;role;rido;rattr ) > D(vo;u;role;ridy;rattr ;)

) CL(u;role;ridy;rattr 1;t5)

CL(u;role;ridq;rattr 1;t2)  EL(u;role;rid; rattr ;t;)

N EL; CLj 300

) CEL(u;role;rid; rattr ;t3) (12.2)

Notethatts;t, andts is thetime of generatiorfor EL, CL andCEL respectrely. The abstractevent
detectorfor (12.1)is portrayedn Figure12.1.
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AL(rid,rattr)

UL(u,rid,role,rattr)

EL(rid,rattr)

EL(rid,rattr,t1)

CEL(u,role,rid,rattr)

EMP Store

CL(u,role,rid,rattr)

> . Store

vi>v2 )
CL(u,role,rid,rattr)

TQ(D(v,u,role,rid,rattr))

CL(u,role,rid,rattr)

Figure 12.1. An abstract event detector for Equation (12.1).

Type De nition. AESL is atypedlanguage Typede nitions arethereforenecessarwhen&eranewn
abstracpredicatds de ned. Datade nition statementarecompiledinto deftemplatestatementén the
deductve knowledgebasecomponentlUntil atypede nition hasbeenprovidedfor anabstracpredicate,
this predicatewill notbeusablen anAESL speci cation.If aprior de nition for thepredicateof interest
alreadyexistsin theknowledgebaseatypede nition statementhatattemptdgo rede nethetemplates
ignored,andanerroris returnedo theuser

For example, the following type de nition statementanbe usedto de ne the abstractpredicate
H _EmptyLocation (EL):

H _EmptyLocation (rid string)(rattr string)

12.3.1 Temporal Reasoning

Local “now”. In eachdeductve knowledgebasecomponentthe instantwhena primitive event(pro-
ducedby the sensoiinfrastructure)s assertednto SAL de nesthe currentmomentin time, locally, in
that sensordriven component.As the receptionof eachevent causeghe re-calculationof all the con-
straintsin the knowledgebase the global statefor thatcomponents updatedaccordingly If we assume
thatthe propagtiontakestime dt, then“now” ist + dt.

This meanghatthe publisherslocal “now” depend®nthefollowing threefactors:

Thelateny betweenthe actualoccurenceof the event, (e.g.,usermaovement)andthe generation
of the primitive eventthatre ects this.

Thelateny betweenthe generatiorof eventsandthe receptionof thoseeventsby the Deductie
KB component.

The lateny betweenthe receptionof an event by the Deductive KB componentandthe update
of all the abstracipredicateghat dependon this event, i.e., the creationof the abstractevent of
interest.

The rst factordependslirectlyonthesamplingef ciency of thesensotechnology TheActive BAT
is very ef cient in this aspectasit supportsvery high samplingratesthatarevariableandcanadaptto
thespeedf the physicalobject. Suchratesallow theclassi cationandrecognitionof humanmovements
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Operator Description

e, e e, beforee,

er1; eles e, beforee, withoutes in between
jer; ejr=t, e, happenedvithin timet; frome;.
now (implicit) | At thecurrentinstant.

timestamp At timet.

Table 12.1. AESL temporal operators.

basedon a small sampleof locationdata. So this lateng is, in reality, very smallandcanbeignored.
Thesecondateny is alsovery small,asthe eventsourcesindthe deductve knowledgebasecomponent
arelocal. A high-speedocal network canbe used. Furthermore SPIRIT is inherentlyscalableusing
zonemanageentitiesto gathersightingsfrom the sensorgocally. Thethird lateny is addressetly the
proposedayeredarchitectureof thedeductve KB componentwhichis restrictedonly by theamountof
memory;aggressie garbagecollectionof historicaldatacanbe usedto maximizetheavailablememory
A fastmachinecan be usedto increaseprocessingpeed,and patternmatchingis inherentlyfastand
ef cient basedn the Retealgorithm.

Temporal Operators. AESL supportghetemporaloperatorof Table12.1,which have beeninspired
by theresultspresentedn [63, 81]. The operatorsanbe combinedto form expressions.The operator
“now” is implicit. Thevariablese;; e;; e3 areinstance®f the statepredicatesn themodel,e.g.,UL.

In adistributedsensordrivensystemhereis no globaltime nor cananupperboundbeguaranteedn
eventtransmissiordelays.Becausef factorslik e clock skew, it is sometimesmpossibleto saywhether
€1; & is true or false. An orderingcorvention may be imposed,basednavely on locally generated
event timestamps.This may be appropriatefor someapplications. However, this is not sufcient for
the needsof contet-aware applicationsthat dependon the correctcausalorder of the abstractevents
that synthesisdhe abstracknowledgeof interest.If anapplicationrequiresstrictly correctsequencing
andcanafford to discardambiguousasestheninterval timestampsanbe usedfor eventsasproposed
in [58] andusedin [81]. In the latter, the applicationis madeaware of the casesvherepartial orderis
ambiguousandit is offeredweakor strongsequencingn orderto handletheambiguity For casesvhere
ambiguitycannotbetolerated alternatve methodologiesieedto be adopted.

12.3.2 BNF
The AESL syntaxis describecdhext usingthe BackusNaurForm (BNF).

AESLDef := [Rule];
Rule := Sentene) Abstract Predicate j Binding;
Binding := pred.var < Predicate (Term);
Sentene@ := Atomic Sentene j Temp Senten@ j SentenceConn Sentencej
Quantif ier Varlist Sentene j : Sentene j (Sentene)
TempSentene = pred_var TempOppred var j pred_var j pred_var timestamp
j Temp Senten@ TempOptemp Sentene;
TempOp = ;ji
Term := Function (Termlist) j mathitC onst | Var;

Conn = "j_j=j<j>;
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Operator Description

C1 A Co Fl\ F2

Ci_GC Fi[ F2

. C E Fi1
(Ci_c)”cs, (ca™es)_(c2”cg) | (Fu\ Fa)[ (F2\ F3)
Ci_C"C, Ci_(C" ) Fi[ (F2\ F3)

Table 12.2. Filter algebra operators.

12.3.3 Abstract Event Filter De nition Language

As mentionedn theprevioussection AESL de nitions do notcontainconstantsThereforegachAESL
de nition, whencompiled,leadsto thegeneratiorof anabstraceventdetectothatdetectschangeso all
instance®f anabstracpredicateln additionto the AESL de nitions, it is possiblefor theuserto restrict
evenfurthertheselectiorof theinstance®f theabstracpredicate®f interestoy using Itering . Filtering
is equivalentto selectinga subsebf instance®f aspeci ¢ predicateby specifyinga setof attributesand
constrainton theseattributes. Eachattribute constraints a tuple specifyinga name,a binary predicate
operatorandavaluefor anattribute. An attributea = (name,; value,) matchesan attribute constraint
= (name ;operator ;value ) if andonly if name, = name * operator (value ;value ): We
saythatanattribute satis esor matchesnattribute constraint with the notation

Wede ne theAbstractEventFilter De nition LanguaggAEFSL)asalanguagdor specifying Iters.
Attribute constraintscan be connectedvith OR, NOT and AND operators.Whena lter is usedin a
subscriptionall conjoinedconstraintamustbe matched.Disjunctionis equivalentto applyingmultiple

Iters, onefor eachdisjoinedcondition. A negatedconstraintis equivalentto selectingall attributes
whosevaluesdo not matchtheonespeci edin theconstraint.

A lter canalsobede ned asa setof predicateinstancesvhoseattributesa; matchthe Iter con-
straintsasexplainedabore. In thisway, the conjunctiondisjunctionandnegationof attribute constraints
canbede nedin termsof setalgebra.Table12.2summariseshis. In Table12.2c; ¢, areconditionsof
the Iter andF;; F» arethesetsthatthe conditionscorrespondo, respectiely. Finally E is thesetof all
predicates.

12.3.4 Filters

Filters arelinear abstractevent detectors.Filters arerestrictedto one-inputnodes,which makesthem
economical;in particular they do not have ary two-input nodes. Eachattribute constraintcontained
in the AEFSL de nition is compiledinto a querynode. A lter for selectingonly the instancesof

the H _UserinLocation (Ek236; role; Room 5; rattr ) predicatethat correspondo userek236beingin

Roomb5 is portrayedin Figure12.2. Noden, selectgheinstancesvherethe userid equalsEk236and
nodens selectgheinstancesvheretheregionid equalsRoomb5.

uid=Ek235 UL(Ek236, role, Room 5, rat|

UL
nl n2

rid=Room 5

n0 n3 n4

Figure 12.2. A lter.

Filters have the propertythatthey do not replicatecomputation.Attribute constraintghatarecom-
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mon between Iters are compiledinto a single query nodethat is sharedbetweenthe Iters. Fig-
ure 12.3(b) portraysthe combinationof the Iters of Equation12.2. Filters that do not sharenodes
((12.5)and(12.7)) areguaranteedo have differentattribute constraintsandthereforeno replicationis
possiblein thatcase(Figure12.3(a)).

uid=Andreas™ role=Sysadmirt rid=Room8" rattr= Kitchen
uid=Andreas” role=Sysadmirt rid=Room9” rattr=MeetingRoom
(12.2)

Eli Phd Room 9Meeting RoomUL(Eli,Phd, Room 9, Meeting Roar

Andreas Sysadm  Room 8 Kitchen UL(Andreas,Sysadm,Room 8, Kitchen
UL (uid,role,rid,rattr)

@)

Room 9Meeting Room UL(Andreas, Sysadm, Room 9, Meeting Rool

Andreas Sysadm Room8 Kitchen UL(Andreas,Sysadm,Room 8,Kitchen)
UL (uid,role,rid,rattr)

(b)

Figure 12.3. Filter combination.

12.3.5 BNF
Filter := Atomic SentengjFilter Conn Filter j: Filter j(Filter )
Atomic Sentene = Term = TermjTerm > TermjTerm < Term;
Term := ConstantjVariable;
Conn = N_;
Const := Str,

Var = Str;
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12.3.6 AESL and AEFSL DesignPrinciples

Query Optimisation. BecauseAbstractEvent Detectorsare implementedas Rete networks, which
constitutethe reasoningstructuresn a deductve knowledgebase they canbe regardedasknowledge
basequeries(Chapter6). Similarly to databaseueriesabstracevent detectorscanbe optimisedwith

respecto the computationatompleity requiredfor abstrackeventdetection.The syntaxof the AESL

de nitions (in successie TFOL implications,eachsynthesisinghe goalabstracpredicate)eadsto the
generatiorof abstraceventdetectorgshatarecomputationallyoptimised An alternatve structurewhich

would consistof a singleimplication,leadsto a worst-casebstract-eentdetector(Chapter7).

Avoiding Duplication of Computations. Although ltering couldbeintegratedinto AESL by regard-
ing Iter constraintsasadditionalTFOL conditions,abstraceventde nition and Itering hasbeenkept
separateThis hasbeendonefor implementatioref ciency, sothatoverlappingor duplicateeventdef-

initions and Iters do not causereplicationof computation.Two principleswereadopted, rstly , each
AESL de nition leadsto the creationof a singleabstracpredicate Thisrequiresthatary lIters thatare
appliedsubsequentlgontainconstrainton the attributesof a singlepredicateandthereforehave linear
computationatompleity andare,in this way, relatively inexpensve with regard to the computational
costassociatedvith the detection. Secondly usersare encouragedo write AESL de nitions thatuse
variablesas agumentsfor predicategatherthan constants.This ensureghat the deductionof all in-

stancef theabstracpredicatewhichis computationallyexpensve, is performedonce,anda subsebf

instanceof the predicateareselectedateron, by lters. Becauselters canbe combinedthey do not

replicatecomputation.

IR (x,y.z,rid rattr) UL(uid, role,rid,rattr)
role=Sysadm rattr=Kitchen
uid=Andreas rid=Room 8 ?
L_UL(uid,role,x,y,z) UL(Andreas,Sysadm,Room 8, Kitchen)

@)

IR (x,y,z,rid,rattr)

UL(Andreas, Sysadm,Room 8, Kitchen

rid=Room 8 \L

— B

L_UL(uid,role,x,y,z) role=Sysadm rattr=Kitchen

uid=Andreas

(b)

Figure 12.4. Unrestricted vs. restricted abstract predicates in terms of their attribute values.
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Example. Thequerythatcorrespondso the phrase'Somebodyis somevhere”is mappedo thefol-
lowing AESL speci cation:

L_UL(uid; role;x;y;2) M IR(X;y; z;rid; rattr) ) UL(uid; role;rid; rattr)  (12.3)

The predicateUL (Andreas; Sysadim Room 8; Kitchen) which correspondgo “Andreas,the system
administator is in Room8 which is a kitchen” canbe generateeitherdirectly by the speci cation:

L _UL(Andr eas;Sysadm;x; y; z) * | R(X; y; z; Room 8; K itchen) )
UL (Andr eas;Sysadm; Room 8; K itchen) (12.4)

orit canbedervedfrom (12.3)by applyinga lter:

uid = Andr eas” role= Sysadm” rid = Room 8" rattr = Kitchen (12.5)

Equation(12.3) combinedwith (12.5)is implementedasshowvn in Figure12.4(a),while (12.4)is
implementedasportrayedin Fig. 12.4(b). Figure12.5portraysthe combinationof (12.4)with aquery
thatcorrespondso the phras€’Eli, whois a PhD student,s in Room9, which is a meetingroom”, as
de nedin (12.6).

L_UL(EIl; Phd;x;y;z) * I R(X; y; z; Room 9; M eeting Room) )
UL (Eli; Phd; Room 9; M eeting Room) (12.6)

If the lter of (12.7)wasusedinstead,combinedwith Equation(12.3)andthe Iter of (12.2),thenthe
structureof Figure12.6would be generatedsa result. It is easyto seethatthe structurein Figure12.5
calculatesoverlappingsetsof predicatenstancesvhereaghe structurein Figure12.6doesnot.

uid = Eli* role= Phd” rid = Room9” rattr = M eeting Room (12.7)

IR (x,y,z,rid,rattr)

UL (uid,rid,role rattr)

) UL(Eli,Phd,Room 9, Meeting Roon})
root Rqom

node

UL(uid,x,y,z) Andreas Sysadm Room 8  Kitchen UL(Andreas,Sysadm,Room 8,Kitchen)

Figure 12.5. Replication of computational resources with restricted predicates.
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| Eli Phd Room 9Meeting RoomUL(Eli,Phd, Room 9,Meeting Roofn)
IR(x,y,z,rid,rattr) i

iAndreas Sysadm Room 8 Kitchen UL(Andreas,Sysadm,Room 8,Kitcheln)

root node
UL(uid,role,rid,rattr)
UL (uid,role,x,y,z)

Figure 12.6. Avoiding replication of computation by using un-restricted predicates.

LCE Action Predicates Description

RemoteDesktop(userlpstname) Transferthe users virtual desktopto aremotehost.
SubscribedCofeeNoti cations(ActiveBTId) | Theuserreceivesanaudiblenoti cation
wheneer afreshpotof coffeeis available.
SMS(addesss) Sendansmsmesagédo thespeci edaddress.
Scan©Email(addess) Sendascannedmageto anemailaddress.
BATSleep(ActiveBTId) PutBAT in quietmode.
KillAgent(Agentld) Kill agentthathasviolateda securityrule.
SetMonitoringRate(Actived Id,value) Setthesamplingratefor aBAT to thespeci edvalue.
DigitalPhotoToBroadbandPhone(Activégld) | Sendadigital imageto ausers broadbanghone.
Load/UnloadOUIJA object Loads/Unload®©UIJA objectsfrom thecache,
accordingo the contet of the entitiesthatcorrespond
to theseobjects.

Table 12.3. LCE action predicates.

12.3.7 Temporal Operators

Figures12.7and12.8portraythe implementatiorof threecommonAESL temporaloperators.As can
be seenfrom thesegraphstheirimplementations straightforward.

12.4 Event-Condition-Action Application Speci cation Language

The ECAAS languagés an ECA-like languagdor writing speci cationsof contet-awareapplications
basedn FOL. Eachcontet-awareapplicationis writtenasanECA statementonsistingof aconditional
(LHS) andanactionpart(RHS) part. The conditionalpartis compiledinto anabstracpredicatename.
The RHS is compiledinto a setof JessUserfunctioncalls. Actions arespeci ¢ to eachsensordriven
componentandthey aredeterminedy the availableapplicationsFor example,in the LCE, theactions
to be usedin ECAAS statementdelongto three broad cateyories: actionsthat offer context-aware
functionality actionsthat aretakenin responseo securityviolations (e.g.,agent"killing”) andthose
thatinvolve systemactions,suchas modifying the Active BAT monitoringrate and changingthe page
replacemenalgorithmin SPIRIT's objectcache[103]. Table 12.3 summarisesomeof the available
actionpredicatesn the LCE.
Two tags,the AdminSpeandElsetags,areusedin orderto controlthe newly developedapplication.

EQ%%‘”%SH@M&%%%H&%E 1B ARare Lo %tﬁ“fﬁar%HBH%%'PP%H‘?H"&H%WH%\@Q{H?[;
calepdrisai s kit REFATSIHSREIT seier IS RasiesH AfRaESRIWPIEHIBLE
h@ld;erengcam ac.uk). Thefull XML de nition for this applicationis shovn belov. UEL standsfor
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auxiliary node

root node Store node

UL(uid,role,rid,rattr) ~ UL(uid,role,rid,rattr) UL(uid,role,rid,rattr)

(@) UL (uid; role;rid; rattr ); UL (uid; role;rid; rattr )

auxiliary node

Constraint
Test node

Constraint
root node Test node

UL (uid,role,rid,rattr) UL(uid,role,rid,rattr) ;
UL(uid,role,rid,rattr)!
UL(uid,role,rid,rattr)

(b)UL (uid; role;rid; rattr ); UL (uid; role;rid; rattr )JUL (uid; role;rid; rattr )

Figure 12.7. Temporal Rete network operators.

auxiliary node

Constraint

root node Test node

UL (uid,role,rid.rattr) | UL(uid,role,rid,rattr);UL(uid,role,rid,rattr)4_;

Figure 12.8. jUL (uid; role;rid; rattr ); UL (uid; role;rid; ratrr)jr=t
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H _UserInEmptyL ocation (uid; role; rid ; rattr ).

< CreateECAApp >
< ECAAppS pec>

< RuleExp >
< AbsPredicate >

< ActionP redicate >
< Else>

< ActionP redicate >
< =ActionP redicate >
< =Else >

< =RuleExp >

< AbsPredDef >

< Param >

< Param >

< =AbsPredDef >
< AdminS pec>

< Scope>

< =AdminS pec>

< =ECAAppS pec>

< AE SLD ef >
< Sentence >

< =Sentence >

< =AE SLD ef >

< =AE FSLD ef >

< =CreateECAApp >

UEIW(EKk236 role ;rid ; Meeting Room < =AbsPr edicate >
RemoteDesktof Ek236 rid ) < =ActionP redicate >

RemoteDesktof Ek236 Budweiser:eng:camac:uk)

EL
room name string < =Param >
rattr string < =Param >

forever < =Scope >

B®uid UL (uid ;rid ;role ;rattr )

EL(rid ;rattr )

8EL(rid ;rattr ); UL(uid ;rid ;rattr ;role )
UEl(uid ; rid ;role ;rattr )

rattr = Meeting Roonanduid = Ek236< =AE FSLD ef >

Theabore XML de nition is passednto the AED Serviceandcompiledinto theabstraceventdetector
of Figure12.9,whichis placedat eachsensoidrivencomponentWheneer anabstraceventof type
UEL (Ek236; role; rid ; MeetingRoom; activate) is detectedthe remotedesktopof userEk236is tele-
portedinto the MeetingRoomthatmatcheghe speci cation. Else,the remotedesktopis transportedo

Budweisereng.cam.ac.uk.
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auxiliary
node

EL(rid,rattr)

ro0t node SNOT—— 4.\ UEL(uid,role,rid,rattr) UEL(Ek236, role,rid,Meeting Room

UL (uid,role,rid,rattr)

EL(rid,rattr) ;  UL(uid,role,rid,rattr) — UEL(uid,role,rid,rattr)

uid=Ek236 rattr=Meeting Room

Figure 12.9. H_UserInEmptyLocation(Ek236, role,rid,Meeting Room).

12.4.1 SCALA DTD

The DTD for SCALA is portrayedbelon. The elementsAESLDef and AEFSLDef , arede ned ac-
cordingto therespectie BNF syntaxin Section12.3.2andSection12.3.5respectiely.

CreateE CAApp (ECAAppSp ec; AESLDef ; AEFSLDef )
E CAAppS ped RuleExp+ ; AbsPredDef ; AdminSpec )
Rul eExp(AbsPredicate ActionPr edicate+ ; Else)
AbsPredicate(# PCDATA)
ActionP redicate(# PCDATA)
E Ise(ActionPr edicate+)
AbsPredDef (# PCD ATA; paramlist )
paramlist (“(* Param; # PCDATA;")" +)
AdminSpec(histor y ; Scope )
Histor y(# PCDATA)
Soope(“once”j"forever’jtime )
time (# PCDATA)

(12.8)

TheAESLDef andAEFSLDef statementarede ned accordingo the BNF notationof Sectionl2.3.2
andSection12.3.5 respectrely.

12.5 SCALA SCAFOS Support

The SCALA statementdor creatingthe infrastructureare containedin libraries (modules). SCALA

supportsthe modulesof Table 12.4. This includestwo specialisednodulesfor connectingwith the

SPIRIT andQoSDREAMsystemsusingthemas primitive context sources.Eachmoduleis described
in moredetailin AppendixB. The overall functionalityof SCALA is shovn in Figure12.10.
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The
QosDream

System

Abstract Even
Detection
Service

Satisfiability Service

Service

Deductive
Knowledge Base
_=\_Component

DKB module

QoSDream module
Context-aware
Application
dule

RO
—| AED ServicP|R|Tmodu|
module

Generic modulg

Statistical
Inference

The SPIRIT Syste

Figure 12.10. The SCALA language architecture

Module name

Description

Contt-AwareApplicationModule

APIsfor developingapplications.

Deductve KnowledgeBaseModule (DKB)

APIs for creating and controlling Deductve
KnowledgeBasecomponents.

AbstractEventDetection(AED) ServiceModule

APIs for creatingand controlling the AED ser
vice.

SPIRITandActive BAT Module

APIs for linking theinfrastructurewith an exist-
ing SPIRIT system.

APIs for controlling the performanceof the
SPIRIT objectmodel.

APIsfor controllingthe Active BAT system.

Satis ability ServiceModule

APIsfor creatingandcontrollingthe Satis ability
Service.

StatisticallnferenceService(S1S) Module

APIs for creatingand controlling the Statistical
InferenceServiceModule

QosDREAMModule[87

APIs for linking the infrastructureto an existing
QoSDREAMsystem.

GenericModule

APIs for linking legacy sensoitechnologiesvith
the SCAFOSframawork.

Table 12.4. SCALA Modules
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Chapter 13

Conclusionsand Further Work

Thethesisof this dissertationstatedin Chapterl, anddiscussedexpandedanddemonstratethrough
thebodyof thisdissertationis thatit is bothnecessargndbene cialto provide aframeavork for context-
awarenes$n sensordriven systemsMore speci cally, this dissertatiordescribedhe designandimple-
mentationof the SCAFOSframevork. SCAFOShastwo novel aspects.Firstly, it provides powerful
toolsfor inferring abstact knowledg from low-level, concreteknowledge,verifying its correctnessnd
estimatingits likelihood. Suchtools include Hidden Markov Models, a BayesianClassi er, abstract
eventsde ned in termsof TemporalFirst-OrderLogic, the theoremprover SFASS andthe production
systemCLIPS. Secondly SCAFOSprovides supportfor simple applicationdevelopmentthroughthe
XML-based SCALA language. By introducingthe new conceptof a generalisecevent, an abstact
event de ned asa noti cation of changesn abstracystemstate,expressvenesscompatiblewith hu-
manintuition is achiered whenusing SCALA. The applicationsthat are createdthroughSCALA are
automaticallyintegratedandoperateseamlesslyn thevariousheterogeneousomponentsf thecontext-
awareernvironmentevenwhile the useris mobile or whennew entitiesor otherapplicationsareaddedor
removedin SCAFOS.

Tothebestof theauthorsknowledge SCAFOSrepresentthe rst systento modelcontext-awareness
in sensordrivensystems.

13.1 Contributions

This thesisandthe resultingSCAFOSframeavork hasmadeseveralimportantcontritutionsin the eld
of context-awarenessln summarythis thesishasresultedo thefollowing artifacts:

A framework calledSCAFOS which providesthefollowing features:

— It implementsa state-basediormal modelfor contet-awarenessn sensoidriven systems
thatintegratesknowledgewhile maintainingknowvledgeintegrity. A state-basedepresenta-
tionis anovel way of modellingdistributedsystemsandit is usedinsteadf traditional-erent
basedmnodelsthatareinsufcient for sensodrivensystems.

— Knowledgein the modelis maintainedin a dual-layerknowledgebase. The lower layer
maintainsconcreteknowledgepredicatese.g.,it knows of the positionof a userin space,
in termsof his coordinates(,y,z The higherlayer maintainsabstracknowledgepredicates
aboutcurrentand historical statesof the SentientEnvironmentalongwith temporalprop-
ertiessuchasthe time of occurrenceandtheir duration,e.g.,it knows of the room a user
is in andfor how long he hasbeenthere. Abstractpredicatechangemuchlessfrequently
thanconcretepredicatespamely only whencertainthresholdeventshappen Knowledgeis

187
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retrieved mainly by accessinghe higherlayer, which entailsa signi cantly lower computa-
tional costthanaccessinghe lower layer. In this way this schemeactsasa dual-layercache
for knowledgepredicates.

SCAFOSintroduceghe novel concepiof abstract events An abstraceventis ageneralised
eventde ned asa changein the value of an abstractstatepredicate. SCAFOSintroduces
the AESL languagdor de ning new abstracteventsfrom concreteandabstracknowledge
predicates AESL is a TFOL-basedanguage.Phrasesn this languagecancapturehuman
intuition aboutsystemsstatethat wasnot de nable before. Suchphrasesnvolve neggation,
(e.g., emptyroom) and semanticallytransparenteasoningwith global state, (e.g., locate
the closestemptymeetingroom) evenwhenthis refersto multiple distributedsensodriven
componentsvith differententities.Furthermorethe AESL languageés designedvith imple-
mentationef ciency in mind. AESL phrasesare compiledinto reasoningstructurescalled
abstraceventdetectorsywhich areoptimisedfor computationaéf ciency. Abstracteventde-
tectorsareimplementedasRetenetworks. AESL is complementedby the Itering language
AEFSL.

SCAFOSis dynamicallyextensible.Dynamicextensibilityrefersto the ability to modify the
modelledphysicalentitiesandcreateor remove applicationswithouttakingthe sensomdriven
systemof ine andwithout having to recompileexisting applications.

SCAFOScontainsthe SCALA languagédor usingthe SCAFOSframavork. SCALA is an
XML-basedlanguagehat containsthe following threesublanguagesthe AESL language,
the AEFSL languageandthe ECAAS language The ECAAS languagéas anextendedECA
languagefor building applicationseasily by binding AESL de nitions to actionpredicates
thatrepresenactionsavailablein the ervironment.

SCAFOScontaingpowerful toolsfor extendingthemodelwith abstracknowledgeby means
of probabilisticstatisticalinference,using Hidden Markov Models(HMMs) and Bayesian
prediction More speci cally, SCAFOScontainsan HMM-basedschemeor detectingand

recognisingnumarmovementgrom positionstreamsThis systemis independensf userand

domain.SCAFOSalsocontainsa schemdor estimatingthelik elihoodof future concreteor

abstracpredicatedeingtrue. Thishasanumberof bene tssinceit enableslecisionmaking
in theabsencef knowledgesources.

SCAFOScontaingoolsfor checkingthe correctnessf userrequirementsandtheir compat-
ibility with the modelsof the distributedsensordrivencomponents.

An implementatiorof SCAFOS basedn CORBA, consistingof thefollowing services:

— A Contt-AwareApplication Servicethatenableghe simpledevelopmentof context-aware

applicationswith little programmingoverhead.

— A StatisticalinferenceServicethat detectshumanmovementfrom location dataand esti-

mateghelik elihoodthataninstanceof eitherconcreteor abstracknowledgewill holdin the
future.

— An AbstractEventDetectionServicethatdetectchange®f statein theentitiesin themodel

andtranslatesheminto abstracevents.

— AbstracteEventDetectoraareimplementedsRetenetworksthatarestructurecasadeductie

knowledgebase.The deductive knowledgebasecanbe layeredin orderto supportscalable
abstracreasoningDeductive KnowledgeBasecomponent.)

— A Satis ability Servicethatprovesthe correctnes®f userrequirementandtheir semantic

compatibilitywith themodelstoredin eachdistributedsensordrivensystemcomponent.
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The resultsof this thesishave broadimplicationsboth for usersandthe developersof context-aware
applications.By usingthe SCAFOSframavork, a usercan easily develop contt-aware applications
that are tailored to the users needs. Developersof contet-aware applicationscan usethe SCAFOS
modelin orderto develop contet-aware applicationsthat are integratedautomaticallywith existing
applicationsand operateseamlesslywith heterogeneousensodriven components.All applications
remain operationaleven when the underlyingframework is extendeddynamicallywith new entities,
suchaspeopleandregions.Finally, the SCAFOSmodelcanbeseerasa standardgainstwhichthepros
and consof eachcontet-awvare platform canbe measured.This promotescommercialisatiorboth for
contet-awareapplicationsandfor supportingplatforms.

13.2 FutureWork

The work describedin this dissertationconstitutesa rst stepinto the emeping eld of modelling
contt-awarenessand,assuch,it is opento improvementsn orderto increasets functionality, easeof
useandto reduceits operatingoverhead Interestingdirectionsfor extendingthis work includeintegrat-
ing SCAFOSwith policy-basedsystemdor accessontrol, userauthenticatioranduserprivileges. A
con ict resolutionschemébasedon the the work presentedn Chapter9 is essentialin orderto resohe
notonly possiblecon icts betweerthefunctionality of differentapplicationsout alsoin the policiesthat
governthebehaiour of SCAFOSIn heterogeneousivironments.

IntegratingSCAFOSwith adistributed,peerto-peemetwork architectureandimplementingsomeof
thecoreoperation®f SCAFOSsuchasdistributedabstraceventdetectionChapte) usingmobilecode
is anothempromisingextensionto this work. Using mobile code,suchasmobile agents AbstractEvent
Detectorscould migrateautomaticallyto nodesin the network wherethey canbe optimally processed,
i.e.,closerto theeventsources.

Finally, SCAFOScanbeappliedto modellingsensometworks.
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Appendix A

On the Implementation of Transparent
Reasoningwith Distrib uted State using
Finite Automata

A.1 De nitions

De nition 1. By predicateor a Boolean-aluedfunctionon a setS we meana total functionP on S
suchthatfor eacha 2 S either

P(a) = true; or P(a) = false
wheretrue andfalsearea pair of distinctobjectscalledtruth values
Wede ne thepredicateP (x1;  ;Xm) asan(m ary) predicateon S™.

De nition 2. LetP(t;x1; ;Xp) bean(n + 1) ary predicateConsidethepredicat&(y; X1;  ;Xn)
de ned by

Q(y;xa;  ;Xn), PO;x1;  ixn) _P@Lix1;  xn)_  _P(YiX1;,  iXn):
Thusthepredicatd(y;x1;  ;Xn) istrueonly in thecasewherethereexistsavalueoft 2 S suchthat
P(t; X1;  ;Xpn) istrue.Q canbewrittenas:

(9t) yP(t;Xx1;  ;Xn):

The expression(9t)  is calleda boundedexistential quanti er. In the situationwherethereexists a
valueoft 2 N suchthatP (t; x1; i Xn) is true,we write:

(OO)P(t; x1;  ;Xn):
Theexpression(9t) is calledanexistentialquanti er.
De nition 3. Theexpressior(8t) is calleda universalquanti er.
(8t) is defined asP(0;x1;  ;Xn) N P(L;x1;  Xn)™  ~NP(y; X1,  ;Xp)?

De nition 4. An n-ary predicateis a well-formed formula (wff) of rst-order logic. Any expression
formedoutof rst-order logic wiffs is alsoa wff. Nothingelseis a wff.
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De nition 5. An interpretatiorM consistsof annon-emptysetD, calledthe domainof the interpreta-
tion, andan assignmento eachpredicateletterAj” of afunctionfrom D" to the setcomprisecdof two

valuestrue andfalse(a setof nite sequencesf elementsn D ), to eachn-aryfunctionconstant J-” an
n-aryfunctionfromD" to D, andto eachindividual constang; of some x edelementa;)™ ofD. A

valuationis the assignmenof an elementof the domainD to eachvariable. For a giveninterpretation,
thetruthtableof ary formulais de ned by thefollowing rules:

The truth tablesfor propositionalconnecties apply to evaluatethe value of (F AND G), (F OR
G), (FimpliesG), and(NOT F).

("for allx, F ") is trueif F is truefor every elemenk of D . Otherwisejs false.

("thereexistsanx suchthatF ”) is trueif F is truefor atleastoneelemeni of D. Otherwisejs
false.

De nition 6. An interpretatiorsatis esa wff if the wff hasthe valuetrue underthis interpretation.An
interpretatiorthatsatis esa setof wffs is a modelfor this set.

De nition 7. A nite automatonM on the alphabetA = s;; ;Sp with statesQ = u; 1O, IS
givenby afunction which mapseachpair(g;;sj);1 1 m;1  j n; onto a stategy, together
with asetF  Q, whereF is thesetof acceptingstates.Stateq, is calledtheinitial state.

De nition 8. An alphabetis a nonemptysetA of objectscalledsymbols.An n-tuple of symbolsof A
is calledaword or astring onA. For simplicity, awordu is writtenasu = a;a,  an. n isthelength
of u;juj = n. A uniquenull word is allowed,0. The setof all wordsin the alphabe® is written A .
Any subsebf A is calledalanguage on A or alanguage with alphabetA. A word of length1 which
containsa symbola; is the sameasthe symbolitself.

LetM bea nite automatorwith transitionfunction , initial stateq; andacceptingstated-. If g is
ary stateof M andu 2 A , whereA is thealphabebf M, the (g;u) isthestatewhichM will enter
if it beginsin stateq attheleft endof the stringu andmovesacrossu until the entire string hasbeen
processedM acceptsawordu providedthat (op;u) 2 F: M rejectsu meanghat (g;u)2 Q F:
Finally, thelanguageacceptedy M , writtenL (M ) isthesetofallu 2 A acceptedy M :

LIM)=fu2Aj (q;u)2Fg:

De nition 9. A languagés calledregular if thereexists anautomatorthatacceptst.

It is oftenvery usefulto representhe transitionfunction graphically Givena graphwhereeachstate
is representeavith a vertex, thenthefactthat (q;s;) = o is representedhy drawing anarrov from
vertex g to vertex g andlabellingit s; . Thediagramthusobtaineds calledthe statetransitiondiagram
for the givenautomaton.

A.2 Limitation of FSMsin Reasoningwith NegationasLack of Informa-
tion

We assumea predicateX = H _UserlnLocation (x;rid), x 2 Users;rid 2 Locations 1. We assume
thatthe setof Usersconsistof symbolsf a1 ; a,g andthe setof Locationsconsistsof symbolsfrq; rag.
We assumehatfor eacheventof typeH _UserinLocation, aninstanceof the H _UserinLocationpred-
icate (a state)is createdasa symbolthat canbe passedn to a nite statemachine. We refer to this
symbolasUL (x;rid ).

For reason®f simplicity therole andrattr areomittedfrom the predicate.
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Usera; is Nowhere.

Theexpression:
: H _UserInLocation(az;y) (A.1)

is equivalentto “User a; is nowhee”. Thisis implementedvith the FSM M ; of FigureA.1.

UL(al1,r2)

UL(al,r2)
UL(al,rl)

UL(al,rl)
sO sl/)

Figure A.1. : H _Userl nLocation (az;y)

Thealphabefor M4 isthesetA = fUL(ag;r1);UL(ag;r2); UL(az;r1); UL(az;r2)g. Thesetof
statedor M1 is Q = fsp; s19. Thesetof acceptingstates- is theemptyset. Thefunction is de ned
asfollows: Statesy is theinitial stateof the FSM. WheneitherthesymbolUL (a;;r1) orUL(ay;r2) is
passedo statesp, the FSM makesatransitionfrom states, to states;, whichis anon-acceptingtatefor
this FSM. Fromsy, wheneitherof thesymbolsUL (a1 ;r1),UL(ag; r2) areencounteredyl ;1 remainsn
states;.

As canbe easily seenfrom the above, M 1 doesnot have ary acceptingstates. States; is a non-
acceptingstatethat correspondso the inversestatemento the one of interest,namelythat usera; is
somavhele. Statesy is alsoa hon-acceptingtate wherethe FSM doesnt knowyetwhetherusera; is
anywhereor not. ThereforeM ; doesnotaccepiary languageincludingExpressior. 1.

It canbeassumedrom this examplethatFSMsarenotsufcient in dealingwith lack of information
Notethatthe sameproblemariseswith ary FOL operatotthatsigni es lack of informationsuchas®, as
is illustratedin the next example.

There Doesn't Exist any Meeting Room On-Site
The FOL expression:

®x (AtomicLocation (x; MeetingRoon)) (A.2)

is alsonotdirectly implementabldy a FSM for lack of anacceptingstate.

A.3 The ClosedWorld Assumption

Assuminga closedworld thatconsistsof two regionsr; andr, andusersa; anday:

®x (H _UserInLocation (x;r2)) (A.3)

EquationA.3 signi es that there is nobodyin roomr, or in otherwords, thatroomr, is empty
However, thisis equivalentto the expressioreverybodyis in roomr 1:
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H _UserInLocation(x;r1) (A.4)

UL(a2,12)

(a1,r2) (a2,r2)

1,r2
(a1,r2) (\ (a2,r2) a 2 (a2,r1)
11 al,l 7

la2 <———>
(a2,r2) C) (a2,r2) (a2,r1)

(@) (b)

Figure A.2. FSM implementations for domains D1 (a) and D, (b) for Expression A.3

An attemptto modelthe abore expressionwith the FSM M », which is portrayedin Figure A.2(a)
is discussecdhere. M, acceptshe alphabetA = fUL(az;r1);UL(az;r2);UL(az;r1); UL(az;r2)a.
Statesn magentaepresenESM acceptingstates Statedn bluerepresenpartial knowledg of whether
theexpressioris satis edor not. Thisis particularlyobviousin thecasevherethe FSMis restarted Until
all of thesymbolsf UL (a1;y); UL (az;x); 8x;y 2 Locationsg have passedhroughthe FSM, thereis
no way of knowing whetherthe expressioris true or not. Theletter!l is usedto denoteignoranceof the
stateof therespectie symbol. For example,statesy is alsosymbolisedas| ;| to denotethatinitially no
knowledgeis heldfor eitherof usersas; as.

In fact, quite oftenin sensordriven networks, if a useris idle, noti cation aboutthis userwill be
retaineduntil theuserstartsmoving again. If, whenthe FSMis restartedusera; isidle in regionr,, the
FSMwill bein astateof ignorancefor thatuseruntil theusermovesagain.

A.4 TechnicalBackground on FSMswith FreeVariables

This sectionillustratesthe shortcoming®f currentimplementationshasedon FSMswithout constants,
for evaluatingFOL expression®f state.

FSMsthatimplementexpressionswithout constantsare referredto asparametricFSMs andthey
have beenpresentedh [5, 39]. SuchFSMsevaluateevent-historiesvithoutconstantsWith theexception
of [5], theseimplementationfiave beenusedto evaluateevent historieswhich “happen”andcannotbe
undone,ratherthan statesthat can be activatedor de-actvatedas a resultof event occurrences.This
meansthat for reasoningwith state,eachmodel statethat is modelledby an FSM stateneedsto be
checled for whetherit still holds, or not with eachevent occurrence.Whenthe stateincludesa free
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variable,transitionsto the negation of the free variableneedto be designed Assuminga closedworld,
suchtransitionsareimplicit disjunctionsover the restof the mutually exclusive alternatves(exceptthe
symbolthat hasalreadyoccurred)and,asa result,thereis no automaticway to createthesetransitions
with the existing methodsasthereis noway of predictingin advancewhatthevalueof thefreevariable
will be. Thisis illustratedin the following examplesthat usethe two methodsfrom the literaturethat
dealwith FSMswith free variables.We presentorie y both methodsandillustratetheir shortcomings
for thecaseof staterepresentationf sensomdrivensystemsy presentingountergampleshatcant be
implementedlirectly with eitherof thetwo methods.

SpawningParametric FSMs

We referto a methodologypresentedn [39] asthe spawningparametric FSMsmethod. This method
involves spavning, for eachfree variablein the initial parametricFSM, an identical non-parametric
FSM wheneer a symbolthatinstantiatesa parameteoccursat a given state. In the spavnedFSM, all
instance®f the parametethatcorrespond$o the symbolthathasbeenencounteredresubstitutedvith
the actualsymbolin all transitionsof the FSM. Similarly to simple FSMs, a parametricFSM in this
methodis saidto acceptan expressiorthatcontainsfree variableswheneer oneof the spavnedFSMs
reachesnacceptingstate.

Multi-Bead Parametric FSMs

The secondmethodis proposedn [5], andit constitutesan enhancemendf the spavning parametric
FSM methodby allowing concurrenprocessingf alphabesymbols.Thisis achiezedby usingsymbols
calledbeads Eachtime analphabetsymbolneedso be processedthe correspondindpeadis created.
As abeadtraverseghe statesijt recordshevaluesof all eventswhich causdt to movein its path Every
time a symbolarrives at a statethat hasa transitionwherea free variablerepresentshat bead,a new
FSMis spavnedwherea constants assignedo a variable. Concurrenfprocessings implementedoy
having morethanonebeadin the FSM atoneinstant.A parametric-FSMn this methodis saidto accept
the expressiorthatis loggedin the beads pathwhenabeadreachesanacceptingstate.

A.4.1 Counterexamplel

Considetthefollowing parametriexpressionExpressiorA.5):

(H _UserlnLocation (x1;y) » H _UserlnLocation (x2;y))

This expressiorsigni es thatUsels x1 andx, are co-located.

Implementing ExpressionA.5 with Spawning Parametric FSMs.

Figure A.3 illustratesthis with an example. In Figure A.3(a), if an event occursthat correspondgo
usera; beinginsideregion r, thenthe automatorof Figure A.3(b) will be spavnedfrom the onein
(a). In this automatonthe transitionsfrom s; to s3 mustrepresenall eventsthatreportusera; exiting
from regionr ;. This meanghattheremustexist onetransitionfor eachregion in the universewhichis
differentfromr . If insteadusera; hadmovedintor,, theautomatorthatwould needto be constructed
asaresultwould bethatof FigureA.3(c).

Implementing ExpressionA.5 with Multi-Bead Parametric FSMs
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Figure A.3. H _UserInL ocation (x;y) * H _UserlInL ocation (z; y)(non-concurrent processing approach)

A detail of a nite statemachinewith spavning arcssimilar to the onesdescribedn [5] is shavn
in Figure A.4. At states,, if it is detectedhatuserA leavesroom x, its beadwill move to states,
whereit will be destryed. The sameproblemarisesasin the previous case hamely thataccordingto
thevalueof x of the eventthat makesthe automatorto changefrom statesg to states;, a transitionfor
eachvaluey 2 fLocations xg needdo becreatedo states,. Anothershortcomingof this methodis
thatwheneer a con rmatory eventof a users positionis receved, a new beadfor this positionwill be
createdrom statesg to states;, andthisis clearlywrong.

A.4.2 Counterexample2

This counterexample considershigherlevel statepredicates. The following setof FOL expressions
signify a situationwheretwo usersx1; X, areco-locatedvhile x» is walkingandathird userxs is sitting
down.

H _UserlnLocation (x;;y)  H _UserinLocation(x2;y) ) UsersAreColacated(X1;X2;Y)
UsersAreColcaated (X1 ; X2;y) * UserMovementi(xs; Sitting) )
UsersAreColaatedWhileMovement(xs ; X2 ; Y; X3 ; Sitting )
UsersAreColaatedWhileMovement(Xs ; X2 ; ¥; X3; Sitting ) » UserMovement(x, ; Walking) )
UsersAreColaatedWhileMovement2(xy ; X2 ; ¥; X3 ; Sitting ; X2 ; Walking)

(A.5)

A detailof anFSM for theabove expressions portrayedn FigureA.5(a). Becausdhe predicate
. UsersAreColacatedWhileMovement(x; ; X2 ; Y; X3 ; Sitting)

is not by default availablein the systemtheonly way to determinevhenthetransitionwith this labelis
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Figure A.4. H _UserInL ocation (x;y) * H _UserInL ocation (z; y)(multi-bead method)
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Figure A.5. x1; X2 are co-located while x; is walking and xs is sitting down.
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satis edis to determinevhetherthe equivalentexpression
: H _UserInLocation(x;;y) _ : H _UserInLocation (x2;y) _ : UserMovemenixs; Sitting )

is satis ed,asshavnin FigureA.5(b). Asin thegeneratasethepredicates H _UserinLocation (X1 ;Y),
: H _UserinLocation (x2;y) and: UserMovement(xs; Sitting) arenot availablein the systemunless
they have beende ned througha bindingde nition; in orderto decidewhetherthey aresatis edor not,
the equivalent expressiondgnvolving primitive statepredicatesneedto be evaluated(usingthe closed
world assumptionyvhich makestheimplementatiordomain-speci c.This violatesCAAT.

As canbe concludedrom the abore example,the absencef the negative predicatesn the model
andtheincapabilityof nite statemachinego dealwith lack of informationdo notallow theuseof FSMs

for detectingstatein atransparenivay.



Appendix B

SCALA Modules

This sectionsummariseshe SCALA modules(libraries) andthe containedapplicationprogrammable
interfacesby discussingwherever appropriatethe architectureof the software componenthat corre-
spondgo eachmodule.

B.0.3 The Deductive KnowledgeBaseModule

Thearchitectureof the Deductve KB components discussedn Chapterl0 (Figurel0.3).Basedonthe
above architectureSCALA supportghe following statement$or building andusingthe Deductive KB
component.

CreateReteManager()
CreateEentAdaptor()
CreateEentListener()
CreateSPIRITEentListener()
CreateKnavledgeBase()
GetKnavledgeBase()
UserUpdate()
SensorUpdate()
UserQuery()
ExportFOLModel()
InitknowledgeBase()
LoadCon guration()
Reset()

Clear()

B.0.4 The SCALA Statistical InferenceSewice Module

The StatisticallnferenceServicemoduleis basedon the methodologydiscussedn Chapters3 and4.
It consistsof the StatisticalRecognitionService(SRS)moduleandthe Probability EstimationService
(PES)module. The SRS moduleimplementsthe methodologydescribedin Chapter3 andthe PES
modulethe methodologydescribedn Chapterd.
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Figure B.1. The Statistical Inference Service module
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Statistical Recognition Sewvice API

The architectureof the SRSis portrayedin Figure B.1(a) andit consistsof a samplingmodule an
initialisation module atraining module a recaynition moduleandan analysis(evaluation)model The
samplingmodule (Figure B.0.4) samplesstreamsof positioneventsand producesobsenation vectors
thataretestedusingthe recognitionmodule. Theinitialisation andtraining modulestake asinput a set
of les (con guration, model prototypede nition andtraining data)anditeratvely computesa setof
modelsthatrepresenthe phoneme®f Chapter3.

The recognitionmodule takes as input a network and a dictionary le describingthe allowable
phonemesequencesa setof HMM modelsanda setof testdata. It thenperformsrecognitionof the
testdataby selectinghe HMM modelwith the highestprobability.

Oncetherecogniseis built, it is necessaryo evaluateits performance This is doneby comparing
the outputwith a setof correctdata. This comparisons performedby the analysismodule.

SCALA provides supportfor the online creationof the SRS,aswell asfor its online usagewith

locationdata(seealsoFigure10.1). The CreateSRS-KSLink(§tatemenimplementgheinterfaceto the
Deductve KB component.

CreateSamplingModule()
CreateSRSiInitializationModule()
CreateSRSRiningModule()
CreateSRSAnalysisModule()
Dolnitialization()

DoTraining()

DoRecognition()
DoAnalysis()
AddObseration\ector()
AddObserationList()

AddCon gurationRarameters()
AddHMMList()
AddNetworkFile()
AddDictionary()
MovementUpdate()
SensorUpdate()
CreateSRS-KSLink()

The SCALA Probability Estimation Sewice Module

The Probability EstimationService(PES)implementshe methodologyof Chapter4. It takesasinput
speci cally formattedhistoricaldata,a setof agumentghatde ne themodel's operationandthe predi-
catefor which the probabilityis to be estimatedandit producesa probabilityestimate The CreatePES-
KSLink() statemenimplementgheinterfaceto the Deductve KB component.

SCALA providesthefollowing APIs for creatingandusingPES.

CreatePESModule()

AddPESRrameterFile()
AddDataFile()
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Figure B.2. The Probability Estimation Service architecture

Fact()
FactLikelihoodUpdate()

CreatePES-KBLink()

B.0.5 The SCALA Satis ability Sewice Module

The Satis ability Servicedeterminesvhetherthe userrequirementsresatis able basedon the knowl-
edgethat is maintainedin the knowledge base(seeFigure 9.1). SCALA supportsthe Satis ability

Servicewith thefollowing statements.

CreateSatis abilityService()
CheckSatis able()
LoadFOLModel()

AddFOLFormula()

B.0.6 The SCALA AED Serwice Module

The AbstractEvent DetectionServiceis a higherorderservicefor abstracieventsin sensordriven sys-
temsdescribedn Chapter8. SCALA supportsthe AED Serviceby providing a setof APIs for the
creationandcontrolof this service.More speci cally:

CreateAEDService()
Publish()

Subscribe()
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B.0.7 The SCALA Context-Aware Application Module

The ECA Serviceis describedn Chapterl2. SCALA providesa setof APIs thatsupportthe creation
andcontrolof the ECA Service namely:

CreateECAAppP()
RemweECAAPP()
TriggerAction()

B.0.8 The SCALA SPIRIT Module
The SCALA languageprovidessupportfor usingthe SPIRIT systemasa sourcefor SPIRIT events. It
alsooffersobjectinterfacesj.e., it allows the programmeto manipulatehe SPIRIT databasebjects.

B.0.9 SCALA Support for the SPIRIT Module
CreateSPIRITListener()
GetSPIRIObject()
CreateSPIRITEsntsConsumer()
CreateSPIRIFKBLink()

B.0.10 The SCALA QoSDREAM Module

The SCALA Languageprovidessupportfor connectingo the QosDREAMsystemmainly asan event
sourcebut alsooffering objectinterfaces.

The SCALA supportfor the QoSDREAMmodule
CreateQoSDREAMListener()
GetQoSDREAMODject()
CreateQoSDREAMEsntsConsumer()
CreateQoSDREAM-KSLink()

B.0.11 The SCALA Generic Module

This moduleprovidesa wrapperover a genericcontext sourcewhich causest to publishan eventin-
terface. This is thenlinked into the Deductive Knowledge Basecomponenty meansof a CORBA
event manager This is usedfor legacy systemshat canin this way be integratedinto the systemas
contet-sources.

CreateKBLink()
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