
TechnicalReport
Number 620

Computer Laboratory

UCAM-CL-TR-620
ISSN1476-2986

Middleware support for
context-awarenessin

distributed sensor-driven systems

Eleftheria Katsiri

February 2005

15 JJThomson Avenue
Cambridge CB3 0FD
United Kingdom
phone +44 1223 763500

http://www .cl.cam.ac.uk/



c
 2005 Eleftheria Katsiri

This technical report is basedon a dissertation submitted
January2005 by the author for the degreeof Doctor of
Philosophy to the University of Cambridge, Clare College.

Technical reports published by the University of Cambridge
Computer Laboratory are freely available via the Internet:

http://www .cl.cam.ac.uk/TechReports/

ISSN1476-2986



Abstract

Context-awarenessconcernstheability of computingdevicesto detect,interpretandrespondto aspects
of the user's local environment. SentientComputingis a sensor-driven programmingparadigmwhich
maintainsanevent-based,dynamicmodelof theenvironmentwhich canbeusedby applicationsin or-
der to drive changesin their behaviour, thusachieving context-awareness.However, primitive events,
especiallythosearising from sensors,e.g., that a useris at position (x; y; z), are too low-level to be
meaningfulto applications.Existing modelsfor creatinghigher-level, moremeaningfulevents,from
low-level events,areinsuf�cient to capturetheuser's intuition aboutabstractsystemstate.Furthermore,
thereis a strongneedfor user-centredapplicationdevelopment,without undueprogrammingoverhead.
Applicationsneedto becreateddynamicallyandremainfunctionalindependentlyof thedistributedna-
ture andheterogeneityof sensor-driven systems,even while the useris mobile. Both issuescombined
necessitateanalternative modelfor developingapplicationsin a real-time,distributedsensor-drivenen-
vironmentsuchasSentientComputing.

This dissertationdescribesthe designand implementationof the SCAFOSframework. SCAFOShas
two novel aspects.Firstly, it providespowerful tools for inferring abstract knowledge from low-level,
concrete knowledge,verifying its correctnessand estimatingits likelihood. Suchtools include Hid-
denMarkov Models,a BayesianClassi�er, TemporalFirst-OrderLogic, thetheoremprover SPASSand
theproductionsystemCLIPS.Secondly, SCAFOSprovidessupportfor simpleapplicationdevelopment
throughtheXML-basedSCALA language.By introducingthenew conceptof a generalisedevent,an
abstract event, de�ned asa noti�cation of changesin abstractsystemstate,expressivenesscompatible
with humanintuition is achievedwhenusingSCALA. TheapplicationsthatarecreatedthroughSCALA
are automaticallyintegratedand operateseamlesslyin the variousheterogeneouscomponentsof the
context-awareenvironmentevenwhile theuseris mobileor whennew entitiesor otherapplicationsare
addedor removedin SCAFOS.
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Chapter 1

Intr oduction

��� �� � �� �� �� � �� � �o� � ��� �� � �o
 o� � �� � �� &.
(Knowledge is truebeliefplusanaccountof Logos1) — Plato(Theaetetus201d)

Context-awareness[96] concernstheability of computingdevicesto detect,interpretandrespondto
aspectsof theuser's local environment.Its goalis to enhancecomputersystemswith a senseof thereal
world andmake themknow asmuchastheuserabouttheaspectsof theenvironmentrelevant to their
application.We referto environmentsenhancedwith context-awarenessascontext-aware environments
andto theapplicationsthatoperatein suchenvironmentsascontext-awareapplications.

Context-awarenessis orthogonalto programmingparadigmssuchasUbiquitousComputing[108]
andSentientComputing[44], whichaimto optimisetheserviceofferedto theuserthroughapplications.
Suchapplicationsfollow acommonmodusoperandi:theuserspeci�esasetof requirementsin termsof
abstract,high-level context aswell astheserviceto bedelivered,oncethespeci�edcontext hasoccurred.
Theapplicationreceivesnoti�cations from theSentientsystemwhenever thespeci�edcontext happens,
andit executesaccordinglythespeci�edaction.For example,theusermayaskto beremindedto return
John'sbookwhenlocatedin thesameroomasJohn.

Althoughsensor-drivensystemsarephysicallydistributedandemploy eventsfor acquiringandcom-
municatingawarenessof their surroundingenvironments,they bearsigni�cant differencesto traditional
event-baseddistributedsystems.Theeventsthatareproducedby sensorsaretoo low-level to bemean-
ingful to theapplications.For example,theeventthata useris at position(x; y; z) is not directly usable
by anapplicationthatis interestedin determiningwhenauseris in closeproximity to aPC.Furthermore,
sensor-derivedeventsdo not convey negativeinformation,i.e., informationthatsomethinghasnot hap-
pened.For example,althoughaneventthatnoti�es of a�re canbeeasilyproducedby a�re alarm,unless
suchaneventoccurs,thereis no informationabouttheabsenceof �re. Anotherissueof sensor-driven
systemsis that thesetypically consistof several heterogeneouscomponentsthat differ signi�cantly in
termsof the propertiesof the instrumentingtechnology, e.g.,the accuracy of the locationsystem,the
numberof usersthatareknown in thedomainandthespeci�c topologyof thedomain.This hasa huge
impacton applicationdevelopment.A userthatmovesbetweendomainsmayneedto beableto locate
theclosest,emptymeetingroomin eachof thevisiteddomains,without recompilingtheapplicationthat
deliversthis informationwith eachtransitionto a new domain.Furthermore,usersmayneedto develop
new applicationsadhoc,andsimilarly canceltheir operationin real-time. This meansthatapplication

1TheGreekword Logos(traditionallymeaningword, thought,principle, or speech) hasbeenusedamongbothphilosophers
andtheologians.In mostof its usages,Logosis markedby two maindistinctions- the�r st dealingwith humanreasonandthe
secondwith universal intelligencei.e., theDivine. Theword wasusedbyHeraclitus,oneof thepre-eminentPre-Socratic Greek
philosophers, to describehumanknowledgeandtheinherentorder in theuniverse, a backgroundto theessentialchangewhich
characterisesday-to-daylife. By thetimeof Socrates,Plato,andAristotle, Logoswasthetermusedto describethefacultyof
humanreasonandtheknowledgemenhadof theworld andof each other. TheStoicsunderstoodLogosastheanimatingpower
of theuniverse, which further in�uencedhowthisword wasassociatedwith theDivine.
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22 Chapter1. Introduction

developmentneedsto bedynamicandwithout undueprogrammingeffort. Lastly, UbiquitousComput-
ing advocatesthatthecomputinginfrastructurethatenablesawarenessshouldbeinvisiblefrom theuser.
Thisnecessitatesaseparationof concernsbetweenthewayusersde�ne contextual situationsin orderto
build applicationsandthewaycontext is managedby thesensor-drivensystem.

Existing techniquesfor modellingdistributed,event-basedsystems,suchaseventcomposition, are
not adequatefor modellingcontext-awaresystems,asthey cannotcapturecertainhumanintuition in-
volving state.Furthermore,thesetechniquesdo not caterfor transparency, i.e., hiding theeffect of the
heterogeneityof sensor-drivencomponentsfrom themodellingmechanism.On theotherhand,existing
modelsfor context-awarenesssuchasSPIRIT [41] arenot programmable.As far asapplicationsare
concerned,context-awareapplicationdevelopmenthasbeenadhoc,oftenoverwhelmingto theuser, de-
priving him of any controlover thedesiredapplicationbehaviour. This introducesanimperativeneedfor
toolsthataidcontext-awareapplicationdevelopmentin awaythatthedesiredapplicationfunctionalityis
determinedby theuser, dynamically, while beingmobile.All theabovereasonsnecessitateanalternative
modelfor context-awarenessin sensor-drivensystems.

This dissertationdescribesthe designand implementationof the SCAFOSframework. SCAFOS
achieves two principal goals. Firstly, it implementsa model for context-awarenessfor sensor-driven
systems,which satis�estheabove modellingrequirements.Theproposedmodelis standardised,user-
centred,distributable, portable, dynamicallyextensibleandprovidesaninvisibleseparationof concerns
betweenknowledge acquisition,integratedknowledge managementand knowledge usage by applica-
tions, thusensuringa naturalinterfaceto the users,abidingby the principlesof UbiquitousComput-
ing. Secondly, SCAFOSpromotesapplicationdevelopmentwithout undueprogrammingoverheadby
providing a setof toolsandservicesfor thecreation,deploymentandoperationof context-awareappli-
cationsin distributed,dynamic,extensible, heterogeneous,context-aware environments. The language
partof SCAFOSis calledSCALA; it is XML-based,andit allows for top-down, user-controlledappli-
cationdevelopment.Applicationsoperatingwithin this framework arecreatedautomaticallyfrom user
speci�cations,andbene�t from automaticintegrationwith little developmentoverhead;their seamless
operationis guaranteedastheusermoves,evenwhenthemodelis extendeddynamically.

1.1 Vision

Theuserin thenearfutureis perceivedto bemobileandto move throughseveralheterogeneousindoor
andoutdoorcontext-aware environments. Theusercarrieswith him a PersonalDigital Assistant(PDA),
throughwhich it is possibleto interactdirectlywith thephysicalenvironment,specifyingtheactionthat
is to take placewhenever a situationof interestoccurs.Suchsituationsof interestcanhave theform of
queries,e.g.,queryingthe locationof theclosestwirelesshot spotthat guaranteesa connectionspeed
overa certainthreshold. Theusercanalsode�ne applicationsthatremainfunctionalfor aspeci�c period
of time. For example,theusermayaskto benoti�ed whenevertheclosestsystemadministratorbecomes
availablewithin thenext 10minutes,or hemayrequestthatall personalmessagesbewithheldwhenever
heis talking with colleagueswith whomhespendson average lessthan5% of his weeklytime, andthat
thisapplicationbeeffectivefor therestof theworkingdayandno longer thanthat.

Apart from the prede�nedsetof requirements,ad hoc requirementscanalsobe issuedduring the
user'sdaily routine,suchasnotifymebySMSwhenthebossarrivesin theof�ce or evenshowmea map
to theclosestcinemathat showsthelatestmovie by Almodovar. Suchrequestsaregeneratedby typing
a commandon a PersonalDigital Assistant(PDA), andthey take effect immediately, unlessotherwise
speci�ed.

A user's environmenttypically involvesa home,an of�ce with variousdepartments,a car, malls,
recreationalareassuchascinemas,etc. Suchenvironmentsaredynamic,andeven their topologymay
evolve continually. For example,a multi-departmentalinstitution may expandby modifying a closed-
spacetopologyto a rent-a-deskopenspacetopology. By analysingwhat is requiredto materialisethis
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vision, thefollowing requirementsfor context-awarenesshavebeende�ned.

Formal Modelling. A modelthatencompassestheenvisionedbehaviour of context-awaresystemsand
their usersis necessary. Sucha modelpromotestheunderstandingof theissuesinvolvedin thecontext-
awareparadigm,unveils the capabilitiesandpotentialof eachexisting solution,andoffers a platform
wheredevelopmentefforts canbe standardisedandreplicatedeffort canbe avoided. Althoughseveral
modelsalreadyexist for traditionalevent-baseddistributedsystems,thereis noadequatemodelavailable
for context-awaresystems.

User-Centred Model and Application Development. In a modelfor context-awarebehaviour such
astheoneenvisionedabove,usersneedto beableto determinewhichactionswill takeplaceunderwhich
conditionsandwhateffect suchactionswill have on their interruptibility - i.e.,whenit is appropriateto
disturbthem. This meansthat context-awareapplicationdevelopmentshouldbe simpleenoughto be
undertakenby theuser, andapplicationsshouldbecomeeffective(andsimilarly ineffective) in real-time.
Suchapplicationsneedto operateseamlesslyastheusermovesfrom onecontext-awareenvironmentto
another. They alsoneedto remainoperationalunderthespeci�edtemporalconstraints,evenwhenother
usersdevelop otherapplicationsdynamicallyor whenthe entities(users,topology)in the surrounding
environmentchange.

Invisibility andTransparency. Thesensorandcomputinginfrastructurethatenablescontext-awareness
needsto beinvisible to theuser, thusproviding anaturalinterfacefor developingapplications.Invisibil-
ity advocatesthattheapplicationlogic is compatiblewith humanintuition. Transparencyguaranteesthat
the applicationlogic will be functional in all distributedcomponentsof a context-awareenvironment,
independentof theentities(users,objects,topology)thatexist in thatcomponent.

Expressiveness. In order to reasonwith the modelanddevelop applicationlogic, thereneedsto be
available languagesupport. Expressivenessguaranteesthat sucha languageis powerful enoughfor
expressingall humanintuition.

Real-Time Constraints. As mentionedbefore,applicationsaredevelopeddynamically, while thesys-
temis runningandwithout additionalrecompilation.This introducesreal-timeconstraintsthatneedto
beadheredto.

1.2 A PhilosophicalView on Context, Knowledgeand Events

Thissectionaimsto giveabrief philosophicalbackgroundof someof thekey conceptsin theconceptual
framework describedin this dissertation.This is meantto demonstratethe historicalcontinuity in the
intellectualchallengethat suchconceptsraise,aswell as the similaritiesandthe differencesbetween
the philosophicalapproachandthe approachadvocatedby the currenttrendsin computerscienceand
adoptedin this thesis.Thereferencesgivenhereareindicative,andarereallyonly usedasanindex into
thewider literature.

Context. Context is a termwhich is widely usedin computerscience,andvariousde�nitions for con-
text exist in theliterature.Variousareasof computerscience,suchasnaturallanguageprocessing,have
investigatedthis conceptover the last 40 yearsto relateinformationprocessingandcommunicationto
aspectsof thesituationsin which suchprocessingoccurs.Schmidtet al [98] have given the following
de�nition for context: “Context is whatsurroundsusandgivesmeaningto somethingelse.” Dey talks
aboutadifferentde�nition of context [29]. “Context is anyinformationthatcanbeusedto characterise
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the situationof an entity. An entity is a person,a place, or object that is considered relevant to the
interaction betweena userand an application,including the userand applicationsthemselves.” This
de�nition is moreappropriatefor describinginteractionsin context-awareapplications.

This thesistakesa stepbackandidenti�es the similaritiesthat exist betweenthe above de�nitions
of context andthe conceptof knowledge asthis hasbeenusedin computerscienceandparticularlyin
Arti�cial Intelligence.It arguesthatcontext is knowledgeof thestateof entitiesin thesurroundingworld
andit considerseventsto bechangesof such state. But whatexactly is knowledge?

Knowledge. According to the Dictionary of Philosophy[35], knowledgeis a combinationthe fol-
lowing: (i) knowledgethat (factualknowledge),(ii) knowledgehow (practicalknowledge),and (iii)
knowledgeof people,places,andthings(knowledgeby acquaintance).

Platoin Meno[83] offers a distinctionbetweentrue belief andknowledge(97d-98b).Knowledge,
Platosays,is tetheredin away thattruebelief is not. Thisview, whichseemsto suggestthatknowledge
is justi�ed true belief, is taken up again in the Theaetetus[85], wherePlatosuggeststhat knowledge
is true belief plus an accountof logos (201d). In the Republic[84], Plato identi�es knowledgewith
infallibility or certaintyby claimingthat,knowledgeis infallible, while belief is fallible (Republic477e).
In theRepublicBookV, Platoaddressesa versionof thequestionpertainingto theextentof knowledge.
Therehe distinguishesbetweenknowledgeat oneextremeandignoranceat the other, andhe roughly
identi�es an intermediatestateasbelief. Eachof thesestatesof mind, Platosays,hasan object. The
objectof knowledgeis whatis or exists;theobjectof ignoranceis whatdoesnotexist; andtheobjectof
belief is someintermediateentity, oftentakenasthesensiblephysicalworld of objectsandtheirqualities
(Republic508d-e;Cratylus[82] 440a-d). What truly exists for PlatoareunchangingForms,andit is
thesewhichheindicatesasthetrueobjectsof knowledge.

Aristotle elaborateson the Platonicview of knowledgeby distinguishingbetweenperceptualand
propositionalknowledge. The former is perceived by the sensesandthe latter is knowledgeof facts.
Perceptualknowledgeis discussedin De Anima[2], asknowledgethat is perceived throughthesenses
andthereforeis subjectto error. However, in the Posterior Analytics[3], Aristotle takesthis view of
knowledgeeven further anddiscussesa specialform of knowledge,scienti�c knowledge asa form of
logical deduction. A science,asAristotle understandsit, is to be thoughtof asa groupof theorems
eachof which is proved in a demonstrative syllogism. In the �rst instance,a demonstrative syllogism
in scienceS is a syllogisticargumentwhosepremisesare�rst principlesof S. These�rst principles,in
turn, mustbe true,primary, immediate,betterknown thanandprior to theconclusion,which is further
relatedto themaseffect to cause(PosteriorAnalytics71b21-22).Knowledgeof theconclusionrequires
knowledgeof the �rst principles,but not conversely. Thesciencecanbe extendedby taking theorems
provedfrom �rst principlesaspremisesin additionaldemonstrative syllogismsfor furtherconclusions.
A personwho carriesthroughall thesesyllogismswith relevantunderstandinghasknowledgeof all of
thetheorems.

Events. Eventsform anapparentlydistinctkind, differentfrom thingslike people,planetsandbooks.
Many eventsarechanges,for example,humanbodiesbeing �rst alive and thendeador thingsbeing
�rst hot andthencold. But this maynot de�ne eventsfully. Eventscanbeusedin orderto distinguish
intrinsic changes,like dying, from somerelationalones,like beingorphaned.Second,eventsthatbegin
or endthings,like the Big Bangandotherexplosions,cannotbe changesin themselvesandmay not,
if nothingprecedesor survivesthem,be changesin anything else. The differencebetweenthingsand
events,whetherchangesor not,maybethatthingskeepafull identityovertime,whicheventslack. First,
someeventsmaybeinstantaneousandlack any identity over time. Second,temporallyextendedevents
aredeprivedof full identity over time by their temporalparts,like a speech's spokenwords,which stop
themever beingwholly presentat an instant;whereaspeopleandotherthingshave no temporalparts
andarewholly presentat every instantof their lives. This full identity over time will thendistinguish
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onething changingfrom successive thingshaving differentproperties,thusexplainingwhy only things
canchangeandwhy changes,beingevents,arenot things.

The Inter pretation of this Dissertation. Themodelproposedin this dissertationabidesby both the
abovePlatonicandAristotelianviewsaboutknowledgethroughthefollowing interpretation:knowledge
is factual(predicate)andit is consideredasthestateof logicalentities,whichiseitherperceived,logically
deducedor inferred from perceived or other deducedor inferred knowledge. Perceptualknowledge
is a key componentof sensor-driven systems,whereperceptioncan be seenas sensing,carriedout
by sensors.Perceptualknowledgeis fallible. Indeed,the certaintyof knowledgethat is producedby
sensorsdependson the reliability of the sensortechnology, thus sensedknowledgeis in fact belief.
Althoughthis is notdirectlyaddressedin this thesis,thereis active researchattemptingto modelsensing
accuracy with con�dencelevels, thusmodellingthedegreeof belief. Themodellingapproachtaken in
this thesisemploys similar principles(con�dencelevels and likelihoodestimation)in order to model
higher-level belief. It is worth notingthatexceptfor sectionsof thedissertationin which uncertaintyis
explicitly discussed,it canbeassumedthatuncertaintyis small enoughto be ignored. In this casethe
termknowledgewill beusedto meanbothknowledgeandbelief,unlessotherwisestated.

Knowledgein this thesisis deducedfrom perceived knowledge(sensordata)usingtemporal�rst-
order logic (TFOL) and inferredusingstatisticalprobabilisticmethodologiessuchasHiddenMarkov
ModelsandBayesianPrediction.Perceivedknowledgeis referredto asconcreteanddeducedor inferred
knowledgeasabstract. Abstractknowledgeis encapsulatedasinstances(in thePrologsense)of abstract
predicates.Lack of knowledgeis consideredasignorance. Ignoranceis a key issuein this dissertation,
asit is not addressableby existing distributedsystemmodels. Uncertaintyis anotherkey issuewhich
is inherentin context-awaresystems.Wherever uncertaintyplaysanimportantrole (Chapters3 and4),
knowledgeis equivalentto belief. Otherwise,thetermknowledgewill beusedto meanbothknowledge
andbelief,concreteandabstract,unlessotherwisestated.Furthermore,theseconceptsareconsideredin
thepresent,thepastandthefuture,throughcurrent,historicalandpredicteddata.

1.3 SentientComputing and Sensor-Dri venSystems

Theresearchdescribedin this dissertationis basedon theSentientComputingparadigm.SentientCom-
puting is a programmingparadigmfor context-awareness,which employs sensors,distributedthrough
the environment,in orderto createandmaintaina detailedmodelof the real world andmake it avail-
able to applications. This sectionelaborateson the requirementsof Section1.1 and focuseson their
satis�ability in thecontext of SentientComputing.Sensor-drivensystemsbearsimilaritieswith sensor
networks,whichareanemergingareaof research.

A key characteristicof suchsystemsis thateventsin SentientComputingarenotmeaningful.Rather,
they areinstancesof the stateof an entity, asthis is capturedby the sensortechnology. Furthermore,
eventsin sensor-drivensystemsonlyconvey positiveknowledge.They cannotrepresentknowledgeabout
somethingthathasnot occurredor hasstoppedoccurring.Furthermore,thesemanticmappingbetween
concreteknowledgeproducedby sensorsandabstractknowledgethatis queriedby theapplicationlayer
is incomplete.Uncertaintyis alsoan issuethat affectsthe degreeof abstractbelief that is maintained
by the systemandqueriesby applications.Uncertaintycanbe introducedby variousfactors. Sensor
occlusionmaypreventanevent from beinggenerated.Statisticalerror in the locationtechnologymay
causethegenerationof eventsthatareonly approximationsof theactualmonitoredentityproperty. Node
failure is acommonfailure,especiallyin sensornetworks.

Anotherkey issueis thatof scalability. Scalablecomputationandcommunicationis crucial in pro-
cessingthe high updateratethat is involved whenreasoningwith sensorupdates,while maintaininga
nearreal-timeresponse.Whenscalingcontext-awaresystemsto a largenumberof physicallydistributed
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components,whichcontainalargenumberof usersthatissuealargenumberof applicationrequirements,
maintaininganacceptableresponsetimebecomessigni�cantly harder.

Finally, theheterogeneityof thetechnologyandtheentitiesinvolvedin eachdistributedsensor-driven
component,alongwith thedynamicevolution of suchsystems,oftenhindersthedynamiccreationand
thecontinuous,seamlessoperabilityof createdapplications.This is only aggravatedby usermobility.

Thesatis�ability of therequirementsof Section1.1,given theabove issues,is investigatedandad-
dressedin thisdissertation.

1.4 A ConceptualFramework

Thissectiondescribestheconceptualframework proposedin thisdissertationanddiscussesthekey deci-
sionsinvolvedin its designandimplementation.Themaincomponentsareportrayedin Figure1.1. The
mainapplicationprogrammableinterfaces(APIs)betweentheconceptualcomponentswill bediscussed
in detail in thefollowing chaptersandareonly outlinedhere.

Deductive KB
Abstract Event

Detection Service

MovementUpdate()

ExportFOLModel()

CreateECAApp()UserUpdate()
LoadFOLModel()

CheckSatisfiable()

TriggerAction()

Context Aware 
Application Service

Subscribe()

Subscribe()

Publish()

LocationUpdate()

PublishAEDSEvent()ExportFOLModel()

Inference Service
Statistical 

Publish()
Fact()

FactLikelihoodUpdate()

SensorUpdate()

AssertUpdate()

UserQuery()

UserQuery()

TriggerResponse()

Satisfiability Service

Figure 1.1. The SCAFOS conceptual framework.

The framework promotesuser-driven context-aware applicationdevelopment. The usercreatesa
speci�cationfor a context-awareapplicationusinganXML-basedhigh-level languagecalledSCALA.
Thisis modelledby theCreateECAApp()interface.SCALA is discussedextensively in Chapter12. Each
SCALA de�nition consistsof threecomponents.An ECAASspeci�cation(anapplicationde�nition), an
AESLde�nition (ade�nition of theabstractpredicateandtherulesby which thiswill begeneratedfrom
primitiveevents)andanAEFSLde�nition (�lter) (anassignmentof constantvaluesto theattributesof the
abstractpredicateof theAESL de�nition). TheECAASspeci�cationde�nesthedesiredfunctionalityof
thecontext-awareapplicationin anenhancedEvent-Condition-Action(ECA) format,whichde�nesthat
aparticularsystemaction(A) will betriggeredwhenever it is determinedthroughthereceptionof anab-
stractevent(E) thatacondition(C) hasbeensatis�edin thecontext-awareenvironment.AbstractEvents
arediscussedin Chapter8. This formatis enhancedwith elseandscopestatements.Theelsestatement
de�nesalternativeactionsto betriggeredwhentheconditiondoesnothold. Thescopestatementde�nes
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temporalconstraintsontheapplicationfunctionality, i.e.,thelengthof time it remainsin effect. Both the
elseandscopestatementsarediscussedin Chapter12.

Abstractknowledgecanbeinferredfrom concreteknowledgeby meansof HiddenMarkov Models
(HMMs) andTemporalFirst-OrderLogic (TFOL). Chapter4 presentsa movementrecognitionmethod-
ology, basedon HMMs. This processis undertakenby theStatisticalInferencingServicecomponentof
Figure1.1. Thealgorithmfor deducingtheabstractknowledgepredicatesfrom concreteonesis de�ned
by theuserusinganAESLde�nition anda�lter , de�ned in thelanguagesAESL andAEFSLrespectively.
Both languagesarebasedonTFOL andaredesignedwith computationalef�ciency in mind. Chapter12
discussesthedesignprinciplesbehindthem.

TheAESL de�nition is checkedfor correctnessandsemanticcompatibilitywith thevarioushetero-
geneousdistributedcomponentsof the sensor-driven systems,usingthe Satis�ability Servicethrough
theCheckSatis�able()interface(Chapter9). Eachcomponentmodelis loadedin theServicethroughthe
LoadFOLModel()interface.This servicewill raiseanexceptionif theAESL de�nition is not logically
satis�able. This may be dueto incorrectusageof the underlyingmodel,missingpredicates,incorrect
syntaxor a mismatchbetweenthe applicationrequirementsand the technologicalpropertiessuchas
location-sensingprecision. This servicealsodetectserrorsthat canoccur from violating logical con-
straintssuchas thosederived from the functionaloperationof locationpredicates.For example,the
situationwheretheC expertis typingwhile at thesametime thesystemadministratoris having acoffee
is impossibleif thesystemadministratorandtheC expertarethesameperson.

The combinedAESL andAEFSL de�nitions arecompiledinto an implementationprocesssimilar
to anexecutionthread, which usestheevent-drivenparadigmin orderto communicatewith theloosely
coupledcomponentsof the framework that implementthe reasoningrequiredfor creatingthe applica-
tion. Althoughtheevent-drivenparadigmis appropriatefor this process,basicevents,especiallythose
arisingfrom sensors,may be too low-level to be meaningfulto users. For this reason,substantialre-
searchinto eventcomposition[6, 7, 63, 81,102], i.e.,thecombinationof primitiveeventsinto composite
eventsby applyinga setof compositionoperators, hasbeenpursuedby severalgroups.This bottom-up
approach,althoughvaluable,is insuf�cient to satisfyall thequeriesusersmightwishto make. In particu-
lar, compositionusing�nite statemachinescannotcapturetheuser's intuition aboutabstractsystemstate
or expressconceptsthat involve negation, suchas”empty room”. This meansthat they cannotmodel
ignoranceasdiscussedin Section1.2. At thesametime,eventcompositionis dependenton thespeci�c
implementationdomain,which hinderssemantictransparency. This necessitatesan alternative model
for querying,andsubscribingtransparentlyto, distributedstatein a real-time,ubiquitous,sensor-driven
environmentsuchasis foundin SentientComputing.Suchamodelis discussedin Chapter4.

Chapter4 �rst presentsan analysisof the de�cienciesof existing event modelsthat arebasedon
�nite state-machines,when appliedto sensor-driven, context-aware systems. It concludesthat these
impair theexpressivenessof theuserrequirementslanguage.Instead,it proposesa staterepresentation
of the knowledgeaboutthe context-aware environmentin temporal�rst-order logic (TFOL). Instead
of traditional events,our model usesa generalisednotion of an event, an abstract event, which we
de�ne as a noti�cation of transparentchangesin distributed state. AbstractEventsare discussedin
detail in Chapter8. Referringto theEvent-Condition-Actionmodeldiscussedearlierin this section,a
higher-orderservice(Abstract EventDetectionService)acceptsa subscriptionthroughthe Subscribe()
interfacecontaininganabstracteventde�nition (C) asanargumentand,in return,publishesaninterface
to a further service,an abstractevent detector. AbstractEvent detectorsare structuredas Deductive
KnowledgeBasecomponentsandareresponsiblefor determiningwhethertheknowledgede�ned by the
userhasbeenacquiredon not. Uponsuccessfuldetection,anabstractevent(E) is publishedthroughthe
Publish()interfacethatnoti�es theContext-AwareApplicationServicethatthede�ned systemresponse
(A) cannow betriggered.

AbstractEvent detectionis undertaken by the Deductive KnowledgeBasecomponentand is dis-
cussedin detail in Chapters8 and12. AbstractEventDetectorsareimplementedasRetenetworks[38],
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andthey consistof nodesandarcs.Every timeasensorcreatesaprimitiveevent,this is translatedinto a
token, which is propagatedthroughthearcsto thenodes.Eachnodecheckswhetherthereceivedtokens
correspondto a particularcondition,e.g., if they areof classH UserInLocation . It thenforwardsthe
tokensthatsatisfythecheckon to thethechild nodes.Whena tokenis forwardedto the�nal node,an
instanceof theabstractpredicatethat is beingde�ned is createdor deletedaccordingly, andan“activa-
tion” or “de-activation” abstracteventis triggered,respectively. Retenetworks,asusedin this thesis,can
performreasoningthatis equivalentto TFOL.

Chapter6 focuseson scalability, asin orderto deducetheabstractpredicatesof interest,theDeduc-
tive KB componentneedsto processa vastnumberof sensorupdatespersecond(SensorUpdate()inter-
face). Theusercanalsoprovide anAESL de�nition manuallythroughtheUserUpdate()/UserQuery()
interfaces.Scalabilityis achievedby maintainingadual-layerknowledgerepresentationmechanismfor
reasoningabouttheSentientEnvironmentthatfunctionsin asimilarwayto atwo-level cache.Thelower
layermaintainsknowledgeaboutthecurrentstateof theSentientEnvironmentatsensorlevel by contin-
ually processinga high rateof eventsproducedby environmentalsensors,e.g.,it knows of theposition
of a userin space,in termsof his coordinatesx,y,z. Thehigherlayermaintainseasilyretrievable,user-
de�ned abstractknowledgeaboutcurrentandhistoricalstatesof the SentientEnvironmentalongwith
temporalpropertiessuchasthetimeof occurrenceandtheirduration,e.g.,it knowsof theroomauseris
in andfor how longhehasbeenthere.Suchabstractknowledgehasthepropertythatit is updatedmuch
lessfrequentlythanknowledgein the lower layer, namelyonly whencertainthreshold-eventshappen.
Knowledgeis retrieved mainly by accessingthe higherlayer, which entailsa signi�cantly lower com-
putationalcost thanaccessingthe lower layer, thusensuringthat the lower-level canbe replicatedfor
distribution reasons,maintainingtheoverall systemscalability.

Theframework describedin thisdissertationalsosupportsprobabilisticreasoning,notonly for infer-
ring richercontext suchasusermovementsbut alsofor estimatingthelikelihoodthatconcreteor abstract
knowledgewill beacquiredin thefuture.This is undertakenby theStatisticalInferencingServiceandit
is basedon theNä�ve BayesClassi�er discussedin Chapter4. ThroughtheFact() interfacetheStatisti-
cal InferenceServicereceivesbothupdateson concreteknowledge(sensorupdates)aswell asabstract
eventsfrom theDeductive KB component's Publish()interfaceandstoresthesepersistently. Unlike the
movementupdates,which areassertedinto theknowledgebaseat thesamerateasthelocationupdates,
likelihoodestimationfactsarecreatedondemand,throughtheAESL de�nitions. Theservicesubscribes
to AESL de�nitions that containlikelihood function predicates(Chapter4). The latter are compiled
into BayesianDiscriminantanalysisprocessesthat estimatethe likelihoodof the predicateof interest,
with theparametersgivenin thestatement.Thededucedfactsaretreatedasadditional,abstractcontext
sourcesandarepublishedusingtheFactLikelihoodUpdate()interfaceto theappropriateknowledgebase
components,wherethey areincludedin thereasoning.

1.5 Contrib ution of the Thesis

Thethesisof thisdissertationis thatit is bothfeasibleandbene�cial to provideaframework for context-
awarenessin sensor-drivensystems.In particular, it emphasisesthefollowing:

� Existing distributedsystemsmodelsareunsustainablefor sensor-driven, context-awaresystems.
Theframework thatisdescribedin thisdissertationconstitutesanalternativesolutionfor modelling
context-awarenessin sensor-drivensystems.

� This framework is mostef�cient whenit is orientedtowardstheuserandtheuser's applications;
this meansthat context-awareapplicationdevelopmentis undertaken by the user, andtherefore,
it needsto be feasiblewithout undueprogrammingeffort. Applicationsneedto be createdand
removedwithoutstoppingor recompilingthesystem.Wheneverappropriate,applicationsneedto
remaineffectiveastheusermovesfrom onedomainto another.
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� For eachdistributedsensor-driven component,a dynamicmodelneedsto be maintainedwhich
integratesknowledgeaboutthe entitiesin the sensor-driven componentandthe surroundingen-
vironment. A languagefor reasoningaboutthe model is necessary. The languageneedsto be
powerful enoughto expresshumanintuition aboutthestateof thephysicalworld, in awaythatthe
instrumentingandprocessingtechnologyaswell asthe semanticdifferencesin eachdistributed
modelcomponentareinvisible to theuser. Powerful tools for extendingthemodelwith abstract
knowledgearenecessary.

� Theframework describedin this dissertation,which usesbothcomputerscienceandengineering
methodologies,is a plausibleandusefulapproachto modellingcontext-awarenessandcontext-
awareapplicationdevelopmentin sensor-drivensystems.

In the processof arguing the above thesis,the work describedin this dissertationhasresultedto the
following artifacts:

� A framework calledSCAFOS,whichbearsthefollowing features:

– It implementsa state-based,formal modelfor context-awarenessin sensor-driven systems,
that integratesknowledgewhile maintainingknowledgeintegrity. For eachsensor-driven
component,a separatemodelis maintained.A state-basedrepresentationis a novel way of
modellingdistributedsystemsandit is usedinsteadof traditional-event basedmodels,that
areinsuf�cient for sensordrivensystems.

– Knowledgein eachmodel is maintainedin a dual-layerknowledgebase. The lower layer
maintainsconcreteknowledgepredicates,e.g.,it knows of the positionof a userin space,
in termsof his coordinatesx,y,z. Thehigherlayermaintainsabstractknowledgepredicates
aboutcurrentandhistoricalstatesof the SentientEnvironmentalongwith temporalprop-
ertiessuchasthe time of occurrenceandtheir duration,e.g., it knows of the room a user
is in andfor how long he hasbeenthere. Abstractpredicateschangemuchlessfrequently
thanconcretepredicates,namelyonly whencertainthresholdeventshappen.Knowledgeis
retrievedmainly by accessingthehigherlayer, which entailsa signi�cantly lower computa-
tional costthanaccessingthelower layer. In thisway, thisschemeactsasadual-layercache
for knowledgepredicates.

– SCAFOSintroducesthe conceptof abstract events. An abstractevent is a novel concept
of a generalisedevent de�ned asa changein the value(or a reminder)of an abstractstate
predicate.SCAFOSintroducesthe AESL languagefor de�ning new abstracteventsfrom
concreteandabstractknowledgepredicates.AESL is a TFOL-basedlanguage.Phrasesin
this languagecancapturehumanintuition aboutsystemstatethatwasnot de�nable before.
Suchphrasesinvolve negation (e.g.,emptyroom) and semanticallytransparentreasoning
with globalstate(e.g.,locatetheclosestemptymeetingroom)evenwhenthis refersto more
thanonemodelwith differententities.Furthermore,theAESL languageis designedwith im-
plementationef�ciency in mind. AESL phrasesarecompiledinto reasoningstructurescalled
abstracteventdetectors,whichareoptimisedfor computationalef�ciency. Abstracteventde-
tectorsareimplementedasRetenetworks.AESL is complementedby the�ltering language
AEFSL.Thecombineduseof AESL andAEFSLavoidsduplicationof computation.

– SCAFOScontainstheSCALA languagefor usingtheSCAFOSframework. SCALA is an
XML wrappingof the following threesublanguages:TheAESL language,theAEFSL lan-
guageandthe ECAAS language.The ECAAS languageis an extendedECA languagefor
building applicationseasily, by bindingAESL de�nitions to actionpredicatesthatrepresent
actionsavailablein theenvironment.It alsocontainselsestatementsandstatementsfor con-
trolling thelife-cycleof thecreatedapplication.
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– SCAFOScontainspowerful toolsfor extendingthemodelwith abstractknowledgeby means
of probabilisticstatisticalinference,usingHiddenMarkov Models(HMMs) andBayesian
prediction. More speci�cally, SCAFOScontainsanHMM-basedschemefor detectingand
recognisinghumanmovementsfrom positionstreams.This systemis independentof user
anddomain.SCAFOSalsocontainsaschemefor estimatingthelikelihoodof futureconcrete
or abstractpredicatesholding.This hasa numberof bene�tssuchasthatit enablesdecision
makingin theabsenceof knowledgesources.

– SCAFOSis dynamicallyextensible.Dynamicextensibilityrefersto theability to modify the
modelledphysicalentitiesandcreateor removeapplicationswithouttakingthesensor-driven
systemof�ine andwithouthaving to recompileexistingapplications.

– SCAFOScontainstoolsfor checkingthecorrectnessof userrequirementsandtheir compat-
ibility with themodelsof thedistributedcomponents.

� An implementationof SCAFOS,basedonCORBA [21], consistingof thefollowing services:

– A Context-AwareApplication Service,which enablesthe simpledevelopmentof context-
awareapplicationswith little programmingoverhead.

– A StatisticalInferenceService,whichdetectshumanmovementfrom locationdataandesti-
matesthelikelihoodthataninstanceof eitherconcreteor abstractknowledgewill hold in the
future.

– An AbstractEventDeductionService,whichpublishesstatechangesinto abstractevents.

– A setof Deductive KnowledgeBase(KB) componentsthat detectabstracteventsthat are
publishedby theAbstractEventDetectionService.Deductive KB componentsarecapable
of scalableabstractreasoning.

– A Satis�ability Servicethatprovesthecorrectnessof userrequirementsandtheir semantic
compatibilitywith thesensor-drivensystemcomponentsof thedistributedinfrastructure.

1.6 Relation to Databaseand Enterprise ResourcePlanning Systems

This thesistakesthe approachthat the designof context-awareapplicationscanbe facilitatedandau-
tomatedif it is built on a framework that integratesknowledgeaboutcontext-awareenvironments.One
resultof thisis thatapplicationdevelopmentis equivalentto de�ning ahigh-level speci�cationandletting
thesystemcompilethis into aprocessthatcreatesanew applicationfrom theuserspeci�cation.

This approachin unifying knowledgein context-awaresystemsis inspiredby a similar uni�cation
in the modellingof enterprisedatathat led to the developmentof relational databasesandEnterprise
ResourcePlanning(ERP)systems.Thesesystemsreplacedof previousadhocdatamanagementefforts
thatsufferedfrom dataredundancy andreplicationof computation.A brief backgroundonthesesystems
follows.

A relationaldatabaseintegratesthe datausedin an organisationundercentralisedcontrol. Appli-
cationssharingthe integrateddatado not needto know how the datais organisedandhow it canbe
accessed.Knowledgeis storedonce,thusavoiding redundancy andthe integrity of suchknowledgeis
maintained.ERPsystemsaim to integratenot only databut alsoall functionsacrossa company into a
singlesystemthatcanserve all thedifferentdepartments'particularneeds.TheERPsystemis aninte-
gratedsoftwareprogramthatrunsoff a singledatabasesothat thevariousdepartmentscanmoreeasily
shareinformationandcommunicatewith eachother. For example,theprocessingof a customerorder
causesthecreationof a new processthat is executedby a pipelineof systemcomponents.Thechange
introducedby theprocessingof thenew orderwill bepropagatedto thewarehousemanagementsystem
which will subtractthesolditem from thestock,to thecompany's materialplanningsystemwhich will
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calculatenew estimatesin purchasingraw materialsthat arecausedby the sale. While executingthis
process,thesystemmaintainsintegrity constraintsbetweenthecomponents.

The most importantbene�ts introducedby relationaldatabasesandERPsystemsarereductionof
redundancy, avoidanceof inconsistency, standardisationanddataindependence.

The methodologyby which software for ERPsystemsis developedhasbeenfollowed during the
implementationdescribedin this dissertation.ERPsystems,suchasSAP[105], offer middlewaresup-
port for building the componentsof the ERPsystemand integrating legacy systemsto the integrated
knowledge. Chapter12 presentssimilar language-basedmiddlewaresupportthat supportsmaximised,
scalableintegration. Similarly to the modelpresentedin this dissertation,ERPsystemsre�ect an in-
terdisciplinarydevelopmenteffort. They consistof conceptualbuilding blocksthat relateto Business
ManagementPractice,InformationTechnologyandtheSpeci�c BusinessObjectivesof thecorporation.
Similarly, themodelpresentedin this dissertationusescomputerscienceideasandengineeringprinci-
plesto modelandimprove context-awareness.The speci�c context-awareservicesareindependentof
thenatureof themodelledenvironments,whethertheseareacademic,corporateor, ideally, mixed.

1.7 Research Limitations

Signi�cant to this research,but not addresseddirectly in this dissertation,aresecurityandsystemsnet-
workingresearch,routingprotocolssuchasmulticasting,peer-to-peerroutingetc. Mobility in termsof
portablecodeasin mobileagentsis alsocomplementary, andit is thesubjectof parallelresearch.Grid
Computingis complementaryto this thesisin termsof scalability in computationalresourcesandcan
beseenfrom a context-awarepoint of view. Sensornetworksis anemerging paradigmof sensor-driven
systems,whereeachsensoror sensorclusterformsa network node.Sensornetworksareby their nature
distributed,andtheresearchdescribedin this thesisis highly applicableto sensornetworksaswell.

1.8 Logic

Temporal�rst-order logic (TFOL) is usedin this dissertationas a tool for modelling and reasoning
aboutknowledgein sensor-drivensystems.Chapter5 discussesa modelfor de�ning knowledgeusing
TFOLpredicatesin sensor-drivensystems.Chapters6 (KnowledgeRepresentationandScalableAbstract
Reasoning),7 (QueryAnalysisandOptimisation),8 (An ExtendedPublish/SubscribeProtocolUsing
AbstractEvents)and12 (SentientComputingApplicationsLanguage:SCALA) all look at the model
from differentperspectives.Chapter6 focusesonscalablerepresentationandreasoningwith knowledge
throughqueries. Chapter7 discussesan optimisationprocessfor the queriesof Chapter6. Chapter8
looksat extendingthemodelwith new abstractpredicates,in anevent-basedasynchronousinteraction.
Following Chapter5, arguing that existing event-basedmodelsarenot adequatefor sensor-driven sys-
tems,a new concept,thatof anabstract event, is introducedin Chapter8. New abstractpredicatesare
de�ned by applicationsthrougha setof rules. A languagefor creatingapplicationsthatoperatein the
modelis presentedin Chapter12.

Therearetwo typesof TFOL formulaein this dissertation,queriesandrules. Rulesareaddedto
the systemthroughthe Subscribe()interfacein Figure1.1. Queriesareaddedby the userthroughthe
UserQuery()interface.Queriesarediscussedin Chapters6 and7 andRulesin Chapters8 and12.

RulesareTFOL wffs (well-formed-formulae)that resembleHorn Clausesin that thereis a single
conclusionand a single implication. Rulescontainnegation, existential quanti�cation and universal
quanti�cation, which is a signi�cant part of the contribution of this thesis,as existing event models,
suchaseventcomposition,have limitationsin implementingtheseoperatorsin away thatis appropriate
for theapplicationlogic in sensor-drivensystems.Theright-handside(RHS)of eachrule is anatomic
formulade�ning theabstractpredicatethat is createdby therule. Queriesaresyntacticallyidenticalto
the left-hand-side(LHS) of a rule andthey returna setof selectedvaluesof the predicateinstancesto
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which they apply, or theanswer“no” if theinstancede�ned by thequerydoesnot exist. In bothqueries
andrules,universalquanti�cation is implicit. As a convention,constantsin TFOL formulaehave the
�rst lettercapitalisedandvariablesarein lower-case.

Both queriesandrulesareimplementedby Retenetworks. Retenetworks that implementqueries
arediscussedin Chapters6 and7. ReteNetworksthat implementrulesarereferredto asabstractevent
detectors,whenever suchrules are usedin order to de�ne abstractevents(Chapter8 and 12). The
ef�ciency of differentarchitecturesof Retenetworks is discussedin Chapter7. The �ndings of that
chapterapply, therefore,to bothqueriesandrules.

Thetemporalnotationusedin thisdissertationis discussedin Section2.7wheresomebackgroundon
temporallogic is given,aswell. Belief is alsomodelledin theTFOL framework, by extendedpredicates
thatincludeuncertaintyin their semantics,e.g.,Probability(args),Likelihood(args)andwith con�dence
levels, e.g.,

Prob(85%; 80%; H UserInLocation (uid; Supervisor; r id; Supervisor's-of�ce); Today)

where85%is thevalueof theprobabilityestimationand80%thecon�dencelevel thatre�ectsthesuccess
rateof theestimation.Belief is modelledasabove for simplicity andeaseof reasoning.Thealternative
would bea logic thatsupportspartial truth suchasfuzzylogic [109]. Thedecisionmakingis not partof
thelogic. Theuseris presentedwith knowledgepredicatesthatareperceivedor inferredby theStatistical
InferencingServiceof Figure1.1associatedwith acon�dencelevel thatre�ects theinherentuncertainty
in thatpredicate.Theusercanmakedecisionsbasedonsuchpredicateinstances.

1.9 Nomenclature

This sectiongivessomede�nitions of themostcommontermsdescribedin this dissertationandit dis-
cussestheadoptednomenclature.Moredetailedde�nitions areincludedin AppendixB.

A largepartof thisdissertation(Chapter7 andAppendixB) investigates�nite statemachines.These
areoftenreferredto asFSMs. A knowledgebaseK is asystemthatstoresknowledgeaboutthecontext-
awareenvironment.A knowledgebaserepresentspredicatesthataretrue by storinganinstanceof each
of thesepredicates.We refer to this instanceasa fact. Theassertionof a fact in theknowledgebaseis
equivalentto it beingstored in theknowledgebaseasa true statement.A factbeingretractedfrom the
knowledgebaseresultsin theremoval of thefactfrom theknowledgebase.In fact,theassertcommand
is similar to a databaseADD, whereastheretract commandis equivalentto a databaseDELETE.When
a fact is assertedin theknowledgebase,this signi�es that thepredicatethat thefact's predicatehasthe
valueTRUE. Whenthe fact is retractedfrom theknowledgebase,this signi�es that thecorresponding
predicatehasthevalueFALSE. Thisnomenclatureis takenfrom logic programming.

For thedescriptionof thepredicates,wherever theseareusedin thecontext of the implementation,
a namedparameternotationis used,which is basedon theCLIPS [19, 20] syntax. Table1.1 usespo-
sitionalparameternotationfor thedescriptionof thepredicatese.g.,L InRegion(X ; Y ; Z ; Rid ; Rattr )
asopposedto the CLIPS notatione.g, (L InRegion(x X )(y Y )(z Z )( rid Rid )( rattr Rattr )) . Pred-
icatesarealsooften referredto by an appropriateabbreviation. Furthermore,an appropriatepre�x is
usedto differentiatelow-level (L ) from high-level (H ) predicates.Low-level (concrete)predicatesand
high-level (abstractpredicates)arediscussedin detail in Chapter6.

ThepredicateL UserAtPosition(uid; r ole;x; y; z) representsthepositionof userwith identi�cation
uid androle r ole, in termsof thecoordinatesx; y; z. Thepredicate
H UserInLocation(uid; r ole;r id; r attr ; timestamp ) representstheregionwith identi�er r id andprop-
erty r attr , that containsthe useruid with role r ole at the point of local time denotedwith timestamp
timestamp . ThepredicateL AtomicLocation(r id; r attr ; polygon) representstheregionwith identi�er
r id andpropertyr attr that is boundby thepolygonpolygon, in a givencoordinatesystem.Thepredi-
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Predicate Abbreviation

L UserAtPosition(uid; r ole;x; y; z) UP
H UserInLocation(uid; r ole;r id; r attr ; timestamp ) UL
H UserColocation(uid-l ist; r ole-l ist; r id; r attr ; timestamp ) UC
L AtomicLocation(r id; r attr ; polygon) AL
L InRegion(x; y; z; r id; r attr ) IR
H EmptyLocation (r id; r attr ; timestamp ) EL
H ClosestLocation(uid; r ole;r id; r attr ; timestamp ) CL
H ClosestEmptyLocation (uid; r ole;r id; r attr ; timestamp ) CEL
H ClosestNonEmptyLocation (uid; r ole;r id; r attr ; timestamp ) CNEL

Table 1.1. Most common predicates and their abbreviation.

cateH UserColocation(uid-l ist; r ole-l ist; r id; r attr ; timestamp ) representsthefactthatalist of users
(uid-l ist ) areco-locatedinsidea region with identi�er r id andpropertyr attr at a givenpoint in local
timedenotedby thetimestamptimestamp . ThepredicateL InRegion(x; y; z; r id; r attr ) representsthe
factthata position(x; y; z) is containedwithin a region with identi�er r id andattributer attr . Thelast
four predicatesrepresentan emptylocation,the closestlocationandthe closestnon-emptylocationto
a user. Note that whenconstantsareassignedto predicateattributes,the �rst letter is capitalised.For
example,Room10is modelledby thepredicateinstanceL AtomicLocation(Room10,Of�ce,Polygon10).

A modelin this dissertation(exceptwhenusedin the context of HMM andBayesianinferencing
schemes,whereit refersto the respective techniques)is a logical interpretation[65] that satis�es the
set of TFOL predicatespresentedin Chapter4. The word model is also usedin this dissertationin
connectionwith the termsstate-basedvs. event-basedmodelling to meanproviding a representation
of the behaviour of a distributedsystemusingthe formalismof stateor event respectively. The term
framework is usedin thisdissertationto meananimplementationof amodelandasetof toolsusedfor a
particulargoal, i.e., a languagefor applicationdevelopment.SCAFOS,theframework proposedin this
dissertation,is summarisedin Section1.5anddiscussedin moredetail in Chapter10. Thenameof the
proposedframework, “SCAFOS”,is aGreekwordfor “vessel”,andit is appropriatehereasit represents
thestructurethatcontainsthe tools for creatingcontext-awareapplications.Thenameof theproposed
language,“SCALA”, hasthe meaningof escalationin Greek. This is alsoappropriate,asSCALA is
usedin orderto synthesiserich context from concretecontext. A lot of examplesareimplementedin the
Laboratoryfor CommunicationEngineeringof theUniversityof Cambridge,abbreviatedasLCE.

1.10 An Interdisciplinary Approach

The approachof this thesishasbeento investigatethe applicability of the �ndings of relatedresearch
areasin computerscienceandengineeringin modellingcontext-awarenessin SentientComputing.El-
ementsof computersciencedisciplinessuchas automateddeduction, programminglanguage design
anddistributedsystems, aswell asengineeringdisciplinessuchasstatisticalprobabilisticreasoningand
softwareengineeringhavebeenessentialandsuccessfulin supportingthethesisof thisdissertation.The
mostimportantmodellingtechniquespresentedin thisdissertationaresummarisednext.

1.11 Hidden Mark ov Models

A HiddenMarkov Model (HMM) [32, 88] is a stochasticmodel with an underlyingstochasticpro-
cessthat is not observable(it is hidden)but it canonly beobservablethroughanothersetof stochastic
processesthatproducethesequenceof observations.
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Processesinferredfrom positiondata,suchashumanmovements,aregoodcandidatesfor HMM-
basedmodellingbecausethey have a numberof interestingproperties.As usersarefree to move into
space,a positionis only dependenton a previous position. HMMs areappropriatefor modellingpro-
cesseswith inherenttemporalitythat unfold in time, wherea stateat time t is in�uenced only by the
stateat t-1. The constraintsof physical spaceandhumanmovementintroduceinvariancesthat canbe
usedasthe underlyinghiddenstochasticprocess.HMMs areparticularlyef�cient for modelsthat are
basedon datathat is missingor incomplete.Locationdatabelongsto this category. Locationsamples
areoftenof variablelengthasthesamplingfrequency of the locationsystemvaries,astheusermoves
aroundatdifferentspeedsandassomeof thesampledsightingsarediscarded,dueto errorsduringasta-
tistical �ltering process,internalto thelocationsystem.For all theabovereasons,HMMs areconsidered
appropriatetoolsfor modellinginferredknowledgesuchashumanmovementsin SentientComputing.

1.12 The Na�̈veBayesClassi�er

The nä�ve Bayesclassi�er is a widely usedpracticallearningmethod,similar in ef�ciency to neural
networks. It appliesto problemsof classi�cationwhereeachinstancex is describedby aconjunctionof
attributevalueswherethetargetfunctionf (x) is unknown but it cantake any valuefrom a �nite setV .
A setof trainingexamplesof thetargetfunctionis provided,anda new instanceis presented,described
by thetupleof attributevaluesha1; a2 � � � an i . TheBayesclassi�er is usedin orderto predictthetarget
valuefor thenew instance.Thetargetvaluefor this instanceis assignedthemostprobableconditional
probabilityvalueuM AP , giventheattributevaluesha1; a2 � � � an i thatdescribetheinstance.

UM AP = argmax
u j 2 V

P(uj ja1; a2 � � � an ) (1.1)

This thesisusestheabove classi�er in orderto estimatethelikelihoodthata predicateinstancewill
occur. For example,consideringthepredicate

H UserInLocation (uid ; rid ; role; rattr ; timetamp);

thenä�veBayesclassi�ercanbeusedin ordertoclassifyany of theattributesuid,r id, r ole,r attr ,timestamp
to themostprobablevalueof anotherattribute,giventhatthevalues,of someor all of theotherattributes,
aregiven. For example,the uid canbe classi�ed into the region with the highestprobability of being
associatedwith a givenuid, basedon historic locationdata,at a given time. This is equivalentto esti-
matingthemostprobablelocationthatauserwith identi�er uid will be“seen”by thelocationsystemat
agiventime. Similarly, thepredicate2

H ClosestEmptyLocation (John; Sysadmin; rid ; Kitchen ; 9am);

canbeusedto classifythemostprobableclosest,emptyroomof type r attr = K itchen in respectto
userwith uid = J ohn andpropertyr ole = Sysadmin. This is equivalentto estimatingthelikelihood
thatJohnwill beseenin any kitchenat9 am.

1.13 SCALA vs.SQL

Becauseof its stronglinks with the deductive knowledgebasecomponentin SCAFOS,SCALA bears
strongsimilaritiesto languagessuchasSQL thatareusedin relationaldatabasesfor DataManipulation
(DML) and Data De�nition (DDL). SCALA also containssupportfor Data De�nition and two Data

2As aconventionconstantssuchas“John” have the�rst lettercapitalisedwhile variablessuchas“rid” arein low-case.
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SCALA SQL
CL(uid; r ole;r id; r attr ) CREATE VIEW CEL(uid,role,rid,rattr)
^ EL(r id; r attr ) AS SELECTEL.rid, EL.rattr, CL.uid,CL.role
) CEL(uid; r ole;r id; r attr ) FROM EL, CL

WHERECL.rid=EL.rid
AND CL.rattr=EL.rattr;

rattr=MeetingRoom SELECT* FROM CEL
WHERErattr=MeetingRoom;

< AbsPredDef > EL CREATE TABLE EL
< parameter > rid string < =parameter > rid (CHAR 20)NOT NULL,
< parameter > rattr string < =parameter > rattr (CHAR 20);
< =AbsPredDef >

Table 1.2. SCALA SQL analogies

ManipulationlanguagesAESL andAEFSL.Thecoreentity of thedatastructurein SCALA is thestate
predicate,which canbecomparedto a view in a relationaldatabase.Predicateinstancescanbeseenas
rows in thetablethatrepresentsthepredicate.Concretepredicatescanberegardedastables.Table1.2
relatesSCALA statementsto SQLstatements.

SCALA andSQLalsohaveanumberof key differences:SCALA is farmoreexpressivethanSQLin
termsof datamanipulation,asit canreasonwith datausingFOL operatorssuchasexistentialquanti�ers
andnegation,thuscreatingarbitrarily complex views. SQL on theotherhandis restrictedto operations
on sets,in order to createviews. Although the SQL CREATE VIEW statementdoesnot containa
de�nition of the typesof the predicatesof the view, as thosehave beenalreadyde�ned in the tables
from which they areselected,throughaCREATE TABLE statement,in SCALA, thetypeof theabstract
predicateof interestmustbede�ned explicitly. For this reason,Table1.2relatestypede�nitions to SQL
CREATE TABLE statements.Finally, SQL doesnot supporttemporalreasoning.Typede�nitions are
discussedin Section12.3.

1.14 ThesisOverview

Chapter 2 surveys themostimportantrelatedliterature.

Chapter 3 surveys literaturerelatedto existing knowledgeinferencetechniquesanddemonstratesa
movementrecognitionsystemthatusesHMMs.

Chapter 4 discusseslikelihoodestimationusingtheNä�veBayesClassi�er.

Chapter 5 discussesthede�cienciesof existingevent-basedmodelsbasedon�nite-statemachinesand
presentsanalternative,state-basedconceptualframework in temporal�rst-order logic.

Chapter 6 presentsaschemefor scalableandabstractreasoningfor themodelpresentedin Chapter5.

Chapter 7 discussesqueryoptimisationfor thequeriesof Chapter6.

Chapter 8 introducestheneedfor abstracteventsasnoti�cations of changesin thegeneratedabstract
knowledge,andfocusesonanextensionof thetraditionalpublish/subscribeprotocolfor abstractevents.
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Chapter 9 discussesa servicethatchecksthecorrectnessof abstract-eventde�nitions andtheir com-
patibility with theintegratedknowledgemodelsof distributed,sensor-drivencomponents.

Chapter 10 discussesthe implementationof the SCAFOSframework, which provides a complete
infrastructurefor thedynamiccreationanddeploymentof context awareapplicationsin heterogeneous,
distributedsensor-drivencomponents.

Chapter 11 discussesanevaluationof SCAFOSusingfour exampleapplications.

Chapter 12 discussesthe SCALA languagefor creating,deploying andusingSCAFOSin order to
createcontext-awareapplicationswith little programmingoverhead.

Chapter 13 concludesanddiscussesinterestingextensionsto SCAFOS.Morespeci�c furtherwork is
discussedin theendof eachchapter, wherever this is appropriate.

Appendix A containsadditionalde�nitions of themodelentitiesof Chapter5 andillustratesthede�-
cienciesof FSMsdiscussedin Chapter5 with examples.

Appendix B summarisesSCALA supportin termsof ApplicationProgrammableInterfaces(APIs) for
constructingSCAFOS.



Chapter 2

Background and RelatedWork

SCAFOSmustnaturallyleverageoff thework thatprecededit. Thepurposeof thischapteris to describe
previous work in the �eld of context-awarecomputing. This chapterlooks at context-awareapplica-
tion developmentfrom the perspective of how well, if at all, it satis�es the requirementsdiscussedin
Section1.1. Becauseof theinterdisciplinarynatureof thisdissertation,this chapteralsodiscussesexist-
ing work in otherareasof computerscienceandengineeringthatarerelevant to this dissertation,such
asautomateddeductionandstatisticalinferencing.Although this chaptercontainsthemainvolumeof
the relatedwork, morespeci�c literatureis alsosurveyed inside the relevant chapters.In Chapter3,
after presentingstatisticalinferencing,existing inferencingtechniquesthat appearin the literatureare
discussed.Chapter4, afterhaving introducedtherequirementsof context-awareapplicationsin sensor-
driven systems,surveys literaturerelatedto existing event-basedmodelsthat arebasedon �nite-state
machines.Chapter8, after having introducedabstractevents,discussesin detail existing work in the
areaof asynchronous,event-basedcommunication.

2.1 Location Technologies

Locationhasbeenoneof themostimportantandwidely usedsourcesof context in context-awaresys-
tems.In Chapter3, locationdatais usedin orderto infer usermovementsandestimatethelikelihoodthat
abstractknowledgewill beacquired.Locationdatadiffer greatlyfrom oneimplementationto another,
andtheirpropertiesdependonthetechnologythatis usedto producethedata.Suchtechnologiesemploy
infrared,radio,ultrasonicor opticalsensingtechniques.They provide informationabouttheproximity
of anobjectto a sensor, or they give coordinatesof theobjectto somedegreeof precision.Somealso
provide informationabouttheorientationof theobjectthatis to belocated.Someof thesystemscanbe
operatedindoorsonly, outdoorsonly andsomein both.Somekey examplesaresummarisednext.

PARCTAB. TheXerox Palo Alto ResearchCenter's UbiquitousResearchprogramis oneof thesem-
inal projectsin context-awarecomputing[97]. ThePARCTAB is a personaldigital assistant(PDA) that
communicatesvia infrared(IR) data-packetsto anetwork of IR transceivers.Theinfrarednetwork is de-
signedfor in-building usewhereeachroombecomesa communicationcell. In contrastto theapproach
usedby otherPDAs, mostPARCTAB applicationsrunon remotehostsandthereforedependon reliable
communicationthroughtheIR network. Theinfrastructureprovidesreliability aswell asuninterrupted
servicewhena PARCTAB movesfrom cell to cell. EachPARCTAB hasa pressuresensitive screenon
topof thedisplay, threebuttonsunderneaththenatural�nger positionsandtheability to senseits position
within abuilding.

The Active Badge. TheActive Badgesystem[106] wasthe�rst indoorbadgesensingsystem;It was
developedat Olivetti ResearchLaboratory. It consistsof a cellularproximity systemthatusesinfrared
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technology. Eachlocatablepersonwearsa badgewhich emits a globally uniqueidenti�er every 10
secondsor on demand.A centralserver collectsthe datafrom �x ed infraredsensorsin the building,
aggregatesit, andprovidesanapplicationprogrammableinterfacefor usingthedata.

The Active BAT. The Active BAT [41] usesan ultrasoundtime-of-�ight trilateration1 techniqueto
provide moreaccuratephysicalpositioningthantheActive Badge.UsersandobjectscarryActive BAT
tags. In responseto a requestthat thecontrollersendsvia short-rangeradio,a BAT emitsanultrasonic
pulseto a grid of ceiling-mountedreceivers. At thesametime thecontrollersendstheradio frequency
requestpacket, it alsosendsa synchronisedresetsignalto theceiling sensorsusinga wired serialnet-
work. Eachceilingsensormeasuresthetime interval from resetto ultrasonicpulsearrival andcomputes
its distancefrom the BAT. The local controller then forwardsthe distancemeasurementsto a central
controllerwhich performsthetrilaterationcomputation.Statisticalpruningeliminateserroneoussensor
measurementscausedby aceilingsensorhearingare�ectedultrasoundpulseinsteadof onethattravelled
alongthedirectpathfrom theBAT to thesensor. ThesystemcanlocateBATs to within 3 cm of their
truepositionfor 95percentof themeasurements.It canalsocomputeorientationinformation.

Crick et. The Cricket System[86] is alsobasedon ultrasoundtechnology. In contrastto the BAT, it
usesultrasoundemittersto createthe infrastructureandembedsreceivers in the objectbeing located.
This approachforcesthe mobile objectsto performall their own triangulation2 computations.Cricket
usestheradiofrequency signalnotonly for synchronisationof thetimemeasurementbut alsoto delineate
the time region duringwhich thereceiver shouldconsiderthesoundsit receives. Like theActive BAT,
Cricket usesultrasonictime-of-�ight dataanda radiofrequency controlsignalbut this systemdoesnot
requirea grid of ceiling sensors.Cricket in its currently implementedform is lessprecisethan the
Active BAT in that it candelineate4x4 squarefoot regionswhile the Active BAT is accurateto 9 cm.
However, thefundamentallimit of rangeestimationaccuracy usedin Cricket shouldbethesameasthe
Active BAT. Its advantagesincludeprivacy anddecentralisedscalabilitywhile its disadvantagesinclude
a lack of centralisedmanagementor monitoringandthecomputationalburdenthatprocessingboth the
ultrasoundpulsesandRF dataplaceson themobilereceivers.

RADAR. RADAR [9] is Microsoft's building-widetrackingsystembasedon theIEEE 802.11Wave-
LAN wirelessnetworking technology. RADAR measuresat the basestationthe strengthandsignal-
to-noiseratio propertiesof signalsthat wirelessdevicessend,thenit usesthis datato computethe 2D
positionswithin a building. Microsoft hasdevelopedtwo RADAR implementations:oneusingscene
analysisandtheotherusingtriangulation.RADAR requiresonly afew basestationsandit usesthesame
infrastructurethatprovidesthebuilding's generalpurposewirelessnetworking; however, it is limited to
two dimensionsandit canoffer a resolutionof 2 to 3 meters,which is too low for the needsof most
context-awareapplications.

TRIP. Severalgroupshave exploredusingcomputervision technologyto determineobjectlocations.
TRIP [59] (Target Recognitionusing ImageProcessing)is a vision-basedsensorsystemthat usesa
combinationof 2-D circularbarcodetagsor ringcodesandinexpensiveCCDcamerasin orderto identify
and locatetaggedobjectsin the camera's �eld of view. Optimisedimageprocessingand computer
vision algorithmsareappliedto obtain in real-timethe identi�er andposeof the moving target with
respectto the viewing camera.The advantagesof TRIP arethat it is low costandeasilydeployable.

1Trilaterationis amethodof surveying analogousto triangulation,in whicheachtriangleis determinedby themeasurement
of all threesides.

2Triangulationis de�ned asthemeasurementof a seriesor network of trianglesin orderto survey andmapout a territory
or region,by measuringtheanglesandonesideof eachtriangle.
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The disadvantagesarethat the locationof the viewing cameraneedsto be known, andthe processing
overheadfor analysingandoptimisingtheimage.Tagscanbeidenti�ed within a 3 m distancefrom the
camera.This rendersTRIP appropriatefor speci�c applicationsthatusetagsto control theapplication
�o w e.g.controllingapower-pointpresentationwith thetags.

GPS. TheGlobalPositioningSystem(GPS)[26] is a satellite-basednavigationsystemdevelopedand
operatedby theUSDepartmentof Defence.GPSpermitsland,seaandairborneusersto determinetheir
three-dimensionalposition,velocity andtime. GPSusesa constellationof 21 operationalNAVSTAR
satellitesand3 active spares.TheGPSsatellitesignalcontainsinformationusedto identify thesatellite
andprovide position,timing, rangingdata,satellitestatusandthe updatedephemeris(orbital parame-
ters). A minimum of 4 satellitesallows the GPSclient to computelatitude, longitude,altitude(with
referenceto meansealevel) andGPSsystemtime, througha processof triangulation. The satellites
receive periodicupdateswith accurateinformationon their exact orbits. DifferentialGPS(DGPS)is
regularGPSwith anadditionalcorrectionsignaladded.DGPSusesa referencestationat aknown point
(alsocalleda 'basestation') to calculateandcorrectbiaserrors.Thereferencestationcomputescorrec-
tionsfor eachsatellitesignalandbroadcaststhesecorrectionsto theremote,or �eld, GPSreceiver. The
remotereceiver thenappliesthecorrectionsto eachsatelliteusedto computeits �x.

Ultra Wideband. Ultra Wideband(UWB) [34] is a radio technologythat opensup new capabilities
in radio communications.A wirelesstechnologytransmitsdigital dataat very high ratesover a wide
spectrumof frequency. Within the power limits allowed undercurrentFCC regulations,not only can
UWB carryhugeamountsof dataover a shortdistanceat very low power, but it alsohastheability to
carrysignalsthroughdoorsandotherobstaclesthatre�ect signalsatmorelimited bandwidthsandhigher
power. In additionto its usesin wirelesscommunicationsproductsandapplications,UWB canalsobe
usedfor veryhigh-resolutionradarsandprecision(sub-centimeter)locationandtrackingsystems.

UWB radiationhasuniqueadvantages:transceiversandantennascanbemadevery small(i.e.,coin
size),low powerandlow costbecausetheelectronicscanbecompletelyintegratedin CMOSwithoutany
inductive components.Ultra Widebandsignalsform a shadow spectrumthat cancoexist anddoesnot
interferewith thesinewave spectrum.Thetransmittedpower is spreadover sucha largebandwidththat
theamountof power in any narrow frequency bandis verysmall.Theadvantagesof spreadspectrumare
shared,including multipathimmunity, toleranceof interferencefrom otherradio sourcesandinherent
privacy from eavesdropping(low probabilityof intercept).Ultra Wideband/ non-sinusoidalsignalshave
very goodpenetratingcapabilities,andthey supportcentimetre-level locationaccuracy without needing
extremelyaccurateclocksto synchronisemultiple receivers.

2.2 Sensor-Dri venParadigms

Taking advantageof sensingtechnologiessuchas the onesdescribedabove, a numberof computing
paradigmshave beendeveloped,all of which aim to provide awarenessof the physical world to their
applications.Awarenessis usedto achieve threeparticulargoals:personalisationof their behaviour to
their currentuser, adaptationof their behaviour accordingto their location,or reactionto thesurround-
ings. All threeactionsareundertakenby all of themaincontext-awareprogrammingparadigmswhich
aresummarisedbelow, startingfrom theseminalprincipleof UbiquitousComputing.

Ubiquitous Computing. Ubiquitouscomputing[108] wasproposedby Weiserin 1993,asa method
of enhancingcomputeruseby makingmany computersavailablethroughoutthephysicalenvironment,
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but makingthemeffectively invisible to theuser. This approachcanbeseenasopposingthe tendency
of thecomputingindustrythatprevailedat the time, namely, to maximisethe integrationof processing
powerandsoftwaretoolsinto thePersonalComputer, while atthesametime,reducingits sizeasmuchas
possible.On thecontrary, Ubiquitouscomputingfollowedthedevelopmenttrendsthatresultedin using
a threetier architecture(thatpushesthecomputationalloadontoapowerful servermachine,minimising
the computationalload on the client), andextendedthesetrendseven further. Ubiquitouscomputing
adoptedthe vision that computationalpower would not be restrictedto dedicatedpiecesof equipment
suchaslaptopsandPDAs but would bedistributedin objectsof everydaylife. Furthermore,computers
wouldstopbeingthefocusof usereffortsandwouldserveastoolsthatprovideaservice.In otherwords,
computerswouldbeinvisibleto theuser.

PervasiveComputing. PervasiveComputingsharesthevisionof Ubiquitouscomputing,i.e.,thatcom-
putingtechnologyshouldbeembodiedinto realworld objectslike furniture,clothing,crafts,rooms,etc.
Furthermoreit advocatesthatthoseartefactsalsobecometheinterfaceto ”invisible” servicesandmedi-
atebetweenthephysicalanddigital (or virtual) world via naturalinteraction.It, therefore,extendsand
complementsUbiquitouscomputingwith the conceptsof minimal technicalexpertise,reliability and
moreintuitive interaction.

SentientComputing. Sentientcomputing[44] is aparadigmthatfocusesonsensingtheenvironment.
This is achieved througha sensorinfrastructure (Figure 6.1), distributed in the environment,which
providesinformationaboutthespatialpropertiesof usersandobjects,i.e., their positionin space,their
containmentwithin a region suchasa room or their proximity to a known physical location. Sentient
Applicationsmake it possiblefor the userto easily perform complex computationsinvolving spatial
andtemporalnotionsof a dynamic,changingenvironment. For example,whena userwalks into his
studyat home,it is possiblefor his PC to automaticallyandseamlesslydisplay the desktopfrom his
of�ce environment.Or, whenever two peopleareco-locatedin a singlespace,thesystemcanmake this
informationgraphicallyavailableto an Active Map or deliver a relevant reminder. For example,“You
askedmeto remindyouto giveTomhisbookback thenext timeyoumeethim.”

SentientComputing,asis implementedtoday, abidesby theprinciplesof UbiquitousandPervasive
computing.Although it doesnot distributecomputationto everydayobjects,it removesall theburden
of computationfrom theuserwho interactswith thephysicalenvironmentthroughusinga smallobject,
suchasanActiveBAT. Theusercanclick onspeci�c areasin thephysicalspace,e.g.,presentedasposters
in orderto invoke an availableservice,suchas,the forwardingof a scanneddocumentto somebody's
emailaccount,or requestinganoti�cation beforeleaving thelab.

An obvious limitation to this interactionschemeis that theusercanonly selectanalreadyexisting
application,but cannotcreateadditionalrequirements.This is discussedin moredetail in Section2.4,
whereSPIRIT [41] is discussed.The realisationof this needinspiredthe thesisof this dissertation,
namelyto provide programmingsupportthatwould allow usersto easilycreateapplicationsfor suchan
environment.SentientComputingin its currentimplementationscanbemademorepervasive by allow-
ing morenatural,intuitive interaction;it canalsobemademoreubiquitousby distributing interactionto
physicalobjects.

WearableComputing. WearableComputing[62] is aprogrammingparadigmthatuseswearablecom-
puters. A wearablecomputeris a computerthat is subsumedinto the personalspaceof the user, con-
trolled by the user, andhasboth operationalandinteractionalconstancy, i.e., is alwayson andalways
accessible.Most notably, it is a device that is alwayswith theuser, andinto which theusercanalways
entercommandsandexecuteasetof suchenteredcommands,evenwhile walkingaroundor doingother
activities. Themostsalientaspectof computers,in general,is their recon�gurabilityandtheirgenerality,
e.g.,that their functioncanbemadeto vary widely dependingon theinstructionsprovidedfor program
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execution. With thewearablecomputer(WearComp)this is no exception,e.g.,thewearablecomputer
is morethanjust a wristwatchor regulareyeglasses:it hasthe full functionalityof a computersystem;
but, in additionto beinga fully featuredcomputer, it is alsoinextricably intertwinedwith the wearer.
This is whatsetsthewearablecomputerapartfrom otherwearabledevicessuchaswristwatches,regular
spectacles,wearableradios,etc.Unlike theseotherwearabledevicesthatarenot programmable(recon-
�gurable), thewearablecomputeris asrecon�gurableasthefamiliardesktopor mainframecomputer.

Several other theorieshave recentlyemerged focusingon differentaspectsof context-awarecomput-
ing. It is beyond thescopeof this dissertationto do morethanmentionthemby namehere:Proactive
Computing,CalmComputing,PlanetaryComputing.

2.3 Application Ar eas

A numberof context-awareapplicationshavebeendesignedover theyearsrangingfrom augmentingthe
humanto helpingmanageevery daytasks.A taxonomypresentedin [96] classi�esapplicationsaccord-
ing to thetypeof systemresponsethatis invokedasa resultof detectingtheappropriatecontext. These
categoriesare:selectingthemostproximateservice,automaticrecon�guration,contextualcommandsor
context-triggeredactions.A taxonomythat is morefocusedon thenatureof theprovidedapplications
andthesocialcontext onwhich is it providedcanbefoundin [89].

This sectioninvestigatesapplicationdevelopmentfrom a humanperspective aimingto determineto
what extent suchapplicationsimprove taskhandlingwithout introducingadditionaloverhead,suchas
a high rateof untimely interruptions.First, interruptionmanagementis discussed,andit is concluded
that a user-centeredmodel is essentialfor providing an effective service. Next, the mostrelevant and
interestingapplicationsandthedegreeto which interruptionscanbehandledarediscussed.

Up to now, therehasbeenlittle progressin theareaof managinginterruptions.Dey et al. [30] refer
to determininginterruptibility asan “enormousunresolved researchproblem” andexpressinterestin
includinginterruptionmanagementin theCyberMindertool which is intendedto deliver context-aware
reminders.An outlineof thekey interruptibility issuesstill to besolved is presentedin [104]. Thekey
issuethatpreventsusfrom managinginterruptionsis thefactthatwedon't know if the interruption will
beuseful to theuserat the instant that it is generated.An obviousmistaketo makewouldbeto assume
thatall interruptionsareundesirable.Indeed,astudyhasshown thatahighpercentageof theinterruptions
that occur in an of�ce environmentare useful rather than disruptive [110]. An illustrating example
is includedin [104] and demonstratesa secondissue,i.e., that applying a general rule concerning
interruption managementat onetime is not goodenough. For example,anapplicationwithholdingall
interruptionswhile a useris in meetingmayshielda call that containsvital informationon thedealin
progress.A third issueconcernsthewaydecisionsaremadeasto whenis a goodtimeto interrupt. For
example,aperiodthatauseris absorbedin animportantthoughinformalconversationjustbeforeor after
a meetingtakesplacemight betheworstmomentto interrupt.Anotherstudyhasshown thatthenature
of theindividual taskandtheexperienceof thesubjectcangreatlyin�uence theeffect thatinterruptions
haveonperformance[76]. Theseresultsadvocatestronglytheneedto associatetheuserpersonallywith
determiningwheninterruptionsaredesirableandwhennot. This realisationhasinspiredthefocusingof
thework describedin thisdissertationtowardsdesigningauser-centeredmodelfor context awareness.

Look Out. The needto determinethe statusof userattentionwhile designingautomatedUserInter-
facesis discussedin [45]. LookOut,anassistantto Microsoft'sOutlookmailingprogram,identi�es new
messagesthatareopenedandattemptsto assistuserswith reviewing their calendarandwith composing
appointments.In orderto determinewhento presenttheuserwith anaction-optionsmenuwithout dis-
tractinghim, e.g.,while he is still readinghis email, the time betweenwhena messageis openedand
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useractionis taken is measuredby thesystemanda modelof attentionis constructedfrom this timing
study.

CyberMinder. A context-awaresystemfor supportingremindershasbeenproposedin [30]. Thetool
aimsto supportusersin sendingandreceiving remindersthatcanbeassociatedwith situationsinvolving
time,placeandmoresophisticatedpiecesof context sothatreminderscanbedeliveredat theappropriate
time. For example,a reminderis sentto auserto remindhim not to forgethisumbrellaasheapproaches
his front doorwhile leaving thehousein themorning.CyberMinderdeliversa reminderwhentheasso-
ciatedsituationhasbeenrealized,andchoosesthedelivery mechanism/context basedon therecipient's
currentcontext. However, it doesnot take into accounthow interruptibletheuseris. Anotherdisadvan-
tageis thatit doesnothandlesynchronouscommunicationatall, e.g.,it cannotroutetelephonecallsover
IP, accordingto theuser's context. Lastly, complex situationscanbecomposedfrom sub-situationsby a
setof operatorsandoperands,but it doesnot supportagenericlanguagefor specifyingsituations.

comMotion. comMotionis a GPS-basedsystem[64] thatuseslocationandtime informationin order
to deliver location-relatedinformation,suchasa grocerylist, whentheuseris closeto a super-market.
Whena remindermessageis created,a locationis associatedwith it. Then,whenthe recipientarrives
at thespeci�ed location,themessagesassociatedwith that locationaredeliveredvia speechsynthesis.
As with CyberMinder, comMotiondoesnot handlesynchronouscommunicationanddoesnot take the
recipient's interruptibility into account.

NomadicRadio. NomadicRadio[95] is asystemdevelopedby MIT thataimsto handleasynchronous
messagedelivery basedon messagepriority, content,usagelevel andenvironmentalnoise.Thesystem
attemptsto tackleinterruptibility issuesby adaptingtheway it noti�es the recipientbasedon the level
of the ambientnoisein the environment. For example,if the conversationlevel in a room is high, the
auditorynoti�cation is discreetand the usercanchooseto suppressthe summarywhich will follow.
Interruption�ltering is donebasedon priorities,andhigh priority callsareput throughno matterwhat
context therecipientis in. However, NomadicRadiodoesnot handleany richercontext thannoiselevel
andonly has2 modes.Busyandnonbusy. For thesemodesit only makesexceptionsfor high priority
calls. In factit paysnoheedto thecontentof eachinterruption.

Proem. Proem[54] is a wearablecomputer-basedsystemthat supportspro�le basedcooperation.
Wearerscanwrite simplerulesthat indicatetheir interestsin otherpeople. Whensomeonephysically
closeto thewearerhasapro�le thatmatchesoneor moreof his interests,Proemcanalerthim. Interests
arelimited to names,personalinterestsandhobbies.Although Proemusesuserpro�les to de�ne the
personaldetailsof a user, it only containslimited �elds anda restrictedgrammar. As far ascontext is
concerned,it only takesinto accountco-locationbetween2 users.

Memory Glasses. MemoryGlassesis a wearable,context-aware,remindersystem[28]. It dealswith
activity/location/time-basedreminders,but only handleslimited context andhaslimited optionsfor users
to specifytheirown rules.It alsotakesnoheedof userinterruptibility.

Remembrance. In 1996,Rhodes[90] at the MIT Media Lab developeda wearableRemembrance
agent. It is a continuouslyrunningproactive memoryaid that usesthe physical context of a wearable
computerto provide notesthatmight berelevant in theuser's currentcontext. It displaysone-linesum-
mariesof note-�les, old email, papersandother text information that might be relevant to the user's
currentcontext. Thesummariesarelisted in thebottomfew-linesof a heads-updisplay. TheRemem-
branceagentuses� vekindsof context: thewearer'sphysicallocation,peoplewhoarecurrentlyaround,
subject�eld, dateandtime-stampandthebodyof thenote.
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Teleporting. The TeleportingSystem[91], developedat Olivetti ResearchLaboratory, is a tool for
creatingmobile X sessions.It provides a familiar, personalisedway of making temporaryuseof X
displaysastheusermovesfrom placeto place.

2.4 DevelopmentPlatforms

In Chapter1, asetof featureswasintroducedthatareconsideredessentialfor modellingthebuilding and
executionof context-awareapplications.In this section,existing architecturesbuilt to supportcontext-
awarenessarediscussed,focusingonthelevel of support(existingor proposed)for theabovementioned
features.It will benotedthatnoneof thesearchitecturesprovidestherequiredsupport.This realisation
validatestheneedfor thenew conceptualframework for applicationdevelopmentthatis presentedin this
dissertation.

Stick-e Notes. The Stick-eNotessystem[13] is a generalframework for supportinga certainclass
of context-aware applications. More speci�cally, it aims to supportapplicationdesignersin actually
using context to perform context-aware behaviours. It provides a generalmechanismfor indicating
which context anapplicationdesignerwantsto useandprovidessimplesemanticsfor writing rulesthat
specifywhatactionsto take whena particularcombinationof context is realised.This approach,while
it sharessomeof thegoalsof this thesis,appearsto bequite limited. Thesemanticsfor writing rulesis
quite limited, andthereis no supportfor high-level knowledge.Theonly supportedactionsseemto be
documentcreation.It providesa separationof concernsbetweentheway knowledgeis sensedandthe
way it is used.The knowledgeaggregation is centralisedwithout enablingscalability. Theredoesnot
seemto beany scopefor distributedreasoningthatis independentof theimplementation.

CoolTown. CoolTown [17] is aninfrastructurethatsupportscontext-awareapplicationsby represent-
ing eachreal world object, including people,placesanddevices, with a Web page. EachWeb page
dynamicallyupdatesitself asit gathersnew informationaboutthe entity it represents.This processis
similar to aggregatingknowledgefor thatentity. CoolTown is primarily aimedatsupportingapplications
thatdisplaycontext andservicesto end-users.For example,asausermovesthroughoutanenvironment,
a list of availableservicesfor this environmentis presented.Cooltown doesnot supportothercontext-
awarefeatures,suchasautomaticallyexecutinga servicebasedon context. Its knowledgeaggregation
mechanismis notscalable,andit is notclearhow reasoningaboutknowledgeaboutmorethanoneentity
cantakeplace.It is notdesignedto supportstorageof context.

The Context Toolkit. The Context Toolkit [31, 94] is the implementationplatformof a softwarear-
chitecturefor the developmentof context-awareapplications.It supportsmodulardesignthat consists
of context widgets,context interpreters,context aggregatorsandcontext services.It alsooffersa setof
librarieswith anumberof pre-constructedsuchcomponents.

TheContext Toolkit is quitesophisticatedin termsof thearchitecturalrequirementsfor supporting
thebuilding of context-awareapplicationsandsharessomeof thedesignprinciplesof this dissertation.
It providescontext widgetswhich areabstractionsof concretecontext that abstractaway the detailsof
context acquisition. This implementsa separationof concernsbetweenthe way context wasacquired
andtheway it canbeused.Context widgetshaveaninbuilt degreeof scalabilityin thespatialproperties
of entities. I.e., a numberof widgetscanbe usedin orderto accommodatea large numberof context
sources.The locationcontext widget can �lter throughonly changesin userlocationsthat signify a
changeof room,however, thereappearstobenosupportfor generalisingthisfeaturein differentcontexts.
Context interpreters offer someabstractionover spatialpropertiessuchas converting room locations
into building locations,however, the implementationof theabstractionsis up to thedeveloperof these
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componentsand it cannotbe donedynamically. Context aggregators aggregate context sensedfor a
singleentity from a variety of sources.However, it appearsto be infeasibleto reasonaboutthe state
of multiple entities. In fact the aggregatorsseemto be designedso that they only aggregatecontext
for a singleentity. Furthermore,theredoesnot seemto be any checkingfor whetherthe accuracy of
the sourceis acceptableto the application. Context servicesare concernedwith actionsrather than
context acquisitionandoffer simpledevelopmentof actionsthat are to be triggeredasa resultof the
context aggregator. Thecommunicationbetweentheplatformcomponentsisdistributedandevent-based.
However, it is not transparentaseachcomponentpublishesits own events.Thereis alsono supportfor
semanticinteroperabilitybetweenheterogeneouscomponentsthatwould allow reasoningtransparently
aboutdistributedstate.

SPIRIT. TheSPIRITproject(SPatially IndexedResourceIdenti�cation andTracking)[41, 1] is a so-
phisticatedplatformthat integratescon�guration datafor heterogeneousnetworkedhardwareandsoft-
warewith �ne-grainedlocationdatafor usersandequipment,allowing softwareto dynamicallycon�gure
andrecon�gureitself asusersmovearoundthenetworkedenvironment.Theultimategoalof theproject
is to make it seemto usersasthoughanapplicationknows asmuchaboutthephysicalenvironmentas
they do. To achieve this goal, informationis gatheredfrom a variety of sensorsources,including the
Active Badge,theActive BAT andtelemetrysoftwaremonitors(for keyboard,CPU,disk andnetwork
traf�c).

In orderto achieve theabove, SPIRITprovidesa platformfor maintainingspatialcontext basedon
raw locationinformationderivedfrom theActiveBAT locationsystem.SPIRIThasasimilargoalto our
proposedarchitecturein thatit offersapplicationstheability toexpressrelativespatialstatementsin terms
of geometriccontainmentstatements.It is inherentlyscalablebothin termsof sensordataacquisitionand
managementaswell assoftwarecomponents.Its approachtowardsbothdata-modellingandscalability
is quite differentfrom the oneadoptedin this thesis. SPIRIT modelsthe physical world in a bottom-
up manner, translatingabsolutelocationeventsfor objectsinto relative locationevents,associatinga
set of spaceswith a given object and calculatingcontainmentand overlap relationshipsamongsuch
spaces,by meansof a scalablespatialindexing algorithm. However, this bottom-upapproachis not as
powerful in expressingcontextual situationsasthetop-down approachpresentedin this dissertation,as
is establishedin Chapter4. AlthoughSPIRIT supportsparallelismat the level of the storageof world
modelobjects[103], the scalabilityof the above mentionedspatial indexing algorithm is unclear. In
fact,calculatingrelationshipsbetweenspacesthatarenot storedon thesamecomputersuggestsa high
communicationoverheadbetweenthedistributedelementsthatmayaffectsigni�cantly theresponsetime
of thealgorithm.

SPIRIT provides supportfor someinferencingbasedon location information, suchas whethera
useris sitting or standing.It alsosupportsadaptabilityin thesensorupdaterate,basedon theproduced
inferences,e.g.,themonitoringrateis adaptedaccordingto theuser's speed.

SPIRITdoesnot supportapplicationdevelopmentwith knowledgeotherthanthatwhich pre-exists
in thesystem,which is, for themostpart,directly producedby sensors.Writing applicationsin SPIRIT
requireswriting codein C++,usingeventtypesthatalreadyexist in thesystem.

Active Badge. TheActive Badgehasbeenusedalsofor providing mobility to applications.TheTele-
porting application[91] usesthe location informationprovided by the Active Badge,and the control
signalgeneratedwhenuserspressthe buttonssituatedon their Active Badges,to relocatea user's X
sessionsto anew desktop.

QoSDREAM. QoSDREAM[87] is a researchplatformandframework for theconstructionandman-
agementof context-aware and multimediaapplications. QoSDREAM simpli�es the task of building
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applicationsby integratingtheunderlyingdevicetechnologiesandraisingthelevel atwhichthey arehan-
dled in applications.More speci�cally, QoSDREAMwasinitiated in orderto integrateanevent-based
architecturederivedfrom theCambridgeEventArchitecture(CEA) with amultimediaframework called
Djinn [23]. Theintegrationenablestheconstructionof applicationssuchasfollow-me,multimedia-based
communications.Suchanapplicationfor ahospitalenvironmentis describedin [66].

Theplatformis highly con�gurable,allowing researchersto experimentwith differentlocationtech-
nologiesand algorithmsusedto handlethe information being generatedby thesetechnologies[71].
FLAME (Framework for Location-AwareModElling) is anopensourceframework for location-aware
applicationsreleasedby the QoSDREAMproject. FLAME is fully distributed,providing servicesto
applicationprogramsthroughCORBA interfaces.Theframework is written largely in Java,but applica-
tionscanbewritten in any CORBA-compatiblelanguage.

QoSDREAM/FLAMEseparatesconcernsbetweenknowledgeacquisitionanduse.However it does
not offer supportfor performingabstractionsof knowledge.Furthermore,thereis no separationof con-
cernsbetweenstoringdynamicandstaticdata,whichmakesthemodeldependentonthespeci�c domain.
Its event mechanismoffers asynchronoustransparentcommunication,but no interoperabilityover het-
erogeneousenvironmentsandnoreasoningaboutstate.Lastly, it is notdynamicallyextensiblewith new
context or applications.

LIME. A platform called LIME for programmingreactive, location-aware applicationsusing data
storedin a shared,distributed tuple spacecalledLinda is presentedin [68]. LIME storesknowledge
(for themostpart locationinformation)aboutthedistributedenvironmentusinga state-basedtemporal
representation.It providesinterfacesfor storing,deletingandreadingknowlegeout of thesharedtuple
space,but doesnotoffer any supportfor abstractingknowledgefrom other, alreadyavailableknowledge,
nordoesit scalein thepresenceof a largenumberof updates.

Realmsand States. RealmsandStates[72] is a model for location-awarenessthat supportslogical
contexts. The ideaof logical locationcontexts is presented,which providesenhancedprivacy andsup-
ports specialisednotionsof distance,and offers a paradigmthat uni�es location with other typesof
context. This is developedin the form of a framework consistingof realms,which arecollectionsof
spatialstateswith realm-mapsproviding mappingsbetweenrealms.

2.5 Sensor-Dri venSystems

A numberof signi�cant projectsalreadyexist in the areaof sensor-driven systemsthat dealwith data
producedby sensorsin streams,alongwith astorageandaquerymodelfor suchdata.

Cougar. A databasefor sensordataalongwith aschemewherequeriesoverdataareexpressedin SQL
is presentedin [12] aspart of the Cougarproject. In that work, streamsarerepresentedaspersistent,
virtual relationsand sensorfunctionsare modelledas abstractdatatypes. Queriesare seenas SQL
SELECTstatementsover bothstoredandsensordata.Storeddataaremodelledasrelationsandsensor
dataaremodelledastimeseries.Queriesin thatschemeareenhancedwith supportfor de�ning how long
the querieslast andhow often they areapplied. Queriescanaggregatesensordataover a time period
andthey cancorrelatedatafrom multiplesensors,however, it is notclearfrom thepaperhow distributed
queryprocessingis achieved,asit is not implementedin theoriginal versionof Cougar. This makesthe
notion of simultaneity(e.g.,that two sensorreadingshold simultaneously)unclear. The schemedoes
not focuson systemissuesinvolvedwith ef�ciently executingqueries.It doesnot caterfor scalability,
which is a signi�cant problemwith sensordata,nor doesit supportquerieson abstractevent typesthat
arededucedratherthanprovideddirectly from sensordata.
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Fjords. An architecturalconstructcalledFjords for creatingqueriesover sensorstreamsis discussed
in [60]. Queriesin thisschemeconsistof asetof selectionsto beappliedvia theselectionoperator, a list
of join predicatesandanoptionalaggregationandgroupingexpressionsuchasaverage,maximumetc.
By linking operatorswith queues,a combinationof both pushandpull operationsis possible.Sensor
proxiesconstitutemediatorsbetweensensorsandqueries.An exampleis givenwherethesensorrateis
controlledfrom theFjords. In this example,only eventsthathave a signi�cancearetransmitted,rather
thanlow-level events,leadingto areductionin thecommunicationcost.However, thisseemsto bedone,
in anadhocway, andnoprogrammablesupportfor determiningthedesiredsigni�cancethatdetermines
theeventrateis discussed.

Gator Networks. Retenetworks for conditionevaluationin active databaseswereproposedin [40].
In thatwork, Gatornetworksareintroduced,which areseenasgeneralisationsof Retenetworkswhere
nodesthatperformconjunctionareallowedmorethantwo inputs.Thus,Gatornetworkscanbeoptimised
usingrandomisedstate-spacesearchstrategies. This approachis compatiblewith theonepresentedin
this dissertation,althoughappliedto the context of active databaseswithout consideringdistribution
issues.

2.6 Statistical Infer encing

Thissectiondiscussesexistingwork thathasalsousedor attemptedto usesimilar techniquesfor context
awarenessor relatedareas,and it demonstratesthat the selectedmethodologieshave producedindis-
putablysigni�cant resultsin relatedareaswhile pursuingsuf�ciently differentor complementarygoals
from theonespursuedin thisdissertation.

2.6.1 Hidden Mark ov Models (HMM)

HiddenMarkov Models[32, 88] have beenusedtraditionallywith greatsuccessin the�elds of protein
sequenceanalysis,speechrecognition[88] and natural languageprocessing. Here we discussthree
relateduses.

Learning Signi�cant LocationsandPredictingUserMovementswith GPS. In thiswork [4], HMMs
areusedwith locationdatamainly with a goal to predicttheuser's destinationbasedon statisticaldata
from his movementpatterns.The presentedsystemlearnsfrom monitoringusertrackswhich arethe
most frequentpoints wherethe userstops,and classi�es theseas signi�cant locations. It then uses
HMMs to predictauser'sdestination,aimingto proactively sendthatuserareminderrelevantto his �nal
destinationor to arrangeaserendipitousmeeting.

SmartMoveX on a Graph - An Inexpensive Active BadgeTracker. In this work [55], a low-cost
locationsystemis described.Receiversplacedin the building's existing of�ces connectedto existing
PCstransmitsignalstrengthreadingsto a centralPC usingthe building's existing computernetwork.
Combinedwith thelow costof thehardware,usingtheexistingnetwork makesthisactivebadgesystem
muchlessexpensive thanmany others.To computelocationsbasedon signalstrength,signalstrength
readingsfrom prede�nedlocationnodesin the building weregathered. A graphon thesenodeswas
de�ned which allowed for enforcingconstraintson computedmovementsbetweennodes(e.g.,cannot
passthroughwalls)andto probabilisticallyenforceexpectationsontransitionsbetweenconnectednodes.
Modellingthedatawith aHiddenMarkov Model,optimalpathswerecomputedbasedonsignalstrengths
over thenodegraph.



Chapter2. BackgroundandRelatedWork 47

MovementAwarenessin SentientComputing. A systemthatcanobserve,recogniseandanalysehu-
manmovementsin orderto provide this awarenessto context-awareapplicationsis presentedin [42].
The systemusesthe groundreactionforce to classifyandanalysemovementsin a non-clinicalenvi-
ronment.Thesignalis classi�ed usingstatisticalpatternrecognition.Equippedwith knowledgeof the
movement,characterisationis achievedby analysingthegroundreactionforceto extractparametersof
themovement.

Although movementcharacterisationis alsoaddressedin this dissertation,a differentapproachis
adopted.In thework describedin [42], groundforceis measuredby sensorsunderneaththe�oor , requir-
ing enhancedinfrastructure.Movementawarenessin this thesisutilisesa locationsensingtechnologyof
similaraccuracy to theActiveBAT. Furthermore,thefocusof movementcharacterisationis different,as
[42] characterisesa singlestepwhereasthis thesischaracteriseswalking samples,independentof how
many stepsthey comprise.The recogniserdescribedin [42] doesnot seemto be testedwith different
individualsnor is it ableto performuserrecognition.

2.7 Logic

Using logic to supportreasoningaboutknowledgein sensor-driven systemsis oneof the fundamental
principlesof this dissertation.This sectionpresentsbackgroundwork on logic, focuseson temporal
�r st-order logic (TFOL)andjusti�es theassumptionsmadewhenTFOL is usedasamodellingtool.

First-Order Logic (FOL). First-orderpredicatecalculusor �rst-order logic (FOL) [65] is a theoryin
symbolic logic that statesquanti�ed statementssuchas”there exists an objectsuchthat...” or ”for all
objects,it is thecasethat...”. First-orderlogic is distinguishedfrom higher-orderlogic in thatit doesnot
allow statementssuchas”for every property, it is thecasethat...” or ”thereexistsa setof objectssuch
that...”. Nevertheless,�rst-order logic is strongenoughto formaliseall of settheoryandtherebyvirtually
all of mathematics.It is theclassicallogical theoryunderlyingmathematics.It is a strongertheorythan
sententiallogic, but aweaker theorythanarithmetic,settheory, or second-orderlogic.

Likeany logical theory, �rst-order predicatecalculusconsistsof

� A speci�cationof how to constructsyntacticallycorrectstatements(thewell-formedformulae),

� asetof axioms,eachaxiombeingawell-formedformulaitself,

� asetof inferenceruleswhichallow oneto provetheoremsfrom axiomsor earlierproventheorems.

Therearetwo typesof axioms:thelogicalaxiomswhichembodythegeneraltruthsaboutproperreason-
ing involving quanti�ed statements,andthe axiomsdescribingthe subjectmatterat hand,for instance
axiomsdescribingsetsin set theoryor axiomsdescribingnumbersin arithmetic. While the setof in-
ferencerules in �rst-order calculusis �nite, the setof axiomsmay very well be andoften is in�nite.
However, a generalalgorithmis requiredthatcandecidefor a givenwell-formedformulawhetherit is
anaxiomor not. Furthermore,thereshouldbeanalgorithmthatcandecidewhethera givenapplication
of aninferencerule is corrector not.

Temporal First-Order Logic (TFOL). Temporal�rst-order logic is anextensionof �rst-order logic
thatincludesnotationfor reasoningabouttemporaldurationsduringwhichstatementsaretrue.Thereare
varioussortsof temporal�rst-order logic. Somecommonsortsincludethreepre�x operatorsrepresented
byacircle� , square2 anddiamond3 whichmean”is trueatthenext timeinstant”,”is truefromnow on”
and”is eventuallytrue”. An additionaloperator, the“Until” operatoris oftenavailable.Theexpression
xUy meansx is trueuntil y is true. However, in this dissertationa differentapproachis adopted.The
methodof temporal argumentsis selectedasa temporalnotationthat is appropriatefor theapplication
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Operator Description
e1; e2 e1 beforee2

e1; e2!e3 e1 beforee2 withoute3 in between
je1; e2jT = t1 e2 happenedwithin time t1 from e1.
now (implicit) At thecurrentinstant.
timestamp At time t.

Table 2.1. Temporal operators in SCAFOS.

logic in sensor-drivensystems.Chapter6 discussesa schemefor representingandreasoningabouttwo
levels of knowledge. Sensor-level predicateinstancesnaturally re�ect the currentinstance,however,
thereis oftena needto reasonaboutpast(historic) instancesthatwereactive within a certainduration
or with otherhigh-level knowledgewhich is deducedfrom thesensordata.In theadoptednotation,the
temporaldimensionis capturedby augmentingeachcurrenthigh-level predicateinstancewith anextra
argumentto be�lled by atimestamp,accordingto alocalclock,e.g.,H UserInLocation(John,PhD,Room
10,Of�ce,12:34). Currentsensor-level predicatesdo not have timestampsand the conceptof now is
implicit. Historic predicateinstancesareaugmentedwith two timestamps,the�rst denotingthepoint in
time whenthey startedholding andthe seconddenotingthe point in time whenthey stoppedholding.
For example,
H UserInLocationHistoric(John,PhD,Room10,Of�ce,12:34,12:37).

Temporal Operators in SCAFOS. Apart from atomic predicates,this dissertationusesTFOL for
morecomplex formulaesuchasqueriesandrules. RulesareTFOL wffs (well-formed-formulae)that
resembleHorn Clausesin thatthereis a singleconclusionanda singleimplication.Theright-hand-side
(RHS) of eachrule is the abstractpredicatethat is createdby the rule. Queriescorrespondto the left-
hand-side(LHS) of aruleandthey returnasetof selectedvaluesof thepredicateinstancesto whichthey
apply, or theanswer“no” if the instancede�ned by thequerydoesnot exist. In bothqueriesandrules,
universalquanti�cationis implicit.

A setof temporaloperatorshasbeendesignedandimplementedin this dissertation,which operate
on FOL predicates.Theseoperatorsaremorespeci�c thanthefour generaloperatorsof TFOL andthey
aretailoredto the applicationlogic of sensor-drivensystems.Their designhasbeenin�uenced by the
work presentedin [63, 81]. For example,thetermje1; e2jt> 300 denotesthefactthatevente2 follows e1

by at least5 minutes.Theoperatorsproposedin this thesisareshown in Table2.1andarediscussedin
moredetail in Chapter12.

Description Logics. DescriptionLogics[73] arelogic-basedapproachesfor knowledge-representation
systems.Descriptionlogics represententitiesusinga “UML”-lik e languagecalledDL Language.The
logic usedfor reasoningaboutsuchentitiesis derived from �rst-order logic but is muchlesspowerful
andexpressive than�rst-order logic. DescriptionLogicshavetheadvantagethatthey allow for thespec-
i�cation of logical constraints. Any potentialcontribution of DescriptionLogicsto SentientComputing
is yet to bedetermined.

SPASS. SPASS[107] is a theoremprover for FOL with equality. Givena theoremin FOL andasetof
axioms,it �nds aproof if thetheoremcanbeprovenfrom theaxioms.SPASSis apowerful tool because
it hasanonlineinterface,wherebytheoremscanbesubmittedandtestedfor satis�ability, aswell astools
for translatingFOL to ClauseNormalForm (CNF) which canthenbeconvertedto propositionallogic
suchthat it canbeusedby othersatis�ability tools. In this dissertation,SPASSis usedin a novel way,
namely, asthecoreof theSatis�ability Serviceof Figure1.1. More speci�cally, a formula in FOL that
de�nes an abstractevent (AESL de�nition) is assertedin the prover, which treatsit asa theoremthat
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needsto betestedfor satis�ability givensomeappropriateaxioms.Chapter7 discussesthis in detail.

Fuzzy Logic. FuzzyLogic [109] is a supersetof Booleanlogic dealingwith the conceptof partial
truth. Whereasclassicallogic holdsthateverythingcanbeexpressedin binary terms(0 or 1, blackor
white,yesor no), fuzzy logic replacesBooleantruth valueswith degreesof truth which arevery similar
to probabilities(exceptthat they neednot sumto one). This allows for valuesbetween0 and1, shades
of grayandmaybe;it allowspartialmembershipin aset.It is highly relatedto fuzzysetsandprobability
theory. It wasintroducedin the1960sby Dr. Lot� Zadehof UC Berkeley.

2.8 Production Systems

A productionsystemis aprogramminglanguagethatdoesnotrequiretheprogrammerto specifyhow the
variouspartsof theprogramwill interact.A productionsysteminterpreteris acomputerwhichcontains
two separatememoriescalledproductionmemoryandworkingmemory. Productionmemoryholdsthe
expressions(productions)to beexecutedby theprocessorandworking memoryholdsthedataoperated
onby theprogram.

A productionsystemincorporatesno conceptof sequentialcontrol �o w throughtheprogram.The
�o w control in a productionsystemis determinedby theorderin which theconditionpartsof thepro-
ductionsbecometrue.Theinterpreterrepeatedlyexecutesthefollowing steps:

1. Determinewhichproductionshave trueconditionparts.

2. If thereis no productionwith trueconditionparts,halt thesystem.Otherwise,selecta production
from thosethatdo.

3. Performtheactionsspeci�edby thechosenproduction.

4. Go to step1.

This sequenceis calledthe recognise-actcycle. Step1 of the cycle is calledthe match. Step2 is
calledcon�ict-resolutionandstep3 is calledact.

A productionis a list that may containa conditionpart followed by a right pointing arrow. For
example,considera productionsystemthat is interestedin Greektragedy. Its working memorywould
containthefollowing dataelements:

Agenor is-father-of Cadmus:

Cadmus is-father-of Polydorus:

Polydorus is-father-of Labdacus:

Labdacusis-father-of Laius:

Theobjectscontainedin productionmemoryarecondition-actionpairscalledproductions:“If thereis
a manwhosefatheris Laius, thenassertthat the mankilled Laius.” This canbe symbolisedwith the
following phrase:

(Laius is-father-of ?X ) ) (assert (?X killer-of Laius )) (2.1)

In order for the productionto be triggered,the working memoryneedsto containthe element:Laius
is-father-of Oedipus.

Theconditionpart of theproductionis alsoa list which maycontainseveralconditionelementsin
the form of patterns. The matchtries to �nd instancesof the classde�ned by the patternamongthe
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lists in workingmemory, aprocesscalledinstantiatingthepattern. A productionis readyto beexecuted
whenall its non-negatedconditionelementsareinstantiatedandnoneof thenegatedones.Theordered
pair of a productionnameandthecollectionof dataelementsthat instantiatetheproduction's condition
elementsis calledaninstantiation. Thesetof all legal instantiationsis calledthecon�ict set.

2.8.1 The ReteAlgorithm for the Many Pattern to Many Object Pattern Match Problem

TheRetealgorithm[37,38] is apowerful andef�cient algorithmfor patternmatchingasit exploitsprop-
ertiessuchastemporal redundancyin theworking memoryandstructural similarity in theproduction
memoryin orderto avoid examiningthewholeof thesememoriesin eachcycle. Temporal redundancy
expressesthefactthatnotall elementsin workingmemorychangein eachcycleandthatany production
thatbecomesinstantiatedwascloseto beinginstantiatedin thepreviouscycle. Structural similarity ex-
pressesthefactthatmany productionshave many conditionalelementsin commonin their LHS. Based
on thesetwo properties,theRetealgorithm,insteadof examiningtheworking memorydirectly, moni-
tors the changesmadeto working memoryandmaintainsinternalinformationthat is equivalentto the
working memory. At the beginning of a cycle the matchroutinecomputeswhetherany changesneed
to bemadeto thecon�ict set. If therearechangesto bemade,it sendsthesechangesto the interpreter
wherethecon�ict setis beingmaintained.

The interpreterconsistsof a �x ed part that dealswith the con�ict set and a variablepart that is
generatedby thecompilationof theLHS of theproductionsinto Retenetworks.Thesenetworksperform
the actualmatch. Structuralsimilarity is achieved in themby combiningnodesthat test for the same
LHS conditionalelements.

Foreachworkingmemoryelement,atokeniscreatedfor thepairof theworkingmemoryelementand
a tag. Thetagis usedin orderto determinewhethertheworking memoryelementis addedor removed
from the working memory. Tokensareprocessedby the nodesin the network in order to determine
whethertheoverall patternis matchedor not.

Example. Thefollowing productionscontaintwo identicalconditionelements:

M B 15 ((Want (M onkey On ?O))(?O N ear ?X ) ) (Want (M onkey N ear ?X )))

M B 16 ((Want (M onkey On ?O))(?O N ear ?X )(M onkey N ear ?X ) )

(Want (EmptyH andedM onkey)))

Whenthesetwo productionsarecompiledtogethermostof the nodesin the network areshared.Fig-
ure2.1describestheRetealgorithmfor thetwo productionsabove.

Jess. Jess[51] is a javashellthatis basedonCLIPS[19] whichhasbeendevelopedby theTechnology
Branch(STB) of NASA. CLIPS implementsa forward chainingrule interpreterthat cyclesthrougha
match-executecycle. During the matchingphase,all rulesarescannedto determinewhosecondition
part is matchedby the currentstateof the environment,i.e., contentsof working memory. During the
executephasethe operationspeci�ed by the action part of the rule that hasbeenfound to matchis
executed.This cycle continuesuntil eitherno rule matchesor the systemis explicitly stoppedby the
actionpart of a rule. A con�ict resolutionstrategy is appliedif morethanonerule is found to match.
Theenvironmentis modelledthroughasetof “f acts”whicharekeptin a list in memory.

PlanningSystems. Planningsystems[74] aresystemsthatgivenaformulathatrepresentsagoal
 they
attemptto �nd a sequenceof actionsthatproducesa world statedescribedby somestatedescriptionS
suchthat S j= 
 . We say thenthat the statedescriptionsatis�es the goal. Although the state-space
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Is the element a list of  two subelements?

Is the first subelement Want?

Is  the second subelement a list of three subelements?

Is the first subelement of the  second subelement Monkey?

Is the second subelement of the second subelement On?

Join those tokens that allow ?O to be bound consistently?

Report that production MB15  is satisfied Join those tokens that allow?X to be bound consistently.

Report that production MB16  is satisfied.

Is the element a list of three subelements?

Is the second subelement Near?Is the first subelement
 Monkey?

Is the second subelement 
Near?

Distribute descriptions ofworking memory changes

Figure 2.1. The Rete algorithm for productions MB15 and MB16.

approachof planningsystemslookspromisingfor SentientComputing,the goalspursuedby planning
systemsaredifferent,anda lot of work needsto be donein this direction to determineany potential
contributionsin thisarea.

2.9 Distrib ution

This sectiondiscussesthecurrentprinciplesin designingdistributedsystemsthatareusedasguidelines
in thisdissertation.

ITU. TheITU-T Recommendationfor OpenDistributedProcessing[47] is asetof standardsaccording
to whichdistributedsystemsshouldbedesigned.ODPproposesanobjectmodellingapproachto system
speci�cationandde�nes a framework for building distributedsystemsthat abidesby the principlesof
transparencyandconformance.

TheODP modelis composedof objects. Objectsarerepresentationsof entitiesin thereal-world. A
systemis composedof interactingobjects.Thestateof anobjectis determinedby asetof actionsit can
takepartin. A subsetof actionsde�nestheobject's interactionwith otherobjects.

TheODPframework,aspartof its event-basedmodelprovidesaneventnoti�cation function[49] that
coordinatesinteractionbetweenthe framework entities. Theeventnoti�cation functionspeci�esevent
historiesasobjectsthatrepresentsigni�cant actionsandthereforeobjectstates.Eventproducers interact
with the event noti�cation function to createevent histories. The event noti�cation function noti�es
eventconsumerobjectsof theavailability of eventhistories.Theeventnoti�cation functionsupportsone
or moreeventhistory typesandhasaneventnoti�cation policy which determinesthebehaviour of the
function,in particular,
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� whichobjectscancreateeventhistories,

� whichobjectsarenoti�ed of thecreationof anew eventhistory,

� themeansby whichsuchnoti�cations occur,

� persistenceandstability requirementsfor eventhistories.

An eventconsumerinteractswith the event noti�cation function to registerfor noti�cation of new
eventhistories.Dependingupontheeventnoti�cation policy, theinteractioncan

� establishbindingsto currentlyavailableeventhistories.

� enablecommunicationabouteventhistoriescreatedsubsequentto theinteraction.

2.10 The Object ManagementGroup (OMG)

TheObjectManagementGroupis anon-pro�t consortiumcreatedin 1989with thepurposeof promoting
the theoryandpracticeof objecttechnologyin distributedcomputingsystems.In particular, it aimsto
reducethecomplexity, lower thecosts,andhastentheintroductionof new softwareapplications.Origi-
nally formedby 13 companies,OMG membershiphasgrown to over 500softwarevendors,developers
andusers.

OMG realizesits goalsthroughcreatingstandardsthatallow interoperabilityandportability of dis-
tributedobjectorientedapplications.They producespeci�cationsthatareput togetherusingcontribu-
tions of OMG memberswho respondto RequestsFor Information(RFI) andRequestsFor Proposals
(RFP).The strengthof this approachcomesfrom the fact that mostof the major softwarecompanies
interestedin distributedobjectorienteddevelopmentareOMG members.

2.10.1 The Object ManagementAr chitecture (OMA)

OMA is ahigh-level visionof acompletedistributedenvironment.It consistsof system-orientedcompo-
nents(ObjectRequestBrokersandObjectServices)andapplication-orientedcomponents(Application
Objectsand CommonFacilities). The ObjectRequestBroker constitutesthe foundationof OMA. It
allows objectsto interactin a heterogeneous,distributedenvironment,independentof theplatformson
which theseobjectsresideandtechniquesusedto implementthem. In performingits task,it relieson
ObjectServices,which areresponsiblefor generalobjectmanagementsuchascreatingobjects,access
control,keepingtrackof relocatedobjects,etc.CommonFacilitiesandApplicationObjectsarethecom-
ponentsclosestto theenduser, andin their functionsthey invokeservicesof thesystemcomponents.

2.10.2 The CommonObject RequestBroker (CORBA)

CORBA speci�esasystemthatprovidesinteroperabilitybetweenobjectsin aheterogeneous,distributed
environmentandin awaytransparentto theprogrammer. Its designis basedontheOMG ObjectModel.
The OMG ObjectModel de�nes commonobjectsemanticsfor specifyingthe externally visible char-
acteristicsof objectsin a standardandimplementation-independentway. In this model,clientsrequest
servicesfrom objects(whichwill alsobecalledservers)througha well-de�ned interface.This interface
is speci�ed in OMG IDL (InterfaceDe�nition Language).A client accessesanobjectby issuinga re-
questto theobject.Therequestis anevent,andit carriesinformationincludinganoperation,theobject
referenceof theserviceprovider, andactualparameters(if any). Theobjectreferenceis anobjectname
thatde�nesanobjectreliably.
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2.11 KnowledgeIntegration Systems

This sectionaimsto illustratetheconceptualsimilaritiesbetweenthemodellingapproachpresentedin
this dissertationand the ERPdesignmodel. SAP [105] is the most in�uential ERPsystem. Though
speci�c to corporateknowledgeintegration, SAP is basedon a designthat is platform independent,
scalable,highly customisableandintegratable.SAPhasachievednotablesuccess.

SAP. SAP the company was foundedin Germany in 1972 by � ve ex-IBM engineers.SAP stands
for Systeme,Andwendungen,Produktein derDatenverarbeitungwhich - translatedto English- means
Systems,Applications,Productsin DataProcessing.In 1979,SAP releasedSAP R/2 (which runson
mainframes)into the Germanmarket. SAP R/2 wasthe �rst integrated,enterprisewide packageand
was an immediatesuccess.For yearsSAP stayedwithin the Germanbordersuntil it hadpenetrated
practicallyevery largeGermancompany. Looking for moregrowth, SAPexpandedinto theremainder
of Europeduring the 80's. Towardstheendof the 80's, client-server architecturebecamepopularand
SAPrespondedwith the releaseof SAPR/3 (in 1992). This turnedout to bea “killer application”for
SAP, especiallyin theNorthAmericanregion into whichSAPexpandedin 1988.

SAPR/3 is a highly integrated,highly scalablesystemthatmodelscorporateprocessesthatextend
throughvariousdepartments.It is built on robustdatabases,andit supportsdifferentdatabasetechnolo-
giesandoperatingsystemplatforms. This makesit open. It offerssupportfor knowledgepersistence,
archiving andreportproduction.SAPis deliveredto acustomerwith selectedstandardprocessesturned
on andmany otheroptionalprocessesandfeaturesturnedoff. This makesit highly customisableand
portable. At the heartof SAP R/3 areabout10,000tablesthat control the way the processesareexe-
cuted. Con�guration is the processof adjustingthe settingsof thesetablesto get SAP to run the way
you want it to. Functionalityincludedis enterprise-wideincluding: FinancialAccounting(e.g.,general
ledger, accountsreceivableetc), ManagementAccounting(e.g.,costcentres,pro�tability analysisetc.
), Sales,Distribution,Manufacturing,ProductionPlanning,Purchasing,HumanResources,Payroll, etc.
All of thesemodulesaretightly integrated.

SAP aremaintainingandincreasingtheir dominanceover their competitorsthrougha secure,per-
sonalisableand customisableentry point in the knowledgesystem(an Internetportal), which allows
differentprivilegesfor differentusers.Furthermore,it embraceslegacy systemssuchasmainframesby
offeringgenericmiddlewarewrappersthatoffer seamlessintegration.TheBusinessConnectoris sucha
component.

2.12 Security

Finally, relatedwork hasbeencarriedout in theareaof securityfor context-awaresystems.Two efforts
thathavehadasigni�cant impactin theareaof context-awarecomputingarediscussedhere.

Spatial Policies for Mobile Agents in a SentientComputing Envir onment. Thework presentedin
[99] discussesa simplelocation-basedmechanismfor thecreationof securitypoliciesto controlmobile
agents.It simpli�es the taskof producingapplicationsfor a pervasive computingenvironmentthrough
theconstraineduseof mobileagents.Thenovelty of this work lies in the fact that it demonstratesthe
applicabilityof recenttheoreticalwork usingambients[14] to modelmobility.

This work canbeintegratedwith themodelpresentedin this dissertationasanadditionalserviceto
controlthebehaviour of mobileagentsaccordingto thede�ned spatialpolicies.

Location Privacy in Sentient Computing. The work presentedin [11] discussesthe issueof main-
taininguserprivacy andparticularlyuseranonymity in SentientComputing.In suchanenvironment,a
user's anonymity canbe breachedandhis identity be inferredby a numberof factors,suchasthe fact
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thathespendsmostof his time at his desk.This is addressedby applyingtheprincipleof a mixedzone
which is anareawherenoneof theusershasregisteredanapplicationcallbackandthereforeis anony-
mous.In amixedzone,apreviously identi�able useris dispersedamongtherestof theusers.Assuming
thatuserschangeto anew, unusedpseudonym whenever they enteramixedzone,applicationsthatseea
useremergefrom themixedzonecannotdistinguishthatuserfrom any otherwhowasin themixedzone
andcannotlink peoplegoinginto themixedzonewith thosecomingoutof it.

Thiswork complementsdirectly thework describedin Chapter3 of thisdissertationwhereanumber
of possibleinferencingmechanismsbasedonlocationarediscussedandwhichdemonstrateaclearthreat
to useranonymity. Thisgivesgoodgroundsfor the�ndings of [11] to beapplied.



Chapter 3

Inferring Abstract Statefr om Concrete
StateusingHidden Mark ov Models
(HMMs)

This chapterdiscussesa methodologyfor modellinghigh-level abstractknowledgethat is inferredfrom
low-level concreteknowledgesuchaslocationdata.Theinferenceprocessis basedon HiddenMarkov
Models(HMMs) [32, 88]. This chapterusesthis methodologyin order to build a recognitionsystem
for movementmodels, herereferredto as movementphonemes. The recognitionsystemis usedas a
middlewarecomponentin SCAFOSandmovementphonemesareusedby the userin order to create
applicationspeci�cations.

3.1 Intr oduction

The speci�c aim of SCAFOSis to createmodelsof abstractknowledge. Suchmodelsareto be made
available to the userwho can usethem in order to createapplicationspeci�cationsusing SCAFOS.
Becausetheuseris mobileandtheworld consistsof severalheterogeneousdistributeddomainswhich
maychangedynamically, theabstractmodelsshouldbevalid independentof thetopologyof thephysical
environmentandindependentof theuser. Thebene�tsof having modelsof abstractknowledgewith the
abovepropertiescanbesummarisedbelow:

� Modelsof abstractstatethat are independentof the speci�cs of eachsensor-driven component
(e.g.,with respectto thenumberof usersandthetopologyof theenvironment)canbeappliedto
heterogeneoussensor-drivensystemsandstill remainvalid.

� Thevalidity andaccuracy of suchmodelsin differentsensor-drivenenvironmentscanbeusedto
evaluatethe propertiesof the sensortechnologythat producesthe modeldata,suchasits accu-
racy. For example,two differentlocationtechnologiescanbeevaluatedbasedon how well they
recognisehumanmovements,suchastheonesdescribedin thischapter.

� Movementmodelsare potentially capableof letting us learn a greatdeal aboutthe real-world
processthatproducedthelocationeventswithouthaving thesourceavailable,i.e.,by simulation.

3.2 Achievements

Section3.1 discussesthemotivationof this thesisin creatingmodelsfor statisticalinferencing.In this
section,thespeci�c achievementsthatstemfrom applyingHMMs to theSentientComputingenviron-
mentarepresented.Thischapterachievesthefollowing:

55
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� Thedesignandimplementationof a systemthatautomaticallyinfershigh-level knowledgefrom
time-serieslocationdata(suchasthoseproducedby theActive BAT) whenit hasbeenappropri-
atelytrained.Sucha systembehavessimilarly to a speechrecogniserthatrecogniseswordsfrom
processingspeechsignals.Morespeci�cally:

– HMMs areshown to beappropriatefor characterisinglocation-basedinferences.

– A setof semanticsthatis appropriateto theSentientComputingEnvironmentanddetectable
by HMMs in real-timeis determined.

– Eventmodelsthatrepresenttheidenti�ed semanticsarediscussed.Thesemodelsarereferred
to asphonemes.

– The designof an appropriatesamplingprocessfor the training and the observation data
streamsis discussed.

– Thedesignandimplementationof asystemthatperformsrecognitionfor theabovephonemes
is discussed.

� Theinverseproblemtophonemerecognitionis investigated,i.e.,thedifferencesin theenvironment
thatcausedifferentiationsin thepatternsthatcorrespondto thesamephonemeareidenti�ed. More
speci�cally:

– The designandimplementationof a userrecognitionsystemis discussedthat is basedon
samplesof userssittingdown.

� Both recognitionsystemsareevaluatedagainstexisting relatedwork.

3.3 Justi�cation

Thechoiceof themodelsto berecognisedwasbasedon thefollowing criteria:

� Themodelsre�ect invariantpropertiesthatarecommonamongdifferentusersandarerecognisable
independentlyfrom theuser.

� Thechoseninvariantpropertiesarereliablyandaccuratelyrecognisableindependentlyof theuser's
speedof motion.For example,awalkingmovementshouldberecognisablewhetherauseris walk-
ing slowly, with mediumspeedor quickly. This is notstraightforward. In thecaseof SPIRIT[41],
thespeedwith which a useris moving determinesthesamplingrateof SPIRIT. This hasa direct
effecton thesamplingmethod.If samplesof equaldurationaretaken,thensamplesthatrepresent
the samephonemebut which have beenproducedby usersmoving at differentspeedswill have
a differentnumberof datapointsandthereforewill bedifferent(seeSection3.6). This issuehas
beenaddressedsuccessfully, andit is discussedlateron in thischapter.

� The modelsaretransparent to the environment,i.e., they arere-applicableto any sensor-driven
environment.

� The modelsareusedin orderto producea characterisationof eachlocationevent. The charac-
terisationis meaningfulin thegeneralcaseforming a completesetof recognisablephonemes.In
somecases,furtheror differentinferencingcouldalsobeappropriate.For example,themovement
of auseropeningadoorinwardsandenteringa roomis currentlyrecognisablewhencomparedto
walking in astraightline; however, it is noteasilydistinguishablefrom turningright or turningleft
movements.Therefore,a modelfor openinga doorinwardsis not madepartof a general-purpose
recognitionsystem,asit is notrecognisableagainstthecompletesetof phonemes(seeSection3.10
for discussion).
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3.3.1 Phonemes

Thefollowing modelswereconstructedascharacterisingcertain3-D spacemovements:

� Sit Down

� StandUp

� Sitting

� Walking

� Still

Thepatternin eachphonemere�ects thegravity andthedisplacementof thehumanbodyin 3-D space.
Theseare mutually exclusive and comprisea completeset of movements,in the sensethat if a user
performsamovementthatis identi�ed asbelongingto oneof theabovemodels,thismovementdescribes
fully the user's statein termsof moving. Although previous attemptshave beenmadein the areaof
movementrecognition,thesehavebeencase-speci�candlimited. Section3.8demonstratestheef�ciency
of themodellingapproachoverexistingmethodologies.

3.4 The MovementRecognitionProblem

A HiddenMarkovModel(HMM) isastochasticmodelwhereanunderlyingprocessthatisnotobservable
canbeobservedthroughanothersetof stochasticprocessesthatproducethesequenceof observations.

An HMM canbeseenasa�nite statemachinethatconsistsof N statesdenotedasX = x1; x2; � � � ; xN

andthestateat time t asqt . An HMM is characterisedby thefollowing:

� S, the numberof distinct observation symbolsper state,i.e., the discretealphabetsize. The ob-
servationsymbolscorrespondto thephysicaloutputof thesystembeingmodelled.Wedenotethe
individual symbolsasV = v1; v2; � � � ; vS:

� ThestatetransitionprobabilitydistributionA = aij where

aij = P[qt+1 = x j jqt = x i ]; 1 � i; j � N

� Theobservationsymbolprobabilitydistribution in statej ; B = bj (k), for a �x edtime t, where

bj (k) = P[vk at tjqt = x j ]; 1 � j � N

1 � k � S

� Theinitial statedistribution � = f � i g, i.e.,/ theprobabilitythateachstatex i is the�rst state

� i = P[q1 = x i ]; 1 � i � N

Eachtime thata statej is enteredat time t, anobservationvectorOt is generatedfrom theprobability
densitybj (Ot ). After theHMM hasmovedfrom theinitial statex0 to a�nal statexT +1 for thissequence,
a sequenceof observationshasbeengenerated:O = O1O2 � � � OT , whereeachobservationOt is oneof
the symbolsfrom V andT is the numberof observationsin the sequence(it is assumedthat statesx0

andxT +1 donotproduceany observations).
Figure3.1showsanexampleof thisprocesswhereasixstatemodelmovesthroughthestatesequence

X = 1; 2; 2; 3; 4; 4; 5; 6 in orderto generatethe sequenceO1 to O6 (States1 and6 arethe initial and
�nal statesandthey donotgenerateany observations).
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1 2 3 4 5 6
a12

a22

a23

a33

a34

a44 a55

a45 a56

a24 a35

O1 O2 O3 O4 O5 O6

Figure 3.1. The Markov generation model

ThegeneralrecognitionproblemcanbeseenasclassifyinganobservationsequenceOT to theHMM
thatrepresentsthehiddenunderlyingprocessthatgeneratedtheobservationsequence.Thisproblemen-
tailsthreemorespeci�c problems:the�rst is thatwhentrying to createHMM modelsfor eachmovement
phoneme,thevaluesof thestatetransitionprobabilitiesaij andoutputprobabilitiesbj of eachmodelare
not known andneedto beestimatedby trainingdata. Thebettertheestimation,themoreaccuratethe
model.Thesecondproblemariseswhentrying to uncover thehiddenpartof themodel.As theprocess
to be modelled(movementphoneme)is unknown, the statesequencethat generatedan observation is
not known either. Thethird problemis a problemof evaluation:how is themostappropriatemodelthat
generatedtheobservationsequencede�ned,outof asetof possiblemodels?

Assuminga vocabulary thatconsistsof wordswi that representthephonemesof interest,i.e.,wi 2
f SitD own; StandUp;Walking ; Stil l ; Sitting g, let eachmovementbe representedby a sequenceof
positionvectorsof threedimensions(x; y; z) or observationsO, de�ned as

O = hO1; O2; � � � ; OT i (3.1)

whereOt is the position1 observed at time t. The phonemerecognitionproblemcanthenbe regarded
asthat of computingthe modelwi with the maximumprobabilityof having generatedthe observation
sequenceO.

argmax
i

P(wi jO) (3.2)

wherewi is thei th phonemein thevocabulary.
Thisprobabilityis not computabledirectly, but usingBayes'rulegives

P(wi jO) =
P(Ojwi )P(wi )

P(O)
: (3.3)

Equation(3.2) is solvedusing(3.3) if P(Ojwi ) canbeestimated.Thegeneralproblemof thedirect
estimationof thejoint conditionalprobabilityP(O1; O2; :::OT jwi ) from examplesof locationsamples,
given the dimensionalityof the observation sequenceO, is not practicable.However, if a parametric
modelof word productionsuchasa Markov modelis used,thenestimationfrom datais possiblesince
theproblemof estimatingtheclassconditionalobservationdensitiesP(Ojwi ) is replacedby themathe-

1Ot is avectorof threevariablesx; y; z thatrepresentthecoordinates.
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maticallymuchsimplerproblemof estimatingtheMarkov modelparameters,whichentailssigni�cantly
smallercomputationaleffort. Given an HMM model, the joint probability that O is generatedby the
modelM moving throughthestatesequenceX of Figure3.1 is calculatedsimply astheproductof the
transitionprobabilitiesandtheoutputprobabilities:

P(O; X jM ) = a12b2(O1)a22b2(O2)a23b3(O3) � � � (3.4)

Given that X is unknown, the requiredlikelihoodis computedby summingover all possiblestatese-
quencesX = x(1); x(2); x(3); � � � ; x(T), thatis

P(OjM ) =
X

x

ax(0)x(1)

TY

t=1

bx(t ) (Ot )ax(t )x(t+1) (3.5)

wherex(0) is themodel'sentrystateandx(T + 1) is themodelexit state.

Recognition

location data (x,y,z) transcription

Training

labelled training samples

Sampling

Figure 3.2. Phoneme recognition

As analternative to Equation3.4, the likelihoodcanbeapproximatedby only consideringthemost
likely statesequencethatis

P̂ (OjM ) = maxx f ax(0)x(1)

TY

t=1

bx(t ) (Ot )ax(t )x(t+1) g (3.6)

This assumesthat the parametersaij andbj areknown. Although this is not generallythe case,
HMMs allow for theaboveparametersto beestimatedusingtrainingdata.Thisprocessis calledtraining
(Figure3.2).

Training. Givenasetof trainingexamplescorrespondingto aparticularmodel,theparametersof that
model canbe determinedautomaticallyby a statisticallyrobust andef�cient re-estimationprocedure
(Baum-Welch re-estimation.Thisprocedurehasthefollowing steps:

A setof prototypemodelsarecreated,in which theoutputdistribution for eachstatej is Gaussian
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with meanvector� j andcovariancematrix � j ; thatis, bj (Ot ) satis�es:

bj (Ot ) = N (Ot ; � j ; � j )

If L j (t) denotestheprobabilityof beingin statej at time t, thenthemaximumlikelihoodestimatesof
� j and� j canbecalculatedasshown below

�̂ j =
P T

t=1 L j (t)Ot
P T

t=1 L j (t)
; (3.7)

�̂ j =
P T

t=1 L j (t)(Ot � � j )(Ot � � j )0

P T
t=1 L j (t)

; (3.8)

whereprimedenotesvectortranspose.To applytheabove equations,theprobabilityL j (t) mustbecal-
culated.This is doneef�ciently usingtheForward-Backward algorithm.Executingtheabove produces
asetof models,whichareoptimisedaccordingto thetrainingdata.

Recognition. Recognitionof anunknown datasampleof sizes is basedonbuilding anHMM network
and�nding a pathof sizes thathasthemaximumlikelihood(Viterbi algorithm).Thatpathcorresponds
to the HMM model that correspondsto the correctphoneme.The modelwith the highestmaximum
likelihoodis selectedfor eachobservationsequenceunderconsideration(TokenPassingAlgorithm).

3.5 Building PhonemeModels

Thissectionportraysarepresentationof thephonememodelsdiscussedin Section3.3.1in termsof their
observationsbeing3-D positionvectors(x; y; z). The coordinatesystemis arbitrarily set in order to
depictuserpositionsin the LCE [36] andis currentlybeingusedin SPIRIT [41] andits applications.
Thehorizontalaxis in mostof thegraphsthat follow is thex axisandtheverticalaxis is they axis in
this coordinatesystem.Thez coordinatesigni�es thedistancefrom theuser's Active BAT to the �oor .
On thegraphsthatportrayonly onecoordinateon theverticalaxis, thehorizontalaxisalwaysportrays
thenumberof samplingpointssincethebeginningof thesamplingprocess.

Themodelspresentednext arebasedon a numberof experimentsthat took placein the LCE. The
samplesfor theSit Down phonemewereproducedby a usersitting down andgettingup from a couch.
The heightwhenstandingup (z coordinate)is approximately1:2 m. Several otherexperimentstook
placeandtheresultsarediscussedin Section3.9.
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3.5.1 Sit Down

Thesit downmovementis characterisedbythefact that theuserbendshisknees,loweringhisbodyonto
theseat.During thismovement,theuserleansslightly forward andthenbackwardsontotheseat.
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Figure 3.3. A Sit Down sample 3D (a), z coordinate only (b).

A sampleof asit down movement(ontheLCE'scouch)is portrayedin Figure3.3.Thecharacteristic
sample(b) is producedby the z coordinateascapturedby the Active BAT which is portrayedon the
abscissaof Figure3.3(b).



62 Chapter3. InferringAbstractStateUsingHMMs.

3.5.2 StandUp

A standup movementis characterisedby the fact that the userdrags his bodyslightly forwards, until
thefeetare placedstronglyon the�oor, bendsthekneesloweringhis bodyforward andstraightensthe
kneesgradually, thuslifting thebodyupwards.
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Figure 3.4. A Stand Up sample 3D (a), z coordinate only (b).

Figure3.4showsaStandUp sample,asmonitoredby theActiveBAT.
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3.5.3 Sitting

Thesittingstateis characterisedbythefact that theuserremainsstill with thebodycloserto theground
thanwhenstandingup.
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Figure 3.5. A Sitting sample 3D (a) z coordinate only (b) x coordinate only (c) y coordinate only (d).

A sitting sampleis portrayedin Figure3.5. Thecharacteristicsample(b) is producedby monitoring
thez coordinate.Althoughduringtheexperimenttheuserwasstill, thereis a smalldisplacementin the
samplepoints.This is dueto thestatisticalerrorof thesamplingprocess,andit is obviousalsoin plots
(b), (c) and(d), whichportrayeachcoordinateseparatelyvs. thesamplenumber.
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3.5.4 Walking

Thewalking movementis characterisedby a �uctuation in the user's height. As he lifts each leg and
lowers it againhiswholebodyis displacedslightlyupanddown.
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Figure 3.6. A Walking sample 3D (a) z coordinate only (b).

A sampleof a userwalking is portrayedin Figure3.6. Thecharacteristicsample(b) is producedby
monitoringthez coordinate.Althoughthereis asimilardisplacementin thex andy coordinatesaswell,
this is notalwaysobviousasthisdisplacementmaybedueto theuserturning,or walking in acurve. For
this reason,theplotsof thex andy coordinatearenotconsideredcharacteristicfor thisphonemeandare
notportrayedhere.
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3.5.5 Still

Thestill stateis characterisedby the fact that the positionof the user remainsthe samein all three
coordinates.
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Figure 3.7. A Still sample 3D (a) z coordinate only (b) x coordinate only (c) y coordinate only (d).

A sampleof a userwho is still is portrayedin Figure3.7. Also in this case,thereis an obvious
displacementin all coordinatesthat is causedby the error in the measurements.The shapeof the z
coordinatein the samplein Figure3.7(b) bearssimilarities to the sampleof Figure3.6(b). However,
the latter hasa moredistinguishableshapeandthe displacementsareon averagelarger thanthe ones
of Figure3.7(b). This similarity in shapecreatesambiguitybetweenthe two phonemeswhentrying to
recognisethemwith traditionalmethodologies.TheHMM-basedsolutiondoesnotsuffer from thesame
de�ciency. This is discussedin detail in Section3.8.
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3.5.6 OpenDoor Outwards

TheOpenDoor Outwards phonemeis characterisedby the fact that the userpulls the door outwards
walksaroundit in a curveandenters theopeninginwards.
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Figure 3.8. A sample of movement patterns entering doors that open outwards.

Althoughthis phonemewasnot selectedto form partof the �nal recogniser, it is discussedherein
orderto illustratethepotentialof usingHMMs to discoveraspectsof thephysicalenvironment.
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3.5.7 Walking-Still-Sit Down-StandUp

A userwalksto thecouch, sitsdown,remainsseatedfor a while, standsupandremainsstill.
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Figure 3.9. All phonemes.

Figure3.9portraysa sequenceof movements.This aimsto give anillustrationsof a movementthat
consistsof multiplesamples.
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3.6 Identifying an Appropriate SamplingProcess

Thesamplesusedfor thephonemesin Section3.5 arepositionvectors(x; y; z) of variablelength,and
they areportrayedasproducedby the experiment. This sectiondealswith identifying an appropriate
samplingprocessthatcanbeundertakenautomaticallyby asamplingservicein real-time.

Two factorsneedto betakeninto consideration.The�rst oneis thespeedof theexecutedmovement.
Thesecondis thesamplingrateof the locationtechnology. As far asthe �rst factoris concerned,it is
desirablethatmovementsshouldberecognisedindependentlyof thespeedwith whichthey areexecuted,
i.e., quick movementsshouldbe asreliably recognisableasslow ones. The secondfactoraffects the
samplingdecisiononly whentherateatwhichpositionsaresampledby thesensorinfrastructuredepends
on the userspeed.SPIRIT is sucha systemthat employs the principle of a variablesamplingratefor
samplingef�ciency. Wherever it is determinedfrom thelocationsamplesthatanobjectis increasingits
speed,SPIRITincreasestheActive BAT's samplingratetoo. On thecontrary, if anobjectslows down,
SPIRITdecreasestheActiveBAT'ssamplingrate.

In orderto decidethe bestsamplingprocess,samplesof both �x ed duration(6 seconds)and�x ed
length (6 observationsand 4 observations)were considered. Samplesof �x ed durationcontaineda
variablenumberof datapoints,andin orderto beusedastrainingsequencesandberecognisedby the
HMMs, an interpolationprocesswasusedwherethemissingdatapointswerereplacedwith a copy of
thevalueof thelastobservationin thesample.Althoughtherecognitionwassimilar in accuracy to that
achievedusing�x ed-lengthsamples(seeSection3.6.4),it wasdecidedto use�x ed-lengthsamplesfor
simplicity reasons,in orderto avoid theinterpolationoverhead.Section3.6.3discusseshow samplesare
distinguishedandrecognisedunderthissamplingscheme.

Thefollowingsectionproposesadifferentcalibrationprocess,appropriatefor movementrecognition,
sothatSPIRIT'svariablesamplingratedoesnotaffect theaccuracy of therecogniser.

3.6.1 MovementCalibration

GivenSPIRIT's variablesamplingrate,it is obviousthat theworst-casesampleto berecognisedis one
wheretheuser's speedis high andthesamplingrateof the locationsystemis low. It wasdecidedthat
thecalibrationshouldbeperformedusingtheSit Down andStandUp movements,asthesehave a more
distinctive shapeto thehumaneye thantheWalking andStill patterns,andthebeginningandendof the
movementcanbe simulatedeasily. In orderto performthis calibration,the following experimentwas
carriedout.

First a userperformedtwentysit down andstandup movementson thecouchin thelab,at different
speeds.Thefastestsit down movementproducedasampleconsistingof 4 events(datapoints)andlasted
1.032secin total. The fasteststandup movementconsistedalsoof 4 datapoints. All othersamples
consistedof moredatapoints. An appropriatetechniquein HMMs is that the samplingwindow is set
to 4. Largersamplesareprocessedasa seriesof samplesof size4 (e.g.,onesampleof size15 is seens
as12 samplesof size4.) Figure3.10portrayssomerepresentative samplesof duration20 secof sitting
on thecouchat differentspeeds.Note thatbecausethefastsamplesweretakenat thebeginningof the
experimentandaftertheuserhasbeenstandingstill for awhile, SPIRITis samplingwith low frequency,
whichexplainswhy the�rst samplehasonly 6 datapoints.Alreadyatthesecondfastmovement,SPIRIT
is samplingathighrate(13datapoints).Thethird sampleatmediumspeedhasthemostnumberof data
points for the sameduration(19 datapoints),becauseSPIRIT hasadjustedthe samplingrateandthe
movementis slower, somorepointsarecapturedpermovement.

Samplesof similarsizeareoftenencounteredin problemsof classifyingdiscretedataandareclassi-
�ed very accurately. For example,thesamplesthatcorrespondto trips betweensigni�cant locations[4]
oftenconsistof observationsof lengththreeanddimensionalityone,i.e., 3 consecutive GPSreadings.
An HMM-basedsystemthatcalculatesuserlocationsbasedonsignalstrengthmeasurementsis basedon
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Figure 3.10. Three selected samples of variable length of (a) sitting on couch fast (6 points) (b) at medium speed
(13 data points) (c) slowly (19 data points).
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Phonemes TrainingSamples

StandUp 6
Sit Down 8
Sitting 22
Walking 43
Still 44
Total 123

Table 3.1. Size of the training set.

observationsequencesof lengthoneanddimensionalityfour, i.e.,eachlocationis modelledby a single
signalstrengthreadingfrom 4 sensorsthatcorrespondto thatlocation.

3.6.2 SupervisedLearning

Thetrainingphaserequiresasetof representative trainingsamples.For this reasonanumberof samples
were collectedby meansof supervisedlearning. Figure 3.11 portraysa supervisedlearningprocess
wherebysamplesweregatheredfrom a usersitting down on differentchairsin theLCE meetingroom.
Figure 3.12 portraysa supervisedlearningprocessfor Still samples. Table 3.1 portraysthe overall
numberof trainingsamplesfor all phonemes.

(a)

Figure 3.11. Supervised learning for Sit Down traning samples (x; y coordinates).

3.6.3 Real-Time WindowedSampling

Having determinedthe samplesize to be four, a windowing systemwith a window size of four that
producessamplesfrom the streamof positionswas required. In this system,the window actsas a
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Figure 3.12. Supervised learning for Still training samples (x; y coordinates).

buffer of threedatapoints. Eachnew eventproducedby the locationsystemis testedagainstthe three
previous ones,which arebuffereduntil the movementis detected,and,by meansof the word network
of Figure3.14, it is decidedto which phonemethedatapoint belongs.Figure3.13illustrateshow the
phonemesWalking, Sit Down, Sitting andStandUp aredelimitedwith the help of the window. The
phonemeStill is delimitedfrom Walking,StandUp andSit Down in asimilarmanner.

Figure3.15portraysthreetrainingsamplesof sitting down. Thetrainingdatawascarefullychosen
in order to train the recogniserregardinghow phonemesshouldbe delimited. For example,it canbe
seenfrom Figure3.11which samplesarecharacterisedasSit Down with respectto thepatternformed
by the datapointsof the z coordinate.Note that becausethe Sit Down phonememay consistof more
than4 datapoints,morethanoneconsecutive samplecanbecharacterisedasSit Down. For example,
thesampleportrayedin 3.15(d)canbesampledimmediatelyafter3.15(b)or 3.15(f). Thismeansthatas
longasoneof thethreeconsecutivesamples(b), (d) or (f) is recognisedcorrectly, theinformationabout
theusersitting down will not be lost. Similarly, Figure3.16portraystwo selectedtrainingsamplesfor
theStandUp phoneme.

3.6.4 Implementation

Therecognitionproblempresentedin Section3.4wasimplementedby building a recogniserfor move-
mentphonemes,basedon HMMs. TheHTK toolkit wasusedfor this purpose.Thefollowing solutions
wereimplemented:

� DistinguishbetweenWalking,Still, Sitting,Sit Down andStandUp for thesameuser.

� DistinguishbetweenWalking, Still, Sitting, Sit Down andStandUp for differentuserswhile the
modelshavebeentrainedonly for one.

3.6.5 RecognitionScores

The results�le from the recogniserhasthen beencomparedagainst a reference�le wherethe same
sampleswerecorrectlylabelledanda recognitionscoreis assignedto therecognitionasapercentage of
correctlabelsover theoverall numberof labels.
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Figure 3.13. Phoneme delimiting.
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Figure 3.14. The word network for movement phonemes.
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Figure 3.15. Three selected training samples of the Sit Down phoneme with sample size 4.
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Figure 3.16. Two selected Stand Up training samples.
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Phonemes TrainingSamples TestSamples Correct Recognitionscore

Walking-Still-Sitting-SitDown-StandUp 123 46 43 93.18%
(sameuser)
Walking-Still-Sitting-SitDown-StandUp 123 45 41 91.11%
(two users)
OpenDoorOutwards- Walking 21 9 7 77.78%
(sameuser)
UserRecognition 31 8 8 100%
(two users)

Table 3.2. Recognition scores.

Table3.2containstherecognitionscorefor themovementphonemestestedfor thesameuserthatpro-
ducedthetrainingsamplesaswell asanadditionaluser. Therecognitionscoreis 93%of thephonemes
identi�ed correctly. If recognitionis performedfor adifferentsetof phonemes,namely, only patternsof
doorsopeningoutwardsasopposedto walkingstraight,therecognitionscoreis 77.78%.

3.7 The Discrimination Problem: UserRecognition

Thissectioninvestigatestheinverseproblemto movementrecognition,thatis userrecognition.Thedrive
behindthis goalhasbeentheobservationthata usersitting down on seatswith differentheightscauses
theproductionof differenttracksby themonitoringsystem;thequestionis whetherthedifferenceswere
signi�cant enoughin orderto identify thechair from thedifferencesin track(Figure3.18). This canbe
seenasadiscriminationproblem.

A userrecognition problem, which consistsof distinguishinga userby thepatternsproducedwhile
sitting down andstandingup again,wasimplementedusingtherecogniserof Section3.6.4.Theresults
werevery encouraging.Figure3.17portraysthetracksof two usersof signi�cant differencesin height
that areusedastraining samplesto a userrecogniser. The recognitionscorefor this experimentwas
100%(seeTable3.2).

3.8 TechnicalBackground

This sectiondiscussesHMMs with respectto existing methodologiesin theareaof movementrecogni-
tion. Prior work in the SPIRIT [41] systemhaslooked into initial stagesof movementrecognitionin
trying to identify whentheuseris sitting ratherthanstandingby heightcalibration, andwhentheuseris
walking by meansof stepdetection. Theemphasisin this thesisis a toolkit in which users/applications
canprogrammodelsfor movementsthatarerecognisedindependentlyof domainanduser, ratherthan
usehard-codedsolutionsthatareonly applicableunderspeci�c circumstances.

Themostimportantde�ciency of othertechniquesis thatthey donotwork independentlyof theuser
andthe implementationdomain. On the contrary, they arecloselytailoredto speci�c casesandoften
cannotrecogniseamovementthatis executedunderdifferentcircumstances.

Height Calibration. Height calibration is basedon a thresholdthat is calculatedaccordingto each
user'sheight.Whenapositionis calculatedby SPIRITwherethez coordinatefallsbelow this threshold,
theuseris assumedto besitting,andabove this thresholdto bestanding.Thismethodhasthedisadvan-
tagethat any actionthat causesthe BAT to drop below a certainthresholdis translatedasa Sit Down
event. In fact the usermight be squattingmomentarilyor sitting on a tall stool or may have adjusted
thecordof his BAT to a differentheight.This is not distinguishablein SPIRIT. Figure3.18portraysthe
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Figure 3.17. User recognition from their different Sit Down patterns.
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changesin thez coordinateof a usersitting on differentchairsincludinga couch.An obviousproblem
that stemsfrom this �gure is whereshouldthe thresholdbe that identi�es a userwho is sitting down?
For example,if thethresholdis setto 1 m, thenausersittingon themeetingroomtable(seeright-hand-
sidesampleof Figure3.18)is not detectableby theActive BAT. On theotherhand,theActive BAT is
not �x edon theuser's bodyandcanbecarriedat differentheightshangingfrom theneckby a cordof
adjustablelengthor attachedto thewaist. This affectsthechoiceof threshold,asdoesthevariability of
userheight.Finally, theheightthresholddependsalsoon thepositionof thesensorson theceiling,and
this, in general,variesfrom roomto roomandfrom building to building. All theabove reasonsmake it
impossibleto chosea singlethresholdthatcanbeusedto recognisetheSit Down andStandUp move-
mentunderall circumstances.Lastly, usingheightcalibration,it is impossibleto discriminatebetween
differentsitting tracksandthusrecogniseusersor theobjectuponwhich they aresitting. Indeed,using
HMMs, theheightatwhichabadgeis wornby aparticularusercanbecalibratedby recognisingtheend
of aStandUp phoneme.

Figure 3.18. A sample of a user sitting on various chairs (z coordinate only)

Step Detection. The secondapproach,stepdetection, looks for turning pointson the z axis that in-
dicatea step.However this methoddoesnot behave well in thegeneralcaseasstandingstill oftenhas
a similar patternin thez coordinateasthewalking sample,which is dueto theerror introducedin the
measurements.Thethresholdmethodcouldbeusedin orderto introducea thresholdin thesizeof the
stepthatdifferentiateswalking from beingstill, basedon thesizeof thestep.For example,Figure3.19
portraysa Still anda Walking sample.Thesesamplescannotbe recognisedby SPIRIT usingstepde-
tectionasthesameproblemaswith heightcalibrationarisesagain, i.e., thereis no �x ed thresholdthat
candifferentiateWalkingsamplesfrom Still samples.Indeed,thedisplacementin Figure3.19(b)is 0:07
cm vs. 0:008cm displacementin Figure3.19(a).If a thresholdof 0:01 cm is set,whereanything with
a displacementabove this valueis a walking sample;thesampleof Figure3.7(b)that representsa Still
sampleportraysaheightdisplacementof 0.03thatwouldclassifyit togetherwith thewalkingsampleof
Figure3.19. Thus,thereis no obviousway of performingreliablerecognitionusingstepdetectionand
thresholding(heightcalibration).
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(a) (b)

Figure 3.19. A sample of a user remaining still (a) and walking (b) (z coordinate only)

3.9 Conclusions

� Themostgeneralconclusionis thatHMMs areanappropriatemethodologyfor creatingmiddle-
warecomponentsasabstractmodelsthat representmovementssuchastheonesdescribedin this
chapter. The modelsthat arecreatedby HMMs arecapableof recognitionwith high accuracy
independentlyof theuserandthespeci�c topologyof the implementationdomain. They canbe
appliedto differentusersandto differentSentientdomains. Therefore,they arean appropriate
methodologyfor thedistributednatureof SentientComputing.

� RecognitionbasedonHMMs enablethecreationof abstractionsthatwerenot recognisablebefore
eitherdueto a lackof anef�cient methodor dueto noise.Also, theproposedrecognitionmethod-
ology resolvesambiguityin theSit DownandStandUp phonemes,which aredirectly dependent
on thewayausercarriesaBAT andthespeci�csof theuserandthephysicalenvironment.

� Becausethe setof recognisablephonemesis exclusive, the movementphonemescanbe usedin
orderto characteriseeachlocationsamplewith themovementit belongsto. This allows for “re-
minderevents” to be createdfor eachsample,which can thenbe usedfor communicatingthis
informationto remotenodesover unreliableprotocolssuchasUDP. Remindereventsarecon�r -
mationsof thesameabstractstate,andthereforesomelosscanbetolerated.

� HMMs allow usersto berecognisedby theirSit Down andStandUp phonemes.Thiscanbequite
usefulin creatingdigital signatures,determiningwhethereverybodyhasleft thebuilding in caseof
a securityalert,etc.Userrecognitionseemsto work extremelywell. Theresultsadvocatethatthe
Sit Down phonemeis appropriatefor suchrecognition,however, furtherexperimentsusingalarger
sampleshouldbecarriedout in orderto identify thesystem's behaviour whenmany usersareof
similarheight.Thein�uence of speedon thesamplesshouldbeinvestigatedaswell. Section3.11
describesa scenariowherethe StandUp phonemeis usedas a digital signatureto ensurethe
successfulevacuationof a building in caseof anemergency. Thesuccessof theuserrecognition
problemleavesscopefor furtherrecognitionproblems,includingdiscoveringthetopologyof the
physicalenvironmentasis advocatedby theOpenDoor Inwardsphoneme.
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� Lastly, a numberof movementscannotbe recognisedby theActive BAT system,dueto thedis-
placementthat is introducedin the measurementaswell as the samplingratebeing too low to
captureenoughinformationaboutthemovement.Thespinningmovementis sucha caseandits
trackis portrayedin Figure3.20.

3.10 Futur eWork

As futurework,constraintscanbebuilt into theHMM network to identify legal sequencesof movements.
For example,ausercannotbeseatedandwalkingat thenext instance.A StandUp movementshouldbe
inferred.Speci�c-caserecognitioncanbescheduledasasecondlayeraftergeneral-caserecognition(see
Figure3.21). For example,if it is determinedthat theuserhassatdown, thenspeci�c caserecognition
canbeperformedonthesamplesthatrepresentedthesittingstateandidentify theobjecttheuseris sitting
on. Or, whenit is determinedthat theuseris walking, a secondrecognitionlayercantake placewhich
triesto infer doorsbeingopened,thusindicatingthattheuserhasturnedinto aspeci�c room.

SomeSittingsamplesareportrayedin Figures3.22and3.23.Notethatin thesamplesthatcorrespond
to sitting on the couch,the error in the y coordinateseemsto be muchsmallerthanthe error in the x
coordinate.This is believed to be dueto the positionof the couchthat is placedagainst the wall and
thereforeit is visible to a smallersetof sensorsthanthechair that is placedin themiddleof theroom.
Thiscanbeveri�ed with furthertests.

Finally, it is worthinvestigatingwhethermovementsthatarenotcurrentlydetectableby HMMs using
datafrom theActive BAT, suchasspinninganddirectionalwalk, canbesampledmorefrequentlywith
alternative technologiesof at leastsimilaraccuracy to theActiveBAT.

3.11 Applications

On DemandDynamic Memory Management. An areawheretheproposedrecognisercanbedirectly
appliedis optimising the page-loadingschemein a location middleware systemsuchas SPIRIT. By
knowing thestateof theuserin termsof his movements,thesystemcanmake decisionsasto whether
the usershouldbe monitoredor not. In a systemsuchasSPIRIT, which is object-oriented,usersare
representedby objects. If the systemdecidesthat the usershouldnot be monitoredfor someinterval,
thentheobjectthatcorrespondsto thatuseris a goodcandidatefor beingreplacedin thesystemcache.
Thatcanimprove theperformanceof themiddlewarecomponent.

Distrib ution. Oneof themainadvantagesof theproposedmodelis thatit is independentof theunder-
lying topologyof thephysicalenvironment.Thisenablesit to betrainedonceandbesubsequentlyported
into any otherenvironmentthatsupportslocationservices,aswell. In fact,it canbeusedto discover the
topologyof theenvironment.

Digital Signatures. TheStandUp phonemecanbeusedasa digital signatureafteranalarmoccursin
a building signallinganevacuation.By monitoringall usersgettingup andperforminguserrecognition
onall thesamples,thesystemcandetermineif everybodyhasleft thebuilding or not.
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Figure 3.20. Spinning track (a) x coordinate (b) y coordinate (c) z coordinate (d).
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Figure 3.21. Layered recognition.



Chapter3. InferringAbstractStateUsingHMMs. 81

0 2 4 6 8 10 12 14
-16.66

-16.64

-16.62

-16.6

-16.58

-16.56

-16.54

Sitting on couch

BAT Samples

X
 c

oo
rd

in
at

e

(a)

0 2 4 6 8 10 12 14

-6.64

-6.62

-6.6

-6.58

-6.56

-6.54

-6.52

Sitting on couch

BAT Samples

Y
 c

oo
rd

in
at

e

Sitting on couch

(b)

0 2 4 6 8 10 12 14
-16.69

-16.68

-16.67

-16.66

-16.65

-16.64

-16.63

-16.62

-16.61
Sitting on couch

BAT Samples

X
 c

oo
rd

in
at

e

(c)

0 2 4 6 8 10 12 14
-6.6

-6.59

-6.58

-6.57

-6.56

-6.55

-6.54

-6.53

-6.52

Sitting on couch

BAT Samples

Y
 c

oo
rd

in
at

e

(d)

Figure 3.22. Two Sitting samples (LCE couch)
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Figure 3.23. Two Sitting samples (LCE chair)



Chapter 4

Prediction

Thischapterinvestigatesthepossibilityof estimatingthelikelihoodthatafutureinstanceof aknowledge
predicatewill begenerated(eitherproduceddirectlyby thesensorsor deducedfrom otherpredicates)in
a knowledgebasecomponentin the sensor-driven system.More speci�cally, this work focuseson in-
vestigatingtheapplicabilityof BayesianPredictionfor modellingthelikelihoodfor holdingknowledge
predicates.Thesemodelsform partof SCAFOSandaregenericenoughto beapplicableto a largenum-
berof sensor-drivencomponents.Theresultsof this investigationareusedin orderto build a prediction
system. Predictionis very importantfor SentientComputing,asit increasesthe potentialfor decision
making, even in caseswheredatasourcesareunavailable. Predictionalsoenablesa trade-off between
certaintyandcost, asis demonstratedin thischapter.

4.1 Prediction

Chapter3 focusedon inferring abstractknowledge,suchasusermovements,from concretepredicates,
suchasuserpositions. This chapterdiscussespredictionasa methodologythat is applicableto both
concreteandabstractknowledgepredicates(discussedin moredetail in Chapter5), suchas

H UserI nLocation (uid; r id; r ole;r attr ; timestamp )

andaimsto de�ne a probabilitymodelthatestimatestheprobability thata particularpredicateinstance
will be generatedin the system(in the knowledgebaseof a Deductive KB componentin Figure1.1)
in the future. Themethodologyusedfor thepredictionis basedon thenä�ve Bayesclassi�er [67] seen
asanequivalentBayesiannetwork [67]. Using thenä�ve Bayesclassi�er, a user's next locationcanbe
predictedfrom historicaldata. The samemethodologycanbe appliedto any knowledgepredicatefor
whichhistoricaldatais available.A predictionsystemsuchastheonepostulatedin thischapterprovides
anestimationof thelikelihoodthataninstanceof a knowledgepredicateof interestwill begeneratedin
thefuture.Thepredictedinstancecanbederiveddirectlyfrom sensors,or deducedfrom otherpredicates.
Suchasystemhasthefollowing bene�ts:

� It enablesdecisionmakingaboutfutureknowledge.For example,a usermaydecideto createan
applicationwhich will notify him whenthecoffee is readyonly if theprobability thatsomebody
will makecoffeein thenext two hoursis morethan50%.

� It canbeusedwhenthe locationsystemis unavailableor in orderto reducethemonitoringcost.
For example,usinga predictionsystemit is possiblefor the systemto returnan answersuchas
“John'spositionis unavailableat themomentbut possiblelocationsareRoom10andtheMeeting
Room”whenJohn'spositionis queriedandestimatesaretoleratedby thequeryingapplication.

83
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4.1.1 The Na�̈veBayesClassi�er

The nä�ve Bayesclassi�er is a widely usedpracticallearningmethodthat canbe usedto addressthe
problemof supervisedlearning. A setof training instancesx1; � � � ; xk is provided aswell asa target
function f (x) which cantake on any value from V. Eachtraining instancex i is a pair of a tuple of
attributevalues~ai = hai 1; � � � ; ain i andthevalueof thetarget functionfor this instancec = f (x i ) that
actsasa label for thatinstance.

x1 = a11; � � � ; a1n ; c1

x2 = a21; � � � ; a2n ; c2

...
...

xk = ak1; � � � ; akn ; ck

A new instancex0 is presented,describedby thetupleof attributevaluesha1; a2; � � � ; an i . A classi�er
needsto beconstructedthatcanpredictthetargetvaluec0 = f (x0) for thatinstance.In orderto classify
thenew instance,thenä�veBayesclassi�erassignsthetargetvaluewith themaximumaposteriori(MAP)
probabilityvM AP giventheattributevaluesha1; a2; � � � ; an i thatdescribethenew instance.Thenotation
argmaxc0

j�( c0) is usedin orderto denotethevalueof v0 thatmaximisestheterm�( v0).

vM AP = argmax
c02 V

P(c0ja1; a2; � � � ; an ) (4.1)

UsingBayestheoremthisexpressionbecomes

vM AP = argmax
c02 V

P(a1; a2; � � � ; an jc0)P(c0)
P(a1; a2; � � � ; an )

= argmax
c02 V

P(a1; a2; � � � ; an jc0)P(c0) (4.2)

NotethatthedenominatorP(a1; a2; � � � ; an ) is droppedbecauseit is aconstant,independentof c0. The
two termsin (4.2) canbeestimatedfrom the trainingdata. P(c0) is the relative frequency with which
eachtargetvaluec0 occurs.ThetermP(a1; a2; � � � ; an jc0) canbeestimatedby countingthenumberof
timeswith whicheachtargetvaluec0 occursin thesubsetof thetrainingdatafor which f (x) = c0. The
nä�ve Bayesclassi�er is basedon thesimplifying assumptionthat theattributevaluesareconditionally
independentgiven the targetvalue. In otherwords,theassumptionis thatgiven the targetvalueof the
instance,theprobabilityof observingthe tupleha1; a2; � � � ; an i , namelyP(a1; a2; � � � ; an ), is just the
productof the probabilitiesfor the individual attributesandso: P(a1; a2; � � � ; an jc0) =

Q
i P(ai jc0).

Substitutingthis into (4.2),wehave theapproachusedby thenä�veBayesclassi�er, wherevN B denotes
thetargetvalueoutputby thenä�veBayesclassi�er.

vN B = argmax
c02 V

P(c0)
Y

i

P(ai jc0) (4.3)

4.1.2 BayesianNetworks

Recallthenotationandnomenclatureusedin DirectedAcyclicGraphs(DAGs). A DAG is apair (X ; E),
whereX = f X 1; � � � ; X n+1 g is asetof vertices,andE is asetof edgesbetweenthevertices.Thegraph
is acyclic, i.e.,nopathstartsandendsat thesamevertex. Thegraphis alsodirected.

Using statisticalnomenclature,U1; � � � ; Un+1 are randomvariables. A BayesianNetwork is an
ef�cient representationof thejoint probabilitydistributionoverasetU. Thejoint probabilitydistribution
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Alastair Andy Alan
Room1 0.6 0.3 0.2
Room2 0.3 0.3 0.3
Room3 0.1 0.4 0.5

Table 4.1. Conditional probability table for P (Rid jUid)

speci�es the probability for eachof the possiblevariablebindingsfor the tuple U = hU1; � � � ; Un+1 i .
Formally, a Bayesiannetwork for U is a directedacyclic graphG whosenodesX correspondto the
randomvariablesin U andwhoseedgesrepresentdirectdependenciesbetweenthevariablesaccording
to thefollowing dependency assumptions:eachnodeX i is independentof its non-descendants,givenits
parentsin G. X is a descendantof Y if thereis a directedpathfrom Y to X . Thesetof theimmediate
predecessor(parent)nodesof X i is denotedby thetermParents(X i ). A conditionalprobabilitytableis
givenfor eachvariableX i describingtheprobabilitydistribution for thatvariablegivenits parents.The
joint probability for any desiredassignmentof valueshx1; � � � ; xn+1 i to the tupleof network variables
hX 1; � � � ; X n+1 i canbecomputedby theformula:

P(x1; � � � ; xn ) =
nY

i =1

P(x i jParents(X i )) (4.4)

Thevaluesof P(x i jParents(X i )) arestoredin aconditionalprobabilitytableassociatedwith nodeX i .

Example. To illustrate,consideranodeX = Rid whichis dependentonthenodeY = Uid . Thenode
X = Rid representsthenamesof theroomsin anof�ce andtakesavaluefrom thesetof possiblevalues
Room1, Room2, Room3. ThenodeY = Uid representsthenamesof thepeoplethatwork in thatof�ce
andcantakeany valuefrom thesetAlastair, Andy, Alan. Theconditionalprobabilitytablefor Rid given
Uid re�ects theprobability that the locationof a userin Alastair, Andy, Alan will beoneof thevalues
of thesetRoom1, Room2, Room3 andis given in Table4.1. For example,theconditionalprobability
that an instanceof the predicateH UserI nLocation (uid; r id)1 whereuid=Alastair will containthe
constantRoom1 asthevalueof r id is 0.6. That is interpretedasfollows: Theprobability thatAlastair
will belocatedin Room1 is 0.6.

4.1.3 BayesianNetworks that Corr espondto the Na�̈veBayesClassi�er

The nä�ve Bayesclassi�er canbe equivalently viewed asa simpleBayesiannetwork of the structure
depictedin Figure4.1. In thisnetwork, every leaf is anattributeof theclassi�cationandit is independent
from the rest of the attributes,given the stateof the classvariable,namelythe root of the network.
Eachnodethereforehasonly oneparent,theroot node.Theequivalenceof theBayesclassi�er andthe
network of Figure4.1canbedrawn from Equation(4.4)asfollows: Let U = f A 1; � � � ; An ; Cg, where
the randomvariablesA1; � � � ; An aretheattributesandtherandomvariableC is theclassvariable. In
thenetwork of Figure4.1 theclassvariableis theroot, i.e.,Parents(C) = fg , andtheonly parentfor
eachattribute is theclassvariable,i.e, Parents(A i ) = f Cg, for all 1 � i � n. Using(4.4), it canbe
deducedthatP(A1; � � � ; An ; C) = P(C)

Q n
i=1 P(A i jC). ThevaluethatmaximisesP(A1; � � � ; An ; C)

is givenby nä�veBayesde�nition (Equation(4.1)).

1For simplicity reasonsthevaluesroleandrattr areignoredin thisexample.
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A1 A2 An

C

Figure 4.1. Bayesian network for the na�̈ve Bayes classi�er .

4.1.4 Using the Na�̈veBayesClassi�er to Predict KnowledgePredicates

Consideringthepredicate

H UserInLocation (uid ; rid ; role; rattr ; timetamp);

any of thevariablesuid, r id, r ole, r attr , timestamp canbeseenastheclassvariable,andtherestof
theattributescanbeseenastheattributevariables,accordingto which themostprobablevaluefor the
classvariablecanbe computed,given a new instance.The Bayesiannetwork of Figure4.2 represents
thenä�ve Bayesclassi�er for thepredicateH UserInLocation (uid ; role; rid ; rattr ; timestamp) where
theclassvariableis uid andtheattributevariablesarerole,rattr,timestamp, accordingto equation:

uidMAP = argmax
uid 2 Users

P(uid; r ole;r id; r attr ; timestamp ) (4.5)

TimestampRattrRole

Uid

Rid

Figure 4.2. A Bayesian network for classifying uid according to r id,r ole,r attr ,timestamp for the H UserInL ocation
predicate.

Usingthisnetwork, thejoint probabilitydistributionfor thevariablesuid; r id; r ole;r attr ; timestamp
canbecalculatedby usingthefollowing equation:

P(uid ; role; rid ; rattr ; timestamp) = P(uid )P(rolejuid )P(rid juid )P(rattr juid )P(timestampjuid )
(4.6)

Theprobabilitydensityfor classUid i.e.,theprobabilityof all valuesof theattributeuid thatcorrespond
to userswho arePhD studentsandarelocatedinsideRoom10, which is an of�ce, between3 am and



Chapter4. Prediction 87

9 amin themorningcanbecalculatedfrom Equation4.6:

P(uid; Phd; Room10; O�c e; 3-9) = (4.7)

P(uid )P(Room10juid )P(O�c ejuid )P(Phdjuid )P(Timestampjuid )

ThemostprobablePhdstudentto befoundin Room-10between3 and9 is theonefor whoseidenti�er
uid, thetermP(uid ; Phd; Room10; O�c e; 3-9) hasthemaximumvalue.

uidM AP = argmax
uid 2 Users

P(uid; Phd; Room10; O�c e; 3-9) (4.8)

Note that Users is a �nite setof useridenti�ers (Chapter5). In orderto predicta user's locationat a
given point in time, a differentBayesiannetwork needsto be employed, that of Figure4.3 wherethe
classvariableis r id insteadof uid. This network canbe usedin orderto calculatethe valuer id MAP ,
givenanew instanceH UserI nLocation (J ohn; Phd; r id; r attr ; timestamp ).

r idM AP = argmax
r id2 Regions

P(rid )P(Johnjrid )P(PhDjrid )P(rattr jrid )

= argmax
r id2 Regions

P(rid )P(Johnjrid )P(PhDjrid ) (4.9)

Thisis equivalentto calculatingthemostprobablelocationwhereJohnwill besightedby thelocation
system.Regions is the�nite setof all regions(rooms)known to thesystem(Chapter5). Similarly, the
predicate

H ClosestEmptyLocation (uid ; Sysadmin; rid ; Kitchen ; timestamp);

canbeusedtopredictthemostprobablevaluethatidenti�es theclosest,emptylocationof typerattr = Kitchen
with respectto any userwith thepropertyrole = Sysadmin:

r idM AP = argmax
r id2 Regions

P(rid )P(Sysadminjrid )P(uid jrid )P(Kitchen jrid )P(timestampjrid ))

(4.10)

Rid

TimestampRattrRoleUid

Figure 4.3. A Bayesian network for classifying r id according to uid ,r ole,r attr ,timestamp for the predicate
H UserInL ocation .
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Figure 4.4. Probability density of Mike's locations from 3 am to 11 pm.

4.1.5 Prototype Implementation

A setof experimentswerecarriedout in theLCE usingtheBayesiannetworksof Figures4.2 and4.3.
Thenetworksweretrainedusingof asetof locationdata(instancesof theH UserInLocation predicate),
which wasproducedby monitoringthe movementsof nine users(Alastair, ProfessorA (Andy),Dave,
David, James,Jamie, Kieran, Mike, Robert) by meansof the Active BAT locationsystem[41]. The
monitoringwasrestrictedto thetop �oor of theLCE, whichconsistsof thefollowing locations:Alcove,
Coffeearea, Corridor, Meetingroom,Room10, Room11, Room9. An analysisof all the sightings
of theabove usersover a periodof 72 hoursusingan implementationof thenä�ve Bayesclassi�er asa
Bayesiannetwork (B-Coursetool [69]) producedtheresultsthatarediscussedhere.For eachexperiment
theoutcomeof theclassi�er is theprobabilitydensityof theclassvariable.Thesizeof thetrainingsetis
22,280instances(locationsightings).
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Figure 4.5. Probability density of Professor A's locations (3am–9am)
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4.1.6 Experiments

Experiment 1. Whereis Mike likely to beseen?
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Figure 4.6. Probability density of Professor A's locations (10am–4pm)

Figure4.4portraystheprobabilitydensityfor theLCE locationswhereMikemaybeseen,basedon
his pastmovements,ascapturedby the trainingdata. Room10, which is Mike's of�ce, appearsasthe
mostprobablelocation.This is theexpectedresult.

Experiment 2. WhencanI meetProfessorA ?

In orderfor ProfessorA'sassistanttoarrangeappointmentswith undergraduatestudents,Figures4.5,4.6
and4.7 suggesttheprobabilitydensityof theLCE locationswhereProfessorA canbeseenduring the
day, basedonhispastmovements.Themostprobablelocationis Room7, which is ProfessorA'sof�ce.
Rooms7, 8 and9 areadjacentandProfessorA oftenhasinformalmeetingsin theseadjacentrooms;this
is clearlyvisible in Figures4.5,4.6and4.7,asRooms8 and9 appearto havehigherprobabilitythanthe
rest.Themeetingroomis alsousedby ProfessorA duringtheday, asis veri�ed by thesame�gures.

Experiment 3. WhereshallI look for David �rst?

This is an exampleof calculatingthe maximumlikelihoodfor a user's location. Figure4.8 shows
thatDavid'ssightingsareclassi�ableto Room10with thehighestprobability. This is anexpectedresult,
asDavid works in Room10. David alsospendstime in Room9 ashecollaborateswith someonewho
worksthere.This is clearlyvisible in Figure4.8.

Experiment 4. Which is themostprobablelocationirrespectiveof user?

Theprobabilitydistribution for all LCE locations,irrespective of user, for theperiodbetween3 amand
9 am,10amand4 pm,and5 pmto 11pmis portrayedin Figures4.9,4.10and4.11,respectively.

Experiment 5. Who is themostlikely personto bein themeetingroombetween10amand4 pm?

Themostprobablepersonto bein themeetingroomis theonewhosewho hasbeenclassi�edwith the
highestprobabilityto theclassthatcorrespondsto themeetingroomin Figure4.12.
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Figure 4.7. Probability density of Professor A's locations (5pm–11pm)
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Figure 4.8. Probability density of David's locations at any time.
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Figure 4.9. Location probability density irrespective of user between 3 am and 9 am.
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Figure 4.10. Location probability density irrespective of user between 10 am and 4 pm.
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Figure 4.11. Location probability density irrespective of user between 5 pm and 11 pm.
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Figure 4.12. User probability density in the meeting room between 10 am and 4 pm.
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4.2 Con�dence Levels

A Bayesiannetwork which is usedfor classi�cation,suchastheonesportrayedin Figures4.2 and4.3,
canbeassociatedwith a measureof how successfultheclassi�cationhasbeen.This measureis called
theclassi�cationsuccessscoreor classi�cationaccuracy, or predictionaccuracy, andis calculatedusing
theLeave-one-outcross-validationmethod[67].

Leave-one-outcross-validationis a methodfor estimatingthe predictive accuracy of the classi�er.
In this method,out of N traininginstancesof thedataset,N � 1 instancesareusedin orderto train the
classi�er andtheremaininginstanceis usedasa testinstancefor which thevalueof theclassvariableis
to becalculated.This is repeatedN times,eachtime,removing adifferentinstancefrom thedatasetand
usingtherestN � 1 instancesastrainingdata.Theoverall classi�cationsuccessscoreis calculatedas
thepercentageof correctclassi�cationsover theoverallclassi�cationattemptsandit amountsto 55:24%
for thenetwork of Figure4.2andto 82:50%for thenetwork of Figure4.3.

Theclassi�cationsuccessscorefor eachclassis calculatedasthepercentageof correctclassi�cations
for that class. The reliability of the classi�cationsuccessscorecanbe ratedby the percentageof the
trainingdatathatrepresentsthatclass.Theclassi�cationsuccessscoreandthereliability of theestimate
in termsof absolutesizesfor the network of Figures4.2 and4.3 is shown in Figures4.13 and 4.14,
respectively. Both �gures show that the classi�cationsuccessscoredependson the sizeof the sample
thatcorrespondsto thatclass.Thelargerthesizeof theclass,thelargertheclassi�cationsuccessscore
for thatclass.In Figure4.13theclassAndyis moreeasilyclassi�ablethanAlastair, althoughthesample
sizesfor bothclassesaresimilar. This suggeststhatAlastair's sightingsaredispersedinto morerooms
thanAndy'ssightings.

The classi�cation successscoreand the reliability estimatecan be combinedin order to form a
con�dencelevel for evaluatingthepredictive classi�cation.Thecombinedresult,consistingof theclas-
si�cation successscoreandthe con�dencelevel, is usedin order to characterisethe predicatesof the
modelof Chapter5.

Inference Con�denceLevel = f classi�cation successscore; reliability estimateg: (4.11)

4.2.1 Evaluating Rule-basedInfer encethr oughPrediction

Likelihoodestimationcanbeusedin orderto evaluateotherformsof inferencingfor thesamepredicate
instance,suchastheonebasedonlogicaldeduction(Chapter6). For example,arule-basedinferencecan
bebuilt basedonthefollowing assumption:in orderto makecoffeein theLaboratoryfor Communication
Engineering,onemustperformthefollowing steps:

� Approachthecoffeemachineandremove the jar, which is eitheremptyor containsthedregsof
thepreviouscoffee-batch.

� Approachthesink,emptythejar of its contentsand�ll it with freshwaterfrom thetap.

� Re-approachthecoffeemachine,�ll thecoffeemachinewith thewater, grindcoffee,�ll thecoffee
machinewith coffeeandpressthestartbutton.

� Performthesestepswithin 2 minutesandwithout leaving thecoffee-areain between.

Theoutcomeof thisexperimentwasfour inferences,all of themcorrect.Threepeopleweredetected
to be makingcoffee a total 4 times in 72 hours: Mike, Alastair andEli. To evaluatethis result, the
locationsof variousLCE usersin thecoffee-areawereanalysedby meansof Bayesianreasoning.The
most probablepeopleto be in the coffee-areain the morningareDavid, Mike andAlastair. Two of
thesepeopleareregularcoffeemakers,ascanbeinferredby thepredictabilityof theirmovementsin the
coffee-areain themorning,whencoffeeis usuallyprepared.David, althoughregularlyseenin thecoffee



94 Chapter4. Prediction

Alastair Andy Dave David James Jamie Kieran Mike Robert
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

C
la

ss
ifi

ca
tio

n 
su

ce
ss

 s
co

re

(a)

Alastair Andy Dave David James Jamie Kieran Mike Robert
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

R
el

ia
bi

lit
y 

es
tim

at
e

(b)

Figure 4.13. The classi�cation score and the reliability estimate for the network of Figure 4.2.
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Figure 4.14. The classi�cation score and the reliability estimate for the network of Figure 4.3.
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areain themorning,doesnot drink coffeeandwas,therefore,makingtea.Eli madecoffeeonceduring
theexperiment,too.

4.2.2 Discretevs.ContinuousVariables

Theinstancesto bepredictedcanbediscreteby nature,e.g.,containmentwithin a room,or of a contin-
uousnature,e.g.,positionstreamsandtimestampsequences;in this case,they needto beappropriately
discretised.In theimplementationdescribedin thischapter, thetimestamp variablewasdiscretisedinto
�x edlengthintervals.Thechoiceof theseintervalsis notoptimal,asit wouldbemoreusefulto consider
the intervals 11pm-7am(night) 7am-1pm(morning) and 1pm-11pm(afternoon-evening). Discretisa-
tion canalsobe achieved by meansof the k-meansclusteringalgorithm[4] or the nearestneighbour
algorithm[55].

4.2.3 Network Optimisation

The networks of Figures4.2 and 4.3 containall the classi�cation variables. However, someof the
variablesaremoreimportantthanothers,andchoosingonly asubsetof importantvariablescanimprove
the classi�cation accuracy. For example,whenclassifyingthe variableuid accordingto the features
r id; r attr ; r ole;timestamp it is betterto omit theattributer attr from theclassi�cation,aseachregion
with identi�er r id mayhavemorethanoneregionalattributeandthesameregionalattribute(e.g.,Of�ce)
cancharacterisemorethanonelocation.Thenetwork structurecanthereforebeoptimisedby selecting
thesubsetof attributesthatgivesthebestclassi�cationaccuracy.

Several algorithmsexist for selectingthe subsetof variablesthat producesthe bestclassi�cation
successscore. Greedysearchis an algorithmin which modelsarecreatedfor all possiblesubsetsof
attributevariablesandtheirclassi�cationaccuraciesarecomparedoneby one,until all modelshavebeen
exhausted.Thismethodis clearlyinef�cient whenthenumberof modelsis large.Othersolutionsinclude
searchingusingtheHill Climbingalgorithm,thetabu search algorithmor evengeneticalgorithms.

The network of Figure4.2 hasan overall classi�cationsuccessscoreof 55.24%. Whenoptimised
by removing thevariabler attr its classi�cationaccuracy becomes56.20%.Similarly, theoverall clas-
si�cation accuracy of thenetwork of Figure4.3 is improvedfrom 82.50%to 85.19%whentheattribute
r ole is removedfrom theattributeset.

4.3 Conclusions

Theresultsindicatethatthenä�veBayesclassi�er is anappropriatemethodfor predictingthelikelihood
thata futurepredicateinstancewill begeneratedin thesystem.Thenä�ve Bayesclassi�er is powerful,
and,althoughit assumesthatall thepredictorvariablesareconditionallyindependent,it hasimpressive
resultsevenfor thecaseswheretherearedependenciesbetweenthevariables,suchasthepairsrole-uid
andrid-rattr.

Theclassi�cationaccuracy is ameasureof thepredictivepowerof theclassi�er. Thereliability of the
likelihoodestimationdependson thesizeof eachclass,which is a percentageof thesizeof thetestset.
Althoughpredictionwasdemonstratedfor alocation(H UserInLocation ) predicate,it canbere-applied
to otherhigh-level knowledgepredicatestoo,e.g.,H ClosestEmptyLocation , H UserCoLocation .

Bayesianpredictioncanbe usedin SCAFOSin order to enabledecisionmaking,even whendata
sourcesthat provide the datafor the decisionmakingareunavailable,e.g.,in casethe locationsystem
fails. Theestimatedlikelihoodfor apredicateinstancecanbeusedto form applicationspeci�cationsus-
ing SCALA (Chapter12),thusenhancingexpressiveness.For example,anapplicationmaybeinterested
in knowing theprobability thatmeetingsbetweenat least20 peoplewill take placeduringtheday, and
if theprobabilityis morethan50%,anew batchorderfor cookiesshouldbeissued.Theusermayquery
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theprobabilityof anevent in orderto decideto responddifferentlyto a very likely situationratherthan
anunlikely one;e.g.,hemaydecidenot to registerfor noti�cations for anunlikely situation.In general,
predictionis very importantfor SentientComputingbecauseit constitutesanacceptablesolutionwhen
tradinginformationcertaintyfor resourcesavings(suchascomputationalcostandauser'stime),or when
certaintyis compromisedby a failure. For example,insteadof a user's position,anestimationof where
theusermaybeis givenastheanswerto a query(Chapter5) or publishedasanevent(Chapter8). This
doesnotrequirethelocationsystemto monitorthatuser, thussaving oncomputationandcommunication
cost.A quanti�cationscheme,wherea user's time is treatedasa resourcethat is associatedwith a cost,
is discussedin [100].

As future work, it will be interestingto look at othermodelsthat take dependenciesinto account,
suchasfull Bayesiannetworks,andcomparetheirperformanceto thenä�veBayesclassi�er.
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Chapter 5

A ConceptualFramework

Chapter1 discussesthe importanceof context-awareness.Chapter2 discussessensor-driven systems
andcontext awareapplicationsin anattemptto understandwhatfeaturesarecommonandusefulacross
context-aware applicationsin suchsystems.This chapterexplains why traditional event-basedmod-
els are not appropriatefor sensor-driven systemsand presentsa conceptualframework that provides
therequiredfeaturesfor building applications,aswell asa programmingmodelthatmakesapplication
developmenteasier.

5.1 Requirementsof Context-Awarenessin SentientComputing.

As mentionedearlier, SentientComputingsystemsmonitor thestimuli providedby environmentalsen-
sorsin orderto notify applicationsof changesthatarerelevant to thechangingcontext of theuser;for
example,his identity, locationor currentactivity. SentientComputingapplicationsfollow a common
modusoperandum:theuserspeci�eshis requirementsin termsof abstract,high-level context aswell as
the serviceto be delivered,oncethe speci�ed context hasoccurred.The applicationreceivesnoti�ca-
tionsfrom theSentientsystemwhenever thespeci�edcontext happens,andit executesaccordinglythe
speci�edaction.For example,theusermayaskto beremindedto returnJohn's book,whenheis in the
sameroomasJohn.

Currenttrendsin programmingparadigmsin theareaof context-awareness,suchasubiquitousand
pervasivecomputing, advocatea separationof concernsbetweentheway theuserperceivesknowledge
aboutthephysicalworld andthewayknowledgeis producedandmaintainedwithin SentientComputing
systems.Theuser's view is abstract andstate-based, i.e.,eventsareperceivedaschangesof state.The
user's view shouldbe transparent, i.e., the requiredapplicationfunctionality shouldbe available irre-
spectively of theheterogeneityof theunderlyingdistributedmodelling(in termsof thephysicalentities
it contains)andtheheterogeneityshouldbeconcealed,evenwhentheuseris mobile.For example,locat-
ing theclosest,empty, meetingroomshouldbefeasible,bothwhentheuseris walking in theComputer
Laboratoryandwithin theLCE. Furthermore,to accommodateuserrequirements,SentientComputing
environmentsneedto bedynamicallyextensiblein real-time. New userrequirementsneedto besatis�-
ablewithout takingthesystemof�ine or recompilingexistingapplications,evenwhenentitiesareadded
or removedfrom theunderlyingmodel.

Summarisingthe above, the following requirementshave beenidenti�ed for modelling context-
awareness:

1. Transparency in reasoningwith distributedstatein heterogeneoussensor-drivencomponents.

2. Dynamicextensibility.

3. State-based,integratedknowledgemodelling.

99
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4. Separationof concernsbetweenknowledgemanagementandknowledgeusagein applications.

5.1.1 Chapter Layout

Thischapteridenti�es thede�cienciesof currentevent-basedknowledgefor satisfyingtheaboverequire-
mentsandproposesanalternative model.First, it de�nes transparencyfor context-awaresensor-driven
systems.Next, it comparesstate-basedto event-basedmodellingapproachesanddemonstratesthatstate-
basedmodellingsatis�estheaboverequirementswhile event-basedmodellingdoesnot. The�nal partof
thischapterpresentsastate-basedmodelfor context-awarenessin SentientComputingthatis compatible
with theabove requirements.

5.2 Transparency

We extend the ODP [48] de�nition by de�ning Context-Aware Application Transparency(CAAT) to
signify theconcealmentfrom theuserof thedifferencesin themodelsof sensor-drivendistributedcom-
ponents.CAAT is very importantin sensor-driven systemsbecauseit advocatesthat speci�cationsof
userrequirements,in termsof knowledge(seeSection5.1), arecompiledinto a genericimplementa-
tion which is, in turn, irrespective of the underlyingsensor-driven system. Without CAAT, the same
subscriptionspeci�cationwouldhave to beimplementeddifferentlyin eachpublisherdomain.

Dynamic Model Extensibility. Transparency is crucial to dynamicextensibility, i.e., theextensionof
thesensor-drivenmodelby new entitiessuchasregionsor users.In fact,whena new region or a new
useris addedto the model,the mappingbetweenthe languageexpression(that is implementedby the
FSMs)and the domainchanges,renderingthe existing implementationinadequate(seeAppendixA)
andrequiringre-compilation.Transparency, in this case,advocatesthattheimplementationneednot be
recompiledafterthesensor-drivenmodelis modi�ed in suchaway.

Application-dri venDynamic Extensibility. Application-drivendynamicextensibilityrefersto theex-
tensionof themodelwith new abstractknowledgepredicates,asspeci�edby theuser. Transparency is
crucial in this case,aswell, aseachnew abstractpredicateneedsto beabstractedfrom existing knowl-
edgein the sameway, in eachimplementationdomainof eachdistributedcomponent.The reasoning
mechanismfor abstractingknowledgefrom a systems'perspective is describedin Chapter6 andfrom a
distributedsystems'perspective in Chapter8.

Context-AwareApplication Roaming. Anothercasewhentheheterogeneityof eachdomainneedsto
bemasked is thecaseof follow-meapplicationsandmobileagents.A follow-meapplicationneedsto
work astheusermovesfrom domainto domain.For example,a follow-meassistantmaybeinterestedin
locatingtheclosestemptyroomto theuserit belongsto, asthatusermovesfrom onedomainto another.
Wereferto thisparticularcaseof transparency asContext-AwareApplicationRoaming(CAAR).

5.3 State-Basedvs.Event-BasedModelling

A statebased-approachis a novel way of looking at sensor-drivensystems,sinceall approachesso far
have beenevent-based.In many systems,event-basedandstate-basedmodellinghave beenconsidered
asequivalentapproaches.State-basedmodellingfor context-awarenessin sensor-drivensystemssatis�es
therequirementsof Section5.1,while, asis demonstratedin thischapter, event-basedapproachesviolate
dynamicextensibility, semantictransparencyandseparation of concernsbetweenknowledge manage-
mentandknowledgeuse.
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5.4 State-BasedModelling

State-basedmodellingfor sensor-drivensystemsmeansthat thestateof anentity is modelledby means
of a setof logical predicates(statepredicates).Stateis extractedfrom eacheventandis madepersistent
in memory. If thenext eventthatarrivescontainsthesamestate,it is ignored.If not,statefor thatentity
is updatedandahigher-ordereventis �red.

This is appropriatefor sensor-drivensystemsfor thefollowing reasons:

� Eventsin sensor-drivensystemsarenot alwayscharacteristicor semanticallyimportant. Instead,
they canbeseenassnapshotsof thestateof a physicalentity at a givenpoint in time. For exam-
ple, eventsareproducedby a locationsystemaccordingto its samplingrate,evenwhentheuser
remainsidle. This is differentfrom, say, agameof squashwhereeacheventis modelledto signify
thepointwheretheball hits thewall, which is thebasisby which thescoreis calculated.

� Eventsin sensor-drivensystemsdo not convey thefactthatsomethingdidn't happenor no longer
happens.Thisneedsto bededucedby thesystembasedon thereceivedeventsor lackof them.

� State-basedrepresentationsaremorenaturalfor the userthanevent-basedrepresentations.For
example,thephrase“notify mewhenuserA entersthemeetingroomandthenuserB entersthe
meetingroomwithoutuserA having left themeetingroom�rst” is intuitively morecomplex than
theequivalentstateexpression“notify mewhenusersA andB arein thesameroom”.

� A staterepresentationis, therefore,compatiblewith the statisticalinferencingmethodologiesof
Chapter3. Thelatterproduces,by default,descriptionsof objectstate.

� A state-basedmodellingapproachis moreappropriatefor distributedsystemswhich arecharac-
terisedby unreliablecommunicationssuchaspacket lossandnodefailure. In the caseof node
failures,thestateis storedandcanbere-instated.In thecaseof packet loss,remindereventscan
beaddedsothattransmissioncanbedoneoverunreliabletransportprotocols,suchasUDP.

5.5 Event-BasedModelling

In event-basedmodelling, thestateof anentity is representedby meansof aneventhistoryentity. Having
anevent-basedapproachto modellingsensor-drivensystemsmeansthateachpublisherin asensor-driven
network sendson to the subscribersall the generatedeventsfrom the sensorsof a particularcontext
througha noti�cation service. More sophisticatedsolutionsexist for �ltering noti�cations andcreating
eventcompositions[6, 7, 63,81,102].

5.5.1 De�cienciesof Curr ent Event Models

� As theseapproachesare implementedwith FSMs, no persistentstorageis normally available.
This is a problemwhena nodeis restarted;in sucha case,uncertaintyandpartial knowledge is
introduced.This is discussedin detail in Section5.6.

� Becauseprimitive eventscorrespondto samplesof usertracksandusersmove freely around,a
statesuchas“an emptyroom” canbe reachedin many randomways. Using an event model,a
subscriptionto a compositeevent needsto be createdfor eachpossibleway in which a meeting
roomcanbecomeempty.

� Anotherissuearisesfrom the fact thata usermaydecideto dynamicallychangea sensor-driven
systemmodelby addinga new region to bemonitoredor a new user. Currenteventmodelsbased
onparametric�nite statemachinesdonotoffer thispossibilityasanew �nite statemachinewould
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needto becreatedin placeof theold onefor implementingthesamephrase.This is discussedin
detail in Section5.6.3.

� FSMsaredependentontheimplementationdomainandthereforecannotreasontransparentlywith
statein a distributedenvironment. This meansthat userrequirementsthat de�ne knowledgeof
interestcannotbemappedto asingle,genericimplementationthatappliesto eachimplementation
domainin eachcomponent.

5.6 De�cienciesof Finite StateMachinesin Termsof Reasoningwith Ab-
stract State.

This sectionlooks at FSM-basedimplementationsof TFOL expressionswith statepredicates. We
demonstratethat�nite statemachineshavemany shortcomingswhenreasoningwith statethataredueto
threemainunderlyingreasons:the�rst is that�nite automatacannotdealwith negatedpredicateswhen
thesedo not exist in thesystem, which is aninherentprocessin reasoningwith state.Thesecondreason
is that �nite automatalack memorystructuresthatallow themto storeinformationabouttheir alphabet,
which introducespartial knowledge. Thethird reasonis thatthestructureof anFSMis dependentonthe
domainof implementation. On theotherhand,transparentreasoningwith staterequiresbothreasoning
with negative (missing)abstractknowledgeaswell asconcealingthedetailsof theuniverseof discourse
from thereasoningtool. Both issuesarediscussedin detail in thefollowing section.

5.6.1 Implementing FOL Expressionswith NegatedFreeVariables that Imply Lack of
Inf ormation

In this category belongFOL phrasesthatsignify lack of information,suchastheonesthatcontainthe
operators: and69. Suchexpressionsarenot directly computableby a FSM. In fact,whenever negation
occursin anFOL expressionsignifyingthatthesemanticmappingbetweenthedomainandthelanguage
is incompleteor missing,�nite statemachinescannotbeused.As anexample,theexpression“User A is
nowhere” is notsatis�ableby a�nite statemachine(seeSectionB.2). This is dueto aninherentinability
of FSMsto dealwith negationwhenthissigni�es lackof information.

There doesn't exist a �nite-state machine which can acceptthe expression: P, whenthere is no in-
stanceof thepredicate: P storedin theknowledgebaseof thedomainasa fact.

This meansthata symbolthatcorrespondsto eitherP or : P mustbeexplicitly generatedfor anFSM
to be ableto processit. However, in sensor-drivensystemsnegative informationis absentby default.
Sensorsonly producepositiveknowledge.Theinformationthatis producedby thesensorsis in theform
of a tuple:

hentity ; state; timestamp i

For example,monitoringuseru1 producesthefollowing time-series:

H UserInLocation (U1 ; Room 1; T1 )

H UserInLocation (U1 ; Room 1; T2 )

H UserInLocation (U1 ; Room 2; T3 ) (5.1)
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Theknowledgethatmustbededucedfrom thatis:

H UserInLocation (U1 ; Room 1; T1 )

H UserInLocation (U1 ; Room 1; T2 )

: H UserInLocation (U1 ; Room 1; T3 ) (5.2)

H UserInLocation (U1 ; Room 2; T3 ) (5.3)

AssumingthatuserU1 wasco-locatedwith userU2 whenhewasin Room 1, andthatuserU2 remained
in Room 1 whenU1 movedto Room 2, thenthefollowing knowledgemustalsobededuced.

H UserCoLocation (U1 ; U2 ; Room 1; T1 )

H UserCoLocation (U1 ; U2 ; Room 1; T2 )

: H UserCoLocation (U1 ; U2 ; Room 1; T3 ) (5.4)

(5.5)

Theabove exampledemonstratesthatashigh-level statechangesin responseto primitive statechanges,
e.g.,usermovements,thereareno languagesymbolsgeneratedthatrepresentsuchchanges.Thatmakes
anFSM-basedimplementationinfeasible.

Statesemanticsthatbelongto this category includenot exists,nobody, nowhere,not seen,absent,
empty, idle, etc. In general,all languageelementsthatnegateknowledgefrom asourceof context, in the
modelbelonghere.

Uncertainty Semantics. TheClosedWorld Assumptioncanbeintroducedto provideapartialsolution
to this problem,in absenceof a bettersolution. The ClosedWorld Assumptionadvocatesthat if you
cannotproveP or : P froma knowledgebaseKB add: P to theknowledgebaseKB, or in otherwords,
assumethatP is false.If theClosedWordAssumptionis usedto assumethatlackof apredicateP means
that the predicateis false,thenoften an inconsistentview of the physical world is obtained.Consider
the casewherean Active BAT is occludedfrom the sensors,andthereforethe systemhastemporarily
no information for this user. The ClosedWorld Assumptioncan be usedin order to createfail-safe
systems,suchas a �re-protection systemthat assumesthereis a �re when a “heart-beat”event that
noti�es thesystemof theoppositecaseis missing.However, in sensor-drivensystemsusingtheClosed
World Assumption,the systemmay assumethat the useris absentwhich is false,becausethe useris
actuallyonly temporarilyhidden.Thisintroducesadegreeof uncertainty. Event-basedtechniquesdonot
offer semanticsthatcandifferentiate,e.g.,betweena realabsenceandabsencethat is dueto temporary
occlusion,i.e., they donot inform on thedegreeof uncertainty.

5.6.2 Partial Knowledge

A dual problemto the above is that of partial knowledge that is causedby the fact that FSMs lack
memorystructuresin which previousstatefor theworld canbestored.Thestateof a physicalentity is
only known to theFSM, only whentherespective symbolthatcorrespondsto a sensorreadingfor that
stateof the entity occursfor the �rst time in a string andis readby the FSM. This meansthat until a
symboloccurs,theFSMhasnoknowledgeaboutthepredicateit represents.Thismeansthatonly partial
knowledgeis maintainedin thesystemat that time; however, thereareno semanticsto expresspartial
knowledge,asthe FSM canbe in an acceptingor a non-acceptingstate(seeAppendixA). This often
occursafterastartupor a rebootof theFSM.FSMrebootscanbeassumedto occurafteranodethathas
failed reconnectsto the network, after its own failure, or somenetwork failure on its connectinglink.
Partial knowledgeis illustratedin AppendixA with anexample.
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5.6.3 GeneralFOL Expressionswith FreeVariables

The FSMs' inability to dealeffectively with negation hasa direct effect on transparentreasoningwith
state.Statediffers from eventsin that statemayhold at thecurrentinstantandmaynot hold at a next
instantwhile an event happensandcannotbe undone. Thus, when reasoningwith statebeforeeach
transitionfrom anFSMstateto another, a testneedsto takeplacein orderto ensurethatthesystemstate
which is representedby the FSM statestill holdsandhasn't beeninvalidatedwith respectto a sensor
update.For example,whenevaluatingwhethertwo usersareco-located,the individual movementsof
eachusermay leadto the invalidationof the co-location,e.g.,the secondusermay enterthe common
areaafterthe�rst onehasalreadyleft, in whichcase,thereis noco-location.

Ontheotherhand,transparency(seeSection5.2)advocatesthatwhatwouldconstituteanacceptable
solutionwould be�nite statemachinesthatacceptexpressionswith freevariablesthatwould bebound
only whenappliedto eachmodelseparately. This sectiondemonstratesthat known methodologiesfor
parametricFSM-basedreasoning[5, 39] arenotdirectlyapplicablehere.In thosemethods,aparametric
expressionis modelledwith anFSMwith freevariablesandfor eachfreevariablein theinitial parametric
FSM,anidentical,non-parametricFSMis spawnedwheneverasymbolthatinstantiatesthefreevariable
occursat a given state. In the spawned FSM, all instancesof the parameterthat correspondsto the
symbolwhich hasbeenencounteredaresubstitutedwith theactualsymbol. However, in contrastto an
event that occursin a deterministicway, a statecanbe activatedandde-activated,in responseto any
receivedevent. Therefore,eachstateS of theparametricFSM thatmodelsP needsto have a transition
to astateS0 thatmodels: P andwhichcancelstheexecution.Unless: P canbedirectlyextractedfrom
a primitive event, : P doesnot exist asa symbolin thesystem.TheClosedWorld Assumptioncanbe
usedto determinea setof statesf Qi ; i = 1; 2; � � � g where: P canbeassumedto hold. This is possible
only if f Qi ; i = 1; 2; � � � g is a setof statesthat representconcreteor deducedknowledge. Even so,
creatingthe transitionsfrom S to f Qi ; i = 1; 2; � � � g requiresknowledgeof theunderlyinguniverseof
discourse,which makesthe reasoningnon transparent. Figure5.1 illustratesthis with an example. In
Figure5.1(a),if aneventoccursthatcorrespondsto usera1 beinginsideregion r 1, thentheautomaton
of Figure5.1(b)will be spawnedfrom the onein (a). In this automaton,the transitionsfrom s1 to s3

mustrepresentall eventsthatreportusera1 exiting from region r 1. Thismeansthattheremustexist one
transitionfor eachregion in theuniversewhich is differentfrom r 1. If insteadusera1 hadmoved into
r2, theautomatonthatwouldneedto beconstructed,asa result,wouldbethatof Figure5.1(c).

AppendixA.4 containsadetailedillustrationof thisissue,usingexamples.Phrasesthatbelongto this
category includesemanticswith themeaningof somebody, somewhere,anybody, anywhere,everybody
everywhere,existsthatcorrespondto universalandexistentialquanti�cation,with theexceptionof neg-
ative existentialquanti�cation(69) that leadsto lack of informationandcannotbedirectly implemented
with FSMs.

Dynamic Extensibility. TheClosedWorld Assumptionoftenleadsto stateexplosion.For example,a
co-locationof 2 usersin a roomcanbecausedby eitherthesequence:userA is in the roomand then
userB is in the roomanduserA hasn't left the roombefore userB hasentered the room, or theother
way round( Figure5.2). As the sizeof the physical world grows, the FSM grows exponentially. For
example,assumingthatusera3 is addedto thepreviousclosedworld, theFSMof Figure5.2wouldneed
to bere-compiledto thatof Figure5.3.

5.6.4 Size

Finite statemachinesaregenerallyvery large, asthey needto take into considerationall the possible
waysthatastatecanbereached.Figures5.2and5.3 illustratethis.
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Figure 5.1. “Any two users are co-located”.
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Figure 5.3. “Everybody is in r 2” with 3 users.

5.6.5 Conclusions

As canbe concludedfrom the above analysis,event-basedapproachesarenot suf�cient for modelling
context-awarenessin sensor-drivensystemsin a way that the requirementsof Section5.1 aresatis�ed.
Therestof this chapterpresentsa formally de�ned alternative modelthatsatis�esthespeci�edrequire-
ments.Theproposedmodelis state-basedandit integratesknowledgein theform of TFOL predicates.
It is alsocompatiblewith thestatisticalmodelpresentedin Chapter3. Temporalissuesarediscussedin
Chapters8 and12.

5.7 A Model in First-Order Logic

In this sectionwe presenta formally de�ned modelbasedon �rst-order logic for sensor-drivensystems.
We have adopteda stateapproachin modellingSentientComputingsystems.Themodelis compatible
with therequirementsof Section5.1by demonstratingthefollowing properties:

� It storesaggregatedknowledgeaboutthe stateof the physical world in a deductive knowledge
base.Knowledgeis in theform of TFOL predicateinstances(facts).

� It is compatiblewith theinferencingmethodologiesof Chapters3 and4. This is achievedby pro-
vidingpredicatesfor themovementphonemesandsemanticsto expressandreasonwith likelihood.
It alsoofferssupportfor modellingcon�dencelevelsthatevaluatethestatisticalinferencing.

� It is scalable.Scalabilityis achievedby distinguishingbetweenconcreteandabstractknowledge.
It is dynamicallyextensible.Dynamicextensibility is achievedby supportingapplication-driven
deductionof abstractstatefrom concretestateusingTFOL asa reasoninglanguage.Chapter6
discussesscalable,abstractreasoning.
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� It supportsasynchronouscommunicationthroughtheinterfacediscussedin Chapter8.

� It is genericenoughto be independentof the sensortechnologyand the speci�c topologyand
consistency in termsof containedobjectsof the physical environment. It canbe transportedto
differentphysicalenvironments.

5.7.1 Model Life-Cycle

A sensor-driven systemmodel[65] consistsof threeelementsP; Q; D . P is the setof primitive state
predicatesthat representa sensor-driven domain. Q is the set of all instancesof the primitive state
predicatetypesof P. D is theuniverseof discourseof thedomain.

P, D, Q P, D, Q' P', D', Q ''

AssertAbstractStatePredicate()UserUpdate()

SensorUpdate() Query()

Figure 5.4. Sensor-driven system model cycle.

Figure5.4showsthestagesthemodelgoesthroughasit receivesupdatesfrom thesensorinfrastruc-
ture(SensorUpdate()interface)andtheuser(UserUpdate()interface).Suchupdatesaddnew instancesof
thepredicatesin P to themodel,thusmodifyingQ. Let Q0bethecurrentnew, modi�ed setof instances
of P, afteranupdate.The interfaceAssertAbstractStatePredicate()1 causesthecreationof anabstract
statepredicatein P. P 0 is theextendedsetof predicatesthatresults.

5.8 Model De�nitions

Temporal�rst-order logic (TFOL) waschosenasbeingappropriateandsuf�cient for thedescriptionof
themodel.Weassumethatthephysicalworld containsN individualvaluesthatrepresentautonomously
mobile objectssuchaspeoplethat work in a building. We alsoassumethat the physical environment
containsK individual valueswhich representknown physical locationsof interest. Locationscanbe
classi�edinto atomiclocationsandnestedlocations.Atomiclocationswill typically bepolyhedralnamed
regionssuchas“the coffee-area”, “mike'sdesk”androoms.Via aprocessof nestingweproduceasetof
aggregatedpolyhedralregionssuchas�oors andbuildings(each�oor maycontainaspeci�c setof rooms
andeachbuilding a particularsetof �oors) aswell aslogically aggregatedspacessuchasdepartments
(eachdepartmentmaycontainanumberof �oors, or buildings).

We de�ne a setP of �rst-order logic predicatesetsthat representa genericsensor-driven spatial
domain.

P = f SelfMobileLocatable; NonSelfMobileLocatable; AtomicLocation ;

N estedLocation; InRegion; UserMovement;

f Functionsg; f Higher-Order Functionsgg: (5.6)

1TheinterfaceAssertAbstractStatePredicate(AESLde�nition, �lter , typede�nition) correspondsto theinterfaceSubscribe()
of Figure1.1. It is invoked automaticallyby the SCAFOSframework, in responseto a usercreatinga new context-aware
applicationusingSCALA, andit containsthe requiredhigh-level speci�cations(AESL de�nition, �lter , type de�nition) that
will beusedby SCAFOSin orderto generatetheabstractpredicatethat is of interestto thenewly createdapplication.This is
discussedin detail in Chapters8 and12.
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The above predicatesareexplainedin detail in Section5.8.1. Furthermore,we de�ne a TFOL model
[65] M of P that consistsof a logical domainD of the following subsets,as well as a mappingof
P to D . Furthermore,we assumethat in a distributedarchitecturethat consistsof morethana single
sensor-drivencomponent,thereis onelogicaldomainfor eachspatialsensor-drivencomponent.

D = f Sensors; SelfMobileLocatables; NonSelfMobileLocatables; Positions; Regions;

Roles; RegionalAttributesg:

ThesubsetSensorscontainsall theknown sensorentitiesin thespatialdomainof interest.Similarly, the
subsetSelfMobileLocatablescontainsall humansin this domain,andthesubsetNonSelfMobileLocata-
blescontainsall inanimateobjectsin thedomain.ThesubsetRegionscontainsall known regionsin the
domainsuchasrooms,regionswithin a roomandlargerregionssuchas�oors, labsandbuildings. The
subsetRolescontainsall known rolesthata usercanbeassociatedwith in thatdomain,e.g.,SystemAd-
ministrator, Supervisor, Phd(student), etc.ThesubsetRegionalAttributescontainsanumberof keywords
thatareusedto characteriseseveralpropertiesof regions,suchastheir functionality/ownership,etc.This
allows for the speci�cation of semanticqueries. For example,semanticqueriescanbe speci�ed that
locateall known meetingroomsor theclosestsystemadministrator. Queriesarediscussedin Chapter6.
ThemappingbetweenP andD is achievedthroughthepredicatesof P.

5.8.1 Locatables

SelfMobileLocatable is apredicateonthesetf SelfMobileLocatables � Rolesg andit representobjects
thatcanbelocatedandthatcanmoveon theirown, suchashumans.Its formatis depictedbelow:

SelfMobileLocatable(id ; role);

id 2 SelfMobileLocatables; role 2 Roles:

NonSelfMobileLocatable is a predicateon thesetf NonSelfMobileLocatables � Rolesg, which rep-
resentsobjects.Its formatis describedbelow:

NonSelfMobileLocatable(id ; role);

id 2 NonSelfMobileLocatables; role 2 Roles:

5.8.2 Spatial Abstractions

Spatialabstractionsarerepresentedby meansof thepredicatesAtomicLocation andNestedLocation .
An AtomicLocation predicateis aternarypredicateontheset RegionalAttributes � Positionsm g,

with thefollowing variables:

AtomicLocation (rid ; rattr ; polygon);

r id 2 Strings; rattr 2 RegionalAttributes;

polygon = fhx1; y1; z1i � � � ; hxm ; ym ; zm ig ; hx i ; yi ; zi i 2 Positions:

A NestedLocation predicateis a ternarypredicateon the set f Regional Attr ibutes � Locations m g
with thefollowing format:

NestedLocation (r id; r attr ; list -of -contained-locations);

r id 2 Str ings; r attr 2 Regional Attr ibutes;

list -of -contained-locations = hl1; � � � ; lk i ; l i 2 Regions:
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Function name Description

Probability Prob(value; con�dence level; predicate; time reference)
Speed Speed(value; uid ; time reference )
Distance D istance(value; uid ; role; rid ; rattr )
User-Distance UDistance(value; uid1 ; role1 ; uid2 ; role2 )
MostProbable MostProbable(value; con�dencelevel; classvariable; predicate; time reference)

Table 5.1. Functions

5.8.3 Functions

A setof �rst-order logic function predicatesareprede�nedin the model. A function predicatePf is
an internal representationof a function f from a set f A � B g to a setC with a predicatePf on the
setf A � B � Cg, like Prolog. As a convention,the �rst argument(value) representsthe resultof the
function.

Functionpredicatestakeasargumentsbothprimitiveandabstractpredicates.Themostrepresentative
areseenin Table5.1.

TheProbability functionpredicaterepresentslikelihoodestimations,suchastheonesthataregener-
atedby Bayesianprediction(seeChapter4). As theanalysiscanbeappliedto any predicatein themodel,
this functiontakesasargumentsthepredicateof interest(predicate). Thevariablevalue holdsthevalue
of theestimatedlikelihoodfor this predicateinstanceandthevariablecon�dence level holdsthevalue
of thecon�dencelevel for thatestimation(seeChapter4). Thevariabletime referenceis of typestring
andis usedto hold thevalueof the temporalreferenceagainstwhich theprobability is estimated.For
example,if it is estimatedthatthelikelihoodthattheassumptionthatthesupervisorwill beat his of�ce
todayis 85%,andthecon�dencelevel for thisprobabilityestimationis 80%,thiscanbeexpressedas:

Prob(85%; 80%; H UserInLocation (uid; Supervisor; r id; Supervisor's-of�ce); Today):

The MostProbable functionpredicatestoresthe valueof the classi�cationscorefor the prediction
class,thepredicateon which theBayesiannetwork thatperformsthepredictionis basedaswell asa set
of predictorvariables(seeChapter4). For example,“the mostprobablelocationwherea userwill be
seentoday” is expressedasfollows:

MostProbable(value;conf idence level; H UserInLocation (uid ; rid ; role; rattr ; Today):

TheDistance function is a functionon thesetSelfMobileLocatables� Positions � Regions. It con-
tainsa valueparameterwhich storesthe valueof the distanceof a user's position from the centreof
a given region. The UserDistance function behavessimilarly to Distance but calculatesthe distance
betweentwo usersinsteadof a userand the centreof a region. The mathematicalrepresentationfor
this function predicate2 given two pointsA(x1; y1; z1); B (x2; y2; z2), wherepoint A representsa user
positionandB representsa referencepoint (thecentreof a region), is:

D istance(a;b) =
p

(y2 � y1)2 + (x2 � x1)2:

The Speed function predicateis a function predicateon the setSelfMobileLocatablesandthe set
of Positions. The user's speedis calculatedby two successive sightingsand is held in the variable
value. Themathematicalrepresentationof this functionpredicate3 giventwo successive usersightings

2In practice,mostcontext-awareapplicationsonly needa 2-D distancerepresentationandfor this reasonthez coordinate
hasbeenomittedfrom this implementation.

3In practice,mostcontext-awareapplicationsonly needa 2-D speedrepresentationandfor this reasonthez coordinatehas
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A(x1; y1; z1; t1); B (x2; y2; z2; t2) wheret2 > t1 and� t = t2 � t1, is:

Speed(t2) =
2
p

(x2 � x1)2 + (y2 � y1)2

� t
:

5.9 Conclusions

A state-basedmodelin TFOL waspresentedin this chapter. State-basedmodellingwasdemonstrated
to bebothessentialandbene�cial for context-awarenessin real-time,distributed,sensor-drivensystems.
Themodelis well-de�ned,uncertaintyis includedin thepredicatesemanticsandit offerspowerful tools
for mathematicalandstatisticalreasoning.

beenomittedfrom this implementation.



Chapter 6

Knowledge-Representationand Scalable
Abstract Reasoningfor Sentient
Computing usingFirst-Order Logic

Thepreviouschaptersintroducedastate-basedconceptualframework for aggregatingknowledgein Sen-
tientComputing.Thischapterpresentsadynamicknowledgebasemaintenancesystemfor representing
andreasoningwith knowledgeabouttheSentientComputingenvironmentbasedonthemodelof Chapter
4. SentientComputinghasthepropertythatit constantlymonitorsa rapidlychangingenvironment,thus
introducingtheneedfor abstractmodellingof thephysicalworld that is at thesametime computation-
ally ef�cient. Theapproachin thischapterusesdeductivesystemsin arelatively unusualway, namely, in
orderto allow applicationsto register inferencerules thatgenerateabstract knowledgefrom low-level,
sensor-derivedknowledge.Scalabilityis achievedby maintainingadual-layerknowledgerepresentation
mechanismfor reasoningabouttheSentientEnvironmentthat functionsin a similar way to a two-level
cache.Thelowerlayermaintainsknowledgeaboutthecurrentstateof theSentientEnvironmentatsensor
level by continuallyprocessingahighrateof eventsproducedby environmentalsensors,e.g.,it knowsof
thepositionof auserin spacein termsof hiscoordinatesx,y,z. Thehigherlayermaintainseasilyretriev-
able,user-de�ned, abstractknowledgeaboutcurrentandhistoricalstatesof the SentientEnvironment
alongwith temporalpropertiessuchasthetime of occurrenceandtheir duration.For example,it knows
of theroomauseris in andhow longhehasbeenthere.Suchabstractknowledgehasthepropertythatit
is updatedmuchlessfrequentlythanknowledgein thelower layer, namely, only whencertainthreshold
eventshappen.Knowledgeis retrievedmainlyby accessingthehigherlayer, whichentailsasigni�cantly
lowercomputationalcostthanaccessingthelower layer, thusmaintainingtheoverall systemscalability.
This is demonstratedthroughaprototypeimplementation.

6.1 ScalableAbstract Reasoning

Chapter5 proposesa modelfor sensor-drivensystemsthat supportsbothconcreteandabstractknowl-
edge.Abstractknowledgeis usedby SentientComputingapplications,thatcanbeviewedasa logical
layer, namely, theApplicationLayerin theSentientApplicationslayeredarchitecture (Figure6.1).Con-
creteknowledgeis producedby theSensorInfrastructure Layer. As discussedin Chapter5, thereis a
signi�cant gapbetweenthelevel of abstractionin theknowledge abouttheSentientWorld thatSentient
Computingapplicationsrequirefor their functionalityandtheactuallow-leveldatathatareproducedby
thesensorsandwhich constitutea low-level,precise, knowledge layer. For example,anapplicationthat
displaystheuser'sscreenin responseto hisproximity to hisPCneedsto know whenamoreabstractsit-
uationhasoccurred,thatis, whentheuseris closeto hisPC.Theinformationabouttheuser'sproximity

111
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to hisPCis a logicalabstractionof hispositionin space,andit is expressedin relationto thepositionof
anotherphysicalobject,namely, his PC.To make mattersworse,theabove systemwill needto monitor
a largenumberof usersdistributedamonga numberof distinct locationsat thesametime. Evenso, it
needsto reactto theperceivedchangeswith noperceptibledelay.

This chapterproposesthat thegapbetweentheapplication-layerabstractionandthesensor-derived
precisionbebridgedby usingadeductivecomponentthatreasonswith low-level, sensor-derivedknowl-
edgein orderto deducehigh-level, abstractknowledgethatcan,in turn,beusedeasilyby theapplication
layer. Furthermore,the proposeddeductivereasoningdoesnot compromisecomputationalef�ciency
andperformance.For very largedistributedenvironments,thereis scopefor furtherresearch.

Application Layer

Deductive Abstract Layer 

Sensor Abstract Layer 

callback

Deductive Knowledge Base  Layer

Sensor Infrastructure Layer

RegisterRecurringQuery()
RunQuery()
DefineDALPredicate()

Notify()

monitor

Figure 6.1. The Sentient applications layered architecture and its API.

Thischaptertacklestheaboveissueof scalable, system-level,computationallyef�cient abstractmod-
elling of thephysicalworld. Its contributionsarea formal de�nition of a knowledgerepresentationas
well asa mechanismfor reasoningwith suchknowledgeusinglogical deductionthatcombinesexpres-
siveness, scalability andperformance. The proposedapproachgeneralisesprevious efforts to abstract
knowledgefrom sensordatathat have resultedin limited, case-speci�cabstractions,suchasthe ones
supportedby SPIRIT. SPIRIT'sworld modelcontainsthenotionof abstractingregionsfrom ActiveBAT
positions.QosDREAMsupportsabstractionsfor enteringandleaving a region.

6.1.1 Layered Interfaces

For the abstractmodelof the Sentientworld, a dual-layerknowledgerepresentationarchitecturewas
designed.This designapproachis inspiredby theOSIparadigm[77] for layerednetwork architecture,
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whereeachlayerincorporatesasetof similarfunctionsandhideslower-level detailsfrom thelayerabove
it, thusachieving simplicity, abstractionandeaseof implementation.

6.2 KnowledgeRepresentation

This sectiondescribesthe architectureof the two logically distinct layersof knowledgerepresentation
anddiscussestheir functionalityasa two-layeredcachefor theSentientApplicationLayer.

For theneedsof thissection,ade�nition introducedby SamaniandSlomanin [63] is used,according
to whichaneventis ahappeningof interestthatoccursinstantaneouslyataspeci�c time1. Furthermore,
the Sentientenvironmentis de�ned as the physicalenvironment,and the current logical stateof the
Sentientenvironmentis de�ned to bethesetof all known factsabouttheSentientenvironmentbetween
aninitial eventanda terminalevent. Initial andterminaleventscanbeany eventsthatareof interestto
theSentientapplicationlayer. Basedon theabove,we cansaythattheSensorAbstract Layermaintains
a low-level but preciseview of the current logical stateof the Sentientenvironment,asproducedby
sensorsthataredistributedthroughouttheenvironmentandcontinuallyupdatedthroughevents.Equally,
we cansaythat theDeductive AbstractLayermaintainsanabstract view of thecurrent logical stateof
theSentientenvironment.

Particularlyinterestingsourcesof eventsarethosethatcharacterisethelocationof anobject.These
aregeneratedby a location systemsuchas the Active BAT [41], wherethe positionsof usersin 3-D
spaceare tracked, typically onceper second,by meansof an ultrasonictransmittercalled BAT. The
SensorAbstractLayerprocessesall thegeneratedevents,andthusknowsof thelastpositionof all users
in thesystemin termsof their coordinates.

A moreabstractview aboutthe stateof the Sentientenvironmentcaneasilybe inferred from the
knowledgestoredin theSensorAbstractLayer. For example,from a user's position(x; y; z) andfrom
a setof known polyhedrathatrepresentregions,theroomtheuseris in follows logically. Furthermore,
from a known set of nestedpolyhedra,additional locationsin which the user is presentcan also be
inferred2.

TheDeductiveAbstractLayer(DAL), throughits interactionwith theSensorAbstractLayer(SAL),
maintainssuchabstractknowledgeaboutthecurrentandpaststatesof theSentientEnvironmenttogether
with temporalinformationaboutthe initial eventsthat triggeredthem,andthe durationof eachstate.
Suchdatacanbeusedby statisticalmodelsin orderto generatea likelihoodestimationof situationsthat
mayoccurin thefuture,basedon theirpastoccurrences[52].

Thetwo layersinteractthrougha monitor-callbackcommunicationschemewith thehelpof a TFOL
formula that is usedasa speci�cation(seeChapter12, AESL de�nition). A monitor call, initiated by
the Application Layer, causesthe SensorAbstractlayer to �lter throughto DAL only thoselow-level
changesthat affect the abstractknowledgestoredin the Deductive AbstractLayer, thus relieving the
Deductive AbstractLayer from thecostof continuallymonitoringall thedatathatareproducedby the
sensors.Consequently, knowledgein DAL is updatedat a signi�cantly lower ratethanit doesin SAL,
ensuringthat large amountsof physical datacanbe processedby replicatedSALs, maintainingat the
sametime theoverall systemscalability.

6.2.1 The SAL-DAL API

TheapplicationLayercommunicateswith thedualDeductiveKnowledgeBaseLayervia anAPI consist-
ing of De�neDALPredicate(), RunQuery()andRegisterRecurringQuery()interfaces(seeFigure6.1).

1Chapter8 introducesageneralconceptof anevent,anabstractevent.
2Thequery:“Is userX in Cambridge?”needsto answerpositively evenif UserX is in FC15,which is in theWilliam Gates

Building in Cambridge.'
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The De�neDALPredicate()interfacetakesasargumentsthe predicatenamealongwith its parameters,
andcreatesthenecessaryrepresentationin theDistributedAbstractLayer(DAL) for thispieceof knowl-
edge.This is equivalentto a typede�nition in Chapter12. TheRegisterRecurringQuery(), RunQuery()
andNotify() interfacesarediscussednext.

Application-Dri venDeduction

The RegisterRecurringQuery()commandis usedby the Application Layer in orderto register interest
in a particular, recurringsituationin a way that theapplicationlayer is noti�ed whenever thesituation
occurs,startingwith its next occurrence.The RegisterRecurringQuery()command,togetherwith the
Notify() command,behave similarly to a publish-subscribeprotocol. Chapter8 discussesan extended
publish/subscribeprotocolfor sensor-drivensystems.

Theinterfacebetweenthetwo layers,usedby bothAPI commands,is basedon a monitor-callback
mechanismsimilar to anasynchronousinvocationbetweena consumeranda publisher. Nomenclature
hereis taken from the theoryof DistributedSystems[22]. The monitor mechanismin the SensorAb-
stractLayer watchesall changesin the environmentreportedby the SensorInfrastructurefor certain
thresholdevents,asspeci�edin theRunQuery()andRegisterRecurringQuery()statements.Thecallback
mechanismensuresthat suchthresholdevents,whenthey occur, trigger a correspondingupdatein the
Deductive AbstractLayer, creatinginstancesof thepredicatesthathold anddestroying any thatareno
longertrue.

Example. In orderto illustratethefunctionalityof thedual-layerarchitecturein moredetail,consider
thecasewheretheApplicationlayeris interestedin receiving anoti�cation whenever two or moreusers
areco-located.Througha RunQuery()or RegisterRecurringQuery()statementinitiatedby theSentient
ApplicationLayer, unlessit alreadyknows aboutco-locatedusers,DAL will registera monitor()call to
SAL in orderfor the latter to startmonitoringthe sensordatathat signify co-locationoccurrences,as
speci�ed in the recurringquery. As a result, the SensorAbstractLayer monitorsthe incomingevents
in orderto determine(from the users'positions)whethertwo or moreusersarecontainedin the same
room. Whenthis occurs,therespective knowledgeabouttheusersco-locationwill begeneratedin the
Deductive AbstractLayerthrougha callback() call. All furtherchangesin thepositionof theseusersin
theSensorAbstractLayeraremonitoredin orderto determinewhetherthetwo usersremainco-located.
If any of theco-locatedusersexit thecontainingregion,thechangein theusers'locationin combination
with theco-locationpredicateinstancein thecurrent,abstractstate(DAL), signalsaninconsistency. As
a result,anothercallback() call is triggeredfrom SAL to DAL, invalidatingthecurrentstate,logging it
asahistoricalstateandgeneratinganew currentstate.In practice,only a fragmentof theglobalstateof
theSentientEnvironmentis changed,asmostabstractknowledgeremainsunaltered.

6.2.2 Scalability Concerns

Themainbene�t of theproposedarchitectureis thatit maintainsaconsistent,abstractstateof theSentient
environmentin the Deductive AbstractLayer that canbe madeavailable to the applicationlayer at a
signi�cantly lowercostthanif it weregenerateddirectlyfrom theSensorAbstractLayer. Theavailability
of theabstractknowledgein DAL, andthefactthatthisknowledgechangesata lowerratethanit doesin
SAL, make DAL morecomputationallyef�cient at keepingits storedknowledgeconsistent.Figure6.2
depictsthedifferentrateswith which knowledgeis updatedin eachlayerfor two predicatesP1 andP2.
Section6.5discusses,in moredetail,computationalconcernsassociatedwith thefunctionalityof thetwo
layers.Notethat� L is considerablygreaterthantherates� H 1 and� H 2 .
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Figure 6.2. SAL-DAL
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6.3 Formal De�nition

This sectionpresentsa formal de�nition of theproposedscalableknowledgerepresentationarchitecture
for SentientComputing.Theconceptsof thedual-layerarchitecturethatwerediscussedin theprevious
sectionarenow formally de�ned using�rst-order logic.

6.3.1 First-Order Logic

First-orderlogic [65], or predicatecalculus,waschosenasbeingappropriateandsuf�cient for thede-
scription of the two knowledgelayers,as they both maintaineither currentknowledgeonly (Sensor
AbstractLayer)or a combinationof currentandhistoricalknowledge(Deductive AbstractLayer)about
theSentientEnvironment.Time is implicit in SAL andexplicit in DAL. However, whendescribingthe
monitoringmechanismthat establishesthe links betweenthe two layers,temporalaspectsof the de-
scribedpredicatesareaddressedby realisingthatastheSensorAbstractLayer is updated�rst, until the
changesareupdatedto theDeductive AbstractLayer, this will containthe last known abstractstateof
theworld.

Conceptsand De�nitions A knowledgebaseKB is asystemthatstoresknowledgeabouttheSentient
environment. A knowledgebaserepresentspredicatesthat are true by storingan instanceof eachof
thesepredicates.We referto eachsuchinstanceasa fact. Theassertionof a fact in theknowledgebase
is equivalentto it beingstoredin theknowledgebaseasatruestatement.A factbeingretractedfrom the
knowledgebaseresultsin theremoval of thefactfrom theknowledgebase.In fact,theassertcommand
is similar to adatabaseADD whereastheretractcommandis equivalentto adatabaseDELETE.Whena
factis assertedin theknowledgebase,thissigni�es thatthepredicatethatthefactcorrespondsto hasthe
valueTRUE. Whenthe fact is retractedfrom theknowledgebase,this signi�es that thecorresponding
predicatehasthevalueFALSE. Thisnomenclatureis takenfrom logic programming.

6.3.2 Naming Convention for Predicates

For reasonsof clarity andsimplicity, thefollowing namingconventionwasadoptedfor logicalpredicates
throughoutthisdocument:

L hSALpredicatenamei ((argumentname?argumentvalue)� � � (argumentname?argumentvalue))
H hDAL predicatenamei ((argumentname?argumentvalue)� � � (argumentname?argumentvalue))

Themaindifferenceis thatDAL predicateshaveadditionaltimeparametersthatrepresentthebeginning
and,wherever appropriate,theendof thetemporalsituationsto which they refer. For thedescriptionof
thepredicates,anamedparameternotationwasusedbasedontheCLIPS[19, 20] syntax.Table6.1por-
trayssomesigni�cant predicates.Eachpredicateargumenthasanassociatedvalue, which is denotedby
?argument-value. Thepredicatesandtheirargumentsarediscussedin detail in sections6.3.3and6.3.4.

6.3.3 SensorAbstract Layer (SAL)

Theknowledgebaseof this layercontainsup to N factsof typeL UserAtPosition(uid,role,x,y,z) 3 that
representan object's last known position in 3-D spacein termsof its Cartesiancoordinatesx; y; z.
L UserAtPosition is the mostpreciselocationknown to the systemfor eachuser. The variable?uid

3ThepositionalparametersnotationL UserAtPosition(uid,role,x,y,z) is usedinterchangeablywith thenamedparameterno-
tationL UserAtPosition(uid ?uid)(role?role)(x ?x)(y ?y) (z ?z)). Theformeris usedmainly for clarity in predicatedescription;
thelatteris usedmainly to describetheimplementation.
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CurrentPredicates HistoricalPredicates
DAL (H UserInLocation(uid ?uid)(role?r ole) (H UserInLocationHistoric(uid ?uid)

(rid ?r id)(rattr ?r attr ) (role?r ole) (x ?x)(y ?y) (z ?z)(rattr ?r attr )
(start-time?time-value)) (start-time?time-value)(end-time?time-value))
(H UserColocation(uid-list ?uid1 � � �?uidn ) (H UserColocationHistoric(uid-list ?uid 1 � � �?uidn )
(rid ?r id)(role-list ?r ole1 � � �?r olen ) (role-list ?r ole1 � � �?r olen ) (rid ?r id) (rattr ?r attr )
(rattr ?r attr )(start-time?time-value)) (start-time?time-value) (end-time?time-value))
(H UserIsPresent(uid ?uid)(role?r ole) (H UserIsPresentHistoric(uid ?uid)(role?r ole)
(start-time?time-value)) (start-time?time-value)(end-time?time-value))

SAL (L UserAtPosition(uid ?uid)(role?r ole) -
(x ?x)(y ?y)(z ?z))

Table 6.1. Naming convention for logical predicates.

representstheuniqueuseridenti�cation for thatparticularuser. In examplesin thischapter, �rst namesof
usersareusedasidenti�ers. Thevariable?role representstheuser's role,e.g.,Supervisor. Thevariables
x,y,z representtheuser's lastknown coordinates.In this way, eachuseris associatedwith a positionin
space.

Apart from thesepositions,theknowledgebasealsocontainsM 1 factsof typeL AtomicLocationto
the M 1 known atomicregionsof physical space,(e.g.,roomsandpolygonalareasof space).The KB
alsocontainsM 2 factsof typeL NestedLocation, eachcorrespondingto M 2 nestedregions(�oors, larger
areas,buildings,neighbourhoods).Thereare,therefore,four distinct type of predicatesrepresentedin
this layer.

(L UserAtPosition(uid ?uid)(role?role)(x ?x)(y ?y) (z ?z))
(L AtomicLocation(rid ?rid)(rattr ?rattr) (polygon?n1?n2 � � �?nj ))
(L NestedLocation(rid ?rid) (site-list?site1 � � �?sitek ))
(L InRegion (x ?x)(y ?y)(z ?z)(rid ?rid)(rattr ?rattr))

As thepeoplemovein space,a locationsystemgenerates,onaverage,� L L UserAtPositionfacts/sec
permobileuserandassertsthemin theknowledgebase.For eachnew factof typeL UserAtPosition, the
fact that representedthepreviousknown positionfor thatuseris retracted, so that theknowledgebase
only containsthemostrecentknown locationfor thatuser.

The predicateL AtomicLocationassociatesa namedlocationsuchas “Room 5” characterisedby
a uniqueidenti�er (the rid), with a set of j points, n1 � � � nj , which form the nodesof a polyhedral
region thatde�nesthatarea.4 ThepredicateL NestedLocationassociatesanestedlocationsuchas“The
ComputerLaboratory”with a list of nestedandatomiclocationsthat aredirectly containedin it. The
predicateL InRegion is createdasa resultof a spatialindexing algorithmthat determinesthe smallest
region thatcontainsthegivencoordinates,asexpressedin theL UserAtPositionpredicate.

6.3.4 DeductiveAbstract Layer (DAL)

The higher level is logically distinct from the lower level in that it maintainsa completeview of the
Sentientworld. Although it lacksknowledgeof theaccuracy of theexactuserposition(asthis is only
known to theSensorAbstractLayer), it knows of high-level situationsseenfrom a user-perspective as
well astheir temporalproperties,i.e.,whetherthey holdat thecurrentinstant,or whetherthey happened
in thepast,whenthey �rst occurredandwhatwastheir duration.Suchdynamicknowledge is modelled
in theform of currentandhistoricpredicates. Currentpredicatesrepresentadynamicsituationthatstill

4A coordinatesystemis assumedthatassignsasetof coordinatevaluesx,y,z to eachpositionin space.
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holds.Historic predicatesrepresentasituationthatoccurredfor acertaininterval, beginningatacertain
point in time andendingat a laterpoint in time. As a consequenceof theabove modellingtechnique,
theDeductiveAbstractLayerhastheimportantpropertythatit graduallyaccumulatesinformationabout
whathashappenedin theSentientworld. Theformatof theDAL predicatesis discussedin detailbelow.

The DAL Curr ent Predicates. DAL currentpredicatesdescribea situationthatoccurredat aninstant
t0 andthat still holdsat the currentinstant,(which is representedby the valuenow). Suchpredicates
have thefollowing generalformat:

(predicatename(arg1 ?arg1)� � � (argn ?argn ) (start-time?time-value))

Argumentsarg1 to argn representtheparametersof thesituationthat is describedby thepredicate,
andthe variables?arg1 to ?argn their respective values. The argumentnamed“start-time” represents
thetimewhenthesituationdescribedby theabovepredicatebecame�rst known to thesystem.

An importantcurrentpredicateis theoneusedto describea high-level location,e.g.,Mary beingin
theproximity of thecoffee-machine,or Jamesbeingon �oor 4.

(H UserInLocation(uid Mary) (rolePhD)(ridCoffeeArea)(rattrCoffeeArea)(start-time11:02))

(H UserInLocation(uid James)(rolePhD)(ridFloor4)(rattrUpperFloor) (start-time13:05))

where?uid representstheuser's uniqueidenti�cation and?rid is thevalueof thenamedparameterrid,
which representsthenameof thesmallestregion thatcontainstheuser.

Similarly, applicationscanrequestthroughthe API for SAL to register their interestin situations
wheretwoormoreusersareco-locatedin thesamehigh-level regionbyusingthepredicateH UserCoLocation.

(H UserCoLocation(uid-list ?uid1 � � �?uidn )(role-list ?r ole1 � � �?r olen )(rid ?r id)(rattr ?r attr )

(start-time?time-value))

This processis explainedin more detail in section6.5. In the above formula, uid-list is the list of
usersthatareco-locatedin a region with namerid . Thevariables?uid 1 to ?uidn representtheunique
identi�cation of theseusers.

The DAL Historical Predicates. TheDAL historicalpredicatesdescribeasituationthatoccurredata
time instantt0

5 , wastruefor a durationd andceasedto betrueat a time instantt1. Suchpredicatesare
expressedin thefollowing generalformat:

(predicatename(arg1 ?arg1)� � � (argn ?argn ) (start-time?time-value) (end-time?time-value))

The argument“start-time” representsthe time whenthe situationdescribedby the above predicate
became�rst known to the system. The argument“end-time” representsthe time when the situation
stoppedbeingtrue, e.g.,whenthe userleft the room. For example,the DAL historicalpredicatethat
describesthesituationwhereJaneandMikemove into themeetingroomin theirof�ce building at12:46
pm, remainin the sameroom for 9 minutesandJaneleavesthe meetingroom at 12:55, is expressed

5Thetime is setaccordingto the local clock of theDeductive KB component.Temporalissuesarediscussed,in detail, in
Section12.3.1.
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below: It is worthnotingthattherecanbemultiple instancesof historicpredicatesfor thesameuser.

(H UserLocationHistoric(uid-list Jane)(role-listPhD)(ridRoom9)(rattrMeetingRoom) (6.1)

(start-time12:46)(end-time12:55))

(H UserCoLocationHistoric(uid-list MikeJane)(role-listPhD)(ridRoom9)(rattrMeetingRoom)

(start-time12:46)(end-time12:55))

6.3.5 User-De�ned DAL Predicates

It is worthnotingthatwhereasall SAL predicatesareprede�ned,all predicatesin DAL areuser-de�ned.
This meansthat in theinitial state,DAL containsno predicates.Thestructureof DAL predicatesis de-
�ned throughtheDe�neDALPredicate()API call (seesection6.2.1),which is similar to a typede�nition
in thenomenclatureof programminglanguages.Instancesof thesepredicates(facts)aregeneratedfrom
theSensorAbstractLayerby themonitor()andcallback() calls(seeSection6.2.1).

6.4 Queries

Queriesareusedby the applicationlayer in orderto captureandreturnthe currentinstanceof stored
knowledgeabouttheSentientWorld. Queriesaresimilar to SQL [27] SELECTstatementsin thetheory
of relationaldatabases.A query can be viewed as a �rst-order logical expressionf (c1; c2; � � � ; cn )
thathasthepropertythatuponthesatisfactionof a setof atomicformulaec1; c2; � � � ; cn , anansweris
triggered.

f (c1; c2; � � � ; cn ) ) Answer

wheref is any �rst-order formulainvolving theformulae(c1; c2; � � � ; cn ).
Answercanhave a valueof “yes”, “no”, “I don't know” or a valueextractedfrom a storedfactsuch

astheuserid. The j operatoris usedin orderto de�ne theargumentswhosevaluesareto be returned
andit is conceptuallysimilar to anSQL SELECToperator. Theinterfacethroughwhich the answeris
returnedto theuseris subjectto theapplicationlayerandcanbeimplementedin variousways,e.g.,by
usingaprint function,by publishingastructuredeventor throughanAPI. A structuredeventapproach,
wheretheansweris encodedasa structuredeventandis returnedto theapplicationlayervia a Notify()
call (seeSection6.2.1),is adopted.Event-basedasynchronouscommunicationof changesin knowledge
predicatesis discussedin Chapter8.

Examplesof logical queriesare“Who is presentin the building now?” and“Which users are co-
locatednow?” The �rst querymay be useful in the caseof an applicationthat deliversremindersto
anybody who is presentin the building late in the evening,in orderto remindthemto lock their door
on theway out. Thesecondquerymaybeusefulfor thesameapplication,deliveringa reminderto one
party which is semanticallyassociatedwith the second,e.g.,the reminder: “Rememberto askJaneto
returnyourbook” will bedeliveredwhentheuseris in thesameroomwith Jane[30]. Equallyinteresting
as an exampleis the casewherea userentersa conferencesite and is interestedto know if thereis
anyonepresentfrom theUniversityof Cambridge.If theabove mentionedquery“Who is presentin the
building?” wasto beexecutedat a knowledgebasewith a singlelayerof knowledge,(i.e., theSensor
AbstractLayer),it couldthenbewrittenasaqueryof thefollowing form:

Query 1. ReturnAll PresentUsers(SensorAbstractLayer).
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uidj(L UserAtPosition(uid ?uid)(role?role) (x ?x) (y ?y) (z ?z))^
(L AtomicLocation(rid ?rid)(rattr ?rattr)(polygon?n1?n2 � � �?nj ) )^
(L InRegion(x ?x) (y ?y)(z?z)(rid ?rid)(rattr ?rattr))

In this case,uid representsthe informationthat will be returnedin the answer. Query1 expresses
the logical statementthat in orderfor a userto bepresentin thebuilding, threeconditionsneedto hold
simultaneously:

� He or sheneedsto be seenby the locationsystemat a positionthat canbe characterisedby the
coordinatesx; y; z.

� The systemmustknow of at leastoneregion with id r id that canbe characterisedby a known
polyhedralshape.

� Thesystemis ableto determinethatthecoordinatesof theuser'spositionbelongto aknown region
suchastheonedescribedabove.

If all of theaboveholdsimultaneously, thantheuseris deducedto bepresent.
Thesamequery, shouldit beappliedonDAL, wouldassumeasimplerform:

Query 2. ReturnAll PresentUsers(DeductiveAbstractLayer).

uid j(H UserIsPresent(uid ?uid) (role?r ole)(start-time?time-value))

Similarly, thequery“Which usersareco-locatednow?” canbeviewedas:

Query 3. ReturnAll Co-LocatedUsers(SensorAbstractLayer).

(uid1; uid2)j (L UserAtPosition(uid ?uid1)(role?r ole1)(x ?x1)(y ?y1) (z ?z1))^
(L UserAtPosition(uid ?uid2)(role?r ole2)(x ?x2)(y ?y2) (z ?z2))^
(L AtomicLocation(rid ?rid)(rattr?r attr ) (polygon?n1?n2 � � �?nj ))^
(L InRegion(x ?x1)(y ?y1)(z ?z1) (rid ?r id)(rattr ?r attr ))^
(L InRegion(x ?x2)(y ?y2)(z ?z2)(rid ?r id)(rattr ?r attr ))^
(uid1 6= uid2)

The samequery, shouldit be appliedon the Deductive AbstractLayer insteadof the SensorAbstract
Layer, assumesasimplerform.

Query 4. ReturnAll Co-LocatedUsers(DeductiveAbstractLayer).

(uid1; uid2)j(H UserCoLocation(uid-list ?uid1?uid2)(role-list ?r ole1?r ole2)
(rid ?r id)(rattr ?r attr )(start-time?time-value))

Queries1 and3 arede�ned by theapplicationlayerto beequivalentto Queries2 and4, respectively
(seeAESL de�nitions, Chapter12). However, Queries2 and4 have, on average,fewer conditionsthan
theirequivalentQueries1 and3. This is dueto thefactthattheinformationof theusers'presenceandco-
locationis availablein theDeductiveAbstractlayerin theform of thelogicalpredicatesH UserIsPresent
andH UserCoLocation, respectively. Section6.6discussesin detail theeffect of theabove observation
on thecomputationalcomplexity involvedin theexecutionof queriesin theproposedreasoningsystem,
demonstratingthatqueriesexecutedin theDeductive AbstractLayer, suchasQueries2 and4, entailthe
useof signi�cantly fewer computationalresourcesthanqueriesexecutedin the SensorAbstractLayer
(Queries1 and3).
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6.4.1 Recurring Queries

A secondapproachfor the applicationlayer to derive informationfrom the knowledgebaseis by reg-
istering interest in a recurringsituationthat is triggeredby periodic timing events. Whenever sucha
situationoccurs,a Notify() call returnsa structuredevent that representsthepredicateof interestto the
applicationlayer. Contraryto queries,recurringqueriesdo not examinethecurrentstateof theSentient
World in orderto establishwhetherthesituationof interestholdsat thecurrentinstance.Rather, they act
similarly to asubscribecall in apublish-subscribeprotocolfor distributedsystems,in registeringinterest
in receiving informationaboutfutureoccurrencesof thesituationin question.Event-basedasynchronous
communicationof changesin knowledgepredicatesis discussedin Chapter8.

For example,anapplicationmaybeinterestedin a regularly recurringeventsuchas“Whenever any
two peopleareco-located,updatetheGUI sothatco-locatedpeopleareportrayedasbeingenclosedin
a rectangulararea.” A recurring querycanbeviewedasa �rst-order logical expressionf (c1; c2 � � � cn )
thathasthepropertythatuponthesatisfactionof a setof atomicformulaec1; c2 � � � cn , a setof actions
aretriggered.

f (c1; c2 � � � cn ) ) N otif y(event)

TheNotify (event)call passeson to theapplicationlayera structuredeventthatcontainsthequeried
information. Chapter8 introducesabstracteventsaschangesof abstractstate. For example,suchan
eventcanbea“SupervisorAlert” eventwhich is de�ned elsewherein thesystem.Whensuchaneventis
receivedby theapplication,thelattersendsanappropriatee-mailmessageto theuser. In fact,aparticular
caseof recurringqueries,is thatuponsatisfactionof thequery, a noti�cation actionis performed.For
example,“Whenever my supervisorentersthe lab, notify me.” Recurringqueriescanbe expressedas
logical implicationswheretheleft-hand-sideis asimplequeryandtheright-hand-sideis aNotify(event)
predicate.

Query 5. Whenevermy supervisorentersthelab,notify meby email.(DeductiveAbstractLayer)

uid j(H UserIsPresent(uid Andy) ) Notify(SupervisorAlert))

Theapplicationlayer, onreceiptof theSupervisorAlert event,is responsiblefor issuinganappropri-
atee-mailnoti�cation. Notethatthis is equivalentto a high-level query, asit assumesthatthepredicate
H UserIsPresent is alreadyavailablein theknowledgebase.

6.5 Analysis

Having discussedqueriesand recurringqueries,this sectionillustrateshow the two-layerknowledge
schemeensuresscalability. A prototypeimplementationwasconstructed,wherequeriesandrecurring
queriesareimplementedin eachlayerby meansof aCLIPS[19] inferenceengine.Eachqueryis mapped
to oneor moreCLIPSrules. CLIPSimplementsa forwardchainingrule interpreterthat,givena setof
rulesappliedto a setof storedfacts,cyclesthrougha processof matchingrulesto availablefacts,thus
determiningwhich queriesaresatis�edby thestoredstateof theSentientenvironment.Theprocessby
which CLIPS determineswhich factssatisfythe conditionsof eachqueryor recurringqueryis called
patternmatching, andtheRetealgorithm[38] is usedfor thispurpose.

Theadvantageof theproposedarchitectureis dueto threeimportantfactors:

� First, ascanbeseenfrom Sections6.4 and6.4.1,queriesthatareexecutedin theDeductive Ab-
stractLayer suchas Query 2, assumea much simpler form than thoseexecutedin the Sensor
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AbstractLayer (Query1), as the latter have more conditionson average, and thereforerequire
morecomputationalresourcesfor patternmatching.

� Secondly, patternmatchingis triggeredrepeatedlyevery time the storedknowledgechangesby
anassertor retract command.Therefore,the lower therateof knowledgeupdates,the lower the
computationalloadrequired(see�gure 6.2). Sincetheknowledgeupdateratein DAL is signi�-
cantly lower thantheonein SAL (producedby the regularupdatesof thesensorinfrastructure),
DAL is computationallymoreef�cient.

� Finally, it canbelogically inferredfrom theabove thataslong asDAL is updatedat a lower rate
thanSAL, themachinethathostsDAL hasfewer real-timeconstraintsthatareintroducedby the
interruptionscausedby theassertandretract statementsthatcontrolknowledgeupdates.

Thenext sessiondiscussesthecomputationalcomplexity associatedwith queries,in moredetail,by
analysingtheRetealgorithm.

6.6 Prototype Implementation

This sectionaims to give a quantitative evaluationof the proposedschemeand its algorithm by dis-
cussinganimplementationof theproposedsystemandby comparingQuery3 (seeSection 6.4),which
is executedat theSensorAbstractLayer, to thesamequery(Query4),whichis executedattheDeductive
AbstractLayer, anddemonstratethat the latterentailsa signi�cantly smallernumberof computational
steps.

The proposedarchitecturewasimplementedusingthe Jess[51] productionsystem.Jessis a java-
basedimplementationof CLIPS. For the acquisitionof real-timelocation information, a middleware
componentwasbuilt [46] that interfacesthe Active BAT systemusingCORBA structuredeventsand
translatestheminto Jessfacts.

6.6.1 SensorAbstract Layer.

A modelwascreatedin Jessfor theLCE basedon locationdataproducedby theActive BAT. Theex-
perimentinvolved15membersof thelabmoving around21known locationsin theLCE. Thefollowing
query“ReturnAll Co-LocatedUsers”wasexecutedin theSensorAbstractLayer.

Query 6. ReturnAll Co-LocatedUsers(SensorAbstractLayer).

(uid1; uid2)j (L UserInLocation(uid ?uid1)(role?r ole1)(rid ?r id)(rattr ?r attr ))^
(L UserInLocation(uid ?uid2)(role?r ole2)(rid ?r id)(rattr ?r attr ))^
(L AtomicLocation(rid ?r id)(rattr ?r attr )(polygon?n1?n2 � � �?nj ))^
(uid1 6= uid2)

The ReteAlgorithm. This implementationusestheReteAlgorithm [38] for patternmatching.In the
Retealgorithm,thepatterncompilercreatesanetwork by linking togethernodesthattestqueryelements.
This network functionssimilarly to a �nite statemachinewhenever a queryis addedto theknowledge
base,or wheneveranew factis assertedor retracted.Portrayedin salmonis therootnodeof thenetwork,
n0. For eachpredicateincludedin thequery, thenetwork createsa one-inputnode,portrayedin red in
Fig 6.3. Noden2 correspondsto thepredicateL AtomicLocation. Noden3 correspondsto thepredicate
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L UserInLocation. Noden4 is an auxiliary, memorynodethat helpsimplementa loop. A two-input
(green)nodeis createdfor eachconjunctionof predicates.Noden5 correspondsto theconjunction:

(L UserInLocation(uid ?uid1)(role?r ole1)(rid ?r id)(rattr ?r attr )) ^

(L UserInLocation(uid ?uid2)(role?r ole2)(rid ?r id)(rattr ?r attr ))

Noden6 correspondsto theconjunction:

(L UserInLocation(uid ?uid1)(role?r ole1)(rid ?r id)(rattr ?r attr ))^
(L UserInLocation(uid ?uid2)(role?r ole2)(rid ?r id)(rattr ?r attr ))^
(L AtomicLocation(rid ?r id)(rattr ?r attr )(polygon?n1 � � �?nj ))

Noden1 is anauxiliary nodethathelpsimplementnoden7 thatrepresentsthecondition(uid1 6= uid2).
Finally, noden8 is a terminalnodethatdetermineswhetherthequeryis satis�edor not.
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Figure 6.3. The Rete network for the Return All Co-Located Users query (SAL)

TheRetealgorithmproceedsasfollows: whenthequeryis addedto theSensorAbstractLayer, for
eachstoredfact,a tokenis created.Eachtokenis anorderedpair of a tag(thatin this casehasthevalue
“UPDATE”) anda descriptionof the storedfact. All thesetokensarepassedto noden0, which is the
root nodein thenetwork. Noden0 passesall thegeneratedtokensto eachof its successornodes.Node
n3 checkswhetherany of thereceivedtokenscorrespondto factsof typeL UserAtLocation6 andpasses
all suchtokensto noden4. Noden5 checksall L UserAtLocationtokensagainsteachother, in orderto
determinewhichpairssatisfytheconjunction:

(L UserInLocation(uid ?uid1)(role?r ole)(rid ?r id)(rattr ?r attr ) ^

(L UserInLocation(uid ?uid2)(role?r ole)(rid ?r id)(rattr ?r attr ))

For eachof thepairsthatsatisfytheconjunction,it createsanew tokenandforwardsthison to noden6.
Noden2 testsfor tokensthatareof typeL AtomicLocation andpassestheseon to noden6, too. Node
n6 joins thepairsthatrepresenttheconjunction:

(L UserInLocation(uid ?uid1)(role?r ole1)(rid ?r id)(rattr ?r attr )) ^

(L UserInLocation(uid ?uid2)(role?r ole2)(rid ?r id)(rattr ?r attr )) ^

(L AtomicLocation(rid ?r id)(rattr ?r attr )(polygon?n1 � � �?nj ))

6In this prototypeimplementation,the SPIRIT systemwasusedto provide L UserAtPosition predicatesfrom the Active
BAT positions.
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SensorAbstractLayer(SAL) DeductiveAbstractLayer(DAL)
total nodeactivations 317 200
total testsonnodes 1611 0

Table 6.2. Pattern matching costs.

into biggertokensandforwardsthemon to n7. Noden7 teststhatuid1 6= uid2 thusexcluding trivial
co-locationsof thesameperson.It forwardstheeligible tokensto n8, thesuccessnode. Thesetokens
satisfythewholequery. For eachtoken,n8 createsaninstantiationof thequery.

In orderto obtaina measureof thecomputationalcomplexity that the implementedschemeentails,
thenumberof nodeactivationsandthenumberof testsperformedin total by thenodeson thenetwork
wasinvestigated. Both Queries3 and4 wereassertedin the prototypeimplementationof Chapter10.
Theresultsareshown in Table6.2(SAL).

6.6.2 DeductiveAbstract Layer

Thepreviousexperimentwasrepeatedfor Query4 (seeSection6.4)which is executedin theDeductive
AbstractLayer. Thenetwork for thisqueryis portrayedin Figure6.4.

n2n1 n3 n4n0

Figure 6.4. The Rete network for the Return All Co-Located Users query (DAL)

Noden0 is the root node. Noden1 testswhetherthe received token is of typeH UserCoLocation.
Noden2 passeson the tokenswith thecorrectnumberof argumentsandn4 createsan instantiationof
thequeryandaddsit to thecon�ict set.

Performingthesameanalysisasbefore,theresultsarepresentedin Table6.2. It is worthnotingthat
the numberof computationalstepsexecutedby the Retealgorithmfor patternmatchingeachqueryis
lowerfor theDAL queryby afactorof two. Takinginto considerationthatbothnetworks(seeFigure6.3,
Figure 6.4) behave similarly to acyclic �nite automatathat are triggeredrepeatedlyeachtime a fact
is assertedor retractedin eachknowledgelayer respectively, it canbe easily inferredthat the overall
numberof computationalstepsrequiredfor DAL is smallerthanthatrequiredfor SAL asknowledgein
DAL changesmuchlessfrequently. Finally, SAL is continually interruptedby a very high event rate
whichhasanimmediateeffecton themachinethathoststhatlayer.

6.7 Conclusions

A scalableknowledgerepresentationandabstractreasoningsystemfor SentientComputingwaspre-
sentedwhereknowledgewasmodelledformally using�rst-order logic. First-orderlogic is suitablefor
SentientComputing,especiallyin the context of the proposedarchitecturethat is basedon a cache-
like, dual-layerschemethatmaintainsabstractknowledgein theDeductive AbstractLayerasopposed
to rapidly changinglow-level knowledgein the lower, SensorAbstractlayer. Abstractknowledgere-
mainsconsistentwith therapidly changingstateof theSentientworld by closelymonitoringassociated,
low-level predicatesasrequestedby theapplicationlayerthroughanAPI. Suchpredicatesarecontained
in the SensorAbstractLayer andby having only thresholdchangesre�ected at DAL. Maintainingab-
stractknowledgeis a requirementof theSentientApplicationlayer, andit is madeavailableto Sentient
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Applicationsthrougha mechanismof queriesthataremainly executedat theDeductive Abstractlayer.
Experimentswith aprototypeimplementation(seeSection6.6)con�rm thatthetwo-layeredarchitecture
is moreef�cient thanasingle-layeredone.
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Chapter 7

Query Analysisand Optimisation

This chapterdescribesa worst-caseanalysisof how thecomputationalef�ciency of thepreviously de-
scribedmodelis affectedwhenever a new queryis insertedin theknowledgebase.It alsoanalysesthe
effect of theeventrateon thecomputationalef�ciency of SCAFOS'deductive knowledgebasecompo-
nentfor thesameworst-casescenario.The �ndings of this analysisarecombinedin orderto optimise
queries.Queryoptimisationhasan immediateeffect on thedesignof theAESL languagepresentedin
Chapter12,asits statementsaremappedontooptimisedqueries.

7.1 The Effect of Query Assertionon the Computational Complexity

Having establishedin Chapter6 thatpatternmatchingis key to thecomputationalload involved in ex-
ecutinga query, this sectionintroducesa complexity metric for queriesbasedon the conceptof query
responsetime.

Def. 1. Theresponsetimeof aqueryis thetimethatpassesfrom themomentaqueryis asserteduntil an
answeris available.

The responsetime for any querycanbecalculatedin termsof thenumberof nodeactivationsandthe
numberof teststhatareperformedin thenodesof theRetenetwork thatimplementsthatquery. Table7.1
describesthemostimportantmetricsof interest.Everytimeasensorcreatesanew instanceof aconcrete
statepredicate,correspondingtokensarecreatedandpropagatedthroughthearcsto thenodes.

Tq Is thetotal time requiredto assertaquery.
N1 Is thenumberof activationsof one-inputnodes.
a Is thecostof activatingaone-inputnode(includingthecostof thetestperformedby thenode).
N2 Is thenumberof activationsof two-inputnodes,includingthenumberof activationsof

memorynodesandthenumberof updatesperformedin thememorynodes.

 Is thecombinedcostof activatinga two-inputnode,thecostof activatingthetwo memorynodes

thatform its right andleft memoryandthecostof performinga teston thesememorynodes.
T2 Is thenumberof testsperformedby thetwo-inputnodes.
c Is thecostof performingonetestata two-inputnode.
Np Is thenumberof activationsof &P nodes.
f Is thecostof activatinga&P node.

Table 7.1. Cost analysis of the Rete algorithm.
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NodeTypes

Five typesof Retenetwork nodesare discussedin this chapter. One-inputnodes,two-input nodes,
memorynodes,&P nodesandTQ nodes1. Two morenodetypesarediscussedin Section8.3.1,Store
nodesandNOT nodes.

Eachone-inputnodecheckswhetherthe received tokenscorrespondto a particularcondition,e.g.,
if they areof classH UserInLocation . Thesenodesareportrayedin red. One-inputnodesalsocheck
whethera valueis assignedcorrectlyto an attribute. Suchnodesareportrayedin brown andthey are
discussedin moredetail in Chapter12. Eachone-inputnodeforwardsthetokensthatsatisfythecheck
on to its child nodes.

Two-inputnodesrepresentconjunctions.They containtwo memorynodescalledthe left andright
memorynode. They concatenatethe tokensthat are storedin their right and left memoryand they
performa testto determinewhethersharedvariablesareboundcorrectly. Suchnodesareportrayedin
greenandthey arelabelled“AND”.

Trigger-Query(TQ) nodesarenodesthat triggera JESSquerythatselectsall instancesof a partic-
ular predicatefrom the knowledgebase,for eachtoken that is received at that node. Each(TQ) node
is portrayedasa pair of identicalnodesconnectedwith a curvy line. TQ nodesareintegral to the im-
plementationof ReteNetworks that implementfunctionssuchasthosethat calculatethe maximumor
minimumvalueof anattributeof all storedinstancesof a predicate.They areoftenusedin this disser-
tation for calculatingthe locationwith thesmallestdistanceto oneof theusers.Eachof thetwo nodes
thatform aTQ nodeis labelled“TQ (predicate)”.

Finally, &P nodesare �nal nodes. Thereis one&P nodefor eachquery. Whena token is for-
wardedto the�nal node,aninstanceof theabstractpredicatethat is beingde�ned is createdor deleted
accordingly.

Table7.1describessomemetricsof interest.Accordingto [37], theresponsetime of a querycanbe
estimatedas:

Tq = aN1 + 
 N2 + cT2 + f Np: (7.1)

SensorAbstract Layer: Worst-CaseScenario

Let'sassumeaquerythatselectsany n usersthatarecontainedwithin m regions.Thequeryis executed
at theSensorAbstractLayer, which containsN factsin total. Out of theseN facts,n factsareof type
L UserAtP osition , m factsare of type L AtomicLocation and n factsare of type L I nRegion,
becausewe assumethat for eachL UserAtP osition predicatethere is an equivalent L I nRegion
fact, which associatesthis position with a region. Therefore,N = m + 2n. The worst casequery
is onewhereeachconditionintroducesasfew constraintsaspossible,while a large numberof differ-
entconditionsareconjoined.Thefollowing query(Query7) hasC1 = n conditionsaboutfactsof type
L UserAtP osition , C2 = m conditionsaboutfactsof typeL AtomicLocation andC3 = n conditions
aboutfactsof typeL I nRegion, all conjoined.

1Thenomenclatureandnotationfor thesenodesis theonefoundin [37].
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Figure 7.1. A worst-case query (SAL).

Query 7. A WorstCaseQuery(SensorAbstractLayer).

H UserInLocation (uid1 ; role1 ; rid 1 ; rattr 1 ) ^

H UserInLocation (uid2 ; role2 ; rid 2 ; rattr 2 )
...

H UserInLocation (uidn ; rolen ; rid m ; rattr m ) ^

L AtomicLocation (rid 1 ; rattr 1 ) ^
...

L AtomicLocation (rid m ; rattr m ) ^

L InRegion(x1 ; y1 ; z1 ; rid 1 ) ^
...

L InRegion(xn ; yn ; zn ; rid m )^

Figure7.1 depictsthe Retenetwork for the above querywhere7 usersare locatedinside3 out of 5
rooms2 C1 = 7, C2 = 5, C3 = 3, C = 15. In this query, eachone-inputnodepassesall the tokens
that activatedit to its successors.In eachcase,the numberof the tokensthat have activatedthe one-
input nodeis smallerthanN , so N is the worst-casevalue for numberof activating tokensfor each
one-inputnode. Eachtwo-inputnodeat level k receivesa maximumof N tokensfrom the right input
andN k� 1 tokensfrom theleft input andperformsN � N k� 1 tests.In theworstcase,all thesetestswill
besuccessful,andthey will produceN k new tokens.Eachtwo-inputnodemaintainstwo memorynodes,
which correspondto theright andleft memoryfor thatnode.ThereareC � 1 levelsof two-inputnodes

2It is assumedthattherestof the7 � 3 = 4 positionscannotbemappedinto any roomin theenvironment.
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whereC = C1 + C2 + C3 is thetotal numberof conditionsin thequery.
Thetotal numberof nodeactivationsandnodetestsaregivenby thefollowing equations.

N1 = 3N (7.2)

N2 = 2N + N + N 2 + N + N 3 + N + � � � + N C� 1 + N

= CN + N 2 + � � � + N C� 1 (7.3)

Np = N C (7.4)

T2 = N 2 + N 3 + � � � + N C (7.5)

(7.6)

Therefore,it follows from Equation7.1:

Tq = (3a + 
 C) N + (
 + c)N 2 + � � � + (
 + c)N 3 + � � � + (
 + c)N C� 1 + (
 + f )N C

= O
�
N C �

(7.7)

DeductiveAbstract Layer: Worst-CaseScenario.

The equivalent,worst case,singlequery for the Deductive AbstractLayer would have onecondition
thatdependson thehigh-level predicateof interest.Thepreviousqueryin theDeductiveAbstractLayer
wouldberepresentedby thepredicateH n Users In m Locations (nUImL):

Query 8. TheH n UsersIn m LocationsQuery(DeductiveAbstractLayer).

H n Users In m Locations(uid1 ; : : : ; uidn ; role1 ; : : : ; rolen ; rid 1 ; : : : ; rid m ; rattr 1 ; : : : ; rattr m )

Thevariablesuid1 to uidn representthen userswith rolesr ole1 to r olen thatarecontainedin them
locationsr id1 to r idm with attributesr attr 1 to r attr m . Figure7.2 portraystheRetenetwork thatcor-
respondsto theabove querywithout constants.An estimatefor themaximumnumberof computational
stepsinvolved in this casecanbecalculatedfrom Equation7.1, noting thatbecauseof the lack of any
two-inputnodes,N2 = T2 = 0.

Tq = N + f N

= (1 + f )N

= O(N ) (7.8)

7.1.1 The Effect of the Event Rate on the Computational Complexity of the Worst-Case
ScenarioQuery

This sectioninvestigatesthe computationalload involved in the receptionof an event that causesthe
queriesthatarealreadystoredin theknowledgebaseto bere-evaluatedagainstthemodi�ed setof facts
in theknowledgebase.In orderto introduceanestimatefor themaximumnumberof computationalsteps
thataretriggeredfrom receiving anevent,thepatternmatchingprocessis investigatedandanalysednext.

Assumingthat Query 7 hasalreadybeenmatchedagainst the previous N elements,the contents
of the memoryof the nodesaredepictedin Figure7.3. Upon the assertionof eachL UserAtPosition
fact, thenew factactivatesall threeone-inputnodes,but only the left one,which testswhetherit is of
typeL UserAtP osition will passit on. The�rst two-inputnodewill testthenew factagainstits right
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&P

root node

nUimL

Figure 7.2. A worst-case query (DAL).

memory, whichalreadycontainsN + 1 facts,andit will, therefore,performN + 1 tests.It will alsopass
N + 1 tokensin theworstcaseto its successornode.Thisnodewill perform(N + 1)(N + 1) = (N + 1)2

tests,andit will pass(N + 1)2 tokenson. Without affectingthecomputationalcomplexity, N + 1 can
beapproximatedby N . Becausethe receptionof a new L UserAtPosition factentailsthe retractionof
its old instance,theretractedfactis alsopattern-matchedagainsttheRetenetwork in orderto determine
which rulesno longerhold, andto remove their instantiationsfrom thecon�ict set. Therefore,in total,
for eachnew L UserAtP osition fact, two traversalsof theRetenetwork arerequiredand,asfollows
from Equation7.1, the total time cost that is incurredby the receptionof eachevent is Tf , ascanbe
derivedfrom theequationbelow:

Tf = 2Tq

= 2[aN 1 + 
 N2 + cT2 + f Np] (7.9)

whereTq is thetime requiredfor thepatternmatchingof onefact.

SensorAbstract Layer: Worst-CaseScenario

N1 = 3 (7.10)

N2 = 2 + N + 1 + N 2 + 1 + � � � + N C� 2

= N + N 2 + � � � + N C� 2 + C1 (7.11)

Np = N C� 1 (7.12)

T2 = N + N 2 + N 3 + � � � + N C� 1 (7.13)

Takinginto accountthateventsarereceivedandassertedin theSensorAbstractLayerasfactswith rate
b, thenit follows from Equation7.9:

T = bTf

= 2b
�
a + 
 N + (
 + c) N 2 + (
 + c) N C� 2 + 
 C1 + (c + f ) N C� 1�

= O
�
N C� 1�

(7.14)
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Figure 7.3. The effect of the event rate on the worst-case query of Figure 7.1.

As canbeseenfrom theabove, thecomputationalcomplexity involvedin eacheventreceptiondepends
ontheratewith whichthepredicatechanges,thesizeof theSentientworld (numberof monitoredpeople)
aswell asthearchitectureof thequeryin termsof thenumberof nodesto which it compiles.

DeductiveAbstract Layer

Let b0 betheratewith which instancesof thepredicatenUI mL changein DAL. Calculatingtheevent
ratein the network of Figure7.2 whena fact of type L UserAtPosition is assertedin the knowledge
base:

N1 = N + N

N2 = 0

T2 = 0

Np = N

(7.15)

FromEquation7.9,it follows thatT = O(N ).

7.2 Query Optimisation

The above analysisis instrumentalin determiningthe natureof the Retenetworks into which AESL
de�nitions of Chapters8 and12arecompiled.In fact,thedesignof theAESL de�nitions shouldbesuch
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that theworst-caseRetenetwork is avoided.Chapter12 discussesthesyntaxof AESL de�nitions, here
referredto for simplicity asrules(seeSection1.8).

Theworst-caseRetenetwork for a givenrule occursby conjoiningall theconditions.Instead,con-
ditionscanbewritten asseparateimplicationsthatresultin intermediateabstractfactsbeingassertedin
SAL. WedemonstratethatRule9 is computationallymoreef�cient thanRule10.
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Rule 9. Locatetheclosest,non-emptyroomto eachuser.

H UserInLocation (uid ; rid ; role; rattr )

) H NonEmptyLocation (rid ; rattr )

H Distance(v1 ; uid ; role; rid 2 ; rattr 2 ) > H Distance(v2 ; uid ; role; rid 1 ; rattr 1 )

) H ClosestLocation (uid ; role; rid 1 ; rattr 1 )

H ClosestLocation (uid ; role; rid ; rattr ) ^ H NonEmptyLocation (rid ; rattr )

) H ClosestNonEmptyLocation (uid ; role; rid ; rattr )

Rule 10. Locatetheclosest,non-emptyroomto eachuser.

H UserInLocation (uidk ); rid 1 ; role; rattr 1 )

^ H Distance(v1 ; uid ; role; rid 2 ; rattr 2 ) > H Distance(v2 ; uid ; role; rid 1 ; rattr 1 )

) H ClosestNonEmptyLocation (uid ; role; rid 1 ; rattr )

The Rete networks for the above rules can be seenin Figure 7.4 and Figure 7.5, respectively.
CNEL standsfor H ClosestNonEmptyLocation , NEL standsfor H NonEmptyLocation and CL
for H ClosestLocation . Eachtoken of type D(v; uid ; role; rid ; rattr ) that is received by the node
TQ (D(v; uid ; role; rid ; rattr )) is testedagainstall tokensof thesametypethatarestoredin theknowl-
edgebase.Forexample,nodeTQ (D(v; uid ; role; rid ; rattr )) receivesmn tokensof typeD(v; uid ; role; rid ; rattr )
andperforms(m2n2) tests.
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Figure 7.4. Implications.
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7.2.1 Analysisof Rule 9

Weassumen H UserInLocation facts,m L AtomicLocation facts,nm H Distance facts.

N1 = 3N + mn + mn + n + n

N2 = m + n + 2mn + m + n

T2 = mn + m2n2 + mn

Np = m

Thecomputationalcomplexity from assertingthis rule into theknowledgebaseis givenby Equation7.1.
Becausethetotal numberof storedfactsin theknowledgebaseis N , thetotal costamountsto O(N 4).

7.2.2 Analysisof Rule 10

N1 = 3N

N2 = mn + mn + m3n2 + mn + m4n+ m

T2 = m2n + m4n3 + m5n4

Np = N

Thecomputationalcomplexity from assertingthis rule into theknowledgebaseis givenby Equation7.1
andit amountsto O(N 9).
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7.2.3 Conclusionsand Further Work

� FromEquations7.7and 7.14it followsthat,for worst-casequeries,thecomputationalcomplexity
that is involved in their evaluationis N C every time the queryis assertedor N C� 1 everytimea
new primitive event is received. C denotesthenumberof conditionsof thequeryandN denotes
thenumberof factsin theknowledgebase.

� Worst-caseRetenetworks arethosethat correspondto rulesthat areconjunctionsof conditions.
Theabove complexity is signi�cantly reducedwhenrulesarewritten asa setof implicationsthat
arecorrelatedby theinferenceengine.Thisadvocatesthatthedesignof AESL De�nitions should
containimplications.

� Careneedsto be taken to prevent the numberof factsthat aregeneratedby the implicationsof
AESL de�nitions from becomingtoo large.



Chapter 8

An ExtendedPublish/SubscribeProtocol
UsingAbstract Events

Mostdistributedsystemsresearchassumesthateventsareprimitive,andvariousstudieshave, therefore,
concentratedon compositeevents. However, Chapter5 demonstratedthatevent-basedsystems,suchas
thoseusing�nite statemachines,areinsuf�cient for queryingandsubscribingtransparentlyto distributed
state.This is dueto the fact that the mappingbetweenthesubscriptionlanguageandthe implementa-
tion domainis incomplete,which makescomputationby �nite automatalimited. This necessitatesan
alternativemodelfor ubiquitoussensor-drivensystems.

This chapterproposesthe notion of an abstract event as a noti�cation of transparentchangesin
distributedstate.Thisis implementedasanextensionto thepublish/subscribeprotocolin whichahigher-
orderservice(AbstractEvent DetectionService)publishesits interface; this servicetakesan abstract
eventspeci�cationasanargumentandin returnpublishesan interfaceto a furtherservice(anabstract
eventdetector),whichnoti�es transitionsbetweenthevaluestrueandfalseof theformula,thusproviding
anaturalinterfaceto applications.

8.1 The Publish/SubscribeProtocol

Contemporarylarge-scaledistributed systemstend to be designedas assembliesof looselycoupled
componentscommunicatingby meansof the publish/subscribemodel for event interaction. The pub-
lish/subscribeevent-interactionschemeis widely usedin orderto provide the looselycoupledform of
interactionrequiredin suchlarge-scalesettings.It providesa subscriberwith theability to expresstheir
interestin aneventor a patternof eventsin orderto benoti�ed afterwardsof any event,generatedby a
publisher, matchingtheregisteredinterest.

In the basicsystemmodel for publish/subscribeinteraction,the publisherpublishesits interface
(SListener),includingtheeventsit will notify. A subscriberregisters interestin eventsindicating,where
appropriate,constraintson the event parameters.The publishernoti�es the subscriberof event occur-
rencesthat matchthe subscriber's registration. An event service,suchasthe CORBA noti�cation ser-
vice, canactasa mediatorbetweenthepublisherandthesubscriberdecouplingthesubscriberandthe
publisherin space,�o w andtime, undertakingevent �ltering andevent storageand,at the sametime,
providing servicessuchasmessagebuffering andmessageforwardingto disconnectedsubscribers[7].
In thisscheme,subscribersregistertheir interestin eventsby typically callingaSubscribe()operationon
theeventservicewithout knowing thepublishersof theseevents.A symmetricoperationUnsubscribe()
terminatesa subscription.To generateanevent,a publishercallsa Notify() operationon theeventser-
vice. The event servicedirectsthe call to all relevant subscribersso that every subscriberreceivesa
noti�cation for everyeventconformingto its registration.

137
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EventListener()

Event Publisher

Event Notifications

Registration + Filters
Subscribe()

Unsubscribe()

Event Subscriber

SListener()

UListener()

Notify()

(a)

Event Publisher

Event Notifications

Registration + Event Filters

Subscribe()

Unsubscribe()

Notify()
Notify()

Event Subscriber Event Service

EventListener()

SListener()

UListener()

EventListener()

(b)

Figure 8.1. The publish/subscribe protocol. Direct publisher-subscriber interaction (a). Publisher-subscriber inter-
action through an Event Service (b).
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8.2 An Abstract Event Model

In thissection,themodelof Chapter5 is summarisedin orderto provideade�nition for abstractevents.
It is assumedthata systemconsistsof severalphysicaldomainssuchasanof�ce domain.Eachdomain
containsa setof physicalobjects,suchasusersandequipment,thataremobileandcanmove freely in
space.Eachobjecthasa statewhich is implementedin our modelthrougha list of statepredicatesthat
canbeeithertrueor false.Statepredicatescanbeeitherconcreteor abstract.Concretestatepredicates
representstatethat is directly derived from thesensors;in this dissertation,suchpredicatesarealways
pre�xed with “L ”(Low-level). Examplesof concretestatepredicatesare the statesthat representa
user's position in termsof his coordinates,roomsin a building and nestedlocationssuchas �oors.
Thesearemodelledwith the�rst-order logic (FOL) predicatesL UserAtPosition , L AtomicLocation
andL NestedLocation , respectively. For example,L UserAtPosition(John, 13.45,5.76,1.75,13:56),
AtomicLocation(Room-7,MeetingRoom,Polygon), L NestedLocation(Floor4,Room1,Room2, Room
3, Room4).

Abstractstatepredicatesrepresenthigh-level statethat is derived from concretestateby meansof
abstractionson propertiesof interest;for example,a user's high-level location in termsof the region
thatcontainsthatuser, a user's presenceor absenceandthefactthatoneor morepeopleareco-located.
Initially, whenthesystemis startedup,only concretestatepredicatesexist. Abstractstatepredicatesin
thispaperarealwayspre�xedwith “H ”(High-level).

De�nition 1. An abstracteventis detectedwhenaninstanceof anabstractstatepredicatewhichinitially
evaluatesto truenext evaluatesto falseandviceversa.

8.3 Abstract Event Speci�cation and Filtering

TheAbstract EventSpeci�cationLanguage (AESL)1 for creatingabstracteventde�nitions is a subsetof
TFOL thatcorrespondsto HornClauseLogic. Anabstracteventde�nition (AESL def)consistsof oneor
moreimplications(Horn clauses).In caseof only oneimplication,theRHSis theabstractpredicateof
interest.In caseof morethanoneimplication,theRHSof thelastrule is theabstractpredicateof interest
while theRHSof eachintermediaterule is an intermediateabstractpredicate.2 TheAESL languageis
discussedin detail in Chapter12. An exampleis givenherefor illustrationpurposes.

Example1. Locatetheclosestlocationto eachuser.

Writing for brevity UL for H UserInLocation , AL for L AtomicLocation , EL for H EmptyLocation ,
CL forH ClosestLocation , CEL for H ClosestEmptyLocation andD for H D istance:

(69u UL(u; r id; r ole;r attr ) ^ AL (rid ; rattr ; polygon)

) EL(r id; r attr ))

D (v1; u; r ole;r id2; r attr 2) > D(v2; u; r ole;r id1; r attr 1)

) CL(u; r ole;r id1; r attr 1)

CL(u; r ole;r id; r attr ) ^ EL(r id; r attr )

) CEL(u; r ole;r id; r attr ) (8.1)

1AESLis a typedlanguage, however typesare ignored in this chapter. The AESLlanguage is discussedextensivelyin
Chapter12.

2As usualwith theseclauses,all freevariablesarepresumedto beimplicitly universallyquanti�ed.
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Filtering . Horn Clauselogic is usedfor de�ning �lters duringclient subscription.Filtering is equiv-
alent to selectinga subsetof instancesof a speci�c predicateby specifyinga setof constraintson its
attributes.A �lter thatselectsonly the instancesin (8.1) thatcorrespondto meetingroomsandsystem
administratorsis shown in (8.2).NotethatweencourageAESL de�nitions to usevariablesasarguments
for predicatesratherthanconstants.This facilitatesimplementationoptimisation,andit ensuresthatthe
deductionof theabstractpredicate,which is computationallyexpensive, is performedonce,andmultiple
instancesof thepredicatearesubsequentlyselectedusing�lters. Section8.3.1discussestheimplemen-
tationof AESL de�nitions and�lters in moredetail. Thesyntaxof theAEFSL languagethat is usedin
SCAFOSfor �ltering is discussedin detail in Chapter12.

(rattr = MeetingRoom) ^ (role = Sysadm) (8.2)

8.3.1 Abstract Event Detectors
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Figure 8.2. An abstract event detector for Equation (8.1).

EachAESL de�nition is compiledinto oneor moreabstractevent(AE) detectorsthatarestructured
asa deductive knowledgebase,and that canperformsemanticoperationson instancesof knowledge
predicatesthat arede�ned in termsof TFOL formulae. They areimplementedasRetenetworks [38],
and they consistof nodesand arcs. Every time a sensorcreatesa new instanceof a concretestate
predicate,correspondingtokensarecreatedandpropagatedthroughthe arcsto the nodes,eventually
modifyingappropriatelythevalueof theabstractpredicate.

NodeTypes

This sectionoutlinesthe type of nodesthat arefound in ReteNetworks. It extendsthe de�nitions of
Section7.1by two additionalnodetypes- i.e.,StorenodesandNOT nodes.
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One-inputnodescheckwhetherthereceivedtokenscorrespondto aparticularcondition,e.g.,if they
areof classH UserInLocation . Thesenodesareportrayedin red.One-inputnodesalsocheckwhethera
valueis assignedcorrectlyto anattribute. Suchnodesareportrayedin brown, andthey arediscussedin
moredetail in Chapter12. Eachone-inputnodeforwardsthetokensthatsatisfythecheckon to its child
nodes.

Two-inputnodesrepresentconjunctions.They concatenatethe tokensthat arestoredin their right
andleft memory, andthey performatestto determinewhethersharedvariablesareboundcorrectly. Such
nodesareportrayedin greenandarelabelled“AND”.

Store nodesactasbuffersfor thecurrentandhistoricalinstancesof a predicatetypeandforwardall
storedinstanceson to thechild nodes.Thisallows for temporalreasoning.

Trigger-Query(TQ) nodesarenodesthat trigger a CLIPS querythat selectsall instancesof a par-
ticular predicatefrom theknowledgebasefor eachtokenthat is receivedat thatnode.Each(TQ) node
is portrayedasa pair of identicalnodesconnectedwith a curvy line. TQ nodesare integral in Rete
Networks that implementfunctionssuchasthosethatcalculatethemaximumor minimumvalueof an
attributeof all storedinstancesof a predicate.They areoftenusedin this dissertationfor calculatingthe
locationwith the smallestdistanceto oneof the users.Eachof the two nodesthat form a TQ nodeis
labelled“TQ(predicate)”.

NOT nodesaresatis�edwhenthereis no tokenin their right memory. They aretwo-inputnodesthat
useaspecial,auxiliary token(“none” ) in their left memory.

Testnodesperforma mathematicalor logical operationsuchasequalityor inequalityon thevalues
of theattributesof thetokensthey receive.

Finally, &P nodesare �nal nodes. When a token is forwardedto the �nal node,an instanceof
theabstractpredicatethat is beingde�ned is createdor deletedaccordinglyandan“activation” or “de-
activation” abstractevent is triggered,respectively. An abstracteventdetectorfor (8.1) is portrayedin
Figure8.2.Eachmatchin thenetwork will causethedetectionof thefollowing abstractevent:

hH ClosestEmptyLocationhuid ; role; rid ; MeetingRoom; activation ; timestampii

Each time an instanceof the abstractpredicateH ClosestEmptyLocation(uid,role, rid, Meeting
Room)thatwaspreviously trueis evaluatedto false,thefollowing eventwill bedetected:

hH ClosestEmptyLocationhuid ; role; rid ; MeetingRoom; de-activation ; timestampii

Abstracteventdetectioncanbedistributedsothateachimplicationin anAESL de�nition is imple-
mentedby aseparatedetector, formingahierarchicaltopologysimilarto SIENA [15] andHERMES[78].
Theoptimalplacementof thedetectorsin thesystemcanbedeterminedasappropriate[81].

A �lter is implementedasanAE detectorwith linearcomplexity. Filterscanbecombinedwhenever
thereis a sharedcondition. For example,the �lter of (8.2) canbe combinedwith the �lter of (8.3) as
shown in Figure8.3.

(rattr = Meeting Room) ^ (role = Ceo) (8.3)

8.3.2 Propertiesof Abstract Event Detectors

Negation. TheproposedRete-network-basedimplementationhandlesnegationef�ciently by usingthe
deductive knowledgebasecomponentin orderto generatethemissingnegatedabstractpredicatesfrom
concretepredicates,whenever this is possible.This is achievedby forcing concretepredicatesthatare
negatedto beretractedfrom theknowledgebase.Indeed,for eachfactassertedby asensor, theprevious
instanceof thesamepredicateis retractedfrom theknowledgebase.If this predicateis modelledwith
thesymbolP, theretractionis equivalentto theassertionof aninstanceof the: P predicate.Thechange
causedby the: P predicateis propagatedtowardstheabstractinstancesby meansof theRetenetworks,
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rattr=Meeting
     Room

CEL

role=Ceo

role=Sysadm

Figure 8.3. Filter combination.

andall abstractpredicatesthatdependon P areforcedto bere-evaluated.Theabstract(deduced)pred-
icatesQi thatno longerhold, asa resultof thepropagationof : P, arein turn retracted,which causes
theassertionof thenegative predicates: Qi to bededuced.In this way, themappingbetweentheFOL
expressionsandthedomainbecomescomplete.Thisensuresthatnegationin FOL expressionswith state
is handledsuf�ciently .

Partial Knowledge. Becauseall assertedfactsaremaintainedin theknowledgebase,Retenetworks
have accessto all of theavailableknowledge.Sopartialknowledgein thesenseof �nite-statemachine
implementations(seeChapter5) doesnotexist here.

Dynamic Extensibility. Oneof thekey advantagesof this approachis that factscanbeassertedand
retractedfrom thesystemdynamically, andthesetof deducedfactsthatrepresentsabstract,deducedstate
is keptconsistentwith thechange.This is dueto thefact thateachassertionor retractionis propagated
to thesetof deducedfactsby theRetenetworks,andall deducedfactsarere-evaluatedaccordingly.

Maintaining Transparency. The key enablerof CAAT (seeSection5.2) is that Retenetworks are
higher-orderanddealwith freevariablesby default. Eachnodein theRetenetwork operatesaccordingto
analgorithmthatundertakesthetestingof all relevantfactsin memorythatsatisfythenodevariablesand
its conditions.Therefore,thesameRetenetwork canbeusedfor theevaluationof thesameexpression
in any domain,aslongasthenamingof predicatetypesis standard.

8.4 The ExtendedPublish/SubscribeProtocol

The proposedextensionto the publish/subscribeprotocol is equivalent to a high-order service(which
is called AbstractEvent Detection(AED) Service)wheresubscribersdo not just subscribeto event
noti�cations as in the traditional form of this protocol, but to the establishmentand con�guration of
an abstractevent detector(Section8.3.1) for a new abstractevent of interest. The AED Serviceacts
asa mediatorbetweenthesubscriberandthepublisher, andis responsiblefor detectingabstractevents
from primitiveevents.It interactswith publishersandsubscribersusingthepublish/subscribeprimitives
(Subscribe(),Notify())accordingto thefollowing extensionto thetraditionalpublish/subscribeprotocol:
theAED Servicepublishesits interface,usinganeventservicesuchastheCORBA Noti�cation Service
to all thesubscribersandpublishersof primitiveevents.Subscribersregistertheir interestin subscribing
to abstractevent typesof interestby subscribingto a dedicated“AbstractEventSubscriptionListener”
(AESListener()) interface,at theAED Service.Eachsubscriptioncarriesthesubscriberidenti�cation, an
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AESL de�nition, anda �lter 3.

AESListener:subscribe(subscriberId ; AESLdef; �lter )

TheAED ServiceusestheAESListenerto listenfor subscriptionsof theabove type. For eachreceived
subscription,it checksin the abstract event repositorywhetheran event type with the samenameor
AESL de�nition exists,andif so,addsthesubscriberto the list of subscribersfor this event type. If it
doesn't alreadyexist, the AED Serviceregistersthe new event type with the underlyingevent service,
sothattheabstracteventis availablefor �ltering. TheAESL de�nition is madeavailableto theabstract
eventrepositoryalongwith thenew abstracteventtype.Next, theAESL de�nition and�lter areextracted
in order to constructan abstractevent detectorthat detectsan abstractevent of the requestedtype, as
explainedin Section8.3.1. UsingtheAESL de�nition, theprimitive eventsof interestareselectedand
theunderlyingnoti�cation serviceis usedfor subscribingto theprimitiveeventswhicharethentranslated
appropriatelyandforwardedasinputsto theabstracteventdetector.

Eachtime an abstractevent is detected,Notify() is invoked in order to publish the abstractevent.
Notify()publishesboththeabstracteventandits AESL de�nition. Thisprotectstheservicefrom malev-
olenteventsubscriptionin caseof duplicatesubscriptionsto thesameabstracteventtypewith incorrect
AESL de�nitions. The AEUListener()listensfor Unsubscribe()requestsand removes the client that
correspondsto theunsubscribeeventfrom thenoti�cation list for thatabstracteventtype.

Abstract
Event Notifications

Primitive Event 
Notifications

Primitive Event Publisher

Notify()

Notify()

Event Subscriber

DeleteAE()

EventListener()
Subscribe()

Unsubscribe()

EventListener()

Abstract Event Detection Service

AESListener()

AEUListener()

Figure 8.4. Abstract Event Detection (AED) Service.

Thefollowingcall allowsasubscriberto registerinterestin theeventsof typeH ClosestEmptyLocation
(8.1).The�lter of (8.2) is appliedduringsubscription.

AESListener:subscribe(appIOR; � 1 ; � 2 ;type def)

It is assumedthattheapplicationis aCORBA objectknown to thesystemby its remoteobjectreference
(IOR). � 1 and� 2 correspondto (8.1)and (8.2)respectively.

8.4.1 Dynamic Retraction of UnusedAbstract Event Types

Whenno subscribersareinterestedin a speci�c abstractevent type,thedetectionof thatabstractevent
type stopsandany instancesof the abstractpredicatearegarbage-collectedfrom the knowledgebase.

3This interfacealsocontainsasan argumentan AESL type de�nition that is requiredby the underlyingknowledgebase
implementation.Actually, the Subscribe()call is as follows: Subscribe(subscriberId,AESL def, �lter , type def). Although
AESL is a typedlanguage,typede�nitions areignoredin thischapter, but arediscussedin Chapter12.
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This functionalityis implementedby theDeleteAE()interface,which deletestheabstracteventdetector
that correspondsto the abstractevent type of interestfrom the AED Serviceknowledgebase. The
detectoris re-createdthenext timeasubscriberexistsfor thatevent-type.

8.4.2 Satis�ability Checking

As AESL de�nitions areusedasspeci�cationsfor abstracteventdetection,it is desirablethat they are
checkedfor satis�ability, i.e., thatthereexistsa statein thesensor-drivendomainfor which thebinding
de�nition is true.Theoppositecase,thatthereexistsat leastonestatefor which thebindingde�nition is
false,is alsochecked. Breachingof satis�ability canbecausedby a userde�ning anabstracteventthat
correspondsto asituationthatis impossible,e.g.,therequest“ Whenever thesystemadministratoris ata
differentroomfrom thehealthandsecurityof�cer, notify me” is impossibleif thesystemadministrator
is thesamepersonasthehealthandsecurityof�cer.

A prototypeSatis�ability checkingcomponentwasimplementedusingthe theoremprover SPASS
[101]. Thisserviceis discussedin Chapter9.

8.4.3 ResourceDiscovery

A subscriptionlog enablesthe AED Serviceto keeptrack of the availability or not of subscribersand
publishers.If a publisheris unavailable,the AED Servicecanseekredundantsourcesfor that context
type. Furthermore,failure of the AED Servicewill causethe noti�cation of subscribersanda global
CORBA nameserviceallows themto locateredundantservicesthatprovide thesamefunctionality.

8.5 Distrib uted Abstract Event Detection

AERListener()

Notify()

AEDRListener()
Unsubscribe()

DeleteAE()

Abstract Event Detection Service

EventListener()

Subscribe()

Figure 8.5. The interfaces of the distributed Abstract Event Detection Service component.

TheAED Servicewasdiscussedin theprevioussectionasacentralentity, servinganumberof event
publishersandsubscribers.In a large-scaledistributedsensor-driven application,event publishersare
situatedin differentphysical domainswhich canbe distributedin a wide-areasetting. In sucha case,
a centralisedAED Servicewill becomea singlepoint of failure. Instead,theAED Serviceis designed
asa distributedcomponentthat is placedascloseto primitive event publishersaspossible.Note that
this type of load balancingdiffers from the traditionalconcept,asthe aim is not to de�ne the optimal
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server con�guration for sharingtheprocessingload,but rathertheoptimalplacesin thenetwork where
theeventprocessingshouldtakeplacein orderto promotescalability.

Furthermore,AED Servicedistributedcomponentscanbe combinedhierarchically, sharingsome
of theprocessing.The interfaceof thedistributedAED Servicecomponentis seenin Figure8.5. The
Subscribe()andUnsubscribe()interfacesareusedin orderfor thecomponentto subscribeto otherAED
Servicecomponents.Thedistributionof theAED Servicecomponentis madepossibleby thestructureof
theAESL de�nition statements.BecauseAESL de�nitions arestructuredassetsof rules,they areeasily
implementablehierarchically. For example,theAESL de�nition of Example1 canbeimplementedwith
a network of AED Servicedistributedcomponentsasin Figure8.6. AE D 1 detectsabstracteventsof
typeH EmptyLocation(ae1),AE D 2 detectsabstracteventsof typeH ClosestLocation(ae2)andAE D 3

eventsof typeH ClosestEmptyLocation(ae3).

P1

P2

S2

S3

S1

AED 3

AED 1

AED 2

Figure 8.6. Hierarchical distributed AED Service architecture.

8.6 Analysis

This sectiondescribesa prototypescalability analysisof the extendedpublish/subscribeprotocol, in
termsof thenumberof eventsexchangedaswell asthenumberof computationalstepsinvolved in the
creationanddispatchingof events.It is demonstratedthattheoveralleventcostis signi�cantly lowerthan
thatof atraditionalpublish/subscribeprotocol.It is alsodemonstratedthatthecomputationalcomplexity
costis similar to thatof traditionalpublish/subscribe.However, in theextendedversion,computationis
not replicatedunnecessarilyandit canbeeasilyaccommodatedonanappropriateserver.

For simplicity reasons,a centralarchitectureis assumedfor the AbstractEvent Detectionservice.
Thearchitectureconsistsof k domains,eachcontainingon averagen usersandm rooms.It is assumed
thatinstancesof theconcretestatepredicatesL AtomicLocation, H UserInLocation4 andH Distanceare
availabledirectlyasprimitiveeventsin eachdomain,by publishersp1; p2; p3, respectively. Theseevents
arereferredto asAtomicLocation, UserInLocationandDistanceevents,respectively.

8.6.1 ExtendedPublish/Subscribe

A subscriberapplicationis interestedin locatingthe closestemptyroom to eachuserin eachdomain
(Example1), andso it issuesa subscriptionto the AED Service(seeSection8.4). The AED Service
extractstheAESL de�nition from thesubscriptionandusesit asa speci�cationfor generatingtheRete
network thatcorrespondsto thisabstractevent.TheRetenetwork is portrayedin Figure8.2.

It is assumedthat eachuseris moving at an event rateof 1 locationevent per second(which is a
conservativeaverageeventrateproducedby theActiveBAT system).TheAED Servicesubscribesto p1

for AtomicLocationeventsthat representthetopologyof thedomainin termsof thephysical locations.

4Note that for simplicity reasons,it is assumedthat location events that contain the region the user is in, e.g.,
H UserInLocation(Alan,Supervisor,FS15,Of�ce), areavailablein thesystem.
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AtomicLocationeventswill bepublishedonly once(m primitive events)aslong asno new regionsare
addeddynamicallyin the system5 The AED Servicesubscribesto p2 for UserInLocationeventsand
receives,asa result,n noti�cations/secthatconvey thechangesto the locationof eachuserso that the
emptinesspropertycanbe determined.The applicationsubscribesto p3 for Distanceeventsandthus
receivesm � n noti�cations/sec,whichhelpdeterminetheproximity propertyof eachuserto eachroom.
Theoverall numberof noti�cations from thepublishersto theAED Servicecomponentis:

bandwidthp� >AE D = k(n + mn) noti�c ations=sec: (8.4)

TheAED Servicemapsthereceivednoti�cations to instancesof thecorrespondingpredicatesandprop-
agatesthechangesinsidetheabstracteventdetectorof Figure8.2. Calculatingthecomputationalcom-
plexity of the Retenetwork of Figure8.2, asin Chapter7, the overall numberof computationalsteps
performedby this network areO

�
m2n2

�
=sec[53]. A maximumof n tokensthatdescribetheclosest

emptylocationfor eachof then usersaredetectedby thenetwork andpublishedby theAED Serviceas
abstracteventnoti�cations.6

Event Bandwidth. Theworstcaseestimatefor thetotal eventbandwidthrequiredfrom theAED Ser-
vicecomponentto eachsubscriberamountsto:

bandwidth AE D � >s = O(kn) notif ications=sec (overall )

= O (n) noti�c ations=sec (per domain) (8.5)

FromEquations8.4,8.5,it canbeinferredthataslongastheAED Serviceis placedcloseto theprimitive
eventsources,theeventbandwidthfrom thesourcesto theAED Servicewill only contributeto thelocal
network traf�c. For therestof thenetwork, from theAED Serviceto thesubscribers,theeventbandwidth
generatedfrom theabovescenariois O(n).

bandwidth overal l = O (n) noti�c ations=sec (per domain) (8.6)

Computational Complexity. Themaximumnumberof computationalstepsrequiredat theserver that
accommodatestheknowledgebaseateachdomainis:

computational complexity = O(n2m2) computationalsteps/sec(per domain)

Assumingthatthenumberof userscangrow rapidlyandsigni�cantly exceedsthenumberof rooms,it is
worthcalculatingtheabovecomplexity in termsof n only:

computational complexity = O(n4) computational steps=sec (per domain) (8.7)

8.6.2 Traditional Publish/Subscribe

Event bandwidth. In this case,it is thesubscribingapplicationitself thatsubscribesto sourcesp1; p2

and p3, and thereforethe overall noti�cation rate that traversesthe network from the sourcesto the

5For example,in thecaseof SPIRIT[41], a usercande�ne a region in spacewhich will causehis Bat to enteranenergy-
saving modewhenplacedin thatregion.

6In practice,this modelusestwo separateknowledgebaselayers,onefor concretestatepredicatesandonefor abstract
ones,which togetheract as a two-layerstatepredicatecache(Chapter6). This is ignoredin this analysis. In a two-layer
knowledgebase,thereare in averagen + 2 events/secondusedfor the communicationbetweenthe two layersand O(n)
additionalcomputationalsteps/secondin thehigherlayer. Thesenumbersdonotaffect theoverall estimates.
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subscriberis:

bandwidthoveral l = k(n + mn) noti�c ations=sec (overall )

= O (n + nm) noti�c ations=sec (per domain) (8.8)

Assumingthattherearemoreusersonaveragethanrooms,then:

bandwidthoveral l = O
�
n2�

noti�c ations=sec (per domain) (8.9)

Computational Complexity. However, at the applicationside,additionalcomputationsarerequired
in orderto calculatethe emptinesspropertyandall subscribersneedto performthesecalculationsper
second.AssumingthatcalculationsaredoneusingtheRetealgorithm,so thatwe canhave a basisfor
comparison,thenat least0(m2n2) computationsarereplicatedat eachsubscriber. Assumingthatm is
boundedby n, theabovecomplexity becomesO(n4).

computational complexity = O
�
m2n2�

computational steps=sec (per subscriber)

= O
�
n4�

computational steps=sec (per subscriber) (8.10)

8.6.3 Comparison

Theoverall eventbandwidthin thecaseof theextendedpublish/subscribe(Equation8.6) is signi�cantly
lower than that of the traditionalone (Equation8.9). Note that while the worst-caseestimateof the
computationalcost in the traditionalpublish/subscribe(Equation8.10) is similar to the extendedone
(Equation8.7),thecomputationin thetraditionalcaseneedstobeundertakenbyeachsubscriber, whereas
in theextendedpublish/subscribecomputationtakesplaceonce,at theAED Service.

8.7 RelatedWork

Two otherusesof abstract eventshave beenproposedin the literature: Abstracteventsfor distributed
programexecution[56, 57] andabstracteventsfor representingprocessorstatesin a parallel-processing
environment[24]. Both theseusesareunrelatedto thecurrenteffort.

A signi�cant amountof effort hasbeenexpendedalreadyin theareaof large-scaleevent-interaction
basedon thepublish-subscribeparadigm.Mostof thiseffort is focusedonsix designissues:

� Whethertheeventprocessingis performedin onecentral unit or in asetof distributedserversand
in whatcon�guration theserversshouldbeconnected.

� Themessageroutingalgorithm.

� Theselectionprocessthatseparateseventsof interestfrom all otheravailableevents.

� A processingstrategy thatdeterminestheoptimalplacesin thenetwork thatmessagedatashould
beprocessedin orderto optimisemessage traf�c.

� Eventcomposition.

� Middlewaresupport.

As far asthe �rst point is concerned,alternativesincludea centralisedapproach, a distributedap-
proach anda distributednetworkof servers approach[33]. In a centralisedapproach,(OracleAdvanced
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Queueingand IBM MQSeries)a centralentity called an event serviceis responsiblefor storing and
forwardingmessages,exchangedby subscribers andpublishers. Applicationsbasedon suchsystems
(banking,electroniccommerceapplications)have strongrequirementsin termsof reliability, datacon-
sistency andtransactionalsupportbut do not needhigh datathroughput.In a distributedapproachsuch
asthe oneusedby TIBCO, producerscommunicatedirectly with consumersthrougha store and for-
ward mechanismwhich is ef�cient for applicationssuchas�nancial stockexchange.Lastly, Siena[15]
and Hermes[79] usean intermediateapproach,namely, a distributed network of event brokers, thus
combiningloose-couplingwith persistentandreliablemanagementof noti�cations.

As farastheseconddesignstrategy is concerned,differentsolutionsdealwith atrade-off betweenthe
complexity of theroutingalgorithmandtheprocessingpowerof thedistributedservers.Alternativeshere
includebroadcasting[15] andmulticasting[25, 93]. Scribe[93] usesan ef�cient peer-to-peerrouting
method[92] for thedesignof ascalablenoti�cation-disseminationplatformusingrendezvousnodes.

Thirdly, becausesubscribersareusuallyinterestedin particulareventsor eventpatterns,andnot in
all eventsthatarebeingpublished,�ltering canbeusedin orderto identify thenoti�cations of interest
for a givensubscriber. As a consequence,�ltering leadsto thereductionof theoverall eventbandwidth.
This is implementedby theOMG groupin theirEventNoti�cation Speci�cation[61].

Fourthly, several �ltering techniquescanbeusedin orderto furtherreducethenumberof delivered
events.Sienaproposesanovel processingstrategywhichreducesthenumberof exchangednoti�cations,
by usinga mechanismthat observessimilarities betweensubscription�lters andforwardsthroughthe
eventarchitectureonly thosesubscriptionsthatarenot includedin aprevious,moregeneralsubscription
pattern. Hermesimplementsa similar mechanism. Furthermore,Sienaabidesby the principle that
�ltering shouldbe appliedas closeas possibleto the sourcesof noti�cations, whereasa noti�cation
shouldberoutedin onecopy asfaraspossibleandshouldbereplicatedascloseaspossibleto theparties
that areinterestedin it. This is similar in conceptto the combining�lters in SCAFOS,usedto avoid
replicationof computation(seeChapters8 and12).

Signi�cant work hasalsobeendonein theareaof eventcomposition[6, 7, 63,102] , i.e., thecombi-
nationof primitive eventsinto compositeeventsby applyinga setof compositionoperators. However,
event compositiondoesnot offer suf�cient expressivenessfor the requirementsof many applications,
suchastheonesin SentientComputing,nor doesit hide thecomplexity of theeventarchitecturefrom
theapplicationlayer. Usingeventcomposition,in orderfor anapplicationto registerinterestin anab-
stractsituation,it would have to registerfor all compositionsthat leadto the abstractstateof interest.
For example,consideranapplicationthat is interestedin receiving noti�cation abouttheclosest,empty
meetingroomto a mobileuser. Usingeventcomposition,theapplicationwould have to registerfor all
combinationsof eventsthatwould leadto theabove situation,e.g.,it would have to includeeventsthat
leadto all thepossiblewaysthatpeoplehave movedin orderfor a meetingroomto beempty, e.g.,even
for peoplewhohavepreviouslymovedinto themeetingroomandoutof it again.

Hermesappearsto take event interactiona stepfurtherandlooks at the publish/subscribeprotocol
as the basisfor an event-basedmiddleware architecture, providing supportsimilar to traditionalmid-
dlewaresystems(CORBA, Java RMI) in orderto addressissuessuchasfault-tolerance, type-checking
of invocationsandreliability. Furthermore,Hermesaimsto improve the ef�ciency of the delivery of
event noti�cations by usingpeer-to-peerrouting techniquesfor creatingoverlay broker networks [80].
Role-basedaccesscontrol for publish/subscribemiddlewarearchitecturesis theobjective of [10] which
discussesanintegrationof theHermesmiddlewareandtheOASIS [8, 43] framework.

A genericmiddlewarecomponentthatundertakestheprocessof correlatingandaggregatingevents
is presentedin [46]. Thecontributionof thiswork is thatit providesafast,computationallyef�cient way
for thesubscriberto determinewhenasituationof interestis satis�ed,which is at thesametimegeneric
andindependentof thetypeof situationof interest.

Theseminalnotionof abstracteventsin sensor-drivensystemsappearsto have originatedin [7] and
it is mentionedagain later in [6]. However, this early intuition is case-speci�c,staticandnot directly
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applicableto looselycoupledsystems.In bothpublications[7, 6], point to pointcommunicationbetween
theeventsourceandtheeventclient via aneventmediatoris assumed,forcing closecouplingbetween
theeventsourceandtheeventclient. Theseeffortsdonotdiscussthesemanticsof programmablesupport
for thedynamiccreationof abstracteventsin anasynchronousmanner.

In conclusion,existing efforts arenot directly applicableto sensor-drivensystemsbecausethey lack
theability to dealwith very large-scaleevent interaction,dynamicextensibility anda naturalinterface
thathidestheunderlyingeventimplementation.

8.8 Conclusions

Thischapterextendstheworkpresentedin Chapter5,whichadvocatesstate-basedmodellingfor context-
awarenessin sensor-drivensystemsby demonstratingthatsubscribingto changesin systemstateis more
appropriatefor sensor-driven systemsthan subscribingto event sequencesthat lead to suchstate. It
proposesan extensionto the publish/subscribeprotocolthat allows transparency in subscribingto dis-
tributedstate.Chapter5 demonstratedthatcurrenteventmodelshave limitations in this respect,which
aredueto the incompletemappingbetweenthe subscriptionlanguage(FOL) andthe elementsof the
implementationdomain,aswell asthe insuf�ciency of �nite automatato dealwith negationandquan-
ti�cation. In orderto addresstheselimitations,a statemodelwaspresentedin Chapter5. Theproposed
model is implementedusinga deductive knowledgebase,which deducesthe predicatesthat complete
theabove-mentionedmapping.In thischapter, theconceptof abstracteventsaschangesof abstractstate
is introducedandahigher-orderserviceis described.Thisservicetakesasanargumentanabstractevent
speci�cationand,in return,publishesaninterfaceto a furtherservice,anabstracteventdetector, which
noti�es transitionsbetweentrueandfalsevaluesof thespeci�cation.In thisway, scalabilityis promoted,
andthecomputationis placedcloserto thepublishers,avoidingunnecessaryreplication.

Although the scopeof this work hasbeensensor-driven systems,the enhancedpublish/subscribe
protocolpresentedherecanbeusedwith all eventsystemswhereabstracteventsmakesense.
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Chapter 9

Model Checking for SentientComputing:
An Axiomatic Approach

Previouschaptersintroduceda statebasedmodelanda scalableabstractreasoningschemefor context-
awareknowledgein sensor-drivensystems.This chapterinvestigatesthecorrectnessof themodelthat
representsthecurrentstateof thedynamicallychangingworld aswell asits semanticcompatibilityand
interoperability with context-awareapplications.This modelcanbeseenasa concreteinterpretationof
thephysicalenvironmentandconceptuallystandsbetweenthephysicalworld andtheabstract view of
theapplications.A numberof factorssuchasthenon-homogeneityof physicalspaceandtheprecision
of thesensortechnologymay introduceerrorsandinconsistenciesbetweenthephysicalworld andthe
model.Ontheotherhand,theabstractview of theapplicationdomainneedsto becorrectandcompatible
with theconcretemodel,especiallyin thecaseof distributedenvironmentswhereapplicationsneedto
interactseamlesslywith severaldifferentconcretemodelcomponents.

This chapterproposesa system,similar to a model-checker, thatchecksthesatis�ability of theap-
plicationrequirementsagainstthephysicalenvironmentmodel,aswell astheconsistency of themodel
with thephysicalenvironment,thuspromotingdistribution. Theimplementationof theproposedsystem
is basedona theoremprover.

9.1 Intr oduction

Chapters5, 6 and7 discussvariousaspectsof a modelfor sensor-drivensystemswhereabstractknowl-
edgeis deducedfrom concreteknowledgeaccordingto AESL de�nitions. However, this dualabstract
mapping, i.e., from thephysicalenvironmentto theconcretemodelandfrom theconcretemodelto the
applicationlayer, canbeaffectedby a numberof factorsin termsof correctness,completenessandcon-
sistencyof both the modelandthe applicationspeci�cations. The most importantof thesefactorsare
summarisedbelow:

� Non-homogeneousspaceand the natural laws of physics. The applicationspeci�cationsmay
containlogical fallaciesthat arecausedby ignoring the physical constraintsthat are introduced
by thespatialtopology, i.e., a personcannotbein morethanonelocationsimultaneously, andhe
cannotmove throughwalls.

� Semanticsuf�ciency of themodel. Theapplicationis notawareof thecorrectnessor thegranularity
of the model of the physical world that dependsdirectly on the capabilitiesof the underlying
locationsystem.For example,a modelthat is updatedby Active Badge[106] locationsightings
only knows aboutrooms. Sucha model cannotreasonwith any applicationrequirementsthat
involve positionsor regionssmallerthanrooms.For example,sucha modelcannotdetermineto
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which PCin theroomtheuseris closer, andthereforesuchanapplicationrequirementwould be
unsatis�ableby the speci�c model. However, a modelthat dependson the Active BAT [41] for
locationinformationknows theexactpositionof a userandcandeducemuchmoreabstractstate
in orderto satisfytheapplicationrequirements.

� Correctnessof abstract applicationspeci�cation. Theapplicationspeci�cationmaybeincorrect,
in which caseit will not be satis�ableby the modeleven if the modelis semanticallyadequate.
Errors can occur from violating logical constraints,suchas the onesthat are derived from the
functionaloperationof locationpredicates.For example,the situationin which the C expert is
typing at his keyboardwhile at the sametime the systemsadministratoris having a coffee is
impossibleif thesystemadministratorandtheC expertarethesameperson.Feedbackshouldbe
returnedto theapplicationin suchacase.

Modelchecking[18] wasproposedin 1981by Dr. EdmundClarckasamethodfor formally verifying
�nite-state concurrentsystems,wherespeci�cationsaboutthe systemareexpressedastemporallogic
formulas,andef�cient symbolicalgorithmsareusedto traversethe modelde�ned by the systemand
checkif thespeci�cationholdsor not. We proposea veri�cation techniquesimilar in conceptto model
checkingthat checksabstractknowledgede�nitions (AESL de�nitions) for correctnessandsemantic
compatibilitywith themodelsof thesensor-drivendomains.Correctnessis establishedagainsta setof
spatio-temporalconstraintsandagainstasetof logicalconstraintsthatmakesurethatlogicalfallaciesare
excluded.TheSentientmodelisalsocheckedfor correctnessbycheckingeachsensorupdateagainstaset
of spatio-temporalspeci�cations.Whenever a speci�cationis foundunsatis�able,appropriatefeedback
canbe given to the applicationthat canbe usedfor the selectionof a moreappropriatemodel,or an
adaptationin theapplication'sbehaviour.

9.2 Factors that Affect Modelling

Themainfactorsthatmaketheconcretemodelincompleteor inconsistentwith thephysicalenvironment
is thecombinationof thebehaviour of thesensortechnologythatinstrumentsphysicalspaceandthenon-
homogeneityof physicalspaceitself. Themainsensortechnologyusedfor physicalspacemodellingis
location technology. Locationtechnologiesvary in precision,andan impreciseor an incorrectreading
will introduceanerrorin theconcretemodel.Becausespacecandiffer somuchfrom onecm3 to another,
suchanerrorcanleadto an illegal modelstate.For example,a usercanbeseen�oating in theair, or
walking insideawall.

Similarly, theapplicationabstractview canbeincompleteor inconsistentcomparedto theconcrete
model. Inconsistenciesherecanbe introducedvia incorrectapplicationspeci�cationse.g.,anapplica-
tion speci�cationmay describean abstractstatewherethe applicationis interestedin pagingthe �rst
availableC++ expert,while thesystemadministratoris unavailable.Thisparticularabstractstatecannot
bereached,aslongasthesystemadministratoris theonly C++ expert.

Anotherconstraintderivesfrom the situationin which an applicationinteractswith morethanone
concretemodelat differentlevels of knowledge precision.For example,the above applicationspeci�-
cationwould beunsatis�ablefor a modelthatonly knows which rooma useris in andthereforecannot
determinewhetherone is using a PC or not. The proposedsystempreventsthe above problemsby
checkingtheconcretemodelagainstasetof speci�cationsthatpreventthemodellingof illegal states.

9.3 Speci�cations

Speci�cationsaredescribedin termsof FOL axioms,andcanbeclassi�ed into threesets:Spatialand
logical specs,ModelspecsandApplicationspecs.Spatialand logical specsareusedto checkthecon-
sistency of themodelagainstthephysicalenvironment. They representphysical constraintsthatapply
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to all Sentientenvironments(seeSection9.2). Modelspecsareusedto determinewhethertheabstract
speci�cationsarecompatiblewith theconcretemodelor whetherthemodelis semanticallysuf�cient for
theapplicationspeci�cation.Applicationspecs1 areprovidedby theapplicationsin theform of axioms
andaimto bindconcretestatepredicatesto ahigh-level, abstractstatepredicate,referredto in thispaper
asthegoal theorem. Goaltheoremsarecheckedfor satis�ability againstapplicationspecs,modelspecs
andspatialandlogical specs.Moreover, eachsensorupdateis checked for satis�ability againstspatial
andlogical specs.

Overall Speci�cation

Thesatis�ability of theoverall speci�cationis modelledby thepredicateSpecSuccess, which is de�ned
asequivalentto theconjunctionof thepredicatesthatsignify thesatis�ability of theapplicationmodel
andspatialspeci�cations,respectively:

AppSuccess^ : ModelFailure^ SpatialSuccess ) SpecSuccess

9.3.1 First-Order Logic Description of a SentientModel

Considera Sentientenvironmentwith j users(uid) thatsharem roles(r ole) andmove aroundn loca-
tions (r id) that canbecharacterisedby u attributes(r attr ). Using themodelde�nitions of Chapter5,
factsareof typeL AtomicLocation (r id; r attr ; polygon), H UserInLocation (uid; r ole;r id; r attr ), or
H Distance(v; uid; r ole;r id; r attr ).

9.3.2 Spatial and Logical Speci�cations

SpatialandLogical Speci�cationsaim to representconstraintsthat derive from the characteristicsof
physical space(seeSection9.2). Both application-provided theoremsandnew factsproducedby the
sensorinfrastructurearecheckedagainstthis setof speci�cations.Thefollowing axiomsrepresentsuch
speci�cations:

Axiom 1. Eachusercanbein only onepositionata time.

(x1 = x2) ^ (y1 = y2) ^ (z1 = z2)

_: L UserAtP osition (uid; r ole1; x1; y1; z1)

_: L UserAtP osition (uid; r ole2; x2; y2; z2)

Theabove axiompreventstheapplicationfrom makinga speci�cationthat implicitly requiresthesame
userto be in two differentpositionsat thesametime, usuallyundera differentrole, e.g.,a userwho is
botha systemadministratoranda C++ expert. We canalsosaythatL UserAtPosition is a functionin
thedomainof theconcretemodel.A directconsequenceof theaboveaxiomis thefollowing:

Axiom 2. If anobjectis containedin morethanoneregion, thesearenested.

(L N estedLocation(r id2; site-l ist 2) ^ I nList (r id1; site-l ist 2))

_ (L N estedLocation(r id1; site-l ist 1) ^ I nList (r id2; site-l ist 1))

_: H UserI nLocation (uid; r ole1; r id1; r attr 1)

_: H UserI nLocation (uid; r ole2; r id2; r attr 2)

1Applicationspecsareequivalentto AESL de�nitions.
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Theabove axiomsdenotesthat if a useris known by thesystemto be insidetwo differentregionsthen
theregionsarenested2.

Axiom 3. A usercannotbelocatedinsideacompactsurfacesuchasawall.

I sOpaque(x1; y1; z1) )6 9L UserAtP osition (uid; r ole;x1; y1; z1)

Thisaxiomcanbeusedto discoveranerroneouslocationsystemsighting.ThepredicateSpatialSuccess
is usedin orderto denotethatall axiomsin thiscategoryaresatis�ed.

9.3.3 Model Speci�cations

Modelspeci�cationsareusedin orderto determinewhethertheconcretemodelis preciseenoughfor the
applicationspeci�cation.Modelspeci�cationsareprovidedbothby theapplicationandthesensor-driven
modelside.Theapplicationprovidesanatomicformula:

Requir edPr ecision(x; y)

Thepair x; y is a con�dencelevel that characterisestheprecisionof the locationmodelling. The term
x takesvaluesfrom thesetf region; coordinatesg anddenotesthetypeof the locationtechnology, and
y 2 [1� � � 10] representstheaccuracy of thecoordinatesystem3. Thehighertheaccuracy, thehighery.
Theconcretemodelprovidestheatomicformula:

Pr ovidedPr ecision(x; y)

The pair x; y is alsoa con�dencelevel 4 for locationmodellingprecision. Similar predicatescanbe
inventedfor othertypesof information.

Axiom 4. Theknowledgeprecisionrequiredby theapplicationshouldbenogreaterthantheknowledge
precisionofferedby theunderlyingmodel.

Requir edPr ecision(r egion; 0) ^ Pr ovidedPr ecision(r egion; 0) ) : M odelF ail ur e(x; y)

Requir edPr ecision(r egion; 0) ^ Pr ovidedPr ecision(coordinates; y) ) : M odelF ail ur e(x; y)

Requir edPr ecision(coordinates; x) ^ Pr ovidedPr ecision(coordinates; y)

^ > (x; y)

) M odelF ail ur e(x; y)

Requir edPr ecision(coordinates; x) ^ Pr ovidedPr ecision(coordinates; y)

^ > (y; x) ) : M odelF ail ur e(x; y) (9.1)

Initially the predicateModelFailure is set to true. Eachaxiom which is satis�ed setsit to false. If
ModelFailureequalsfalse,themodelspeci�cationsaresatis�ed.

2It is assumedthatno regionsareoverlapping.
3If x=”region”theny=0 by default.
4Here, it is assumedeithercoordinateor containmentgranularityfor the locationsystem,anda con�dencelevel for the

precisionof thecoordinatesystemin 95%of themeasurements.
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9.3.4 Abstract KnowledgeDe�nitions (AESL De�nitions)

Assumean applicationthat needsto determinethe closestemptymeetingroom to the CTO of a com-
pany so that it caninitiate a tele-conference.It is, therefore,interestedin knowing whenthepredicate
ClosestEmptyLocation (uid; CTO; r id; Meeting Room) is true,aswell asthevalueof r id. Because
sucha predicatedoesnot exist in thesystem,theapplicationneedsto bind this to a setof factsthat the
systemknowsaboutin a logicalway.

The AESLde�nitions can be seenbelow (for reasonsof simplicity we assumethat the predicate
ClosestLocation is calculatedby thesystemusingthepredicateDistance).

Requir edPr ecision(r egion; 0)

69uid H UserInLocation (uid; r ole;r id; r attr ) ) H EmptyLocation (r id; r attr )

H D istance(v1; uid; r ole;r id2; r attr 2) > H D istance(v2; uid; r ole;r id1; r attr 1)

) H ClosestLocation(uid; r ole;r id1; r attr 1)

H ClosestLocation(uid; r id; r ole;r attr ) ^ H EmptyLocation (r id; r attr )

) H ClosestEmptyLocation (uid; r id; r ole;r attr ) (9.2)

The goal theoremis the theoremthat needsto be checked for satis�ability. Satis�ability of the goal
theoremimpliesthesatis�ability of theapplicationspeci�cation,i.e.,thepredicateAppSuccess, which is
initially true,remainstrue. In thiscase,

9r id(H ClosestEmptyLocation (uid; CTO; r id; Meeting Room)) ) AppSuccess (9.3)

9.4 Proof by Resolutionand Satis�ability

Thecontribution of this work is basedon usingtheconceptof satis�ability asthefoundationfor evalu-
atingtheconformanceof applicationspeci�cationsandsensorupdatesto theSentientmodel.

A satis�ability problemin conjunctive normalform (CNF) consistsof theconjunctionof a number
of clauseswherea clauseis a disjunctionof a numberof variablesor their negations. Given a setof
clausesC1; C2; � � � Cm on thevariablesx1; x2; � � � ; xn , thesatis�ability problemis to determineif the
formula

C1 ^ C2 ^ � � � ^ Cm

is satis�able,thatis if thereis anassignmentof valuesto thevariablessothattheaboveformulaevaluates
to true.Clearly, this requiresthateachCj evaluatesto true.

Automatictheoremproversaim to �nd a proof for a theoremgivena setof axiomsthatareknown
to betrue.A commonmethodfor �nding aproof is by resolution. Accordingto proofby resolution,the
setof axiomsandthegoaltheoremaretransformedto conjunctivenormalform (CNF),andresolutionis
appliedto the resultingsetof clauses.Existenceof proof is equivalentto thesatis�ability of thesetof
clauses.

9.4.1 The TheoremProver SPASS

SPASS[107] is a�rst-order logic theoremproverwith supportfor equality, andit wasusedin aprototype
implementationof a satis�ability servicewhoseAPI is shown in Figure9.1. SPASSalsofeaturesa Web
interface(WebSPASS)[101], aswell asintegratedsupportfor transformingFOL formulasinto a small
numberof conjunctivenormalform (CNF)clauses[75] beforetestingfor unsatis�ability.
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9.4.2 Example

Let usassumethat theabove applicationspeci�cationneedsto be testedagainsta modelwhich knows
of locationsin termsof coordinates,with accuracy of 3 cm,in 95%of thecases,suchastheActiveBAT.
This canbeencodedwith thepredicateProvidedPrecision(coordinates; 9). Whentestedwith SPASS,
thegoaltheoremis foundto becorrect.

SPASS V 2.0
SPASS beiseite: Proof found.
Problem: /tmp/webspass-webform_2003-09-09_00:40:50_2975l.txt
SPASS derived 2 clauses, backtracked 0 clauses and kept 57 clauses.
SPASS allocated 528 KBytes.
SPASS spent 0:00:00.33 on the problem.

0:00:00.04 for the input.
0:00:00.09 for the FLOTTER CNF translation.
0:00:00.02 for inferences.
0:00:00.00 for the backtracking.
0:00:00.04 for the reduction.

sensor

AddFOLFormula()

AddFOLFormula()

model

LoadFOLModel()

LoadFOLModel()

CheckSatisfiable()

CheckSatisfiable()

Figure 9.1. The Satis�ability Service and its API.

TheLoadFOLModel()interfaceis usedfor loadingSAL factsthatdenotethespeci�c implementation
of eachdomain,in termsof thetopology, thenumberof usersandthespeci�c requirementsof theinstru-
mentationtechnology. TheCheckSatis�able()interfacechecksthesatis�ability of a logical formulathat
representsanapplicationde�nition, asdescribedin thischapter. Suchapplicationde�nitions correspond
to AESL de�nitions discussedin Chapter12. Lastly, theAddFOLFormula interfaceassertsa SAL fact
derivedfrom asensorandchecksthis for consistency with theFOL model.

9.5 Conclusionsand Further Work

A servicethatchecksSentientComputingspeci�cationsfor correctnessandsemanticcompatibilitywith
Sentientmodelswaspresentedin this chapter. Threetypesof correctnessspeci�cationshave beendis-
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cussed.Theserviceis basedon thetheoremprover SPASS,andprogramminglogic hasbeendeveloped
thatensuresthatall speci�cationsaresatis�edfor theoverall applicationspeci�cationto hold.

Furtherwork includes:

� Evaluatingthesatis�ability of thetemporalpropertiesof theAESL de�nitions, in additionto the
logical ones. This requiressupportin the theoremprover for mathematicalevaluationsuchas
equality, inequality, etc.

� Theperformanceof theSatis�ability Service,whenusedfor evaluatingreal-timesensorupdates,
remainsto betested.
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Chapter 10

SCAFOS:A Framework for the
Developmentof Context-Aware
Applications.

This chapterdescribesaninfrastructurethat facilitatesthecreationanddeploymentof applicationsthat
satisfy the requirementsfor context-awarenessin sensor-driven systems,asstatedin Chapter5. The
userprovidesa high-level speci�cationof theapplicationto bedevelopedusingSCALA (Chapter12).
SCAFOSundertakestheburdenof theend-to-endimplementation,from theuserto thesensorlayer. Dur-
ing the end-to-endprocessing,SCAFOSchecksthe correctnessof userrequirements,decideswhether
thespeci�cationis feasiblegiventheunderlyingcomponents,and,if it is, it requeststhecreationof the
necessaryeventsandsubscribesto them. It thenmonitorsthe distributedcomponentsof interest,and
generatesthe abstractstatethat the applicationis interestedin from aggregated,concreteandabstract
statethat is availablein the model. Oncethe speci�cation is met, the desiredsystemresponseis trig-
gered.Thischapterdiscussesthework donein implementingSCAFOSandtheinsightsgainedfrom the
implementation.

10.1 SCAFOS

TheSCAFOSframework is aprototypeimplementationof themodelproposedin chapters5 to 7. For the
mostpart, the implementationis basedon Java, asthis is a widely-usedlanguagethatcanbecompiled
to differentplatforms.ThedetailedSCAFOSarchitectureis portrayedin Figure10.1.This architecture
consistsof asetof componentsthatprovide thefunctionalitydescribedin this thesis.Theseareoutlined
here:

� TheECA Serviceallows thedevelopmentof context-awareapplications.Its designis inspiredby
initial work presentedin [59] but it hasbeenextendedandthinneddown in orderto beintegrated
with SCAFOS.Thefunctionalityof theECA serviceis discussedin moredetail in Chapter10.

� The Satis�ability Serviceimplementsthe servicedescribedin Chapter8. It checksthe correct-
nessof thespeci�cationin termsof abstractknowledgeandaddressesany con�icts betweenthe
speci�cationandtheimplementation.

� TheAbstractEventDetectionServicecomponentimplementstheservicedescribedin Chapter7,
i.e.,ahigher-orderservicethatcreatespublishersfor abstracteventsaccordingto thespeci�cations.
TheAED Servicecanbedistributedto morethanonecomponent,asdiscussedin Chapter7.

159
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Deductive KB
Abstract Event

Detection Service

MovementUpdate()

ExportFOLModel()

CreateECAApp()UserUpdate()
LoadFOLModel()

CheckSatisfiable()

TriggerAction()

Context Aware 
Application Service

Subscribe()

Subscribe()

Publish()

LocationUpdate()

PublishAEDSEvent()ExportFOLModel()

Inference Service
Statistical 

Publish()
Fact()

FactLikelihoodUpdate()

SensorUpdate()

AssertUpdate()

UserQuery()

UserQuery()

TriggerResponse()

Satisfiability Service

Figure 10.1. The SCAFOS conceptual framework.

� TheDeductive KnowledgeBase(KB) componentimplementsthemodelfor abstractandscalable
reasoningof Chapter6. More thanoneDeductiveKnowledgeBasecomponentmayoperatein the
infrastructurefor reasonsof distribution (seeSection10.1.1).

� The StatisticalInferenceServicesupportsmovementrecognitionand likelihood estimation,as
discussedin Chapters3 and4.

10.1.1 Distrib ution and Transparency

Transparencyin distributedcommunicationis ensuredby usingCORBA technologyin orderto imple-
ment the componentsof the architecture.Resource discovery of the SCAFOSservicesis enabledby
usinga global CORBA nameservice. The AED Servicemaintainsa subscriptionlog that allows it to
checkfor theavailability of publishersandsubscribersvia thenameservice.Subscriberscanalsocheck
theavailability of theAED Serviceandseekredundantresources.

TheDeductive KB componentin Figure10.1 is implementedasa CORBA object,which makesit
accessibletransparentlyvia multiple remoteclients,suchasthe Abstract EventDetectionService, the
StatisticalInferenceService, theSatis�ability ServiceandtheuserinterfacesSubscribe(), UserQuery()
andUserUpdate(). CommunicationbetweentheDeductive KnowledgeBasecomponentandtherestof
thecomponentsis asynchronoususingtheCORBA noti�cation service. However, insidetheDeductive
KB component,communicationis achieved asynchronouslyby passingstringsasremoteinvocations.
Figure10.2illustratestheuseof theinterfacesSubscribe(), UserQuery()andUserUpdate(). Theseinter-
facesareexportedto acentralSCAFOSinterface,which,whenever it is invoked,triggerstheinvocation
of theappropriateinterfacesin eachcomponent.For example,whentheSCAFOSinterfaceUserQuery()
is invokedby thequerylocateanemptyroomwhich is closestto theCEO, all therespectiveUserQuery()
interfacesin all therelevantDeductiveKB componentswill beinvoked.
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user

UserQuery()

UserUpdate() CreateECAApp()

domain A

domain D

domain B

domain E

domain C

domain F

Subscribe()

Figure 10.2. Deductive KB distribution

10.1.2 Concurrency

TheDeductive KB componenthasbeenimplementedwith concurrency in mind. The InterfacesUser-
Query(), CreateAESLDef()andUserUpdate()useReadandWrite locks to ensurethat integrity similar
to theMultiple Readers - SingleWriter problemis achieved. SCAFOSrunsindependentlyof the life-
cycle of the applicationsthat arecreatedin the framework. Context acquisition,applicationcreation,
subscriptionandqueriesareconstantlyavailable.This is madepossiblebecausetheDeductiveKB com-
ponentis threaded.A new listenerthreadis spawnedthat listensfor CreateAESLDef(), UserUpdate()
andUserQuery()calls,everytimesuchacall is processedby theDeductiveKnowledgeBasecomponent.
Thesameappliesto theSubscribe()interfaceof theAED ServicecomponentandtheCreateECAApp()
interfaceof theECA Servicecomponent.

10.1.3 Maximum Integrability

Theimplementationof SCAFOSis basedonJavawhich is ahighly integrableplatform.Theknowledge
basecomponentis written in Jess[51], which is a Java shell for the expert systemCLIPS [19]. Com-
municationbetweenJessandJava is achievedby passingstring-basedevents.Datais extractedfrom the
sensorreadingsandanappropriatestringis constructed.Appropriatelistenersandeventpublisherscan
be written for any sensortechnology. CORBA eventsproducedby the Active BAT andActive Badge
sensorreadingshavebeenusedin thisscheme.

10.2 The DeductiveKB component

Theprototypeimplementationof SCAFOSis describedin moredetailhere.It consistsof thefollowing
logical components.(Figure10.3):
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Event Adaptor

Event Listener DB

KB

listener thread

Rete Manager

GUI/SCALA

Client

Parser

sensor

ExecuteReteCommand()

ExecuteReteCommand()

DeductiveKB

SensorUpdate()

UserQuery()
UserUpdate()

ExportFOLModel()

Figure 10.3. Software components architecture.

A KnowledgeBaseComponent. A knowledgebaseis implementedin Jess[51].

A DatabaseComponent. The databasecomponentholds the predicatede�nitions of the model of
Chapter5, aswell asa setof initial factsthatdescribetheentitiesin thelocal domainsuchasits topol-
ogy (SAL predicatesL AtomicLocation, L NestedLocation, L InRegion). As staticknowledgeheld in
thedatabaseis separatedfrom thedynamicknowledgethat is alsoheld in theknowledgebase,a single
databasecomponentcanbeusedin orderto loadthemodelandinitial con�guration into morethanone
knowledgebasecomponent,thusachieving load-balance.If persistenceis required,thedatabasecanbe
usedto storesnapshotsof thedynamicknowledgestoredin theknowledgebase.In theprototypeimple-
mentation,the databaseis implementedin mySQL[70], which is an opensourcedatabasetechnology.
An object-wrapper, implementedin Castor[16], operatesabovethis,providing anobjectinterfaceto the
underlyingdatabase.

A ReteManager Object. TheReteManager is implementedasa CORBA object. This objectman-
agesall accessesto theknowledgebaseby meansof remoteinvocations.TheReteManager exportsan
IDL interfacethatconsistsof two methods:ExecuteReteCommand(stringcommand)andExecuteRead-
ReteCommand(stringcommand). The ExecuteReadReteCommand(stringcommand)methodcontains
a Readlock so that multiple threadscan accessthe sameknowledgebaseconcurrently. The Exe-
cuteReteCommand(stringcommand)containsa write lock sothatmultiple threadscanaccessthesame
resourceexclusively. Bothmethodstakeastringwhichrepresentsthecommandasanargumentandpass
it to Jesswherethecommandis assertedin theknowledgebase.Jessraisesa numberof exceptionsthat
arecapturedby theReteManagerif theassertionis unsuccessful.Referringto Figure10.1,it is worth
notingthattheinterfacesUserQuery(), Subscribe()andUserUpdate()areonly implementedthroughthe
IDL interfaceExecuteReteCommand().

InsidetheDeductive KnowledgeBasecomponent,multiple knowledgebasecomponentsand,con-
sequently, ReteManagerobjects(Figure10.3) canbe created,initialised andused. This enablesthe
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layeringof theknowledgebase(seeChapter6) andallows for ef�cient load-balancingalgorithmsto be
used.

An Event Adaptor Object. An EventAdaptorobjecttranslatessensor-derivedevents(from SPIRIT
andQoSDREAM)to Jessfacts,andassertsthesein theknowledgebase.

A Listener Thr ead. Thelistenerthreadconsistsof theentitiesEventListenerandEventAdaptor. The
EventListener listensfor location eventsproducedby the Active BAT and the Active Badge(using
QoSDREAM).It has�ltering capabilitieson eventtypeandeventattributes.Onceanevent is received,
it extractsthe object attributesfrom the event. It then passesthe object and the locationdatato the
EventAdaptor. The EventAdaptor is a CORBA client object that performsthe translationbetween
the received event anda string andperformsa remoteinvocationon the ReteManager. It reportsany
exceptionsraised.Two EventListenercomponentshavebeenbuilt thatlistenfor ActiveBAT andActive
Badgeevents,respectively. Severalsuchthreadsmayoperateconcurrently.

class EventListener extends EventClient
{

public EventListener(EventDescriptor eventDes) throws Exception
{

super(eventDes,null);
}

public void push_structured_event(StructuredEvent event)
{

System.out.println("Got an event!");
Vtimer++;
System.out.println("Vtimer= " + Vtimer);
Person next=null;

try {
org.omg.CosNotification.Property[] values=event.filterable_data;

int locatableId = values[0].value.extract_long();
int regionId = values[1].value.extract_long();
int oldOverlap = values[2].value.extract_long();
int newOverlap = values[3].value.extract_long();

}

A User Interface. A prototypeuserinterfacehasbeenbuilt which allows usersto assertrules(AESL
de�nitions) into theknowledgebase,throughtheReteManagerobject. Two differentapproacheshave
beenimplemented.In the �rst approach,theuserassertsa string in SCALA that is parsedinto a setof
CLIPSrules,which areassertedthroughtheExecuteReteCommand()interfaceinto theknowledgebase
component.In thesecondapproach,anobject-orientedrepresentationis usedfor themodelof Chapter5.
In this scheme,eachpredicateis modelledby a Java Bean[50] class,andan instanceof this classis
generatedfor eachpredicateinstance.BecauseBeanscanbeeasilyportrayedgraphically, this approach
hastheadvantagethata GUI caneasilybeconstructeddirectly from themodel.Theimplementationof
theUserLocationBeanis shown below for illustration.

public class UserLocationBean extends JPanel implements ActionListener,
Serializable

public String b_name="UserLocationBean";
public int bid=0;
private String type = "Movement";
private int u_id= 0
private String name="" ;
private String surname="";
private String username="";
private Region office= null;
private String phone="";
private String email="";
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private String imageFilePath= "/home/ek236/photos/";
private String imageFileName;
private String ulocation= " " ;

private String role=" ";
private float timestamp=0 ;
protected ImageIcon image;
public UserLocationBean(){
}
public UserLocationBean(String icon) {
this.setImageFileName(icon);
image = new ImageIcon(icon);
}
public String getName() {return name; }
public String getSurname() {return surname;}
public String getUlocation() {return ulocation;}
public void setName(String s) { name = s; }
public void setSurname(String s) {surname = s;}
public void setRole(String r){role=r;}
public void setUlocation(float z){uz=z;}

}}

A MessagingClient. A client that deliversmessagesvia an email server andSMS messagesvia an
email-smsgateway hasbeendevelopedusingtheUserfunctioninterfaceof Jess.Theclient is triggered
from theknowledgebaseasaresultof the�ring of arule. TheJavainterfacejess.Userfunctionrepresents
asinglefunctionin theJesslanguage.Thedevelopercanaddnew functionsto theJesslanguagesimply
by writing a classthat implementsthe jess.Userfunctioninterface,creatinga single instanceof this
classand installing it into a jess.ReteobjectusingRete.addUserfunction(). The Userfunctionclasses
canmaintainstate;thereforeaUserfunctioncancacheresultsacrossinvocations,maintaincomplex data
structures,or keepreferencesto external Java objectsfor callbacks. A single Userfunctioncan be a
gateway into a complex Java subsystem.For the implementationof the interruptibility managerusing
JESS,the jess.Userfunctioninterfacehasbeenusedto integrateJESSwith the rest of the Java code
responsiblefor event reception(Event manager)and action execution(Noti�cation Execution). The
following exampleillustrateshow thejess.Userfunctioninterfacehasbeenimplementedto integrateJess
with thenoti�cation server.

import java.io.*;
import jess.*;
import java.net.*;
import java.io.*;
import java.util.*;
import Smtp;
import Mail;

public class SendEmail implements Userfunction
{

//The name method returns the name by which the function will appear in Jess.

public String getName()
{

return "sendmail" ;
}

public Value call (ValueVector vv, Context context) throws JessException
{
try{

Smtp smtp = new Smtp("wrench.eng.cam.ac.uk");
String addr = vv.get(1).stringValue(context);

String sub = vv.get(2).stringValue(context);
Mail email= new Mail("ek236","Prof. Hopper has entered the LCE");
email.start();
} catch (Exception e){

System.err.println(e.getMessage());
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}
return new Value ("mail sent!", RU.STRING);

}
}

Thecall() methodis thecoreof theUserfunction.Whencall() is invoked,the�rst argumentwill bea
ValueVectorrepresentationof theJesscodethatinvokedthefunction. For example,whenthefollowing
Jessfunctioncallsaremade,

Jess> (load-function SendEmail)
Jess> (sendmail ek236 ``Prof. Hopper has entered the LCE.'')

anemailis sentto userek236with thesubject:“Prof. HopperhasenteredtheLCE.”

10.3 Conclusions

TheSCAFOSframework,whichimplementsthemodelof Chapters5 to 7,hasbeendescribed.SCAFOS
hasthefollowing properties:

� It facilitatesthecreationanddeploymentof context-awareapplicationsin sensor-drivensystems.
Context-awareapplicationsthat operatein SCAFOSareautomaticallyintegratablewith existing
context-awareservices,andthey satisfyall therequirementsof Chapter5.

� It is threaded,so it guaranteesconstantcontext acquisitionandconstantavailability of the Cre-
ateECAApp(),UserQuery(),Subscribe(),UserUpdate()interfaces.

� It promotesscalability, portability, extensibility andan easilyconstructibleuserinterface. It is
easilyintegrablewith heterogeneoussoftwaretechnologies.
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Chapter 11

Applications

This chapterpresentsanevaluationof SCAFOSby discussingthe implementationof four exampleap-
plications.

11.1 Experimental Setup

In ordertoevaluateSCAFOS,thefollowingexperimentwascarriedout: themovementsof 20usersin the
old LCE weremonitoredusingtheActiveBAT locationsystemfor aperiodof 40hoursand48minutes,
startingat21:20ondayoneand�nishing approximatelyat14:08ondaythreeof theexperiment.During
that time, a total of 30; 612eventswerereceived. Theseeventswerepublisheddirectly by SPIRIT, and
thereforethey correspondto theL UserInLocationpredicateratherthantheL UserAtPositionpredicate,
i.e., they containthe user's locationin termsof a room, ratherthanthe user's positionin termsof co-
ordinates.For example,a “sighting” of the userDaveScottin Room10 at 13:45 is modelledby the
event

L UserInLocation(DaveScott,Room10,13:45):

The L InRegion predicate(Chapter6) is implementedinternally in SPIRIT. The UserInLocationpred-
icate is usedboth with the pre�x L andH dependingon whetherit is seenasa high-level predicate
deducedfrom theL UserAtPositionpredicateor a low-level predicatereceiveddirectly from SPIRITas
is thecasein thisexperiment.

A setof librarieswereloadedin SCAFOS'deductiveknowledgebasecomponentin orderto generate
thesystem'sdesiredbehaviour. Two of theselibrarieswereusedfor modellingtheold LCE environment
(a totalof 29Jessrules).The�rst library containedrulesto de�ne theold LCE'sspatialtopology. These
rulesgenerateinstancesof theSAL predicatesL AtomicLocationandL NestedLocation. Thesede�ne
theavailablerooms,�oors andlaboratories(Old-LCE,Fallside,GRO), etc.,andtheattributesassociated
with them. For example,Room7 is associatedwith the attributesAndy's Of�ce, Of�ce, Supervision
Area. Room7 is alsocontainedwithin Floor 5 which is in turn containedwithin Old-LCE, Engineering
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DepartmentandCentral Cambridge.

L AtomicLocation(Room7; (Andy'sof�ce; SupervisionArea; Of�ce))

L NestedLocation(Floor 5; (MeetingRoom; Room7; Room8; Room9; Room10;

Room11; Alcove; CoffeeArea; Corridor))

L NestedLocation(Old-LCE; (Floor 4; Floor 5))

L NestedLocation(Engineering; (Old-LCE; Fallside; GRO))

L NestedLocation(Central Cambridge; (Engineering; Chemistry;

ChemicalEngineering))

Thesecondlibrary thatwasusedin thisexperimentcontainedrulesthatgenerateabstracteventtypedef-
initions,bothfor theSAL predicatesandfor theabstractpredicatesthatareusedin theexampleapplica-
tions; thesede�ne thepredicatesH UserIsPresent, H UserCoLocationandH UserInDeducedLocation.
All abstractpredicatetypede�nitions canbegeneratedfrom theAESL de�nitions of theapplicationsof
interest(Chapter12). Thethird library usedcontainedrulesthatgeneratein SCAFOSthemathematical
andlogical functionsof Chapter5. A fourth library containedrulesthatcreatetrigger-querynodessuch
astheonesthatarediscussedin Chapter8. This library canbeautomaticallygeneratedby de�nitions
of theapplicationsof interestusingtheSCALA language(Chapter12). Finally, a �fth library wasused
in orderto generatethebehavioursof boththesingle-layeranddual-layerknowledgebasecomponents
(Chapter6).

11.2 Applications

This sectiondiscussesfour applicationsthat werewritten usingSCAFOS.Eachapplicationde�nes an
abstracteventtypeof interestby providing anAESL de�nition for thateventtypethroughtheSubscribe()
interfaceof Chapter8. SCAFOSpublishesevent instancesfor that event type. Event correlationis
undertakenby SCAFOS'deductiveknowledgebasecomponent.

Example1. “Notify meby emailwheneverany usermovesfrom oneroomto another.” Thisapplication
sendsan e-mail noti�cation to a requestinguserevery time any usermovesfrom oneroom to another
in the old LCE. The applicationsubscribesto abstracteventsof type H UserInLocationthroughthe
Subscribe()interfaceby providing thefollowing AESL de�nition:

L UserAtPosition (uid; r ole;(x; y; z))

^ L AtomicLocation (r id; r attr ; polygon)

^ L InRegion((x; y; z); r id; r attr )

) H UserInLocation (uid; r ole;r id; r attr )

Example2. “Notify meby emailwhenever two usersareco-located.” This applicationsendsane-mail
noti�cation to arequestingusereverytimeany two usersareco-locatedinsidearoomin theoldLCE.The
applicationsubscribesto abstracteventsof typeH UserCoLocationthroughtheSubscribe()interfaceby
providing thefollowing AESL de�nition:
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Application AbstractEvents

Example1 30; 612
Example2 92; 870
Example3 30; 612
Example4 122; 448

Table 11.1. Abstract event noti�cations per application in the single-layer architecture.

L UserAtPosition (uid1; r ole1; (x1; y1; z1))

^ L UserAtPosition (uid2; r ole2; (x2; y2; z2))

^ L AtomicLocation (r id; r attr ; polygon)

^ L InRegion((x1; y1; z1); r id; r attr )

^ L InRegion((x2; y2; z2); r id; r attr )

) H UserCoLocation(uid1; uid2; r ole1; r ole2; r id; r attr )

Example3. “Notify me whenever a useris presentin any region.” This applicationsendsan e-mail
noti�cation to a requestinguser, whenever any useris presentanywhere,irrespective of region. The
applicationsubscribesto abstracteventsof type H UserIsPresentthroughthe Subscribe()interfaceby
providing thefollowing AESL de�nition:

L UserInLocation (uid; r ole;r id; r attr )

) H UserIsPresent(uid; r ole)

Example4. “Notify mewhenever a useris locatedin CentralCambridge.” Whenever a useris “seen”
by thelocationsystemanywherein CentralCambridge,SCAFOSundertakesthedeductionthattheuser
is containedin all (nested)regionsthatcontaintheuser's currentposition. This is denotedthroughthe
creationof abstracteventsof typeH UserInDeducedLocationasde�ned by theAESL de�nition that is
providedby thisexampleapplication,asin thepreviousexamples.

L UserInLocation (uid; r ole;r id1; r attr 1)

^ L NestedLocation (r id2; r attr 2; site-l ist 2)

^ L InList(r id1; site-l ist 2)

) H UserInDeducedLocation (uid; r ole;r id2; r attr 2)

11.2.1 Single-Layer Ar chitecture

The above ruleswere testedin the prototypeimplementationof SCAFOSdiscussedin Chapter10 in
a single-layerdeductive knowledgebasearchitecture.Thebehaviour of thedeductive knowledgebase
componentis describedasfollows: for eachinputevent,all factsthatwerededucedfrom theuser's pre-
viouslocationareretractedandnew factsarededucedaccordingto thelogic of theexampleapplications
discussedabove.

Thenumberof abstracteventinstancesthatwerepublishedby SCAFOSin responseto thesubscrip-
tions of the applicationsarepresentedin Table11.1. In this case,for the total of the 30; 612 location
eventsreceivedby theActive BAT system,92; 870co-locationsof pairsof userswerecalculated,it was
deduced30; 612timesthatauserwaspresentand122; 448timesahigherlevel containmentwasdeduced
from auser's location(all positionswithin Old-LCEalsobelongto Central Cambridge).
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Application AbstractEvents

Example1 425
Example2 354
Example3 20
Example4 80

Table 11.2. Abstract event noti�cations per application in the dual-layer architecture.

Architecture TotalAbstractEvents TotalProcessingTime AverageResponseTime/Noti�cation

Dual-layer 879 142sec=60 2:367min=30612
= 2:367min = 7:732� 10� 5 min

= 0:00464sec

Single-layer 276542 1417sec=60 23:617min=30612
= 23:617min = 7:714� 10� 4 min

= 0:0463sec

Table 11.3. Performance results.

11.2.2 Dual-Layer Ar chitecture

In the dual-layerknowledgebasearchitecture,only thresholdchangesin the above predicatestrig-
ger the publishingof abstractevents. For the applicationof Example1, an abstractevent of type
H UserInLocationis publishedonly whena usermoves from oneroom to another. For the applica-
tion of Example2, only the factsthat denotechangesin a co-locationfor that userareupdated.As a
result, if a userchangespositionwithin a room wherehe is co-locatedwith anotheruserwithout any
of theusersleaving theroom,no additionalH UserCoLocationnoti�cations will begenerated.For the
applicationof Example3, theH UserIsPresentpredicatewill beinstantiatedoncefor eachuser.1 Simi-
larly, H UserInDeducedLocationabstracteventnoti�cations arenotgeneratedaslongastheusermoves
within thesame�oor .

Thenumberof abstracteventinstancesthatweregeneratedby SCAFOSusingthedual-layerknowl-
edgebasearchitecturearesummarisedin Table11.2. This meansthatduring theexperiment,20 users
werefound to be present,425 timesa usermoved from oneroom to another, 354 pairsof co-located
peoplewereobserved andsinceall usersmoved within a single�oor (Floor 5) nestedlocationswere
deducedonly once(four levelsof nesting)for eachuser.

11.2.3 Discussion

Theabove resultsprovide an indicationof SCAFOS'performance.Thesingle-layerapplicationrepre-
sentsthecasewhereall inputeventsareconsideredasthresholdeventsandthereforeneedto beprocessed
individuallybySCAFOS'deductiveknowledgebase.Thiscorrespondstoaheavy processingloadfor the
givenapplicationset.Thedual-layerarchitecturerepresentsthecasewherea relatively smallnumberof
inputeventsareconsideredto beimportant(thresholdevents)andthereforecontributeto thepublication
of new abstracteventinstances.

SCAFOS' behaviour is evaluatedwith the help of two metrics: the numberof publishedabstract
event instancesand the average responsetime per noti�cation. The latter denotesthe averagetime
neededby SCAFOSfor processingeachinput event (seeTable 11.3). The averageresponsetime is

1Althoughit is possibleto denotetheabsenceof theuser, e.g.,by thefactthatthereareno sightingsof thatuserfor a long
periodof time, this wasnot a requirementof this experiment.Hence,the H UserIsPresentpredicateis not retractedwhena
userleavestheold LCE.
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calculatedfrom thetotal processingtime, averagedover thenumberof input events(30612). Thetotal
processingtime is calculatedas the amountof time requiredby SCAFOS' deductive componentfor
pattern-matchingall the input events. Note that the total processingtime doesnot include the cost
associatedwith tasksrelatedto eventpublishingsuchasmarshallingargumentsfor transmissionover the
network. Botharchitecturesarecomparedon thebasisof thesemetrics.Theoverall performanceresults
for theapplicationsdiscussedin thischaptercon�rm thetheoreticalanalysispresentedin thisdissertation
by demonstratingthefollowing:

� Thedual-layerknowledgebasearchitectureis 10 timesmoreef�cient thanthesingle-layerarchi-
tecturein termsof processingtime andapproximately300 timesmoreef�cient in termsof the
numberof publishedabstractevents(Table11.3).

� For the worst-casescenarioof the single-layerarchitecture,the averageresponsetime per pub-
lishedevent is still small enoughto accommodatethe measuredupperboundon the event rate
generatedby SPIRIT, 0:12 sec. Theseresultsaresatisfactoryfor theof�ce scenario;however, for
very large-scaleimplementations,thereis scopefor further testing. Suchtestingwill investigate
any event lossthatmayoccurif theinput rateexceedsSCAFOS'processingrate. It is worth not-
ing that losing low-level input eventscanbe toleratedaslong astheseareredundant- i.e., mere
con�rmationsof thesameabstractstate.

11.3 Examples

This sectionpresentsa setof applicationsthatusemultiple integratedSCAFOScomponents.Theseare
givenherefor illustrationpurposes.

� Whenever I amin thesameroomasPablo,remindmeto returnhisbook.

� If I am walking, teleportmy desktopto the closestemptymeetingroom. If I am sitting down,
teleportmy desktopto theclosestPC.

� If I am walking, forward my email on my phoneby SMS. If I am sitting at a PC, forward any
noti�cations to my emailaccount.If I amlocatedwithin any meeting-room,withhold any noti�-
cations.

� Notify meby emailwhenasystemsadministratoror aC++ expertis in thekitchen.

� Setup a conferencecall amongthelocationsthatcorrespondto a meetingroomthatis theclosest
meetingroomto eachdirectorof eachdepartmentin theUniversityof Cambridge,amongthose
thathavebeenemptyfor at leasttenminutes.

� If any userapproachesthe coffee-machine,then approachesthe sink and then approachesthe
coffee-machineagain without leaving the room in the interim, notify all subscribersfor coffee
noti�cations thatfreshcoffeeis beingbrewed.

Decision-MakingApplications

� If theprobabilitythatsomeonewill makecoffeein thenext houris higherthan50%, subscribeme
for noti�cations aboutthestatusof thecoffee.

� Calculatetherequirementsin food suppliesfor meetingsfor thecomingweek(assuminga given
quantityof coffee andcookiesper meeting)only consideringmeetingsthat may happenwith a
probabilityhigherthan60%andcon�dencelevel higherthan80%.
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SystemCon�guration Applications

� Whenever a useris walking in thecorridor, stopmonitoringthis useruntil theuserhasexited the
corridor.

Queries

� Whereis my supervisormostlikely to bebetween10amand11amtoday?

� Whenis themeetingroommostlikely to beempty?

SCAFOS'currentprototypeimplementationsupportsmostof theabove applications(seeChapter10).
The above queriesanddecision-makingapplicationsareimplementedusingreal historicaldata,origi-
nally derived from SPIRIT. Systemcon�guration applicationsarenot currentlyimplemented,but their
implementationshouldbestraightforwardusingSCAFOSandstandardengineeringpractice.

11.4 Conclusions

Thischapterdiscussesanevaluationof SCAFOS'performancein arealscenario.Fourapplicationswere
run for a periodof over 40 hoursduringwhich SCAFOS'performancewastested.Two differentarchi-
tecturesof thedeductiveknowledgebasecomponentweretestedandcompared.Theresultsdemonstrate
thatthesingle-layerarchitectureis suf�cient for thegivenapplicationsetwhenevaluatedin theold LCE
environment.Furthermore,thedual-layerarchitectureis substantiallymoreef�cient thanthesingle-layer
architecture,both in termsof theprocessingloadaswell asin termsof thenumberof publishedevent
instances.
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SentientComputing Applications
LAnguage: SCALA

ThischapterdescribestheSentientComputingApplicationsLAnguage(SCALA). TheSCALA language
is anXML-basedlanguagethathastwo principalgoals.

� To createspeci�cationsfor context-awareapplicationsby bindingrepresentationsof availableac-
tionsto abstracteventde�nitions. Phrasesin SCALA arecompiledinto animplementationprocess
similar to anexecutionthreadthatundertakestheend-to-enddevelopmentof context-awareappli-
cationsusingSCAFOS.

� To createanddeploy SCAFOSandits components.This includescreatingtheSCAFOScompo-
nents(Chapter10) aswell ascreatingspeci�cationsof theadaptive behaviour of componentsof
theprogrammableinfrastructureincludingthelocationsystemandits middlewarecomponents.

12.1 The Anatomy of SCALA

SCALA consistsof threesublanguagesandanAPI thatareusedto implementtheabovescheme:

1. TheAbstractEventSpeci�cationLanguage(AESL).

2. TheAbstractEventFilter Speci�cationLanguage(AEFSL).

3. TheECA ApplicationSpeci�cationLanguage(ECAAS).

4. TheSCAFOSsupportAPI.

AESL is a languagefor creatingde�nitions for abstractpredicatesandsubscribingto changesin
the valuesof thesepredicates- in otherwords,abstractevents. The �ltering languageAEFSL is used
alongsideAESL to restricttheselectionof theinstancesof a speci�c abstractpredicateaccordingto the
conditionsof the �lter . ECAAS is a languagefor creatingcontext-awareapplicationspeci�cationsby
bindingabstractpredicatesto speci�c actionpredicatesthat representactionsavailablein theenviron-
ment.

AESL andAEFSL arebasedon temporal�rst-order logic (TFOL), andthey implementa subsetof
its operators.We referto theseasseparatelanguagesbecauseeachoffersdifferentfunctionalityandare
thereforerestrictedin termsof what the usercando with them. ECAAS is an ECA-basedlanguage,
i.e., its statementsconsistof a conditionalLHS partandanaction(RHS)part.Thelanguagesupportfor
building theSCAFOSframework andcontrollingtheadaptivebehaviour of its componentsconsistsof a
setof interfaces(API) andis organisedin modules(libraries).This is discussedin detailin Section12.5.
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Usingtheabovelanguages,thecreationof context-awareapplicationsusingSCALA entailsthefollowing
steps.

1. CreateanECAASstatement.

2. CreateanAESL de�nition (includinga typede�nition).

3. Createa �lter (AEFSLde�nition).

TheECAAS statementis compiledinto a context-awareapplicationthatsubscribesto theAED Service
by providing the AESL de�nition and the �lter . It then listensfor noti�cations of abstracteventsof
interest.Onreceiptof suchanevent,theactionspeci�edin theRHSof theECAASstatementis triggered
by SCAFOS.

12.2 DesignPrinciples

� Phrasesin AESL andAEFSLaretranslatedinto athreadthatinvokesSCAFOSAPIsandexecutes
deductive knowledgebasequeries.For this reason,theunderlyingdriver behindSCALA's design
principleshasbeenimplementationef�ciency and query optimisation(seeChapter7). This is
discussedin moredetail in thesectionwhereeachlanguageis presented.

� SCALA hasbeenimplementedasanXML languageasXML is anopen,widely used,powerful
schemafor distributedsystems.SinceSCALA is inherentlyheterogeneousandcomprisesof three
sublanguages,XML's semantictaggingprovides a naturalseparationbetweentheselanguages,
thusfacilitatingparsing.

� SCALA, “ladder” in greek,is an appropriaterepresentationof the syntheticapproachtaken in
AESL, whereeachabstractpredicateis synthesisedfrom otherabstractandconcretepredicates.

12.3 Abstract Event De�nition Language(AESL)

AESL is a languagefor makingabstracteventde�nitions usingrules.Rulescontainnegation,existential
quanti�cation anduniversalquanti�cation. AESL usesa speci�c syntax: an abstract eventde�nition
(AESL def. ) consistsof oneor moreimplicationswith all their variablesfreeanda singleconclusion.
In caseof only oneimplication, theLHS is anAESL formulaandtheRHSis theabstractpredicateof
interest.In caseof morethanonerule theRHSof thelastrule is theabstractpredicateof interest(target
predicate),while theRHSof eachintermediaterule is anintermediateabstractpredicate.

Example1. Locatethe closestlocationto eachuseramongthe locationsthat have beenemptyfor at
least5 min.

(69u UL(u; r id; r ole;r attr ) ^ AL (rid ; rattr ; polygon)

) EL(r id; r attr ; t1))

D (v1; u; r ole;r id2; r attr 2) > D(v2; u; r ole;r id1; r attr 1)

) CL(u; r ole;r id1; r attr 1; t2)

CL(u; r ole;r id1; r attr 1; t2) ^ EL(u; r ole;r id; r attr ; t1)

^j EL; CL jt> 300

) CEL(u; r ole;r id; r attr ; t3) (12.1)

Note that t1; t2 andt3 is the time of generationfor EL, CL andCEL respectively. Theabstractevent
detectorfor (12.1)is portrayedin Figure12.1.
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Figure 12.1. An abstract event detector for Equation (12.1).

Type De�nition. AESL is a typedlanguage.Typede�nitions arethereforenecessarywhenever a new
abstractpredicateis de�ned. Datade�nition statementsarecompiledinto deftemplatestatementsin the
deductiveknowledgebasecomponent.Until atypede�nition hasbeenprovidedfor anabstractpredicate,
thispredicatewill notbeusablein anAESL speci�cation.If aprior de�nition for thepredicateof interest
alreadyexistsin theknowledgebase,a typede�nition statementthatattemptsto rede�nethetemplateis
ignored,andanerroris returnedto theuser.

For example,the following type de�nition statementcan be usedto de�ne the abstractpredicate
H EmptyLocation (EL):

H EmptyLocation (rid string )( rattr string )

12.3.1 Temporal Reasoning.

Local “now”. In eachdeductive knowledgebasecomponent,theinstantwhena primitive event(pro-
ducedby thesensorinfrastructure)is assertedinto SAL de�nes thecurrentmomentin time, locally, in
that sensor-driven component.As the receptionof eachevent causesthe re-calculationof all the con-
straintsin theknowledgebase,theglobalstatefor thatcomponentis updatedaccordingly. If we assume
thatthepropagationtakestimedt, then“now” is t + dt.

Thismeansthatthepublisher's local “now” dependson thefollowing threefactors:

� The latency betweentheactualoccurenceof theevent, (e.g.,usermovement)andthegeneration
of theprimitiveeventthatre�ects this.

� The latency betweenthegenerationof eventsandthereceptionof thoseeventsby theDeductive
KB component.

� The latency betweenthe receptionof an event by the Deductive KB componentandthe update
of all the abstractpredicatesthat dependon this event, i.e., the creationof the abstractevent of
interest.

The�rst factordependsdirectlyonthesamplingef�ciency of thesensortechnology. TheActiveBAT
is very ef�cient in this aspect,asit supportsvery high samplingratesthatarevariableandcanadaptto
thespeedof thephysicalobject.Suchratesallow theclassi�cationandrecognitionof humanmovements
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Operator Description
e1; e2 e1 beforee2

e1; e2!e3 e1 beforee2 withoute3 in between
je1; e2jT = t1 e2 happenedwithin time t1 from e1.
now (implicit) At thecurrentinstant.
timestamp At time t.

Table 12.1. AESL temporal operators.

basedon a small sampleof locationdata. So this latency is, in reality, very small andcanbe ignored.
Thesecondlatency is alsoverysmall,astheeventsourcesandthedeductiveknowledgebasecomponent
arelocal. A high-speedlocal network canbe used.Furthermore,SPIRIT is inherentlyscalable,using
zonemanagerentitiesto gathersightingsfrom thesensorslocally. Thethird latency is addressedby the
proposedlayeredarchitectureof thedeductiveKB component,which is restrictedonly by theamountof
memory;aggressivegarbagecollectionof historicaldatacanbeusedto maximizetheavailablememory.
A fastmachinecanbe usedto increaseprocessingspeed,andpatternmatchingis inherentlyfastand
ef�cient basedon theRetealgorithm.

Temporal Operators. AESL supportsthetemporaloperatorsof Table12.1,whichhavebeeninspired
by theresultspresentedin [63, 81]. Theoperatorscanbecombinedto form expressions.Theoperator
“now” is implicit. Thevariablese1; e2; e3 areinstancesof thestatepredicatesin themodel,e.g.,UL.

In adistributedsensor-drivensystemthereis noglobaltimenorcananupperboundbeguaranteedon
eventtransmissiondelays.Becauseof factorslikeclockskew, it is sometimesimpossibleto saywhether
e1; e2 is true or false. An orderingconvention may be imposed,basednä�vely on locally generated
event timestamps.This may be appropriatefor someapplications.However, this is not suf�cient for
the needsof context-awareapplicationsthat dependon the correctcausalorderof the abstractevents
thatsynthesisetheabstractknowledgeof interest.If anapplicationrequiresstrictly correctsequencing
andcanafford to discardambiguouscases,theninterval timestampscanbeusedfor eventsasproposed
in [58] andusedin [81]. In the latter, theapplicationis madeawareof thecaseswherepartialorderis
ambiguous,andit is offeredweakor strongsequencingin orderto handletheambiguity. For caseswhere
ambiguitycannotbetolerated,alternativemethodologiesneedto beadopted.

12.3.2 BNF

TheAESL syntaxis describednext usingtheBackusNaurForm(BNF).

AESLDef := [Rule];

Rule := Sentence ) Abstract Predicate j Binding ;

Binding := pred var < � Predicate (Term);

Sentence := Atomic Sentence j Temp Sentence j SentenceConn Sentencej

Quantif ier Var l ist Sentence j : Sentence j (Sentence)

Temp Sentence := pred var TempOppred var j pred var j pred var timestamp

j Temp Sentence TempOptemp Sentence;

TempOp := ; j!;

Term := Function (Termlist ) j mathitC onst j Var ;

Conn := ^ j _ j= j< j> ;
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Operator Description
c1 ^ c2 F1 \ F2

c1 _ c2 F1 [ F2

: c1 E � F1

(c1 _ c2) ^ c3 , (c1 ^ c3) _ (c2 ^ c3) (F1 \ F3) [ (F2 \ F3)
c1 _ c2 ^ c3 , c1 _ (c2 ^ c3) F1 [ (F2 \ F3)

Table 12.2. Filter algebra operators.

12.3.3 Abstract Event Filter De�nition Language

As mentionedin theprevioussection,AESL de�nitions donotcontainconstants.Therefore,eachAESL
de�nition, whencompiled,leadsto thegenerationof anabstracteventdetectorthatdetectschangesto all
instancesof anabstractpredicate.In additionto theAESL de�nitions, it is possiblefor theuserto restrict
evenfurthertheselectionof theinstancesof theabstractpredicatesof interestby using�ltering . Filtering
is equivalentto selectingasubsetof instancesof aspeci�c predicateby specifyingasetof attributesand
constraintson theseattributes.Eachattributeconstraintis a tuplespecifyinga name,a binarypredicate
operatoranda valuefor anattribute. An attributea = (namea; valuea) matchesanattributeconstraint
� = (name� ; operator � ; value� ) if andonly if namea = name� ^ operator � (value� ; value� ): We
saythatanattribute� satis�esor matchesanattributeconstraint� with thenotation� � � .

Wede�ne theAbstractEventFilterDe�nition Language(AEFSL)asalanguagefor specifying�lters.
Attribute constraintscanbe connectedwith OR, NOT andAND operators.Whena �lter is usedin a
subscription,all conjoinedconstraintsmustbematched.Disjunctionis equivalentto applyingmultiple
�lters, one for eachdisjoinedcondition. A negatedconstraintis equivalent to selectingall attributes
whosevaluesdonotmatchtheonespeci�edin theconstraint.

A �lter canalsobede�ned asa setof predicateinstanceswhoseattributesai matchthe �lter con-
straintsasexplainedabove. In thisway, theconjunction,disjunctionandnegationof attributeconstraints
canbede�ned in termsof setalgebra.Table12.2summarisesthis. In Table12.2c1; c2 areconditionsof
the�lter andF1; F2 arethesetsthattheconditionscorrespondto, respectively. Finally E is thesetof all
predicates.

12.3.4 Filters

Filters arelinear abstractevent detectors.Filters arerestrictedto one-inputnodes,which makesthem
economical;in particular, they do not have any two-input nodes. Eachattribute constraintcontained
in the AEFSL de�nition is compiledinto a query node. A �lter for selectingonly the instancesof
theH UserInLocation (Ek236; role; Room 5; rattr ) predicatethat correspondto userek236beingin
Room5 is portrayedin Figure12.2. Noden2 selectsthe instanceswheretheuserid equalsEk236and
noden3 selectstheinstanceswheretheregion id equalsRoom5.

UL uid=Ek235

n0 n1 n2 n3 n4

UL(Ek236, role, Room 5, rattr)

rid=Room 5

Figure 12.2. A �lter .

Filtershave thepropertythat they do not replicatecomputation.Attributeconstraintsthatarecom-
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mon between�lters are compiled into a single query node that is sharedbetweenthe �lters. Fig-
ure 12.3(b)portraysthe combinationof the �lters of Equation12.2. Filters that do not sharenodes
((12.5)and(12.7))areguaranteedto have differentattribute constraintsandthereforeno replicationis
possiblein thatcase(Figure12.3(a)).

uid=Andreas^ role=Sysadmin̂ rid=Room8 ^ rattr= Kitchen

uid=Andreas^ role=Sysadmin̂ rid=Room9 ^ rattr=MeetingRoom

(12.2)

Andreas
UL(uid,role,rid,rattr)

Sysadm Room 8 Kitchen UL(Andreas,Sysadm,Room 8, Kitchen)

UL(Eli,Phd, Room 9, Meeting Room)Meeting RoomRoom 9PhdEli

(a)

Andreas
UL(uid,role,rid,rattr)

Sysadm Room 8 Kitchen UL(Andreas,Sysadm,Room 8,Kitchen)

UL(Andreas, Sysadm, Room 9, Meeting Room)Room 9Meeting Room

(b)

Figure 12.3. Filter combination.

12.3.5 BNF

Filter := Atomic SentencejFilter Conn Filter j: Filter j(Filter )

Atomic Sentence := Term = TermjTerm > TermjTerm < Term;

Term := ConstantjVariable;

Conn := ^j_ ;

Const := Str ;

Var := Str ;
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12.3.6 AESL and AEFSL DesignPrinciples

Query Optimisation. BecauseAbstractEvent Detectorsare implementedasRetenetworks, which
constitutethe reasoningstructuresin a deductive knowledgebase,they canbe regardedasknowledge
basequeries(Chapter6). Similarly to databasequeries,abstracteventdetectorscanbeoptimisedwith
respectto thecomputationalcomplexity requiredfor abstracteventdetection.Thesyntaxof theAESL
de�nitions (in successive TFOL implications,eachsynthesisingthegoalabstractpredicate)leadsto the
generationof abstracteventdetectorsthatarecomputationallyoptimised. An alternativestructure,which
wouldconsistof asingleimplication,leadsto aworst-caseabstract-eventdetector(Chapter7).

Avoiding Duplication of Computations. Although�ltering couldbeintegratedinto AESL by regard-
ing �lter constraintsasadditionalTFOL conditions,abstracteventde�nition and�ltering hasbeenkept
separate.This hasbeendonefor implementationef�ciency, so thatoverlappingor duplicateeventdef-
initions and�lters do not causereplicationof computation.Two principleswereadopted,�rstly , each
AESL de�nition leadsto thecreationof a singleabstractpredicate.This requiresthatany �lters thatare
appliedsubsequentlycontainconstraintson theattributesof a singlepredicateandthereforehave linear
computationalcomplexity andare,in this way, relatively inexpensive with regard to thecomputational
costassociatedwith the detection.Secondly, usersareencouragedto write AESL de�nitions that use
variablesasargumentsfor predicatesratherthanconstants.This ensuresthat the deductionof all in-
stancesof theabstractpredicate,which is computationallyexpensive, is performedonce,andasubsetof
instancesof thepredicateareselectedlateron, by �lters. Because�lters canbecombined,they do not
replicatecomputation.

g#g

g#g

g#g

g#g

g#g

g#g

h#h

h#h

h#h

h#h

h#h

h#h

AND

IR

role=Sysadm rattr=Kitchen

rid=Room 8uid=Andreas

UL(uid,role,rid,rattr)

UL(Andreas,Sysadm,Room 8, Kitchen)

(x,y,z,rid,rattr)

L_UL(uid,role,x,y,z)

(a)

i@i

i@i

i@i

i@i

i@i

i@i

j@j

j@j

j@j

j@j

j@j

j@j

IR

uid=Andreas

role=Sysadm

rid=Room 8

rattr=Kitchen

UL(Andreas, Sysadm,Room 8, Kitchen)

(x,y,z,rid,rattr)

L_UL(uid,role,x,y,z)

(b)

Figure 12.4. Unrestricted vs. restricted abstract predicates in terms of their attribute values.
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Example. Thequerythatcorrespondsto thephrase“Somebodyis somewhere” is mappedto the fol-
lowing AESL speci�cation:

L UL(uid; r ole;x; y; z) ^ I R(x; y; z; r id; r attr ) ) UL(uid; r ole;r id; r attr ) (12.3)

The predicateUL(Andreas; Sysadm; Room 8; Kitchen ) which correspondsto “Andreas,the system
administrator is in Room8 which is a kitchen” canbegeneratedeitherdirectlyby thespeci�cation:

L UL(Andr eas;Sysadm;x; y; z) ^ I R(x; y; z; Room 8; K itchen) )

UL(Andr eas;Sysadm;Room 8; K itchen) (12.4)

or it canbederivedfrom (12.3)by applyinga �lter:

uid = Andr eas^ r ole = Sysadm ^ r id = Room 8 ^ r attr = K itchen (12.5)

Equation(12.3)combinedwith (12.5) is implementedasshown in Figure12.4(a),while (12.4) is
implementedasportrayedin Fig. 12.4(b).Figure12.5portraysthecombinationof (12.4)with a query
thatcorrespondsto thephrase”Eli, who is a PhD student,is in Room9, which is a meetingroom”, as
de�ned in (12.6).

L UL(E l i; Phd; x; y; z) ^ I R(x; y; z; Room 9; M eeting Room) )

UL(E l i; Phd; Room 9; M eeting Room) (12.6)

If the �lter of (12.7)wasusedinstead,combinedwith Equation(12.3)andthe �lter of (12.2),thenthe
structureof Figure12.6would begeneratedasa result. It is easyto seethatthestructurein Figure12.5
calculatesoverlappingsetsof predicateinstanceswhereasthestructurein Figure12.6doesnot.

uid = E l i ^ r ole = Phd ^ r id = Room 9 ^ r attr = M eeting Room (12.7)

klk

klk

klk

klk

klk

mlm

mlm

mlm

mlm

mlm

nln

nln

nln

nln

nln

olo

olo

olo

olo

olo

plp

plp

plp

plp

plp

qlq

qlq

qlq

qlq

qlq

root
node

Eli

AndreasUL(uid,x,y,z)

n1

n2

n3

UL(uid,rid,role,rattr)

UL(Eli,Phd,Room 9, Meeting Room)

UL(Andreas,Sysadm,Room 8,Kitchen)KitchenRoom 8

Meeting RoomRoom 9

Sysadm

Phd

IR (x,y,z,rid,rattr)

Figure 12.5. Replication of computational resources with restricted predicates.
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rsr

rsr

rsr

rsr

rsr

rsr

rsr

tst

tst

tst

tst

tst

tst

tst

Andreas

Eli

root node

UL(uid,role,x,y,z)

Phd

Sysadm Kitchen UL(Andreas,Sysadm,Room 8,Kitchen)

UL(Eli,Phd, Room 9,Meeting Room)

UL(uid,role,rid,rattr)

Meeting RoomRoom 9

Room 8

IR(x,y,z,rid,rattr)

Figure 12.6. Avoiding replication of computation by using un-restricted predicates.

LCE Action Predicates Description

RemoteDesktop(userID,hostname) Transfertheuser's virtual desktopto a remotehost.
SubscribeToCoffeeNoti�cations(ActiveBATId) Theuserreceivesanaudiblenoti�cation

whenevera freshpotof coffeeis available.
SMS(addresss) Sendansmsmesageto thespeci�edaddress.
ScanToEmail(address) Sendascannedimageto anemailaddress.
BATSleep(ActiveBATId) PutBAT in quietmode.
KillAgent(AgentId) Kill agentthathasviolatedasecurityrule.
SetMonitoringRate(ActiveBATId,value) Setthesamplingratefor aBAT to thespeci�edvalue.
DigitalPhotoToBroadbandPhone(ActiveBATId) Sendadigital imageto auser'sbroadbandphone.
Load/UnloadOUIJA object Loads/UnloadsOUIJA objectsfrom thecache,

accordingto thecontext of theentitiesthatcorrespond
to theseobjects.

Table 12.3. LCE action predicates.

12.3.7 Temporal Operators

Figures12.7and12.8portraythe implementationof threecommonAESL temporaloperators.As can
beseenfrom thesegraphs,their implementationis straightforward.

12.4 Event-Condition-Action Application Speci�cation Language

TheECAAS languageis anECA-like languagefor writing speci�cationsof context-awareapplications
basedonFOL.Eachcontext-awareapplicationis writtenasanECA statementconsistingof aconditional
(LHS) andanactionpart (RHS)part. Theconditionalpart is compiledinto anabstractpredicatename.
The RHS is compiledinto a setof JessUserfunctioncalls. Actions arespeci�c to eachsensor-driven
component,andthey aredeterminedby theavailableapplications.For example,in theLCE, theactions
to be usedin ECAAS statementsbelongto threebroadcategories: actionsthat offer context-aware
functionality, actionsthat are taken in responseto securityviolations(e.g.,agent“killing”) andthose
that involve systemactions,suchasmodifying theActive BAT monitoringrateandchangingthepage
replacementalgorithmin SPIRIT's objectcache[103]. Table12.3 summarisessomeof the available
actionpredicatesin theLCE.

Two tags,theAdminSpecandElsetags,areusedin orderto controlthenewly developedapplication.
TheAdminSpectagcontrolsthescopeof thecreatedcontext-awareapplicationsandtheperiodfor which
historicaldatais kept. TheElsetag is usedto determinethedesiredactionwhile theconditionsdo not
hold.

Example. Considerthe following context-awareapplication. “Whenever I am in an emptymeeting
room. teleportmy desktopto the PC in that room. Else, teleportmy desktopto my workstation(Bud-
weiser.eng.cam.ac.uk).” The full XML de�nition for this applicationis shown below. UEL standsfor
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uvu
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Figure 12.7. Temporal Rete network operators.
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H UserInEmptyLocation (uid ; role; rid ; rattr ).

< Cr eateE CAApp >

< E CAAppS pec >

< Rul eExp >

< AbsP r edicate > UEL(Ek236; role ; rid ; Meeting Room) < =AbsP r edicate >

< ActionP r edicate > RemoteDesktop(Ek236; rid ) < =ActionP r edicate >

< E lse >

< ActionP r edicate > RemoteDesktop(Ek236; Budweiser:eng:cam:ac:uk)

< =ActionP r edicate >

< =Else >

< =Rul eExp >

< AbsP r edDef > EL

< P ar am > room name string < =Par am >

< P ar am > rattr string < =Par am >

< =AbsP r edDef >

< AdminS pec >

< Scope> forever < =Scope>

< =AdminS pec >

< =ECAAppS pec >

< AE SLD ef >

< Sentence > 69uid UL (uid ; rid ; role ; rattr )

) EL(rid ; rattr )

8EL(rid ; rattr ); UL(uid ; rid ; rattr ; role )

) UEL(uid ; rid ; role ; rattr )

< =Sentence >

< =AE SLD ef >

< =AE F SLD ef > rattr = Meeting Roomand uid = Ek236< =AE F SLD ef >

< =Cr eateE CAApp >

TheaboveXML de�nition is passedinto theAED Serviceandcompiledinto theabstracteventdetector
of Figure12.9,which is placedateachsensor-drivencomponent.Wheneveranabstracteventof type
UEL(Ek236; role; rid ; MeetingRoom; activate) is detected,theremotedesktopof userEk236is tele-
portedinto theMeetingRoomthatmatchesthespeci�cation.Else,theremotedesktopis transportedto
Budweiser.eng.cam.ac.uk.
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EL(rid,rattr)

EL(rid,rattr) ; UL(uid,role,rid,rattr) UEL(uid,role,rid,rattr)
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node
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UEL(Ek236, role,rid,Meeting Room)

uid=Ek236 rattr=Meeting Room

UEL(uid,role,rid,rattr)

Figure 12.9. H UserInEmptyLocation(Ek236, role,rid,Meeting Room).

12.4.1 SCALA DTD
The DTD for SCALA is portrayedbelow. The elementsAESLDef andAEFSLDef , arede�ned ac-
cordingto therespectiveBNF syntaxin Section12.3.2andSection12.3.5respectively.

Cr eateE CAApp (ECAAppSp ec; AESLDef ; AEFSLDef )

E CAAppS pec(Rul eExp+ ; AbsPredDef ; AdminSpec� )

Rul eExp(AbsPredicateActionPr edicate+ ; E lse)

AbsP r edicate(# PCD ATA)

ActionP r edicate(# PCD ATA)

E lse(ActionPr edicate+ )

AbsPredDef (# PCD ATA; par aml ist � )

par aml ist (“(“ P ar am; # PCD ATA; “)” +)

AdminSpec(histor y� ; Scope� )

H istor y(# PCD ATA)

Scope(“once”j”forever”jtime )

time (# PCD ATA)

(12.8)

TheAESLDef andAEFSLDef statementsarede�nedaccordingto theBNF notationof Section12.3.2
andSection12.3.5,respectively.

12.5 SCALA SCAFOSSupport

The SCALA statementsfor creatingthe infrastructureare containedin libraries (modules). SCALA
supportsthe modulesof Table 12.4. This includestwo specialisedmodulesfor connectingwith the
SPIRITandQoSDREAMsystems,usingthemasprimitive context sources.Eachmoduleis described
in moredetail in AppendixB. Theoverall functionalityof SCALA is shown in Figure12.10.
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SCALA Sampling service
Service

Satisfiability 

Satisfiability Service

QosDream

The SPIRIT SystemSPIRITmodule

Generic module

DKB module
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Detection
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Knowledge Base
Component

Deductive

The

System

QoSDream module

module
AED Service  

SIS module

Statistical 
Inference 
Service

Application
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Context-aware

module

user

Figure 12.10. The SCALA language architecture

Module name Description

Context-AwareApplicationModule APIs for developingapplications.
DeductiveKnowledgeBaseModule(DKB) APIs for creating and controlling Deductive

KnowledgeBasecomponents.
AbstractEventDetection(AED) ServiceModule APIs for creatingand controlling the AED ser-

vice.
SPIRITandActiveBAT Module APIs for linking the infrastructurewith an exist-

ing SPIRITsystem.
APIs for controlling the performanceof the
SPIRITobjectmodel.
APIs for controllingtheActiveBAT system.

Satis�ability ServiceModule APIsfor creatingandcontrollingtheSatis�ability
Service.

StatisticalInferenceService(SIS)Module APIs for creatingand controlling the Statistical
InferenceServiceModule

QosDREAMModule[87] APIs for linking the infrastructureto an existing
QoSDREAMsystem.

GenericModule APIs for linking legacy sensortechnologieswith
theSCAFOSframework.

Table 12.4. SCALA Modules
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Chapter 13

Conclusionsand Further Work

The thesisof this dissertation,statedin Chapter1, anddiscussed,expandedanddemonstratedthrough
thebodyof thisdissertation,is thatit is bothnecessaryandbene�cial to provideaframework for context-
awarenessin sensor-drivensystems.More speci�cally, this dissertationdescribedthedesignandimple-
mentationof the SCAFOSframework. SCAFOShastwo novel aspects.Firstly, it providespowerful
toolsfor inferringabstract knowledge from low-level, concreteknowledge,verifying its correctnessand
estimatingits likelihood. Suchtools includeHiddenMarkov Models, a BayesianClassi�er, abstract
eventsde�ned in termsof TemporalFirst-OrderLogic, the theoremprover SPASS andthe production
systemCLIPS. Secondly, SCAFOSprovidessupportfor simpleapplicationdevelopmentthroughthe
XML-basedSCALA language. By introducingthe new conceptof a generalisedevent, an abstract
event, de�ned asa noti�cation of changesin abstractsystemstate,expressivenesscompatiblewith hu-
manintuition is achieved whenusingSCALA. The applicationsthat arecreatedthroughSCALA are
automaticallyintegratedandoperateseamlesslyin thevariousheterogeneouscomponentsof thecontext-
awareenvironmentevenwhile theuseris mobileor whennew entitiesor otherapplicationsareaddedor
removedin SCAFOS.

To thebestof theauthor'sknowledge,SCAFOSrepresentsthe�rst systemtomodelcontext-awareness
in sensor-drivensystems.

13.1 Contrib utions

This thesisandtheresultingSCAFOSframework hasmadeseveral importantcontributionsin the �eld
of context-awareness.In summary, this thesishasresultedto thefollowing artifacts:

� A framework calledSCAFOS,whichprovidesthefollowing features:

– It implementsa state-based,formal model for context-awarenessin sensor-driven systems
that integratesknowledgewhile maintainingknowledgeintegrity. A state-basedrepresenta-
tion is anovel wayof modellingdistributedsystems,andit is usedinsteadof traditional-event
basedmodelsthatareinsuf�cient for sensordrivensystems.

– Knowledgein the model is maintainedin a dual-layerknowledgebase. The lower layer
maintainsconcreteknowledgepredicates,e.g.,it knows of the positionof a userin space,
in termsof his coordinatesx,y,z. Thehigherlayermaintainsabstractknowledgepredicates
aboutcurrentandhistoricalstatesof the SentientEnvironmentalongwith temporalprop-
ertiessuchasthe time of occurrenceandtheir duration,e.g., it knows of the room a user
is in andfor how long he hasbeenthere. Abstractpredicateschangemuchlessfrequently
thanconcretepredicates,namely, only whencertainthresholdeventshappen.Knowledgeis
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retrievedmainly by accessingthehigherlayer, which entailsa signi�cantly lower computa-
tional costthanaccessingthelower layer. In this way this schemeactsasa dual-layercache
for knowledgepredicates.

– SCAFOSintroducesthenovel conceptof abstract events. An abstracteventis a generalised
event de�ned asa changein the valueof an abstractstatepredicate.SCAFOSintroduces
theAESL languagefor de�ning new abstracteventsfrom concreteandabstractknowledge
predicates.AESL is a TFOL-basedlanguage.Phrasesin this languagecancapturehuman
intuition aboutsystemsstatethatwasnot de�nable before. Suchphrasesinvolve negation,
(e.g., emptyroom) and semanticallytransparentreasoningwith global state,(e.g., locate
theclosestemptymeetingroom)evenwhenthis refersto multiple distributedsensor-driven
componentswith differententities.Furthermore,theAESL languageis designedwith imple-
mentationef�ciency in mind. AESL phrasesarecompiledinto reasoningstructurescalled
abstracteventdetectors,whichareoptimisedfor computationalef�ciency. Abstracteventde-
tectorsareimplementedasRetenetworks.AESL is complementedby the�ltering language
AEFSL.

– SCAFOSis dynamicallyextensible.Dynamicextensibilityrefersto theability to modify the
modelledphysicalentitiesandcreateor removeapplicationswithouttakingthesensor-driven
systemof�ine andwithouthaving to recompileexistingapplications.

– SCAFOScontainstheSCALA languagefor usingtheSCAFOSframework. SCALA is an
XML-basedlanguagethat containsthe following threesublanguages:the AESL language,
theAEFSL languageandtheECAAS language.TheECAAS languageis anextendedECA
languagefor building applicationseasily, by bindingAESL de�nitions to actionpredicates
thatrepresentactionsavailablein theenvironment.

– SCAFOScontainspowerful toolsfor extendingthemodelwith abstractknowledgeby means
of probabilisticstatisticalinference,usingHiddenMarkov Models(HMMs) andBayesian
prediction. More speci�cally, SCAFOScontainsanHMM-basedschemefor detectingand
recognisinghumanmovementsfrompositionstreams.Thissystemis independentof userand
domain.SCAFOSalsocontainsa schemefor estimatingthelikelihoodof futureconcreteor
abstractpredicatesbeingtrue.Thishasanumberof bene�tssinceit enablesdecisionmaking
in theabsenceof knowledgesources.

– SCAFOScontainstoolsfor checkingthecorrectnessof userrequirementsandtheir compat-
ibility with themodelsof thedistributedsensor-drivencomponents.

� An implementationof SCAFOS,basedonCORBA, consistingof thefollowing services:

– A Context-AwareApplicationServicethatenablesthesimpledevelopmentof context-aware
applicationswith little programmingoverhead.

– A StatisticalInferenceServicethat detectshumanmovementfrom locationdataandesti-
matesthelikelihoodthataninstanceof eitherconcreteor abstractknowledgewill hold in the
future.

– An AbstractEventDetectionServicethatdetectschangesof statein theentitiesin themodel
andtranslatestheminto abstractevents.

– AbstractEventDetectorsareimplementedasRetenetworksthatarestructuredasadeductive
knowledgebase.Thedeductive knowledgebasecanbelayeredin orderto supportscalable
abstractreasoning(DeductiveKnowledgeBasecomponent.)

– A Satis�ability Servicethatprovesthecorrectnessof userrequirementsandtheir semantic
compatibilitywith themodelstoredin eachdistributedsensor-drivensystemcomponent.
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The resultsof this thesishave broadimplicationsboth for usersand the developersof context-aware
applications.By usingthe SCAFOSframework, a usercaneasilydevelop context-awareapplications
that are tailored to the user's needs. Developersof context-aware applicationscanusethe SCAFOS
model in order to develop context-aware applicationsthat are integratedautomaticallywith existing
applicationsand operateseamlesslywith heterogeneous,sensor-driven components.All applications
remainoperationaleven when the underlyingframework is extendeddynamicallywith new entities,
suchaspeopleandregions.Finally, theSCAFOSmodelcanbeseenasastandardagainstwhichthepros
andconsof eachcontext-awareplatform canbe measured.This promotescommercialisationboth for
context-awareapplicationsandfor supportingplatforms.

13.2 Futur eWork

The work describedin this dissertationconstitutesa �rst step into the emerging �eld of modelling
context-awareness,and,assuch,it is opento improvementsin orderto increaseits functionality, easeof
useandto reduceits operatingoverhead.Interestingdirectionsfor extendingthis work includeintegrat-
ing SCAFOSwith policy-basedsystemsfor accesscontrol, userauthenticationanduserprivileges. A
con�ict resolutionschemebasedon thethework presentedin Chapter9 is essential,in orderto resolve
notonly possiblecon�icts betweenthefunctionalityof differentapplicationsbut alsoin thepoliciesthat
governthebehaviour of SCAFOSin heterogeneousenvironments.

IntegratingSCAFOSwith adistributed,peer-to-peernetwork architectureandimplementingsomeof
thecoreoperationsof SCAFOSsuchasdistributedabstracteventdetection(Chapter8)usingmobilecode
is anotherpromisingextensionto this work. Usingmobilecode,suchasmobileagents,AbstractEvent
Detectorscouldmigrateautomaticallyto nodesin thenetwork wherethey canbeoptimally processed,
i.e.,closerto theeventsources.

Finally, SCAFOScanbeappliedto modellingsensor-networks.
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Appendix A

On the Implementation of Transparent
Reasoningwith Distrib uted Stateusing
Finite Automata

A.1 De�nitions

De�nition 1. By predicateor a Boolean-valuedfunction on a setS we meana total function P on S
suchthatfor eacha 2 S either

P(a) = true; or P(a) = false

wheretrueandfalseareapairof distinctobjectscalledtruth values.

Wede�ne thepredicateP(x1; � � � ; xm ) asan(m � ary) predicateonSm .

De�nition 2. LetP(t; x1; � � � ; xn ) bean(n + 1) � ary predicate.ConsiderthepredicateQ(y; x1; � � � ; xn )
de�ned by

Q(y; x1; � � � ; xn ) , P(0; x1; � � � ; xn ) _ P(1; x1; � � � ; xn ) _ � � � _ P(y; x1; � � � ; xn ):

ThusthepredicateQ(y; x1; � � � ; xn ) is trueonly in thecasewherethereexistsavalueof t 2 S suchthat
P(t; x1; � � � ; xn ) is true.Q canbewrittenas:

(9t) � yP(t; x1; � � � ; xn ):

The expression(9t) � y is calleda boundedexistentialquanti�er. In the situationwherethereexists a
valueof t 2 N suchthatP(t; x1; � � � ; xn ) is true,wewrite:

(9t)P(t; x1; � � � ; xn ):

Theexpression(9t) is calledanexistentialquanti�er.

De�nition 3. Theexpression(8t) is calledauniversalquanti�er.

(8t) is def ined as P(0; x1; � � � ; xn ) ^ P(1; x1; � � � ; xn ) ^ � � � ^ P(y; x1; � � � ; xn ) ^ � � �

De�nition 4. An n-ary predicateis a well-formedformula (wff) of �rst-order logic. Any expression
formedoutof �rst-order logic wffs is alsoawff. Nothingelseis awff.
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De�nition 5. An interpretationM consistsof annon-emptysetD , calledthedomainof theinterpreta-
tion, andanassignmentto eachpredicateletterAn

j of a function from D n to thesetcomprisedof two
valuestrueandfalse(a setof �nite sequencesof elementsin D), to eachn-aryfunctionconstantf n

j an
n-aryfunctionfrom D n to D , andto eachindividual constantai of some�x edelement(ai )M of D . A
valuationis theassignmentof anelementof thedomainD to eachvariable.For a given interpretation,
thetruth tableof any formulais de�ned by thefollowing rules:

� The truth tablesfor propositionalconnectivesapply to evaluatethe valueof (F AND G), (F OR
G), (F impliesG), and(NOT F).

� (”for all x, F ”) is trueif F is truefor everyelementx of D . Otherwise,is false.

� (”thereexistsanx suchthatF ”) is trueif F is truefor at leastoneelementx of D . Otherwise,is
false.

De�nition 6. An interpretationsatis�esa wff if thewff hasthevaluetrue underthis interpretation.An
interpretationthatsatis�esasetof wffs is amodelfor this set.

De�nition 7. A �nite automatonM on the alphabetA = s1; � � � ; sn with statesQ = q1; � � � ; qm , is
givenby a function � which mapseachpair (qi ; sj ); 1 � i � m; 1 � j � n; ontoa stateqk , together
with asetF � Q, whereF is thesetof acceptingstates.Stateq1 is calledtheinitial state.

De�nition 8. An alphabetis a nonemptysetA of objectscalledsymbols.An n-tupleof symbolsof A
is calleda word or a string on A. For simplicity, a word u is written asu = a1a2 � � � an . n is thelength
of u; juj = n. A uniquenull word is allowed,0. Thesetof all wordsin thealphabetA is written A � .
Any subsetof A � is calleda language on A or a language with alphabetA. A word of length1 which
containsasymbolai is thesameasthesymbolitself.

Let M bea �nite automatonwith transitionfunction� , initial stateq1 andacceptingstatesF . If qi is
any stateof M andu 2 A � , whereA is thealphabetof M , the� � (qi ; u) is thestatewhich M will enter
if it begins in stateqi at the left endof thestringu andmovesacrossu until theentirestringhasbeen
processed.M acceptsawordu providedthat� � (q1; u) 2 F: M rejectsu meansthat� � (qi ; u) 2 Q � F:
Finally, thelanguageacceptedby M , writtenL(M ) is thesetof all u 2 A � acceptedby M :

L(M ) = f u 2 A � j� � (q1; u) 2 F g:

De�nition 9. A languageis calledregular if thereexistsanautomatonthatacceptsit.

It is oftenvery usefulto representthetransitionfunction� graphically. Givena graphwhereeachstate
is representedwith a vertex, thenthe fact that � (qi ; sj ) = qk is representedby drawing anarrow from
vertex qi to vertex qk andlabellingit sj . Thediagramthusobtainedis calledthestatetransitiondiagram
for thegivenautomaton.

A.2 Limitation of FSMs in Reasoningwith NegationasLack of Inf orma-
tion

We assumea predicateX = H UserInLocation (x; rid ), x 2 Users; r id 2 Locations 1. We assume
thatthesetof Usersconsistsof symbolsf a1; a2g andthesetof Locationsconsistsof symbolsf r 1; r2g.
We assumethat for eacheventof typeH UserInLocation , an instanceof theH UserInLocationpred-
icate(a state)is createdasa symbol that canbe passedon to a �nite statemachine. We refer to this
symbolasUL(x; rid ).

1For reasonsof simplicity therole andrattr areomittedfrom thepredicate.
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Usera1 is Nowhere.

Theexpression:

: H UserInLocation (a1 ; y) (A.1)

is equivalentto “User a1 is nowhere” . This is implementedwith theFSM M 1 of FigureA.1.

UL(a1,r2)

UL(a1,r1)

UL(a1,r1)
UL(a1,r2)

s0 s1

Figure A.1. : H UserI nLocation (a1 ; y)

Thealphabetfor M 1 is thesetA = f UL(a1 ; r1 ); UL(a1 ; r2 ); UL(a2 ; r1 ); UL(a2 ; r2 )g. Thesetof
statesfor M 1 is Q = f s0; s1g. Thesetof acceptingstatesF is theemptyset.Thefunction� is de�ned
asfollows: States0 is theinitial stateof theFSM.WheneitherthesymbolUL(a1 ; r1 ) or UL(a1 ; r2 ) is
passedto states0, theFSMmakesatransitionfrom states0 to states1, which is anon-acceptingstatefor
this FSM.Froms1, wheneitherof thesymbolsUL(a1 ; r1 ),UL(a1 ; r2 ) areencountered,M 1 remainsin
states1.

As canbe easilyseenfrom the above, M 1 doesnot have any acceptingstates.States1 is a non-
acceptingstatethat correspondsto the inversestatementto the oneof interest,namelythat usera1 is
somewhere. States0 is alsoa non-acceptingstate,wheretheFSM doesn't knowyet whetherusera1 is
anywhereor not. Therefore,M 1 doesnotacceptany language,includingExpressionA.1.

It canbeassumedfrom thisexamplethatFSMsarenotsuf�cient in dealingwith lack of information.
Notethatthesameproblemariseswith any FOL operatorthatsigni�es lack of informationsuchas69, as
is illustratedin thenext example.

ThereDoesn't Exist any Meeting RoomOn-Site

TheFOL expression:

69x (AtomicLocation (x; MeetingRoom)) (A.2)

is alsonotdirectly implementableby aFSM for lackof anacceptingstate.

A.3 The ClosedWorld Assumption

Assumingaclosedworld thatconsistsof two regionsr 1 andr 2 andusersa1 anda2:

69x (H UserInLocation (x; r2 )) (A.3)

EquationA.3 signi�es that there is nobodyin room r 2 or in other words, that room r 2 is empty.
However, this is equivalentto theexpressioneverybodyis in roomr 1:
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H UserInLocation (x; r1 ) (A.4)

a1,!a2

a1,I a1,a2
(a1,r2)
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Figure A.2. FSM implementations for domains D 1 (a) and D 2 (b) for Expression A.3

An attemptto modelthe above expressionwith the FSM M 2, which is portrayedin FigureA.2(a)
is discussedhere. M 2 acceptsthe alphabetA = f UL(a1 ; r1 ); UL(a1 ; r2 ); UL(a2 ; r1 ); UL(a2 ; r2 )g.
Statesin magentarepresentFSMacceptingstates.Statesin bluerepresentpartial knowledgeof whether
theexpressionis satis�edor not. Thisis particularlyobviousin thecasewheretheFSMis restarted.Until
all of the symbolsf UL(a1 ; y); UL(a2 ; x); 8x; y 2 Locationsg have passedthroughthe FSM, thereis
no way of knowing whethertheexpressionis trueor not. TheletterI is usedto denoteignoranceof the
stateof therespectivesymbol.For example,states0 is alsosymbolisedasI ; I to denotethatinitially no
knowledgeis heldfor eitherof usersa1; a2.

In fact, quite often in sensor-driven networks, if a useris idle, noti�cation aboutthis userwill be
retaineduntil theuserstartsmoving again. If, whentheFSMis restarted,usera1 is idle in region r 2, the
FSM will bein astateof ignorancefor thatuseruntil theusermovesagain.

A.4 TechnicalBackground on FSMswith FreeVariables

This sectionillustratestheshortcomingsof currentimplementations,basedon FSMswithout constants,
for evaluatingFOL expressionsof state.

FSMsthat implementexpressionswithout constantsarereferredto asparametricFSMs, andthey
havebeenpresentedin [5, 39]. SuchFSMsevaluateevent-historieswithoutconstants.With theexception
of [5], theseimplementationshave beenusedto evaluateeventhistorieswhich “happen”andcannotbe
undone,ratherthanstatesthat canbe activatedor de-activatedasa resultof event occurrences.This
meansthat for reasoningwith state,eachmodel statethat is modelledby an FSM stateneedsto be
checked for whetherit still holds,or not with eachevent occurrence.Whenthe stateincludesa free
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variable,transitionsto thenegationof thefreevariableneedto bedesigned.Assuminga closedworld,
suchtransitionsareimplicit disjunctionsover therestof themutuallyexclusive alternatives(exceptthe
symbolthathasalreadyoccurred)and,asa result,thereis no automaticway to createthesetransitions
with theexistingmethods,asthereis nowayof predictingin advancewhatthevalueof thefreevariable
will be. This is illustratedin the following examplesthat usethe two methodsfrom the literaturethat
dealwith FSMswith freevariables.We presentbrie�y bothmethodsandillustratetheir shortcomings
for thecaseof staterepresentationof sensor-drivensystemsby presentingcounterexamplesthatcan't be
implementeddirectlywith eitherof thetwo methods.

SpawningParametric FSMs

We refer to a methodologypresentedin [39] asthe spawningparametricFSMsmethod.This method
involves spawning, for eachfree variable in the initial parametricFSM, an identical non-parametric
FSM whenever a symbolthat instantiatesa parameteroccursat a givenstate.In thespawnedFSM, all
instancesof theparameterthatcorrespondsto thesymbolthathasbeenencounteredaresubstitutedwith
the actualsymbol in all transitionsof the FSM. Similarly to simpleFSMs,a parametricFSM in this
methodis saidto acceptanexpressionthatcontainsfreevariables,whenever oneof thespawnedFSMs
reachesanacceptingstate.

Multi-Bead Parametric FSMs

The secondmethodis proposedin [5], andit constitutesan enhancementof the spawning parametric
FSMmethodby allowing concurrentprocessingof alphabetsymbols.This is achievedby usingsymbols
calledbeads. Eachtime analphabetsymbolneedsto beprocessed,thecorrespondingbeadis created.
As abeadtraversesthestates,it recordsthevaluesof all eventswhichcauseit to move in its path. Every
time a symbolarrivesat a statethat hasa transitionwherea free variablerepresentsthat bead,a new
FSM is spawnedwherea constantis assignedto a variable. Concurrentprocessingis implementedby
having morethanonebeadin theFSMatoneinstant.A parametric-FSMin thismethodis saidto accept
theexpressionthatis loggedin thebead'spathwhenabeadreachesanacceptingstate.

A.4.1 Counterexample1

Considerthefollowing parametricexpression(ExpressionA.5):

(H UserInLocation (x1 ; y) ^ H UserInLocation (x2 ; y))

Thisexpressionsigni�es thatUsersx1 andx2 areco-located.

Implementing ExpressionA.5 with SpawningParametric FSMs.

FigureA.3 illustratesthis with an example. In FigureA.3(a), if an event occursthat correspondsto
usera1 beinginsideregion r 1, thenthe automatonof FigureA.3(b) will be spawnedfrom the onein
(a). In this automaton,thetransitionsfrom s1 to s3 mustrepresentall eventsthatreportusera1 exiting
from region r 1. This meansthat theremustexist onetransitionfor eachregion in theuniversewhich is
differentfrom r 1. If insteadusera1 hadmovedinto r 2, theautomatonthatwouldneedto beconstructed
asa resultwouldbethatof FigureA.3(c).

Implementing ExpressionA.5 with Multi-Bead Parametric FSMs

.
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Figure A.3. H UserInL ocation (x; y) ^ H UserInL ocation (z; y)(non-concurrent processing approach)

A detail of a �nite statemachinewith spawning arcssimilar to the onesdescribedin [5] is shown
in FigureA.4. At states1, if it is detectedthat userA leavesroom x, its beadwill move to states2

whereit will bedestroyed. Thesameproblemarisesasin thepreviouscase,namely, thataccordingto
thevalueof x of theeventthatmakestheautomatonto changefrom states0 to states1, a transitionfor
eachvaluey 2 f Locations � xg needsto becreatedto states2. Anothershortcomingof this methodis
thatwhenever a con�rmatory eventof a user's positionis received,a new beadfor this positionwill be
createdfrom states0 to states1, andthis is clearlywrong.

A.4.2 Counterexample2

This counterexampleconsidershigher-level statepredicates.The following set of FOL expressions
signify asituationwheretwo usersx1; x2 areco-locatedwhile x2 is walkingandathird userx3 is sitting
down.

H UserInLocation (x1 ; y) ^ H UserInLocation (x2 ; y) ) UsersAreColocated(x1 ; x2 ; y)

UsersAreColocated(x1 ; x2 ; y) ^ UserMovement(x3 ; Sitting ) )

UsersAreColocatedWhileMovement(x1 ; x2 ; y; x3 ; Sitting )

UsersAreColocatedWhileMovement(x1 ; x2 ; y; x3 ; Sitting ) ^ UserMovement(x2 ; Walking) )

UsersAreColocatedWhileMovement2(x1 ; x2 ; y; x3 ; Sitting ; x2 ; Walking)

(A.5)

A detailof anFSM for theaboveexpressionis portrayedin FigureA.5(a).Becausethepredicate

: UsersAreColocatedWhileMovement(x1 ; x2 ; y; x3 ; Sitting )

is not by default availablein thesystem,theonly way to determinewhenthetransitionwith this labelis
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...
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Figure A.4. H UserInL ocation (x; y) ^ H UserInL ocation (z; y)(multi-bead method)
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Figure A.5. x1 ; x2 are co-located while x2 is walking and x3 is sitting down.
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satis�edis to determinewhethertheequivalentexpression

: H UserInLocation (x1 ; y) _ : H UserInLocation (x2 ; y) _ : UserMovement(x3 ; Sitting )

issatis�ed,asshown in FigureA.5(b). As in thegeneralcase,thepredicates: H UserInLocation (x1 ; y),
: H UserInLocation (x2 ; y) and: UserMovement(x3 ; Sitting ) arenot availablein the systemunless
they have beende�ned througha bindingde�nition; in orderto decidewhetherthey aresatis�edor not,
the equivalentexpressionsinvolving primitive statepredicatesneedto be evaluated(using the closed
world assumption)whichmakestheimplementationdomain-speci�c.ThisviolatesCAAT.

As canbe concludedfrom the above example,the absenceof the negative predicatesin the model
andtheincapabilityof �nite statemachinesto dealwith lackof informationdonotallow theuseof FSMs
for detectingstatein a transparentway.
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SCALA Modules

This sectionsummarisesthe SCALA modules(libraries)andthe containedapplicationprogrammable
interfacesby discussing,wherever appropriate,the architectureof the softwarecomponentthat corre-
spondsto eachmodule.

B.0.3 The DeductiveKnowledgeBaseModule

Thearchitectureof theDeductiveKB componentis discussedin Chapter10 (Figure10.3).Basedon the
above architecture,SCALA supportsthefollowing statementsfor building andusingtheDeductive KB
component.

� CreateReteManager()

� CreateEventAdaptor()

� CreateEventListener()

� CreateSPIRITEventListener()

� CreateKnowledgeBase()

� GetKnowledgeBase()

� UserUpdate()

� SensorUpdate()

� UserQuery()

� ExportFOLModel()

� InitKnowledgeBase()

� LoadCon�guration()

� Reset()

� Clear()

B.0.4 The SCALA Statistical Infer enceServiceModule

The StatisticalInferenceServicemoduleis basedon the methodologydiscussedin Chapters3 and4.
It consistsof the StatisticalRecognitionService(SRS)moduleandthe ProbabilityEstimationService
(PES)module. The SRSmoduleimplementsthe methodologydescribedin Chapter3 and the PES
modulethemethodologydescribedin Chapter4.
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Figure B.1. The Statistical Inference Service module



AppendixB . SCALA Modules 201

Statistical RecognitionServiceAPI

The architectureof the SRSis portrayedin Figure B.1(a) and it consistsof a samplingmodule, an
initialisation module, a training module, a recognition moduleandananalysis(evaluation)model. The
samplingmodule(FigureB.0.4) samplesstreamsof positioneventsandproducesobservation vectors
thataretestedusingtherecognitionmodule.The initialisationandtrainingmodulestake asinput a set
of �les (con�guration, modelprototypede�nition andtraining data)anditeratively computesa setof
modelsthatrepresentthephonemesof Chapter3.

The recognitionmodule takes as input a network and a dictionary �le describingthe allowable
phonemesequences,a setof HMM modelsanda setof testdata. It thenperformsrecognitionof the
testdataby selectingtheHMM modelwith thehighestprobability.

Oncetherecogniseris built, it is necessaryto evaluateits performance.This is doneby comparing
theoutputwith asetof correctdata.Thiscomparisonis performedby theanalysismodule.

SCALA providessupportfor the online creationof the SRS,aswell as for its online usagewith
locationdata(seealsoFigure10.1).TheCreateSRS-KSLink()statementimplementstheinterfaceto the
DeductiveKB component.

� CreateSamplingModule()

� CreateSRSInitializationModule()

� CreateSRSTrainingModule()

� CreateSRSAnalysisModule()

� DoInitialization()

� DoTraining()

� DoRecognition()

� DoAnalysis()

� AddObservationVector()

� AddObservationList()

� AddCon�gurationParameters()

� AddHMMList()

� AddNetworkFile()

� AddDictionary()

� MovementUpdate()

� SensorUpdate()

� CreateSRS-KSLink()

The SCALA Probability Estimation ServiceModule

TheProbabilityEstimationService(PES)implementsthemethodologyof Chapter4. It takesasinput
speci�cally formattedhistoricaldata,a setof argumentsthatde�ne themodel's operationandthepredi-
catefor which theprobabilityis to beestimated,andit producesaprobabilityestimate.TheCreatePES-
KSLink() statementimplementstheinterfaceto theDeductiveKB component.

SCALA providesthefollowing APIs for creatingandusingPES.

� CreatePESModule()

� AddPESParameterFile()

� AddDataFile()
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Figure B.2. The Probability Estimation Service architecture

� Fact()

� FactLikelihoodUpdate()

� CreatePES-KBLink()

B.0.5 The SCALA Satis�ability ServiceModule

TheSatis�ability Servicedetermineswhethertheuserrequirementsaresatis�ablebasedon theknowl-
edgethat is maintainedin the knowledgebase(seeFigure 9.1). SCALA supportsthe Satis�ability
Servicewith thefollowing statements.

� CreateSatis�abilityService()

� CheckSatis�able()

� LoadFOLModel()

� AddFOLFormula()

B.0.6 The SCALA AED ServiceModule

TheAbstractEventDetectionServiceis a higherorderservicefor abstracteventsin sensor-drivensys-
temsdescribedin Chapter8. SCALA supportsthe AED Serviceby providing a set of APIs for the
creationandcontrolof this service.Morespeci�cally:

� CreateAEDService()

� Publish()

� Subscribe()
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B.0.7 The SCALA Context-AwareApplication Module

TheECA Serviceis describedin Chapter12. SCALA providesa setof APIs thatsupportthecreation
andcontrolof theECA Service,namely:

� CreateECAApp()

� RemoveECAAPP()

� TriggerAction()

B.0.8 The SCALA SPIRIT Module

TheSCALA languageprovidessupportfor usingtheSPIRITsystemasa sourcefor SPIRITevents. It
alsooffersobjectinterfaces,i.e., it allows theprogrammerto manipulatetheSPIRITdatabaseobjects.

B.0.9 SCALA Support for the SPIRIT Module

� CreateSPIRITListener()

� GetSPIRITObject()

� CreateSPIRITEventsConsumer()

� CreateSPIRIT-KBLink()

B.0.10 The SCALA QoSDREAM Module

TheSCALA Languageprovidessupportfor connectingto theQosDREAMsystemmainly asanevent
sourcebut alsoofferingobjectinterfaces.

� TheSCALA supportfor theQoSDREAMmodule

� CreateQoSDREAMListener()

� GetQoSDREAMObject()

� CreateQoSDREAMEventsConsumer()

� CreateQoSDREAM-KSLink()

B.0.11 The SCALA GenericModule

This moduleprovidesa wrapperover a genericcontext sourcewhich causesit to publishan event in-
terface. This is then linked into the Deductive KnowledgeBasecomponentby meansof a CORBA
event manager. This is usedfor legacy systemsthat can in this way be integratedinto the systemas
context-sources.

� CreateKBLink()
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