COMPUTER SCIENCE TRIPOS Part IT — 2019 — Paper 8

5 Cryptography (mgk25)

(a) The Tripos Encryption Standard (TES) is a block cipher optimized for use on

UGPs (“undergraduate processors”). It operates on 4-bit blocks, written as
hexadecimal digits (e.g., a @ 9 = 3). For one particular key K, it implements
the following permutation:
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1 23 45 6 7 8 9 abocdef
Ex(m)|{1 b 5 c7 e 2a49fdo0o36 8

Using this key K, decrypt the following three ciphertexts according to the

indicated modes of operation. [Note: the XOR table at the bottom of this
page may be of use.]

(i) ECB: 188b06 [2 marks]
(i) CBC: 301b2 [3 marks]
(7i) CFB: 10f6d [3 marks]

State four advantages that counter mode has over either CBC or CFB mode.
[4 marks]

Using the same K as in Part (a):
(i) Show that the CBC-MAC tag for message 1234 is d. [3 marks]

(74) Demonstrate that CBC-MAC with a given K is not collision resistant, by
showing how to find another message, of the form 1204, that results in the

same CBC-MAC message tag (without iterating over different candidates
for 4-bit block x). [5 marks]

UGP XOR accelerator:

/01 23 4567 89 abocde f
0|01 23456789 abcdef
1/1 03 25 476 9 8Dbadc e
212 3 0167 45 ab89 e f cd
3|3 2107 65 4Dba98fedc
4|14 56 7 012 3cdef 89 ahb
5|56 47 6 103 2dcfe9 85ba
6|6 745 23 01ef cdab 829
7|7 6 54 3 21 0f edcbba93s8
8!8 9 abcdef 012345267
9|9 8 badcfelO0O32547F6
ala b8 9efcd2301¢674°%5
blba98f edc 32107654
clc de £f 89 ab4b56 7012 3
d|{d ¢c fe 98bab 4761032
e|le f cdab&8 967 452301
f|f edcba987 6543210




