Definition 77 For natural numbers m,n the unique natural number

k such that

< |
» k|m A k|n, and

=] R:ﬁ(w(@

» for all natural numbersd,d| m N\ d|n — d|k.

Comm—

Is called the greatest common divisor of m and n, and denoted
gcd(m,n).

— 216 —



Lemma 73 For all positive integers m and n,

D(n) ,fn|m
CD(m,n) = A«

\ CD(n, rem(m, n)) , otherwise

Since a positive integer n is the greatest divisor in D(n), the lemma
suggests a recursive procedure:

( .
n fn|m

ng(m> Tl) = 3

| ged (n, rem(m, n)) , otherwise

for computing the greatest common divisor, of two positive integers
m and n. This is

Euclid’s Algorithm
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gcd(m, n)

m:ql-n+r

qg>0,0<r<n O<m<n

ged(n, 1) ged(n, m)
[ ST

T n:q’-r—|-1~’

q’ >0, (T<T/ <7
ged(r, ')

f=9' rrr'y, rer' > 2p
{
4
A3
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Fractions in lowest terms

fun lowterms( m , n )
= let
val gcdval = gcd( m , n )
in
( m div gcdval , n div gcdval )

end
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Some fundamental properties of gcds

Lemma 80 For all positive integers 1, m, and n,

1. (Commutativity) gcd(m,n) = ged(n,m),  ged (€;m )
<
2. (Associativity) gcd (1, ged(m, n)) = ged(ged(l, m),n),

3. (Linearity)f gcd(l- m,l-n) =1-gcd(m,n).
PROOF: (1) CD(M») = CD(n,m)

] i
QC%E&“WIM) D,C%c._éf C"‘t"‘*))

d
3% () = %_{_4(,MVM> \

*Aka (Distributivity).
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Coprimality

Definition 81 Two natural numbers are said to be coprime when-
ever their greatest common divisor is 1.

Euclid’s Theorem

Theorem 82 For positive integers k, m, andn, ifk | (m-n) and
ged(k,m) =1 thenk | n.

PrROOF: Joby B, n 1t P&’E»@ wlLpers. L
AQ?ULW\Q_ k,[Qv\n.\ ar~ol l'/;z-i'g‘M:‘[ 'L?‘(W W'b U,').
o n,—:_v\-l;-k,-l—vk-fj-w\ Md neare Al . @
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Corollary 83 (Euclid’s Theorem) For positive integers m and n,
and primep, ifp | (m-n) thenp | morp | n.

Now, the second part of Fermat’s Little Theorem follows as a
corollary of the first part and Euclid’s Theorem.

PROOF:
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Fields of modular arithmetic

Corollary 85 For prime p, every non-zero elementi of Z,
has [i"%], as multiplicative inverse. Hence, Z,, is what in
the mathematical jargon is referred to as a field.
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Extended Euclid’s Algorithm

o
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ocd(34,13) || 8 = 34 —2. 13
gcd(13,8) || 5= 13 —1- 8
= 13 1. (34-2-13)
= —1-34+3-13
ocd(8,5) | 3= 8 —1 3
— [(34—2.13) -1 [=1-34+3.13)
= 2.34+(=5)-13
gcd(5,3) | 2= 5 —T- 3
~ T.34+313 -1 (2-34+(-5) - 13)
= —3.344+8-13
ocd(3,2) | 1= 3 —1- 2
= 2-34+(=5)-13) —1. (-3-34+8-13))
= 5.34+(—13)-13
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Integer linear combinations

Definition 64> An integer r is said to be a linear combination of a
pair of integers m and n whenever

there exist a pair of integers s and t, referred to as the
coefficients of the linear combination, such that

[st]-{m}ZT;

n

that is

s-m+t-n=r.

*See page 194.
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Theorem 87 For all positive integers m andn,
1. gcd(m,n) is a linear combination of m and n, and

2. apairlc;(m,n), le,(m,n) of integer coefficients for it,
I.e. such that

m

} = ged(myn)
n

[ lc1(m,n) ICZ(m> TL) } . {

can be efficiently computed.
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Proposition 88 For all integers m andn,

1 0 0 1
Lloeze] [T =m oA D] T

:n;
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Proposition 88 For all integers m andn,

tlanl[R]=m A [l [T] =

2. for all integers sq, t1, 11 and s,, t,, 1,
[31 t1][:} =1 A [Sz tz]{:} =T
implies

Si+Se. bt
[//] [ }_T1+T2;
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Proposition 88 For all integers m andn,

tlanl[R]=m A [l [T] =

2. for all integers sq, t1, 11 and s,, t,, 1,

[31 t1]’{m}:r1 N\ [Sztz]’[m}:m

n n
implies
m
Y| =T1+T12;
ERIRE RS

3. for all integers k and s, t, r,
I PP pe ke

[st}[:} — 1 implies [/‘2/%}{:} — k-
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We extend Euclid’s Algorithm gcd(m,n) from computing on pairs

f

of positive integers to computing on pairs of triples ((s,t), r) with

| ——

s, t integers and r a positive integer satisfying the invariant that

s, t are coefficientes expressing r as an integer linear combination

of m and n. /)

[ Busphe gt (mn) m ged (04, Goa)
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gcd

fun gcd(m , n )

= let
fun gcditer( ((Qll-l:l) ,rl) , C as (CSZ.'Ll),rQ ) )
= let o
val (q,r) = divalg(rl,r2) (klr = r1- q*r2l*)
in méﬁ; utm S%\
1f r =0 Qn wf LV\
then c A w aud n
else gcditer( c ( r))
end <~ l / )
in - %%Sz, "%%EL
gcditer ( ( U,O),m) : ((0,1\,11 1)
end
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egcd

fun egcd( m , n ) /\/\/M\ V(‘j'_ﬁ wi s ( @Cfﬂ(‘:z,) ;3_‘3“1("“1“\3

let

fun egcditer( ((s1,t1),rl) , 1lc as ((s2,t2),r2) )
= let

val (q,r) = divalg(rl,r2) (k T = rl-g*r2 *)

in
it r =0 ﬂg(vylu):r&;p m + ’Z&Z'ﬂ,
then lc
else egcditer( 1lc , ((sl-g*s2,tl-g*t2),r) )
end
1n
egcditer( ((1,0),m) , ((0,1),n) )
end
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fun gcd(m , n ) = #2( egcd( m , n ) )

fun 1cil( m , n )

#1( #1( egcd(m , n ) ) )

fun 1c2( m , n )

#2( #1( egcd(m , n ) ) )
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Multiplicative inverses in modular arithmetic

Corollary 92 For all positive integers m and n,
1. n-le;(myn) = ged(m,n) (mod m), and

2. whenever gcd(m,n) =1,

lc;(m,m)| s the multiplicative inverse of [n]y, in Z, .

— 255 —



Diffie-Hellman cryptographic method

Shared secret key

A & ;

a b
$ $
[c], = « ® ® B =I[c"],
3 X
$ $
k= [B%, (o], =k
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Key exchange

Mathematical modelling:
» Encrypt and decrypt by means of modular exponentiation:
ke, [

» Encrypting-decrypting have no effect:

By Fermat’s Little Theorem,
k!te=1 = ¥ (mod p)
for every natural number c, integer k, and prime p.

» Consider d,e,p suchthate-d=1+c- (p—1); equivalently,

e—] d@/wl
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Lemma 93 Letp be a prime and e a positive integer with
ged(p — 1,e) = 1. Define

d = [1C2(p—1,€)}

Then, for all integers K,

p—1 -

(k®)4 =k (mod p) .

PROOF:
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A
(eA> dA)
0<k<p
¢
[keA]p — My
my
¢

[mZdA]p — M3
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