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Roadmap

1. Introduction to (Classical) Zero-Knowledge Proofs

2. Introduction to Quantum Zero-Knowledge Proofs

3. Further properties



Background

How can you convince someone you know a secret, without revealing 

anything about it?

How can you convince someone you have drawn a red card (from a 

standard deck of 52 playing cards), without revealing any more 

information about the card?



Background

How can you convince someone you know a secret, without revealing 

anything about it?

How can you convince someone you have drawn a red card (from a 

standard deck of 52 playing cards), without revealing any more 

information about the card?

Show all 26 black cards are in the deck!



(Classical) Zero Knowledge Proof

Prover 𝑃 Verifier 𝑉

Theorem 𝒙
Accept /

Reject

Computationally unbounded.

May cheat!

Probabilistic polynomial 

time

𝑎0, 𝑞1, 𝑎1, 𝑞2, 𝑎2, …



Three properties of quantum zero knowledge proof

• Completeness: Honest prover convinces the verifier if the 

statement is true.

• Soundness: Dishonest prover cannot convince the verifier if the 

statement is false.

• Zero-Knowledge: The verifier learns nothing beyond “it’s true.”



Formalization

𝑃 𝑤 , 𝑉 𝑧 𝑥 = Final output of 𝑉

Private input 

𝑤 to prover 

(optional)

Private input 

𝑧 to verifier

Common input 𝑥
to both



Consider a language 𝐿.

Completeness: if 𝑥 ∈ 𝐿, then Pr 𝑃, 𝑉 𝑥 = 1 = 1. That is, the 

honest prover can always make 𝑉 accept on common input 𝑥 ∈ 𝐿.

Soundness: if 𝑥 ∉ 𝐿, then for all (even all-powerful) 𝑃∗ we have 

Pr 𝑃∗, 𝑉 𝑥 = 1 ≤ 1/2.

That is, if 𝑥 ∉ 𝐿, then no cheating prover can convince 𝑉 to 

accept with probability better than 1/2.

Formalization: Completeness and Soundness



Formalization: Zero Knowledge

Intuition: 

What the verifier can compute after the interaction =

What the verifier could have compute before the interaction

The verifier gained (for a true statement) during the interaction:

- That the statement is true

- A transcript of the interaction

⇒ The transcript should have nothing new, for which the verifier can 

simulate on its own!



Formalization: Zero Knowledge

(𝑃, 𝑉) is statistical zero-knowledge for a classical verifier if 

for any PPT verifier 𝑉∗,

there is a PPT simulator Sim such that

for all 𝑥 ∈ 𝐿 and all 𝑝𝑜𝑙𝑦( 𝑥 )-size auxiliary information 𝑧 ∈ {0,1}∗,

the distributions ⟨𝑃, 𝑉∗ 𝑧 ⟩(𝑥) and Sim(𝑥, 𝑧) have statistical 

distance at most 2−|𝑥|.



Characterization of Zero Knowledge

Perfect ZK: The simulation must exactly match the transcript. 

Statistical ZK: The distributions must be statistically close.

Computational ZK: The distributions must be computationally 

indistinguishable.

𝐏𝐙𝐊 ⊆ 𝐒𝐙𝐊 ⊆ 𝐂𝐙𝐊



Example: Graph Isomorphism

𝐺𝐼 = { 𝐺0, 𝐺1 ∶ 𝐺0 ≅ 𝐺1 ∧ 𝑉 𝐺0 = 𝑉 𝐺1 }

Let 𝜎 be an isomorphism 𝐺1 → 𝐺0, so 𝜎 𝐺1 = 𝐺0.

Prover 𝑃 Verifier 𝑉

4. Accept iff 

𝜋′ 𝐺𝑏 = 𝐻.



Example: Graph Isomorphism

Completeness: If 𝐺0 ≅ 𝐺1 and 𝜎: 𝐺1 → 𝐺0, then 𝐺0 = 𝜎𝑏(𝐺𝑏), so 

𝜋′ 𝐺𝑏 = 𝜋 𝜎𝑏 𝐺𝑏 = 𝜋 𝐺0 = 𝐻.

Soundness: 

• If 𝐺0, 𝐺1 are not isomorphic, then for any 𝐻, 𝐻 is isomorphic to at 

most one of 𝐺0, 𝐺1.

• So, a cheating prover can send correct responses for at most one 

challenge 𝑏 ∈ {0,1}.

• Then 𝑉 will accept with probability at most one half.



Zero-Knowledge Proof of Graph Isomorphism

Zero Knowledge: 

Fix some ppt verifier V∗. For notational convenience, let V ∗ x,z(H) 

represent the 1-bit challenge sent by V ∗ , when run using inputs x, z, 

and receiving first message H from the prover. (We assume V ∗ x,z 

always outputs a bit, treating an abort as a 0.) The simulator Sim, on 

input x, z, does as follows: • Let n = |x|. For i = 1, . . . , n do: 1. Choose 

uniform a. Set H = π(Ga). 2. Let V ∗ x,z(H) = b. If b = a then output 

(H, π) and stop. Otherwise return to step 1. • If all n iterations of the 

loop failed, output ⊥.

Simulator

Choose uniform 𝑎 ∈ {0,1} and uniform 

permutation 𝜋. Let 𝐻 = 𝜋(𝐺𝑎)

Run the verifier 𝑉∗ with input 𝑥 and 𝑧, 

send the message 𝐻 to it and receive 𝑏.

𝑏 = 𝑎? Output 𝐻, 𝑏, 𝜋

𝑘th 

iteration?
Output ⊥

Yes

Yes

No

No

Rewind



Zero-Knowledge Proof of Graph Isomorphism

Zero Knowledge: 

Fix some ppt verifier V∗. For notational convenience, let V ∗ x,z(H) 

represent the 1-bit challenge sent by V ∗ , when run using inputs x, z, 

and receiving first message H from the prover. (We assume V ∗ x,z 

always outputs a bit, treating an abort as a 0.) The simulator Sim, on 

input x, z, does as follows: • Let n = |x|. For i = 1, . . . , n do: 1. Choose 

uniform a. Set H = π(Ga). 2. Let V ∗ x,z(H) = b. If b = a then output 

(H, π) and stop. Otherwise return to step 1. • If all n iterations of the 

loop failed, output ⊥.

The probability that Sim outputs ⊥ is 2−𝑘 because 𝐻 is independent of 

𝑎 and in every iteration 𝑎 = 𝑏 with probability ½.

Conditioned on 𝑆𝑖𝑚 not outputting ⊥, the distribution of the output is 

identical to the actual transcript.



All of NP is in Computational Zero-Knowledge

Proof idea: Show that an NP-Complete problem is in zero-knowledge.

Actually:

Goldreich et al. shows that an NP-Complete Problem has a ZK 

interactive proof if bit commitments exist 

Naor et al. shows that one way functions => bit commitment protocol 

exist



Quantum Zero-Knowledge Proofs

Two variants:

1. Classical interactive proofs that are 

zero-knowledge against quantum

polynomial-time verifiers. (QZK-C)

2. Quantum interactive proofs that are 

zero-knowledge against quantum 

polynomial-time verifiers (QZK)



Quantum Zero-Knowledge Classical Proofs

𝑃 𝑤 , 𝑉∗ |𝑧⟩ 𝑥 = Final output of 𝑉∗

Private input 𝑤 to 

prover (optional)

Classical

Private input 

|𝑧⟩ to verifier

Quantum

Common input 𝑥
to both

Classical



Quantum Zero-Knowledge Classical Proofs

(𝑃, 𝑉) is quantum perfect zero-knowledge for a quantum 

verifier if 

for any QPT verifier 𝑉∗,

there is a QPT simulator Sim such that

for all 𝑥 ∈ 𝐿 and all 𝑝𝑜𝑙𝑦( 𝑥 )-qubit auxiliary states |𝑧⟩,

the transcript [𝑃, 𝑉∗ 𝑧 ](𝑥) and Sim(𝑥, |𝑧⟩) are identical 

distributions over classical messages + leftover quantum state.

(For statistical quantum zero-knowledge in general, we measure simulation quality by 

trace distance on mixed states.)



Example: Graph Isomorphism

𝐺𝐼 = { 𝐺0, 𝐺1 ∶ 𝐺0 ≅ 𝐺1 ∧ 𝑉 𝐺0 = 𝑉 𝐺1 }

Let 𝜎 be an isomorphism 𝐺1 → 𝐺0, so 𝜎 𝐺1 = 𝐺0.

Prover 𝑃 Verifier 𝑉∗

4. Output 

𝐻, 𝑏, 𝜋′ + 

residual state



What’s the problem here?

We cannot rewind easily!

• The no cloning theorem prevents making a copy of the 

auxiliary state. 

• Measurements are irreversible.

“Rewinding by reversing the unitary transformation induced by [the verifier], 
or taking snapshots is impossible. But. . . showing that rewinding by reversing 
or by taking snapshots is impossible does not show that no other ways to 
rewind in polynomial time exist.” [VAN DE GRAAF, 1997] 



Solution: Partial Rewinding

1. Run classical simulator in 

superposition of 𝜋, 𝑎.

2. If 𝑎 = 𝑏, then we’re done.

3. If 𝑎 ≠ 𝑏, then:

a) Reverse the steps before 

measurement.

b) Apply a correction 

unitary.

c) Redo the steps in 3.a.



Let’s characterize the verifier

Registers: 𝑧 0 𝟎 1 0 2 𝟎 𝟑 𝟎 𝑤 plus classical graphs 𝐺0, 𝐺1.

Notation: 𝑗th message is stored in ⋅ 𝑗 , and ⋅ 𝑤 is the workspace 

register.

Think of 𝑧 0 is the 0th message, initial information.

Verifier behavior WLOG: 

• 𝑉∗ puts prover’s graph 𝐻 in ⋅ 1, measures ⋅ 2 to get its bit 𝑏, and 

puts prover’s permutation 𝜋′ in ⋅ 3.

• Before measuring ⋅ 2, applies unitary 𝑉∗ to state, doesn’t modify 

classical registers ⋅ 1 and ⋅ 3.



What does a real interaction look like?

We can merge registers 𝑧 0 and ⋅ 𝑤 into padded ⋅ 0 register.

We can forget about ⋅ 𝑤 .

1. Initial: 𝑧 0 𝟎 1 0 2 𝟎 𝟑

2. P’s 1st message: 𝑧 0 𝜋(𝐺0) 1 0 2 𝟎 𝟑

3. V’s 1st message: 

𝑉∗ 𝑧 0 𝜋(𝐺0) 1 0 2 ⊗ 𝟎 3 =෍

𝑧′,𝑏

𝛼
𝑧′,𝑏

𝜋 𝐺0 𝑧′ 𝜋 𝐺0 𝑏 ⊗ |𝟎⟩

4. V then measures |𝑏⟩, and P returns 𝜋 ∘ 𝜎𝑏



What does a real interaction look like?

Note: creating superposition over 𝜋 to model prover randomness and 

delaying all measurements encodes the entire interaction.

𝑟𝑒𝑎𝑙 = 𝑁! −1/2෍

𝜋

෍

𝑧′,𝑏

𝛼
𝑧′,𝑏

𝜋 𝐺0 𝑧′ 𝜋 𝐺0 𝑏 |𝜋 ∘ 𝜎𝑏⟩

To show zero-knowledge, we give a simulator to perfectly construct 

|𝑟𝑒𝑎𝑙⟩.



Simulator 𝑆𝑖𝑚

1. Initialize registers 𝑧 0 𝟎 1 0 2 𝟎 𝟑 ⊗ 0 𝑛𝑒𝑤.

2. Apply

𝑆 ∶ 𝟎 1 𝟎 𝟑 0 𝑛𝑒𝑤 ↦ 2𝑁! −1/2෍

𝜋,𝑎

𝜋 𝐺𝑎 |𝜋⟩ 𝑎

3. Apply 𝑉∗ to this superposition. Result:

𝜓𝑎𝑙𝑙 = 2𝑁! −1/2෍

𝐻,𝑎

෍

𝜋:𝐺𝑎→𝐻

෍

𝑧′,𝑏

𝛼𝑧′,𝑏
𝐻 𝑧′ 𝐻 |𝑏⟩|𝜋⟩ 𝑎



Simulator 𝑆𝑖𝑚

1. Measure 𝑎 = 𝑏 vs. 𝑎 ≠ 𝑏.

2. If 𝑎 = 𝑏, then resulting state is |𝜓𝑔𝑜𝑜𝑑⟩. 

Trace out 𝑎 𝑛𝑒𝑤 to get |𝑟𝑒𝑎𝑙⟩. Done!

3. If 𝑎 ≠ 𝑏, call the state |𝜓𝑏𝑎𝑑⟩. Turn 𝜓𝑏𝑎𝑑 into 𝜓𝑔𝑜𝑜𝑑 :

a) Apply 𝑉∗ −1 followed by 𝑆−1.

b) Apply 𝐹 on registers 1, 2, 3, 𝑛𝑒𝑤 that does nothing to 

𝟎 1 0 2 𝟎 3 0 𝑛𝑒𝑤 and flips the sign of all other basis states. 

c) Apply 𝑆 followed by 𝑉∗. 



Why does 𝑆𝑖𝑚 work?

Let 𝑈 = 𝑆𝑉∗.

Show: 𝑈𝐹𝑈−1 𝜓𝑏𝑎𝑑 = |𝜓𝑔𝑜𝑜𝑑⟩.

All we need:

1. 𝜓𝑎𝑙𝑙 =
1

2
𝜓𝑏𝑎𝑑 +

1

2
|𝜓𝑔𝑜𝑜𝑑⟩

2. 𝜓𝑏𝑎𝑑 𝜓𝑔𝑜𝑜𝑑 = 0

3. 𝜓𝑎𝑙𝑙 = 𝑈 𝑧 |𝟎⟩



Why does 𝑆𝑖𝑚 work?

Show: 𝑈𝐹𝑈−1 𝜓𝑏𝑎𝑑 = |𝜓𝑔𝑜𝑜𝑑⟩.

𝑈𝐹𝑈−1 𝜓𝑏𝑎𝑑

= 𝑈𝐹𝑈−1
1

2
( 𝜓𝑏𝑎𝑑 + |𝜓𝑔𝑜𝑜𝑑⟩) +

1

2
( 𝜓𝑏𝑎𝑑 − |𝜓𝑔𝑜𝑜𝑑⟩)

=
1

2
𝑈𝐹𝑈−1 𝜓𝑎𝑙𝑙 +

1

2
𝑈𝐹𝑈−1( 𝜓𝑏𝑎𝑑 − |𝜓𝑔𝑜𝑜𝑑⟩).

Observe: 𝑈𝐹𝑈−1 𝜓𝑎𝑙𝑙 = 𝑈𝐹 𝑧 𝟎 = 𝑈 𝑧 𝟎 = 𝜓𝑎𝑙𝑙 . 



Why does 𝑆𝑖𝑚 work?
Show: 𝑈𝐹𝑈−1 𝜓𝑏𝑎𝑑 = |𝜓𝑔𝑜𝑜𝑑⟩.

𝑈𝐹𝑈−1 𝜓𝑏𝑎𝑑 =
1

2
𝜓𝑎𝑙𝑙 +

1

2
𝑈𝐹𝑈−1( 𝜓𝑏𝑎𝑑 − |𝜓𝑔𝑜𝑜𝑑⟩).

1. 𝜓𝑏𝑎𝑑 − |𝜓𝑔𝑜𝑜𝑑⟩ and |𝜓𝑎𝑙𝑙⟩ are orthogonal. 

2. 𝑈−1( 𝜓𝑏𝑎𝑑 − |𝜓𝑔𝑜𝑜𝑑⟩) and 𝑈−1 𝜓𝑎𝑙𝑙 = 𝑧 |𝟎⟩ are orthogonal.

3. Definition of 𝐹 shows 𝑈𝐹𝑈−1( 𝜓𝑏𝑎𝑑 − |𝜓𝑔𝑜𝑜𝑑⟩) =

−𝑈𝑈−1( 𝜓𝑏𝑎𝑑 − |𝜓𝑔𝑜𝑜𝑑⟩) = |𝜓𝑔𝑜𝑜𝑑⟩ − |𝜓𝑏𝑎𝑑⟩.

4. Substituting this shows the claim!



Recap: Graph Isomorphism

𝐺𝐼 = { 𝐺0, 𝐺1 ∶ 𝐺0 ≅ 𝐺1 ∧ 𝑉 𝐺0 = 𝑉 𝐺1 }

Theorem. 𝐺𝐼 has a perfect zero-knowledge proof against quantum 

adversaries!



Computational quantum zero-knowledge

GRAPH3COLORING = {𝐺 ∶ 𝐺 is a 3 colorable graph}

Theorem. GRAPH3COLORING has a computational zero-knowledge 

proof against quantum adversaries if there exists an unconditionally

binding, quantum computationally hiding commitment scheme.

Corollary. Under the same assumption, every language in 𝐍𝐏 has a 

computational zero-knowledge proof against quantum adversaries!



Quantum Interactive Proofs (not classical)

Prover 𝑃 Verifier 𝑉

Theorem 𝒙
Accept 

/

Reject

Quantum computationally unbounded.

May cheat!

Quantum polynomial time
𝑎0 , 𝑞1 , 𝑎1 , 𝑞2 , …



Powerful Tool: Quantum Rewinding Lemma



Quantum Interactive Proofs: Results

• 𝐐𝐒𝐙𝐊𝐇𝐕 has natural complete problems: quantum state 

distinguishability.

• 𝐐𝐒𝐙𝐊 = 𝐐𝐒𝐙𝐊𝐇𝐕. Via quantum state distinguishability.

• 𝐐𝐒𝐙𝐊𝐇𝐕 = 𝐐𝐒𝐙𝐊𝐇𝐕 and thus, 𝐐𝐒𝐙𝐊 = 𝐐𝐒𝐙𝐊.

• If quantum commitment schemes exist, then 𝐐𝐌𝐀 ⊆ 𝐐𝐂𝐙𝐊.

Commitment must be unconditionally binding and quantum 

computationally hiding.



Quantum Zero-Knowledge Proofs: Multi-provers

Zero-knowledge 𝐌𝐈𝐏∗?

Theorem. Every language in 𝐌𝐈𝐏∗ = 𝐑𝐄 has 

a two-prover one-round 𝐏𝐙𝐊𝐌𝐈𝐏∗(perfect 

zero-knowledge) protocol.

Extremely Powerful.



Questions?
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