S

-

ata| University
il of Glasgow

Oilthigh Ghlaschu

Transparency and
Explainable Al (XAl)

Prof Simone Stumpf

Simone.Stumpf@glasgow.ac.uk

ORLD
CHANGING
GLASGO

‘\\
NS




University
of Glasgow

Oilthigh Ghlaschu




[Ssivesinal Not a new thing...
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. . Mycin: Is Meningitis a hospital ired ill ?
* Lots of work on explanations back in the Doctor: why?
1 9808 a nd 1 9903 il\:}gleccizgf.O] this will aid in determining the orgamisms that might be causing the
. It has already established
° neo MYC | N etC to expla | n expert [2.1] the infection that requires therapy is meningitis
) [2.2] organisms were not seen on the stain of this pending csf culture
[2.3] the type of infection is bacterial
SySte m S [2.4] neurosurgery is not one of the relevant items of patient 100
. . [2.5] the age of patient 100 is greater than 25
e Ben S hneiderman versus Pattie Maes therefore if [2.6] the infection was acquired while the patient was in hospital then
. there is evidence that the organisms that might be causing the infection are E
d e bate | n th e 1 990 S c0li(0.75) staphylococcus-coag-pos(0.3) pseudomonas-aeruginosa(0.3)
klebsiella-pneumoniae(0.5)
: Doctor: How 2.3
 Trans parency an d trust im 0]0) rtant Mycin: The following rules concluded about the likelihood that the type of the
infection is bacterial:
« Also work on autonomous agents and D ROLES00 001
HP- : : 2.9] RULE501 (0.95
decision-making in the early 2000s 5 0 RULE€02 (0.9
. ) . [3.1] RULE526 (0.98)
* But really ramped up since 2010s with rise 2 ROLES1 (.08

In machine learning and black-box models
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Today
X * Why did you do that?
Machi Decisionor * Why not something else?
Training ac !ne Learned Recommendation * Whendo you succeed?
| Learning . > - When do you fail?
Data Function ¥
Process « Whencan | trust you?
* How do | correct an error?
XAl x » | understand why I I
New * | understand why not Ca Ibrated /
Training N Machine n Explainable | Explanation « 1 know when you succeed .
Data Learning Model Interface * I know when you fail a p p ro p Il ate
Process * | know when to trust you
* | know why you erred tru St




RERYANSOLAN Regulation, standards and guidelines

+) of Glasgow

Oilthigh Ghlaschu

* Industry-led by tech giants
* Microsoft's Guidelines for Human-Al Interactions
» Google’s Responsible Al practices and People+Al Handbook
» IBM’s Everyday Ethics for Artificial Intelligence
 Fujitsu’s Al Ethics Impact Assessment Practice Guide

« EU Assessment List for Trustworthy Artificial Intelligence (ALTAI)

« EU Al Act (ratified earlier this year)
« High risk applications need to be assessed and transparent
» Generative Al will have to be transparent
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 How the Al model works « Currently somewhat overlooked:
« Why a specific prediction was * Why was the model developed
made by the Al ...or not in the first place

* What training data was used to
develop the model

 How was the model evaluated
« How good is it
» What biases or blind spots

Collecting data

Why is Al needed?

= 0 ) does it have
R e s Bt « What decisions about the Al

were made during its
development
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Explainable Al (XAl)
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Model understanding is absolutely critical in several domains, particularly those
involving high potential for harm, to support debugging, bias detection and
recourse




AEITANEOAN Lots of work to make Al ‘explainable’
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[Molnar 2022]

* Global explanations:
* Exposing the model

 Local explanations:
« Exposing (combination of) features that contribute to a decision
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Local explanations
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» Explains important feature that led
to a decision

» Uses a post-hoc explanation on a
simplified model

* Another popular method which

OUtpUtS feature importances: [Ribeiro et al. KDD 2016]
SHAP K'X)fl.m

~117.63 = Longitude -0.48

2.364 = Medinc -0.43
4.271 = AveOccup —-0.26
34.06 = Latitude +0.25
3.993 = AveRooms -0.03 ‘
39 = HouseAge ’
1.023 = AveBedrms —-0.01 ‘

1294 = Population -0 |

1.0 1.2 1.4 1.6 1.8
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« Use examples (synthetic or natural) to explain individual predictions

* |dentify instances in the training set that are responsible for the prediction of a
given test instance

* |[dentify examples (synthetic or natural) that strongly activate a function
(neuron) of interest
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What features need to be changed and by how much to flip a model’s prediction?

| =
b 7_,;"*,:%; X,
b WY B REN 2%
= Crested Auklet ¢’= Red Faced Cormorant

[Mothilal et al 2020]



Universit '
JL e e Al Saliency Maps

Oilthigh Ghlaschu

Input Prediction
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What parts of the input are most relevant for the model’s prediction: ‘Junco Bird’?
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Original Image

Gradient © Input

Guided Backprop

Guided GradCAM

Adebayo, Julius, et al

})}%&iﬁgmiw But beware: “explanation” might be misleading

goOW

Model parameter randomization test

Cascading randomization
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. "Sanity checks for saliency maps." NeurlPS, 2018.
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https://arxiv.org/abs/1810.03292
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Global explanations




PN SLAN SHAP (SHapley Additive exPlanations)

¥ of Glasgow

Oilthigh Ghlaschu

« Explains model overall i.e. the
importance of features globally and
how feature values contribute to a i
decision

Longitude
AveOccup
HouseAge
AveRooms
Population

AveBedrms

-1.0 -05 0.0 0.5 1.0 1.5
SHAP value (impact on model output)

High

Low

Feature value
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- Zebra
(0.97)

~s
g\s

2

How important is the notion of “stripes” for this prediction?

[Kim et. al., 2018]
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Human-Centric Explanations
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« Explainability = system-centric ability of an Al system to explain itself

* Interpretability = human-centric ability of a user to build an appropriate
mental model that guides interaction with the Al system

* Understanding of how the system works
« Being able to use the system successfully
» Being able to 'trouble-shoot’ system and fix ‘mistakes’

For mental model see:
- Norman 1983
- Johnson-Laird 1983
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« What should be explained?
» Global/local explanations, intelligibility types, etc.

« How should we explain?
* Natural language dialogue, textual explanations, visualisations, etc.

21



QERSENESUAN Explanation content versus explanation
presentation/style
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« What information is transmitted in an explanation versus its form and presentation
« E.g. decision confidence
0.67341
67% Accept / 33% Reject

-

| think it’s a little bit more
likely that this application
should be accepted.
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End users / lay users (e.g. loan applicants, patients)

Decision makers / domain experts (e.g. doctors, judges, loan officers)

Regulatory agencies (e.g. FDA, European commission)

Researchers, developers and engineers
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* Need to know who the user is and what they need to know

« What is the purpose of the explanations?

« Usually a combination of global and local explanations

 Measure explanations in terms of the purpose and other associated effects
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Feedback/Control

—
ﬁ

Explanation

Future improved Improved mental model,
behaviour satisfaction

See:

- Stumpf et al. IJHCS 2009
- Kulesza et al. TiiS 2011

- Kulesza et al. CHI 2012

- Das et al. Al 2013

- Kulesza et al. IUl 2015
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« Explanation
* |terative Control

« Sound

- Complete h

 Don’t overwhelm ﬁ
« Control

« Actionable Explanation

* Incremental

* Reversible

* Honour feedback
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e 2 versions * Measurements
* Elucidebug with explanations * NASATLX
and ability to control with « Mental model score

feature feedback

« Control with no explanations
and only ability to label
instances to correct Al

« 20 newsgroups: Hockey and
baseball

e /7 participants

« Amount of feedback
« Accuracy F1 score
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Folders Messages in the ‘Unknown’ folder

Why Hockey?

Part 1: Important words

Originat Presicied  Predcton | me H H
\ rom g Subjuct e nkuen | MeoopmioOwe This message has more important words about Hockey than
287 Res Playat Predictions Hockey 9% s Zants <OCSE . about Baseball
923 Res Schedule.. Basebal  60% A o -
b :z ::‘:::: > F m‘:’ Basebat z A :g.&nm:;mvl;u— - Erﬁwﬁm ( h k I ti er\.
. ons For » some in Datroa!
A e | e baseball Mockey | baseball hockey stanley tiger |
omapricion | | 56 et oy PR e e T tanley tiger N J
9319 Re Octopus in Detroa? Hodey  67% the cup in 8 games. Auw’?u»wwmwmmm stan ey
Prediction totals 5339 Sparky Andersom Gets win #2000, Tgers bast A Basedal  99% than from the oid Otympla balcony. though. The difference makes the computer think this message is 2.3 times more
Hockey 28 W ST Re: Goabe masks % W'Wwwwﬁ'ﬁ:‘*ﬁg""w likely to be about Hockey than Baseball.
Basebal 917 A A2 R Young Catchars Basetat 2% A and the foks | was watching with had never heasd and ware
BT Re: Wiering Streaks e incredulous when | recogrized the. ummw-m
“Stanley” B9 Royah Basebal  64% A
9590 Praties Mading List? Basebal  65% A
Baseball " Reds srap $-garme losing stresk: RedReport 413 Basebal  90%
23 Re Mgghng Dodgers Basebal  S7% A
as $E2¢ Res Candiestick Park experience Jong) Basebal 9% )
po— 5433 e on lys v ndonsSeres ) Part 2: Folder size
SEEEEEEEEE S£34  Re: When did Dodgers move from NY to LA7  [IEEEENNIN 53%
e oy 3o The Baseball folder has more messages than the Hockey folder
et Re: Hockey and the Hapanic community Hodkey 9%
Hockey:
Baseball:
The difference makes the computer thinks each Unknown message is 1.1
times more likely to be about Baseball than Hockey.

67% probability this message is about Hockey

Combining ‘Important words' and ‘Folder size’ makes
the computer think this message is 2.0 times more likely
to be about Hockey than about Baseball.

Importance

baseball bill canadian dave

david hockey player players
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* More accurate system with less effort
» 0.85 for our system versus 0.77% without explanations at end of study

 Made adjustments to 47 messages while without explanations had to label
182 messages

» With better understanding
* 15.8 mental model score versus 10.4
 The more you understand, the better you can make the system

 Does not overwhelm
* No difference in NASA TLX workload measures
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* No explanations desired for certain tasks and contexts [Bunt et al. Ul 2012]

* Different people need different explanations [Gunning et al. Science Robotics
2019]; lay users neglected at the moment

» Explanations calibrate trust and reliance [Bussone et al. ICMI 2015, Holliday et
al. lUl 2016, Nourani et al. HCOMP 2019]; “placebic” explanations [Eiband et
al. CHI 2019]

« Explanations might come from outside of the ML [Ehsan et al. CHI 2021]

« Explanations, and then what? [Wang et al. 2022]
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Transparency for other kinds of Al
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autonomous Al
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« Explanations are delivered in visual form — no good for certain situations or
people

» Explanations are meant to be pondered — not sure how to integrate into real-time
settings for human-Al collaboration

« Currently we have a narrow view of explanations — what do we mean by
‘explanations’ and what should be explained

 Why was the model developed in the first place

* What decisions about the Al were made during its development
« What training data was used to develop the model

 How was the model evaluated

 How good is it

« What biases or blind spots does it have



s al Model Cards [Mitchell et al. 2019]

of Glasgow

Oilthigh Ghlaschu

* Model Details. Basic information about the model. . Megicls. Metrics should be chosen to reflect potential realworld impacts of the
model.
— Person or organization developing model
— Model performance measures
— Model date
— Decision thresholds
— Model version
— Variation approaches
— Model type ) ) o )
] o ) ) ]  Evaluation Data. Details on the dataset(s) used for the quantitative analyses in
— Information about training algorithms, parameters, fairness constraints or other the card.
applied approaches, and features

+ —Datasets
— Paper or other resource for more information o
* — Motivation
— Citation details ]
] * — Preprocessing
— License o ) o ) )
) ¢ Training Data. Ma(}/ not be possible to provide in practice. When possible,
— Where to send questions or comments about the model this section should mirror Evaluation Data. If such detail is not possible,
minimal allowable information should be provided here, such as details of the
- Intended Use. Use cases that were envisioned during development. distribution over various factors in the training datasets.
— Primary intended uses * Quantitative Analyses
— Primary intended users — Unitary results
— Out-of-scope use cases — Intersectional results
« Factors. Factors could include demographic or phenotypicgr_ou S, * Ethical Considerations
environmental conditions, technical attributes, or others listed in Section 4.3.

» Caveats and Recommendations
— Relevant factors

— Evaluation factors
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« Transparency is required and XAl has made some strides towards opening the
black box

* However, ‘transparency’ is a very vague term and ‘explanations’ can come in
different forms

« Need for a human-centred approach to transparency and explanations
« Consider what explanations are used/useful for
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