Complexity Theory

Lecture 8: Cryptography
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Alice wishes to communicate with Bob without Eve eavesdropping.



In a private key system, there are two secret keys

— the encryption key
— the decryption key

and two functions D and £ such that:
for any x,

For instance, taking and both D and E as - we have
the



One Time Pad

The one time pad is provably secure, in that the only way Eve can
decode a message is by knowing the key.

If the original message x and the encrypted message y are known, then

so is the key:

Declassified files reveal how pre-WW2 Brits
smashed Russian crypto

Moscow's agents used one-time pads, er, two times — oii!
 apnieen ooz assuTc

Efforts by Briish boffins to thwart Russian cryptographic cyphers in the 19205 and 1930s
have been declassified, providing fascinating insights into an obscure part of the history
of code breaking,

America's National Security Agency this week released papers from John Tiltman, one of
Britain's top cryptanalysts during the Second World War, describing his work in breaking
Russian codes [PDE], in response to a Freedom of Information Act request.

‘The Russians started using one-time pads in 1928 — however, they made the grave
cryptographic eror of allowing these pads to be used twice, the release of Titman's
papers has revealed for the first time.

oy R for
eavescroppers n Bight o fgue ot the encrypted missves plainiex. Two separate
messages encrypted reusing the same key from a pad could be compared to ascertain

between their nenciyped foms, and flom 1, usig 5
tats and knowledge of th language, work out the rigina words.




Public Key

Is it possible to exchange a message without a secret key?




Public Key

In public key cryptography, the encryption key e is public, and the
decryption key d is private.

We still have,
for any x,

and £ are polynomial time computable, hence decoding is in
(why?)
The key e is public. Given y, a certificate is x such that y = E(x, e).

(Is that precise?)

Thus, public key cryptography is not in the way that the
one time pad is. It relies on the assumption that



Turing fact of the day

In 1942, Turing designed a portable secure voice communication system
called Delilah. It worked beautifully in the lab, but the war was nearly
over by the time it was ready for field use, and the bureaucracy didnt bite.

Its almost poetically tragic: Turing cracked ciphers used by others, and
then invented one no one used.



Abstracting chests and locks with
computational hardness



One Way Functions

A function f is called a if it satisfies the following
conditions:

1. f is one-to-one.

2. f is computable in polynomial time.

3. is computable in polynomial time.

We cannot hope to prove the existence of one-way functions without at
the same time proving

It is strongly believed that the function:

is a one-way function.



Though one cannot hope to prove that the function is one-way
without separating P and , we might hope to make it as secure as a
proof of NP-completeness.

Definition

A nondeterministic machine is if, for any input x, there is

at most one accepting computation of the machine.

is the class of languages accepted by unambiguous machines in
polynomial time.
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Equivalently, is the class of languages of the form
Where R is polynomial time computable, polynomially balanced, for
each x, there is such that
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UP One-way Functions

We have

It seems unlikely that there are any NP-complete problems in

One-way functions exist
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Questions?



