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Extended Euclid’s Algorithm
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ocd(34,13) || 8 = 34 ~2. 13
ged(13, 8) — 13 —1- §
= 13 —1. (34-2-13)
= —1-34+3-13
ecd(8,5) || 3= 8 —1- 2
— B4—-213 1. (91-34+3.13)
= 2.34+(=5)-13
gcd(5,3) ||2= 5 —1- 3
- T 3+1313 1. 2341(5-13)
= —3-34+8-13
ged(3,2) | 1= 3 —1- 2
= 234+ (-5)-13) —1. (-3-34+8-13))
— 5.34+(—13)-13
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Linear combinations

Definition 68 An integer r is said to be a linear combination of a
pair of integers m and n whenever

there exist a pair of integers s and t, referred to as the
coefficients of the linear combination, such that

[st]-{m}ZT!

n

that is

s -m+t-n=r1.
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Theorem 69 For all positive integers m andn,
1. gcd(m,n) is a linear combination of m and n, and

2. apairlc;(m,n), le,(m,n) of integer coefficients for it,
I.e. such that

m

} = ged(myn)
n

[ lc1(m,n) ICZ(m> TL) } . {

can be efficiently computed.
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Proposition 70 For all integers m andn,

10 o4
Ll ]| T =moA D] | T
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Proposition 70 For all integers m andn,

tlanl[R]=m A [l [T] =

2. for all integers sq, t1, 11 and s,, t,, 1,

[31 t]]-{:}:m N\ [Sztz]’[:}:h

implies

[//’1/?][1:} =T +T2
S5 bty
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Proposition 70 For all integers m andn,

tlanl[R]=m A [l [T] =

2. for all integers sq, t1, 11 and s,, t,, 1,

s t1]'{m}=ﬁ /\ [sztz]-{m}:rz

n n
implies
m
% | =T1+712,
[1 z] {n} 1 2

3. for all integers k and's, t, r, ﬁ§ %{7
m s m
[st]-[n} — 1 implies [/{%}{n} — k-1 .
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gcd

fun gcd(m , n )
= let
fun gcditer( <($,'t,))r1> , C as L(?L,‘ka,) ‘r2>)
= let
val (q,r) = divalg(rl,r2) (k r = rl1-g*r2 *)
in
if r =0

then ¢ S‘, gfgL ‘h 9}6)'
else gcditer( c (( )r))

end
in

gediter ( ((’l,o)’ m\ ,((0,4) )n) )

end
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egcd

fun egcd( m , n )

= let
fun egcditer( ((s1,t1),rl) , 1lc as ((s2,t2),r2) )
= let
val (q,r) = divalg(rl,r2) (k r = rl-g*r2 *)
1in
if r =0
then lc
else egcditer( 1lc , ((sl-g*s2,tl-g*t2),r) )
end
1n
egcditer( ((1,0),m) , ((0,1),n) )
end
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fun gcd(m , n ) = #2( egcd( m , n ) )

fun 1ci(m , n ) = #1( #1( egcd( m , n ) ) )

fun 1c2( m , n )

#2( #1( egcd(m , n ) ) )
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Multiplicative inverses in modular arithmetic

Corollary 74 For all positive integers m andn,
1. n-le;(myn) = ged(m,n) (mod m), and

2. whenever gcd(m,n) =1,

lc;(m,m)| s the multiplicative inverse of [n]y, in Z, .
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Diffie-Hellman cryptographic method

Shared secret key
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Diffie-Hellman cryptographic method

Shared secret key

A & ;

a b
$ $
[c], = « ® ® B =I[c°],
3 X
$ $
k= [B%, (o], =k
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Key exchange
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Key exchange
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Key exchange
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Lemma 75 Letp be a prime and e a positive integer with
ged(p — 1,e) = 1. Define
d = [1(32(]3 — 1,6) }p_] .

Then, for all integers k,

(k®)4 =k (mod p) .

PROOF: ”\)L kwc Tk\'y(f caL-i-c(f/n);_L QZHM

e -cp-9
Rk =k (wdp) W BT g
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