Euclid’s Theorem

Theorem 63 For positive integers k, m, andn, ifk | (m-n) and
ged(k,m) =1 thenk | n.

PROOF:
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Corollary 64 (Euclid’s Theorem) For positive integers m and n,
and prime p, ifp | (m-n) thenp | m orp | n.

Now, the second part of Fermat’s Little Theorem follows as a
corollary of the first part and Euclid’s Theorem.
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Corollary 66 For primep, every non-zero elementi of Z,
has [i"2], as multiplicative inverse. Hence, Z, is what in
the mathematical jargon is referred to as a field.
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ged(34,13) | 34 =2 13 + 8 | 8 =[F@ —Z 13
— ged(13,8) 13 = 1.8 +5 | 5 = 13 —1.53
— ocd(8,5) 8§ — 1.5 +3 | 3 =28 —1. 5
— gcd(5,3) 5 — 1.3 +2 || 2 =5 —1. 3
— ged(3,2) 3 = 1.2 4+ 1 || 1 =3 —1. 2
— oed(2,1) 2 — 2.1 + 0 N N,
= | telo [ The
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gcd(34,13)
gcd (13, 8)

ged(8,5)

ged(5, 3)

ged(3,2)
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gcd(34,13)
gcd (13, 8)

ged(8,5)

ged(5, 3)

ged(3,2)

8 = 34

= 13

= 13

= —1-34+3-13
3= 8
2= 5
1 = 3
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gcd(34,13)
gcd (13, 8)

ged(8,5)

ged(5, 3)

ged(3,2)

8 = 34 —2.
= 13 ~1.
= 13 ~1.
= —1.34+43-13

3= 8 —1.
= (34-2-13) -1

= 2.344(=5)-13

— 91=E_H —

13

N\

34 —-2-13)

5
(=1-34+3-13)




ocd(34,13) || 8 = 34 —2. 13
gcd(13, 8) = 13 —1- °
— 13 ~1. (34-2-13)
= —1-34+3-13
ecd(8,5) || 3= 8 —1- 2
— B4—-2.13 1. (91-34+3.13)
= 234+ (=5)-13
ecd(5,3) | 2= 5 ~1- 3
_ 334+313 -1 (2-34+(—5)-13)
= —3-34+8-13
ocd(3,2) | 1= 3 —1. 2
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Linear combinations

Definition 68 An integer r is said to be a linear combination of a
pair of integers m and n whenever

there exist a pair of integers s and t, referred to as the
coefficients of the linear combination, such that

[st]-{m}ZT!

n

that is

s -m+t-n=r1.
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Theorem 69 For all positive integers m andn,
1. gcd(m,n) is a linear combination of m and n, and

2. apairlc;(m,n), le,(m,n) of integer coefficients for it,
I.e. such that

m

} = ged(myn)
n

[ lc1(m,n) ICZ(m> TL) } . {

can be efficiently computed.
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Prop740 70 For all integersxs anﬁ,

Al [ =m A (a7 =ns
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Proposition 70 For all integers m andn,

tlanl[R]=m A [l [T] =

2. for all integers si, t1, 1y and s,, t,, 12,

s t1]'{:}:r1 N\ [Sztz]‘[?}:h
imp/i?s’”<,+q,
[?1?]'{]“

} =T +712
n
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Proposition 70 For all integers m andn,

tlanl[R]=m A [l [T] =

2. for all integers si, t1, 1y and s,, t,, 12,

s t]]‘{m}Zﬁ /\ [sztz]-{m}:rz

n n
implies
m
[?] ?2]{T1} =T1+712

3. for all integers k and s, t, r,

[st}-[:}:rimplies [?] ?2}.[m}:k.r_
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gcd

fun gcd(m , n )
= let
fun gcditer( [Cl ‘AJ rl , c as [S_‘L'{TLJ r2 )
= let
val (q,r) = divalg(rl,r2) (x r = ri-g*r2 *)
in

'itflel:’rl =CO K «L-l‘l nglﬁgz ‘k/ “ﬁflj

else gcditer( c , \/N“I_ )
end
1n
gediter(L1 0] m [0 1] 0 )
end
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egcd

fun egcd( m , n )

= let
fun egcditer( ((s1,t1),rl) , 1lc as ((s2,t2),r2) )
= let
val (q,r) = divalg(rl,r2) (k r = rl-g*r2 *)
1n
if r =0
then 1c
else egcditer( 1lc , ((sl-g*s2,tl-g*t2),r) )
end
1n
egcditer( ((1,0),m) , ((0,1),n) )
end
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fun gcd(m , n ) = #2( egcd( m , n ) )

fun 1ci(m , n ) = #1( #1( egcd( m , n ) ) )

fun 1c2( m , n )

#2( #1( egcd(m , n ) ) )
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Corollary 74 For all positive integers m andn,
(1) n-lez(m,n) = ged(m,n) (mod m), and

2. whenever gcd(m,n) =1,

le(m,n)| is the multiplicative inverse of [ny, in Zn,
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Diffie-Hellman cryptographic method

Shared secret key
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Diffie-Hellman cryptographic method
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Diffie-Hellman cryptographic method
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Diffie-Hellman cryptographic method

Shared secret key
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Lemma 75 Letp be a prime and e a positive integer with
ged(p — 1,e) = 1. Define

d = [1(32(]3—1,6)}]3 o

Key exchange

Then, for all integers K,

(k¢)4 =k (mod p) .
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0<k<p

[keA]p — MMy
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