
Euclid ′s Theorem

Theorem 63 For positive integers k, m, and n, if k | (m · n) and

gcd(k,m) = 1 then k | n.

PROOF:
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Corollary 64 (Euclid’s Theorem) For positive integers m and n,

and prime p, if p | (m · n) then p | m or p | n.

Now, the second part of Fermat’s Little Theorem follows as a

corollary of the first part and Euclid’s Theorem.

PROOF:
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Fields of modular arithmetic

Corollary 66 For prime p, every non-zero element i of Zp

has [ip−2]p as multiplicative inverse. Hence, Zp is what in

the mathematical jargon is referred to as a field.
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Extended Euclid ′s Algorithm

Example 67

gcd(34, 13) 34 = 2· 13 + 8

= gcd(13, 8) 13 = 1· 8 + 5

= gcd(8, 5) 8 = 1· 5 + 3

= gcd(5, 3) 5 = 1· 3 + 2

= gcd(3, 2) 3 = 1· 2 + 1

= gcd(2, 1) 2 = 2· 1 + 0

= 1
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Extended Euclid ′s Algorithm

Example 67

gcd(34, 13) 34 = 2· 13 + 8 8 = 34 −2· 13

= gcd(13, 8) 13 = 1· 8 + 5 5 = 13 −1· 8

= gcd(8, 5) 8 = 1· 5 + 3 3 = 8 −1· 5

= gcd(5, 3) 5 = 1· 3 + 2 2 = 5 −1· 3

= gcd(3, 2) 3 = 1· 2 + 1 1 = 3 −1· 2

= gcd(2, 1) 2 = 2· 1 + 0

= 1
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gcd(34, 13) 8 = 34 −2· 13

= gcd(13, 8) 5 = 13 −1· 8

= gcd(8, 5) 3 = 8 −1· 5

= gcd(5, 3) 2 = 5 −1· 3

= gcd(3, 2) 1 = 3 −1· 2
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gcd(34, 13) 8 = 34 −2· 13

= gcd(13, 8) 5 = 13 −1· 8

= 13 −1·
z }| {
(34− 2 · 13)

= −1 · 34+ 3 · 13
= gcd(8, 5) 3 = 8 −1· 5

= gcd(5, 3) 2 = 5 −1· 3

= gcd(3, 2) 1 = 3 −1· 2
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gcd(34, 13) 8 = 34 −2· 13

= gcd(13, 8) 5 = 13 −1· 8

= 13 −1·
z }| {
(34− 2 · 13)

= −1 · 34+ 3 · 13
= gcd(8, 5) 3 = 8 −1· 5

=
z }| {
(34− 2 · 13) −1·

z }| {
(−1 · 34+ 3 · 13)

= 2 · 34+ (−5) · 13
= gcd(5, 3) 2 = 5 −1· 3

= gcd(3, 2) 1 = 3 −1· 2
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gcd(34, 13) 8 = 34 −2· 13

= gcd(13, 8) 5 = 13 −1· 8

= 13 −1·
z }| {
(34− 2 · 13)

= −1 · 34+ 3 · 13
= gcd(8, 5) 3 = 8 −1· 5

=
z }| {
(34− 2 · 13) −1·

z }| {
(−1 · 34+ 3 · 13)

= 2 · 34+ (−5) · 13
= gcd(5, 3) 2 = 5 −1· 3

=
z }| {
−1 · 34+ 3 · 13 −1·

z }| {
(2 · 34+ (−5) · 13)

= −3 · 34+ 8 · 13
= gcd(3, 2) 1 = 3 −1· 2

— 215-c —



gcd(34, 13) 8 = 34 −2· 13

= gcd(13, 8) 5 = 13 −1· 8

= 13 −1·
z }| {
(34− 2 · 13)

= −1 · 34+ 3 · 13
= gcd(8, 5) 3 = 8 −1· 5

=
z }| {
(34− 2 · 13) −1·

z }| {
(−1 · 34+ 3 · 13)

= 2 · 34+ (−5) · 13
= gcd(5, 3) 2 = 5 −1· 3

=
z }| {
−1 · 34+ 3 · 13 −1·

z }| {
(2 · 34+ (−5) · 13)

= −3 · 34+ 8 · 13
= gcd(3, 2) 1 = 3 −1· 2

=
z }| {
(2 · 34+ (−5) · 13) −1·

z }| {
(−3 · 34+ 8 · 13))

= 5 · 34+ (−13) · 13
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Linear combinations

Definition 68 An integer r is said to be a linear combination of a

pair of integers m and n whenever

there exist a pair of integers s and t, referred to as the

coefficients of the linear combination, such that

�

s t
�

·
�

m

n

�

= r ;

that is

s ·m+ t · n = r .
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Theorem 69 For all positive integers m and n,

1. gcd(m,n) is a linear combination of m and n, and

2. a pair lc1(m,n), lc2(m,n) of integer coefficients for it,

i.e. such that

�

lc1(m,n) lc2(m,n)
�

·
�

m

n

�

= gcd(m,n) ,

can be efficiently computed.
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Proposition 70 For all integers m and n,

1.
�

?1 ?2
�

·
�

m

n

�

= m ∧
�

?1 ?2
�

·
�

m

n

�

= n ;
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Proposition 70 For all integers m and n,

1.
�

?1 ?2
�

·
�

m

n

�

= m ∧
�

?1 ?2
�

·
�

m

n

�

= n ;

2. for all integers s1, t1, r1 and s2, t2, r2,

�

s1 t1
�

·
�

m

n

�

= r1 ∧
�

s2 t2
�

·
�

m

n

�

= r2

implies

�

?1 ?2
�

·
�

m

n

�

= r1 + r2 ;
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Proposition 70 For all integers m and n,

1.
�

?1 ?2
�

·
�

m

n

�

= m ∧
�

?1 ?2
�

·
�

m

n

�

= n ;

2. for all integers s1, t1, r1 and s2, t2, r2,

�

s1 t1
�

·
�

m

n

�

= r1 ∧
�

s2 t2
�

·
�

m

n

�

= r2

implies

�

?1 ?2
�

·
�

m

n

�

= r1 + r2 ;

3. for all integers k and s, t, r,

�

s t
�

·
�

m

n

�

= r implies
�

?1 ?2
�

·
�

m

n

�

= k · r .
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gcd

fun gcd( m , n )

= let

fun gcditer( r1 , c as r2 )

= let

val (q,r) = divalg(r1,r2) (* r = r1-q*r2 *)

in

if r = 0

then c

else gcditer( c , r )

end

in

gcditer( m , n )

end
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egcd

fun egcd( m , n )

= let

fun egcditer( ((s1,t1),r1) , lc as ((s2,t2),r2) )

= let

val (q,r) = divalg(r1,r2) (* r = r1-q*r2 *)

in

if r = 0

then lc

else egcditer( lc , ((s1-q*s2,t1-q*t2),r) )

end

in

egcditer( ((1,0),m) , ((0,1),n) )

end
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fun gcd( m , n ) = #2( egcd( m , n ) )

fun lc1( m , n ) = #1( #1( egcd( m , n ) ) )

fun lc2( m , n ) = #2( #1( egcd( m , n ) ) )
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Multiplicative inverses in modular arithmetic

Corollary 74 For all positive integers m and n,

1. n · lc2(m,n) ≡ gcd(m,n) (mod m), and

2. whenever gcd(m,n) = 1,
�

lc2(m,n)
�

m
is the multiplicative inverse of [n]m in Zm .
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Diffie-Hellman cryptographic method

Shared secret key

A B
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Diffie-Hellman cryptographic method

Shared secret key

A

a

c, p
B

b
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Diffie-Hellman cryptographic method

Shared secret key

A

a

 

[ca]p = α

c, p
B

b

 

β = [cb]p
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Diffie-Hellman cryptographic method

Shared secret key

A

a

 

[ca]p = α

β

c, p
B

b

 

β = [cb]p

α
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Diffie-Hellman cryptographic method

Shared secret key

A

a

 

[ca]p = α

β

 

k = [βa]p

c, p
B

b

 

β = [cb]p

α

 

[αb]p = k
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A B
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A B
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A B
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A B
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A B
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A B
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A B
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A B
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Key exchange

Lemma 75 Let p be a prime and e a positive integer with

gcd(p− 1, e) = 1. Define

d =
�

lc2(p− 1, e)
�

p−1
.

Then, for all integers k,

(ke)d ≡ k (mod p) .

PROOF:
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A B
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A

(eA, dA)

0 ≤ k < p

p

B

(eB, dB)
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A

(eA, dA)

0 ≤ k < p

 

[keA ]p = m1

p

B

(eB, dB)

m1

��������m1
��

— 230-b —



A

(eA, dA)

0 ≤ k < p

 

[keA ]p = m1

m2

p

B

(eB, dB)

m1

 

m2 = [m1
eB]p

��������m1
��

��������m2
��

— 230-c —



A

(eA, dA)

0 ≤ k < p

 

[keA ]p = m1

m2

 

[m2
dA]p = m3

p

B

(eB, dB)

m1

 

m2 = [m1
eB]p

m3

��������m1
��

��������m2
��

��������m3
��
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A

(eA, dA)

0 ≤ k < p

 

[keA ]p = m1

m2

 

[m2
dA]p = m3

p

B

(eB, dB)

m1

 

m2 = [m1
eB]p

m3

 

[m3
dB]p = k

��������m1
��

��������m2
��

��������m3
��
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