
  

Thinking like an attacker

● Reconnaissance
● Exploitation
● Lateral movement
● Achieve goal
● Maintain presence 



  

Avoid groupthink

Rather, we should...

● Raise controversial issues
● Suggest alternative solutions
● Say “I don't understand”
● Offer constructive criticism



  

The Recurse Centre Social Rules

● No feigning surprise
● No well-actually's
● No back-seat driving
● No subtle -isms

Very easy to break, but strive not to



  

How can you break into a 
webmail account?



  

Can a computer hacker kill someone
with a car?



  

Can a terrorist cell trigger a nuclear
meltdown at a power station?
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