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2
.1

C
O

U
R

S
E

 S
U

M
M

A
R

Y

I
Processor

02
Protection

W
hat is the O

S protecting?

03
Processes

O
n w

hat does the O
S operate?

04
Scheduling

W
hat does the O

S run next?

05
Scheduling
Algorithm

s
H

ow
 does it choose?

II
M

em
ory M

anagem
ent

06
Virtual Addressing

H
ow

 does the O
S protect processes from

 each other?

07
Paging

H
ow

 to m
anage virtual addresses from

 a m
achine

perspective?

08
Segm

entation
H

ow
 to m

anage virtual addresses from
 a program

m
er

perspective?
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2
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C
O

U
R

S
E

 S
U

M
M

A
R

Y

III
In

p
u

t/
O

u
tp

u
t

09
IO

 Subsystem
H

ow
 does the O

S interact w
ith the outside w

orld?

10
Storage

H
ow

 does the O
S m

anage persistence for processes?

IV
C

a
s
e
 S

tu
d

y

11
U

nix I
Putting it together: D

esign, Filesystem

12
U

nix II
Putting it together: IO

, Processes, Shell
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RECAP
C
o
u
rs

e
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u
m

m
a
ry

R
e
c
a
p

E
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c
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d
in

g
s
: T

e
x
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u
m

b
e
rs

, D
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3
.2

TEXT
Tw

o m
ain standards:

ASCII: 7-bit code holding (Am
erican) letters, num

bers, punctuation and a few
other characters. Regional 8-bit variations. Com

petitors included EBCD
IC (IBM

;
very odd, not all characters contiguous)
U

nicode: 8-, 12- or 32-bit code intended to support all international alphabets
and sym

bols

ASCII used to be w
idespread default. U

nicode now
 becom

ing popular (esp. U
TF-8):

U
nicode 9.0 has 128,172 characters assigned out of potential 1,114,112 code

points (
 —

 
)

Com
m

only use the 8-bit transform
ation form

at called U
TF-8; superset of ASCII

w
hich includes "enough" to get by for Rom

an languages and regional currency
sym

bols, etc.
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3
.3

UTF-8
Low

 128 bits m
ap direct to ASCII w

hich is useful for backw
ard com

patibility

Variable length: all other characters are encoded as <len> <codes>, w
here 0xC0

 len 
 0xFD encoding the length, w

hile 0x80 
 codes 

 0xFD. Top tw
o

bytes unused. Also have U
TF-16 and U

TF-32.

U
nicode distinguishes character (sm

allest m
eaningful sem

antic unit), codepoint (its
encoding) and glyph (character rendering, including directionality, w

hether text
should be displayed right-to-left, or top-to-bottom

, etc.)

Both ASCII and U
nicode are represented in

m
em

ory as either strings or arrays: e.g. "Pub
Tim

e!" (0x50='P', 0x75='u', etc)

Since |character| 
 |m

achine w
ord size|, need

to be careful w
ith endianness. Exam

ple is
little endian
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NUM
BERS
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 c
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e
 Least Significant Bit (L
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B

)

U
n
s
ig

n
e
d
 n

u
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b
e
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e
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u
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a
y
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., 
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re
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b
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a
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w
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ld

y
 s

o

u
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e
 h

e
x
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d
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c
im

a
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a
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e
 1

6
)

T
o
 c

o
n
v
e
rt, g

ro
u
p
 b

its
 in

to
 g

ro
u
p
s
 o

f 4
,

e
.g

., 1111101010
 = 0011|1110|1010

 = 3EA
O

fte
n
 u

s
e
 0x

 p
re

fi
x
 to

 d
e
n
o
te

 h
e
x
, e

.g
., 0x107

C
a
n
 u

s
e
 d

o
t to

 s
e
p
a
ra

te
 la

rg
e
 n

u
m

b
e
rs

 in
to

 1
6
-b

it c
h
u
n
k
s
, e

.g
., 0x3FF.FFFF
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3
.5

SIGNED NUM
BERS

Tw
o m

ain options:

Sign &
 m

agnitude:
Top (leftm

ost) bit flags if negative; rem
aining bits m

ake value
E.g., 10011011

 is -0011011
 = -27

Represents range 
 to 

 and the bonus value 
 (!)

2's com
plem

ent:
To get 

 from
 

, invert every bit and add 1
E.g., +27 = 00011011

, -27 = (11100100
 + 1) = 11100101

Treat 1000...000
 as 

Represents range 
 to 
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3
.6

F
L

O
A

T
IN

G
 P

O
IN

T

To handle very large or very sm
all num

bers, use scientific notation, e.g., 
, w

ith 
 the m

antissa, 
 the exponent, e.g., 

 m
/s

For com
puters, use binary i.e. 

,
w

here 
 includes a "binary point"

In practice use IEEE floating point w
ith

norm
alised m

antissa 
 i.e., use 

IEEE floating point reserves 
 and 

:

 zero: 
: 

; 
: 

 (!)
 non-zero: 

: N
aN

s; 
: denorm

s

N
orm

al positive range 
 for single, or 

 for double

N
B. still only 

/
 values —

 just spread out
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3
.7

DATA STRUCTURES
Not interpreted by m

achine —
 up to program

m
er (or, com

piler) w
here things go, and

how

Fields in records/structures stored as an offset from
 a base address. In variable size

structures, explicitly store addresses (pointers) inside structure, e.g.,

Address
Value

Com
m
ent

0x0F30
0xFFFF

Constructor tags for a leaf

0x0F34
8

Integer 8

.
.

.

0x0F3C
0xFFFE

Constructor tag for a node

0x0F40
6

Integer 6

0x0F44
7

Integer 7

0x0F48
0x0F30

Address of inner node

.
.

.

0x1000
0xFFFE

Constructor tag for a node

0x1004
4

Integer 4

0x1008
5

Integer 5

0x100C
0x0F3C

Address of inner node

datatype rec = node of int * int * rec 
             | leaf of int; 
val example = node(4, 5, node(6, 7, leaf(8))); 

If exam
ple is stored at address 0x1000:
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n
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 d
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C
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e
, b

a
d
 fo

r c
a
c
h
e

D
rRichard

M
ortier

IA
O
perating

System
s,2016/17

13/316

3
.9

A
 M

O
D

E
L

 C
O

M
P

U
T

E
R

Processor (CPU
) executes program

s using:
M
em

ory: stores both program
s &

 data.
Devices: for input and output. Bus:
transfers inform

ation

Com
puters operate on inform

ation in
m

em
ory from

 input devices. M
em

ory is a
large byte array that holds any
inform

ation on w
hich w

e operate.
Com

puter logically takes values from
m

em
ory, perform

s operations, and then
stores result back

CPU
 operates on registers, extrem

ely fast
pieces of on-chip m

em
ory, usually now

 64-bits in size. M
odern CPU

s have betw
een

8 and 128 registers. D
ata values are loaded from

 m
em

ory into registers before
being operated upon, and results are stored back again
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3
.10

F
E

T
C

H
-E

X
E

C
U

T
E

 C
Y

C
L

E

CPU
 fetches &

 decodes instruction,
generating control signals and
operand inform

ation

Inside Execution Unit (EU
), control

signals select Functional Unit (FU
)

("instruction class") and operation

If Arithm
etic Logic Unit (ALU

), then
read one or tw

o registers, perform
operation, and (probably) w

rite back
result. If Branch Unit (BU

), test condition and (m
aybe) add value to PC. If M

em
ory

Access Unit (M
AU

), generate address ("addressing m
ode") and use bus to read/w

rite
value

Repeat
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3
.11

IN
P

U
T

/O
U

T
P

U
T

 D
E

V
IC

E
S

D
evices connected to processor via a bus (e.g., ISA, PCI, AGP):

M
ouse, Keyboard

Graphics Card, Sound Card
Floppy D

rive, H
ard D

isk D
rive, CD

-RO
M

N
etw

ork Card, Printer, M
odem

etc.

O
ften tw

o or m
ore stages involved (e.g., ID

E, SCSI, RS-232, Centronics, etc.)

Connections m
ay be indirect, e.g.,

Graphics card (on bus) controls m
onitor (not on bus)
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UNIVERSAL ASYNCHRONOUS
RECEIVER/TRANSM

ITTER (UART)
S
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re
s
 1
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r m

o
re

 b
y
te

s
 in

te
rn

a
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, c
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3
2

V
a
rio

u
s
 b

a
u
d
 ra

te
s
 (e

.g
., 1

,2
0
0
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 1
1
5
,2

0
0
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S
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w
, s
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p
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n
d
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M
a
k
e
 u

p
 "s

e
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l p
o
rts

" o
n
 P

C

M
a
x
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ro
u
g
h
p
u
t 

1
4
.4

k
b
/s

; v
a
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n
ts

 u
p
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 5
6
k
b
/s

 (fo
r m

o
d
e
m

s
)

C
o
n
n
e
c
t to

 te
rm
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a
l (o

r te
rm
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a
l e

m
u
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tio
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 s

o
ftw

a
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) to
 d

e
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 d

e
v
ic

e
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3
.13

H
A

R
D

 D
IS

K
S

W
hirling bits of m

etal, increasingly replaced by Solid State Devices (SSD
s). U

p to
around 15,000 rpm

, 
2TB per platter, 

2Gb/s
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G
R

A
P

H
IC

S
 C

A
R

D
S

E
s
s
e
n
tia

lly
 s

o
m

e
 R

A
M

 (fram
ebuffer) a

n
d
 (o
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e
r) s

o
m

e
 d
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n
a
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g
u
e
 c

irc
u
itry

(RAM
DAC

)

R
A

M
 h

o
ld

s
 a

rra
y
 o

f p
ix

e
ls

: p
ic

tu
re

 e
le

m
e
n
ts

R
e
s
o
lu

tio
n
s
 e

.g
., 6

4
0
x
4
8
0
, 8

0
0
x
6
0
0
, 1

0
2
4
x
7
6
8
, 1

2
8
0
x
1
0
2
4
, 1

6
0
0
x
1
2
0
0
, ...

D
e
p
th

s
: 8

-b
it (L

U
T

), 1
6
-b

it (R
G

B
=
5
5
5
), 2

4
-b

it (R
G

B
=
8
8
8
), 3

2
-b

it (R
G

B
A
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8
8
8
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M
e
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q
u
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.g
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8
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z
 v
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)
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BUSES
C
o
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c
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 c
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 c
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 d
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 m
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p
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u
s
 a

n
d
 a

s
s
e
rts

 read
S
la

v
e
 re

a
d
s
 a

d
d
re

s
s
 fro

m
 b

u
s
 a

n
d
 re

trie
v
e
s
 d

a
ta

S
la

v
e
 p

u
ts

 d
a
ta

 o
n
to

 b
u
s

M
a
s
te

r re
a
d
s
 d

a
ta

 fro
m

 b
u
s

M
e
a
n
 w

e
 d

o
n
't n

e
e
d
 w

ire
s
 e

v
e
ry

w
h
e
re

! A
ls

o
 c

a
n
 d

e
fi
n
e
 b

u
s
 p

ro
to

c
o
l a

n
d
 th

e
n
 d

o

"p
lu

g
'n

'p
la

y
"
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3
.16

B
U

S
 H

IE
R

A
R

C
H

Y

In practice, m
any different buses w

ith different characteristics, e.g., data w
idth, m

ax
num

ber of devices, m
ax length. M

ost are synchronous, i.e. share a clock signal.

E.g., w
ith four buses:

Processor bus: fastest (and w
idest?), for CPU

 to
talk to cache

M
em

ory bus: to com
m

unicate w
ith m

em
ory

PCI and (E)ISA buses: to com
m

unicate w
ith

current and legacy devices

Bridges forw
ards from

 one side to the other; e.g.,
to access a device on ISA bus, processor generates
m

agic [physical] address w
hich goes to m

em
ory

bridge, then to PCI bridge, and then to ISA bridge,
and finally to ISA device. Sam

e on the w
ay back
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3
.17

INTERRUPTS
B

u
s
 re

a
d
s
 a

n
d
 w

rite
s
 a

re
 tra

n
s
a
c
tio

n

b
a
s
e
d
: C

P
U

 re
q
u
e
s
ts

 s
o
m

e
th

in
g
 a

n
d
 w

a
its

u
n
til it h

a
p
p
e
n
s
. B

u
t, e

.g
., re

a
d
in

g
 a

 b
lo

c
k

o
f d

a
ta

 fro
m

 a
 h

a
rd

-d
is

k
 m

ig
h
t ta

k
e
 

2
m

s
, w

h
ic

h
 c

o
u
ld

 b
e
 

5
M

 c
lo

c
k
 c

y
c
le

s
!

In
te

rru
p
ts

 p
ro

v
id

e
 a

 w
a
y
 to

 d
e
c
o
u
p
le

 C
P

U
 re

q
u
e
s
ts

 fro
m

 d
e
v
ic

e
 re

s
p
o
n
s
e
s

C
P

U
 u

s
e
s
 b

u
s
 to

 m
a
k
e
 a

 re
q
u
e
s
t (e

.g
., w

rite
s
 s

o
m

e
 s

p
e
c
ia

l v
a
lu

e
s
 to

 a
 d

e
v
ic

e
)

D
e
v
ic

e
 fe

tc
h
e
s
 d

a
ta

 w
h
ile

 C
P

U
 c

o
n
tin

u
e
s
 d

o
in

g
 o

th
e
r s

tu
ff

D
e
v
ic

e
 ra

is
e
s
 a

n
 in

te
rru

p
t w

h
e
n
 it h

a
s
 d

a
ta

O
n
 in

te
rru

p
t, C

P
U

 v
e
c
to

rs
 to

 h
a
n
d
le

r, re
a
d
s
 d

a
ta

 fro
m

 d
e
v
ic

e
, a

n
d
 re

s
u
m

e
s
 u

s
in

g

s
p
e
c
ia

l in
s
tru

c
tio

n
, e

.g
., rti

N
B

. In
te

rru
p
ts

 h
a
p
p
e
n
 a

t a
n
y
 tim

e
 b

u
t a

re
 d

e
fe

rre
d
 to

 a
n
 in

s
tru

c
tio

n
 b

o
u
n
d
a
ry

.

In
te

rru
p
t h

a
n
d
le

rs
 m

u
s
t n

o
t tra

s
h
 re

g
is

te
rs

, a
n
d
 m

u
s
t k

n
o
w

 w
h
e
re

 to
 re

s
u
m

e
. C

P
U

th
u
s
 ty

p
ic

a
lly

 s
a
v
e
s
 v

a
lu

e
s
 o

f a
ll (o

r m
o
s
t) re

g
is

te
r, re

s
to

rin
g
 w

ith
 rti
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3
.18

D
IR

E
C

T
 M

E
M

O
R

Y
 A

C
C

E
S

S
 (D

M
A

)

Interrupts good but (e.g.) livelock a problem
. Even better is a device w

hich can read
and w

rite processor m
em

ory directly —
 enter Direct M

em
ory Access (D

M
A). A

generic D
M

A "com
m

and" m
ight include:

Source address
Source increm

ent / decrem
ent / do nothing

Sink address
Sink increm

ent / decrem
ent / do nothing

Transfer size

Get just one interrupt at end of data transfer. D
M

A channels m
ay be provided by

dedicated D
M

A controller, or by devices them
selves: e.g. a disk controller that

passes disk address, m
em

ory address and size, and give instruction to read or w
rite.

All that's required is that a device can becom
e a bus m

aster. Scatter/Gather D
M

A
chains requests, e.g., of disk reads into set of buffers

Com
plexities?
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3
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SUM
M

ARY
C
o
m

p
u
te

rs
 m

a
d
e
 u

p
 o

f fo
u
r m

a
in

 p
a
rts

:

1
. P

ro
c
e
s
s
o
r (in

c
lu

d
in

g
 re

g
is

te
r fi

le
, c

o
n
tro

l u
n
it a

n
d
 e

x
e
c
u
tio

n
 u

n
it)

2
. M

e
m

o
ry

 (c
a
c
h
e
s
, R

A
M

, R
O

M
)

3
. D

e
v
ic

e
s
 (d

is
k
s
, g

ra
p
h
ic

s
 c

a
rd

s
, e

tc
.)

4
. B

u
s
e
s
 (in

te
rru

p
ts

, D
M

A
)

In
fo

rm
a
tio

n
 re

p
re

s
e
n
te

d
 in

 a
ll s

o
rts

 o
f fo

rm
a
ts

:

S
trin

g
s

S
ig

n
e
d
 &

 u
n
s
ig

n
e
d
 in

te
g
e
rs

F
lo

a
tin

g
 p

o
in

t

D
a
ta

 s
tru

c
tu

re
s

In
s
tru

c
tio

n
s
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.1

K
E

Y
 C

O
N

C
E

P
T

S

C
o
u
rs

e
 S

u
m

m
a
ry

R
e
c
a
p

Key Concepts
Layering &

 M
ultiplexing

Synchronous &
 Asynchronous

Latency, Bandw
idth, Jitter

Caching &
 Buffering

Bottlenecks, 80/20 Rule, Tuning
O

p
e
ra

tin
g
 S

y
s
te

m
s

D
rRichard

M
ortier

IA
O
perating

System
s,2016/17

25/316

4
.2

LAYERING
Layering is a m

eans to m
anage com

plexity by controlling interactions
betw

een com
ponents. Arrange com

ponents in a stack, and restrict a
com

ponent at layer X from
 relying on any other com

ponent except the one
at layer X

1 and from
 providing service to any com

ponent except the one
at layer X

1

M
ULTIPLEXING

 b
y
 

 —
 O

w
n
 w

o
rk

.

L
ic

e
n
s
e
d
 u

n
d
e
r 

 v
ia

 

M
u
ltip

le
x
in

g
 d

ia
g
ra

m
T
h
e
 A

n
o
m

e

C
C
 B

Y
-S

A
 3

.0
W

ik
im

e
d
ia

 C
o
m

m
o
n
s

Traditionally a m
ethod by w

hich m
ultiple

(analogue) signals are com
bined into a single

signal over a shared m
edium

. In this context, any
situation w

here one resource is being consum
ed

by m
ultiple consum

ers sim
ultaneously
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4
.3

SYNCHRONOUS & ASYNCHRONOUS
L
o
o
s
e
ly

, s
h
a
re

d
 c

lo
c
k
 (

s
y
n

c
h

ro
n

o
u

s
) v

s
 n

o
 s

h
a
re

d
 c

lo
c
k
 (a

s
y
n

c
h

ro
n

o
u

s
). In

n
e
tw

o
rk

in
g
, a

n
 a

s
y
n
c
h
ro

n
o
u
s
 re

c
e
iv

e
r n

e
e
d
s
 to

 fi
g
u
re

 o
u
t fo

r its
e
lf w

h
e
n
 th

e

tra
n
s
fe

r s
ta

rts
 a

n
d
 e

n
d
s
 w

h
ile

 a
 s

y
n
c
h
ro

n
o
u
s
 re

c
e
iv

e
r h

a
s
 a

 c
h
a
n
n
e
l o

v
e
r w

h
ic

h

th
a
t's

 c
o
m

m
u
n
ic

a
te

d

In
 th

e
 c

a
s
e
 o

f O
p
e
ra

tin
g
 S

y
s
te

m
s
, w

h
e
th

e
r tw

o
 c

o
m

p
o
n
e
n
ts

 o
p
e
ra

te
 in

 lo
c
k
-s

te
p
:

s
y
n

c
h

ro
n

o
u

s
 IO

 m
e
a
n
s
 th

e
 re

q
u
e
s
te

r w
a
its

 u
n
til th

e
 re

q
u
e
s
t is

 fu
lfi

lle
d
 b

e
fo

re

p
ro

c
e
e
d
in

g
, w

h
ile

 w
ith

 a
s
y
n

c
h

ro
n

o
u

s
 IO

, th
e
 re

q
u
e
s
te

r p
ro

c
e
e
d
s
 a

n
d
 la

te
r h

a
n
d
le

s

fu
lfi

lm
e
n
t o

f th
e
ir re

q
u
e
s
t
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4
.4

L
A

T
E

N
C

Y
, B

A
N

D
W

ID
T

H
, J

IT
T

E
R

D
iffe

re
n
t m

e
tric

s
 o

f c
o
n
c
e
rn

 to
 s

y
s
te

m
s
 d

e
s
ig

n
e
rs

Latency
: H

o
w

 lo
n
g
 s

o
m

e
th

in
g
 ta

k
e
s
. E

.g
., "T

h
is

 re
a
d
 to

o
k
 3

 m
s
"

Bandw
idth

: T
h
e
 ra

te
 a

t w
h
ic

h
 s

o
m

e
th

in
g
 o

c
c
u
rs

. E
.g

., "T
h
is

 d
is

k
 a

c
h
ie

v
e
s
 2

 G
b
/s

"

Jitter: T
h
e
 v

a
ria

tio
n
 (s

ta
tis

tic
a
l d

is
p
e
rs

a
l) in

 la
te

n
c
y
 (fre

q
u
e
n
c
y
). E

.g
., "S

c
h
e
d
u
lin

g

w
a
s
 p

e
rio

d
ic

 w
ith

 jitte
r 

 5
0

s
e
c
"

B
e
 a

w
a
re

 w
h
e
th

e
r it is

 th
e
 absolute

 o
r relative

 v
a
lu

e
 th

a
t m

a
tte

rs
, a

n
d
 w

h
e
th

e
r th

e

distribution
 o

f v
a
lu

e
s
 is

 a
ls

o
 o

f in
te

re
s
t
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4
.5

C
A

C
H

IN
G

 &
 B

U
F

F
E

R
IN

G

A
 c

o
m

m
o
n
 s

y
s
te

m
 d

e
s
ig

n
 p

ro
b
le

m
 is

 to
 h

a
n
d
le

 im
pedance m

ism
atch

 —
 a

 te
rm

a
b
u
s
e
d
 fro

m
 e

le
c
tric

a
l e

n
g
in

e
e
rin

g
 —

 w
h
e
re

 tw
o
 c

o
m

p
o
n
e
n
ts

 a
re

 o
p
e
ra

tin
g
 a

t

d
iffe

re
n
t s

p
e
e
d
s
 (la

te
n
c
ie

s
, b

a
n
d
w

id
th

s
). C

o
m

m
o
n
 a

p
p
ro

a
c
h
e
s
 a

re
:

Caching
, w

h
e
re

 a
 s

m
a
ll a

m
o
u
n
t o

f h
ig

h
e
r-p

e
rfo

rm
a
n
c
e
 s

to
ra

g
e
 is

 u
s
e
d
 to

 m
a
s
k

th
e
 p

e
rfo

rm
a
n
c
e
 im

p
a
c
t o

f a
 la

rg
e
r lo

w
e
r-p

e
rfo

rm
a
n
c
e
 c

o
m

p
o
n
e
n
t. R

e
lie

s
 o

n

locality
 in

 tim
e
 (fi

n
ite

 re
s
o
u
rc

e
) a

n
d
 s

p
a
c
e
 (n

o
n
-z

e
ro

 c
o
s
t)

E
.g

., C
P

U
 h

a
s
 re

g
is

te
rs

, L
1
 c

a
c
h
e
, L

2
 c

a
c
h
e
, L

3
 c

a
c
h
e
, m

a
in

 m
e
m

o
ry

Buffering
, w

h
e
re

 m
e
m

o
ry

 o
f s

o
m

e
 k

in
d
 is

 in
tro

d
u
c
e
d
 b

e
tw

e
e
n
 tw

o
 c

o
m

p
o
n
e
n
ts

 to

s
o
a
k
 u

p
 s

m
a
ll, v

a
ria

b
le

 im
b
a
la

n
c
e
s
 in

 b
a
n
d
w

id
th

. N
B

. D
o
e
s
n
't h

e
lp

 if o
n
e

c
o
m

p
o
n
e
n
t s

im
p
ly

, o
n
 a

v
e
ra

g
e
, e

x
c
e
e
d
s
 th

e
 o

th
e
r

E
.g

., A
 h

a
rd

 d
is

k
 w

ill h
a
v
e
 o

n
-b

o
a
rd

 m
e
m

o
ry

 in
to

 w
h
ic

h
 th

e
 d

is
k
 h

a
rd

w
a
re

 re
a
d
s

d
a
ta

, a
n
d
 fro

m
 w

h
ic

h
 th

e
 O

S
 re

a
d
s
 d

a
ta

 o
u
t
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4
.6

B
O

T
T

L
E

N
E

C
K

S
, T

U
N

IN
G

, 8
0

/2
0

 R
U

L
E

T
h
e
re

 is
 ty

p
ic

a
lly

 o
n
e
 re

s
o
u
rc

e
 th

a
t is

 m
o
s
t c

o
n
s
tra

in
e
d
 in

 a
 s

y
s
te

m
 —

 th
e

bottleneck

P
e
rfo

rm
a
n
c
e
 o

p
tim

is
a
tio

n
 a

n
d
 tuning

 fo
c
u
s
e
s
 o

n
 d

e
te

rm
in

in
g
 a

n
d
 e

lim
in

a
tin

g

b
o
ttle

n
e
c
k
s

B
u
t o

fte
n
 in

tro
d
u
c
e
s
 n

e
w

 o
n
e
s

A
 perfectly balanced system

 h
a
s
 a

ll re
s
o
u
rc

e
s
 s

im
u
lta

n
e
o
u
s
ly

 b
o
ttle

n
e
c
k
e
d

Im
p
o
s
s
ib

le
 to

 a
c
tu

a
lly

 a
c
h
ie

v
e

O
fte

n
 fi

n
d
 th

a
t optim

ising the com
m

on case
 g

e
ts

 m
o
s
t o

f th
e
 b

e
n
e
fi
t a

n
y
w

a
y

M
e
a
n
s
 th

a
t m

e
a
s
u
re

m
e
n
t is

 a
 p

re
re

q
u
is

ite
 to

 p
e
rfo

rm
a
n
c
e
 tu

n
in

g
!

T
h
e
 8

0
/2

0
 ru

le
 —

 8
0
%

 tim
e
 s

p
e
n
t in

 2
0
%

 c
o
d
e

If y
o
u
 h

ig
h
ly

 o
p
tim

is
e
 a

 v
e
ry

 ra
re

 c
a
s
e
, it'll m

a
k
e
 n

o
 d

iffe
re

n
c
e
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.1

O
P

E
R

A
T

IN
G

 S
Y

S
T

E
M

S

Course Sum
m

ary
Recap
Key Concepts
O

p
e
ra

tin
g

 S
y
s
te

m
s

W
h

a
t is

 a
n

d
 is

 n
o

t a
n

 O
p

e
ra

tin
g

 S
y
s
te

m
?

E
v
o

lu
tio

n
 o

f O
p

e
ra

tin
g

 S
y
s
te

m
s
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5
.2

W
HAT IS AN OPERATING SYSTEM

?

A program
 controlling the execution of all other program

s

O
b
je

c
tiv

e
s
:

Convenience
 —

 h
id

e
 a

ll th
e
 g

u
n
k
 w

e
'v

e
 ju

s
t re

c
a
p
p
e
d

Efficiency
 —

 o
n
ly

 d
o
e
s
 a

rtic
u
la

tio
n
 w

o
rk

 s
o
 m

in
im

is
e
 o

v
e
rh

e
a
d
s

Extensibility
 —

 n
e
e
d
 to

 e
v
o
lv

e
 to

 m
e
e
t c

h
a
n
g
in

g
 a

p
p
lic

a
tio

n
 d

e
m

a
n
d
s
 a

n
d

re
s
o
u
rc

e
 c

o
n
s
tra

in
ts

T
h
e
re

's
 a

n
 a

n
a
lo

g
y
 to

 a
 g

o
v
e
rn

m
e
n
t: d

o
e
s
 n

o
 u

s
e
fu

l w
o
rk

, s
im

p
ly

 le
g
is

la
te

s
 o

n

re
s
o
u
rc

e
 u

s
e
 b

y
 c

o
m

p
e
tin

g
 a

p
p
lic

a
tio

n
s
 w

ith
 th

e
 in

te
n
t o

f a
c
h
ie

v
in

g
 b

e
s
t fu

n
c
tio

n
 o

f

s
y
s
te

m
 (s

o
c
ie

ty
) th

ro
u
g
h
 p

o
lic

y

(A
ls

o
 d

iffi
c
u
lt to

 c
h
a
n
g
e
 a

n
d
 c

a
n
 b

e
 im

p
o
s
e
d
 o

n
 u

s
e
rs

 w
ith

o
u
t c

o
n
s
e
n
t ;)
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5
.3

W
HAT IS NOT AN OPERATING SYSTEM

T
h
e
 O

p
e
ra

tin
g
 S

y
s
te

m
 (O

S
) c

o
n
tro

ls
 a

ll e
x
e
c
u
tio

n
, m

u
ltip

le
x
e
s
 re

s
o
u
rc

e
s
 b

e
tw

e
e
n

a
p
p
lic

a
tio

n
s
, a

n
d
 a

b
s
tra

c
ts

 a
w

a
y
 fro

m
 c

o
m

p
le

x
ity

C
o
n
s
id

e
r th

e
 la

s
t p

o
in

t p
a
rtic

u
la

rly
 —

 ty
p
ic

a
lly

 in
v
o
lv

e
s
 lib

ra
rie

s
 a

n
d
 to

o
ls

 p
ro

v
id

e
d

a
s
 p

a
rt o

f th
e
 O

S
, in

 a
d
d
itio

n
 to

 a
 k

e
rn

e
l (e

.g
., glibc

 —
 b

u
t w

h
a
t a

b
o
u
t la

n
g
u
a
g
e

ru
n
tim

e
?
). T

h
u
s
 n

o
-o

n
e
 re

a
lly

 a
g
re

e
s
 precisely

 w
h
a
t th

e
 O

S
 is

F
o
r o

u
r p

u
rp

o
s
e
s
, fo

c
u
s
 o

n
 the kernel
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IN
 T

H
E

 B
E

G
IN

N
IN

G
...

F
irs

t s
to

re
d
-p

ro
g
ra

m
 m

a
c
h
in

e
 (E

D
S
A

C
, 1

9
4
9
–

1
9
5
5
), o

p
e
ra

te
d
 "o

p
e
n
 s

h
o
p
": u

s
e
r =

p
ro

g
ra

m
m

e
r =

 o
p
e
ra

to
r. A

ll p
ro

g
ra

m
m

in
g
 in

 m
a
c
h
in

e
 c

o
d
e
. U

s
e
rs

 s
ig

n
 u

p
 fo

r b
lo

c
k
s

o
f tim

e
 to

 d
o
 d

e
v
e
lo

p
m

e
n
t, d

e
b
u
g
g
in

g
, e

tc
. T

o
 re

d
u
c
e
 c

o
s
ts

, h
ire

 a
 s

e
p
a
ra

te

(re
la

tiv
e
ly

 u
n
s
k
ille

d
) o

p
e
ra

to
r: m

a
n
a
g
e
m

e
n
t h

a
p
p
y
, e

v
e
ry

o
n
e
 e

ls
e
 h

a
te

s
 it. A

ls
o

re
d
u
c
e
s
 "in

te
ra

c
tiv

ity
" s

o
 C

P
U

 u
tilis

a
tio

n
 re

d
u
c
e
s

B
A

T
C

H
 S

Y
S

T
E

M
S

In
tro

d
u
c
tio

n
 o

f ta
p
e
 d

riv
e
s
 a

llo
w

 b
a
tc

h
in

g
 o

f jo
b
s
:

P
ro

g
ra

m
m

e
rs

 p
u
t jo

b
s
 o

n
 c

a
rd

s
 a

s
 b

e
fo

re

A
ll c

a
rd

s
 re

a
d
 o

n
to

 a
 ta

p
e

O
p
e
ra

to
r c

a
rrie

s
 in

p
u
t ta

p
e
 to

 c
o
m

p
u
te

r

R
e
s
u
lts

 w
ritte

n
 to

 o
u
tp

u
t ta

p
e

O
u
tp

u
t ta

p
e
 ta

k
e
n
 to

 p
rin

te
r

D
rRichard

M
ortier

IA
O
perating

System
s,2016/17

34/316

5
.5

S
P

O
O

L
IN

G
 S

Y
S

T
E

M
S

E
v
e
n
 b

e
tte

r: s
p
o
o
lin

g
 s

y
s
te

m
s

S
p
o
o
l jo

b
s
 to

 ta
p
e
 fo

r in
p
u
t to

 C
P

U
, o

n
 a

 s
lo

w
e
r d

e
v
ic

e
 n

o
t c

o
n
n
e
c
te

d
 to

 C
P

U

In
te

rru
p
t d

riv
e
n
 IO

M
a
g
n
e
tic

 d
is

k
 to

 c
a
c
h
e
 in

p
u
t ta

p
e

F
ire

 o
p
e
ra

to
r

C
o
m

p
u
te

r n
o
w

 h
a
s
 a

 re
s
id

e
n
t m

o
n
ito

r:

In
itia

l c
o
n
tro

l is
 in

 m
o
n
ito

r, w
h
ic

h
 re

a
d
s
 jo

b
 a

n
d
 tra

n
s
fe

rs
 c

o
n
tro

l

E
n
d
 o

f jo
b
, c

o
n
tro

l tra
n
s
fe

rs
 b

a
c
k
 to

 m
o
n
ito

r

M
o
n
ito

r n
o
w

 s
c
h
e
d
u
le

s
 jo

b
s
, s

o
 n

e
e
d
 jo

b
 c

o
n
tro

l la
n
g
u
a
g
e
 to

 s
e
p
a
ra

te
 jo

b
s
 o

n
 ta

p
e

a
n
d
 to

 a
llo

w
 jo

b
s
 to

 p
a
s
s
 c

o
n
tro

l to
 th

e
 m

o
n
ito

r o
n
 c

o
m

p
le

tio
n
, e

.g
. F

M
S
 h

a
d
 
$
J
O
B

,

$
F
T
N

, 
$
R
U
N

, 
$
D
A
T
A

, 
$
E
N
D

, w
ith

 
$
F
T
N

 b
e
in

g
 o

p
tio

n
a
l fo

r a
s
s
e
m

b
ly

 p
ro

g
ra

m
s

B
u
t! N

e
e
d
 to

 "tru
s
t" th

e
 jo

b
 w

ill g
iv

e
 c

o
n
tro

l b
a
c
k
 to

 m
o
n
ito

r, a
n
d
 d

e
v
ic

e
s
 s

till s
lo

w

c
o
m

p
a
re

d
 to

 C
P

U
...
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5
.6

M
U

L
T
I-P

R
O

G
R
A
M

M
IN

GU
s
e
 m

e
m

o
ry

 to
 c

a
c
h
e
 jo

b
s
 fro

m
 d

is
k
, m

e
a
n
in

g
 

1

jo
b
 a

c
tiv

e
 (re

s
id

e
n
t) s

im
u
lta

n
e
o
u
s
ly

T
w

o
 s

ta
g
e
 s

c
h
e
d
u
lin

g
: 1

. s
e
le

c
t jo

b
s
 to

 lo
a
d
: job

scheduling
; 2

. s
e
le

c
t re

s
id

e
n
t jo

b
 to

 ru
n
: CPU

scheduling
. E

n
d
 u

p
 w

ith
 o

n
e
 jo

b
 c

o
m

p
u
tin

g
 w

h
ile

a
n
o
th

e
r w

a
its

 fo
r IO

, c
a
u
s
e
s
 c

o
m

p
e
titio

n
 fo

r C
P

U

a
n
d
 s

p
a
c
e
 in

 m
a
in

 m
e
m

o
ry

Batch M
ulti-Program

m
ing

: e
x
te

n
s
io

n
 o

f b
a
tc

h
 s

y
s
te

m
 to

 a
llo

w
 m

o
re

 th
a
n
 o

n
e
 jo

b
 to

b
e
 re

s
id

e
n
t s

im
u
lta

n
e
o
u
s
ly

U
s
e
rs

 w
a
n
tin

g
 m

o
re

 in
te

ra
c
tio

n
 le

a
d
s
 to

 tim
e
-s

h
a
rin

g
:

E
.g

., C
T

S
S
 (fi

rs
t, in

 1
9
6
1
), T

S
O

, U
n
ix

, V
M

S
, W

in
d
o
w

s
 N

T
, ...

U
s
e
 tim

e
s
h
a
rin

g
 to

 d
e
v
e
lo

p
 c

o
d
e
, th

e
n
 b

a
tc

h
 to

 ru
n
: g

iv
e
 e

a
c
h
 u

s
e
r a

te
le

ty
p
e
/te

rm
in

a
l; in

te
rru

p
t o

n
 return

; O
S
 re

a
d
s
 lin

e
 a

n
d
 c

re
a
te

s
 n

e
w

 jo
b
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5
.7

M
ONOLITHIC OPERATING SYSTEM

S

O
ld

e
s
t k

in
d
 o

f O
S
 s

tru
c
tu

re
 ("m

o
d
e
rn

" e
x
a
m

p
le

s
 a

re
 D

O
S
, o

rig
in

a
l M

a
c
O

S
)

A
p
p
lic

a
tio

n
s
 a

n
d
 O

S
 b

o
u
n
d
 in

 a
 b

ig
 lu

m
p
, w

ith
o
u
t c

le
a
r in

te
rfa

c
e
s
. A

ll O
S
 p

ro
v
id

e
s
 is

a
 s

im
p
le

 a
b
s
tra

c
tio

n
 la

y
e
r, m

a
k
in

g
 it e

a
s
ie

r to
 w

rite
 a

p
p
lic

a
tio

n
s

P
ro

b
le

m
 is

, a
p
p
lic

a
tio

n
s
 c

a
n
 tra

s
h
 th

e
 O

S
, o

th
e
r a

p
p
lic

a
tio

n
s
, lo

c
k
 th

e
 C

P
U

, a
b
u
s
e
 IO

,

e
tc

. D
o
e
s
n
't p

ro
v
id

e
 u

s
e
fu

l fa
u
lt c

o
n
ta

in
m

e
n
t. N

e
e
d
 a

 b
e
tte

r s
o
lu

tio
n
...
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5
.8

O
P

E
R

A
T

IN
G

 S
Y

S
T

E
M

 F
U

N
C

T
IO

N
S

R
e
g
a
rd

le
s
s
 o

f s
tru

c
tu

re
, O

S
 n

e
e
d
s
 to

 s
e
c
u
re

ly
 m

u
ltip

le
x
 re

s
o
u
rc

e
s
, i.e

. to
 p

ro
te

c
t

a
p
p
lic

a
tio

n
s
 w

h
ile

 s
h
a
rin

g
 p

h
y
s
ic

a
l re

s
o
u
rc

e
s
. M

a
n
y
 O

S
 d

e
s
ig

n
 d

e
c
is

io
n
s
 a

re
 a

b
o
u
t

w
h
e
re

 th
is

 lin
e
 is

 d
ra

w
n

A
ls

o
 u

s
u
a
lly

 w
a
n
t to

 a
b
s
tra

c
t a

w
a
y
 fro

m
 g

ru
n
g
y
 h

a
rw

a
re

, i.e
. O

S
 p

ro
v
id

e
s
 a

 v
irtu

a
l

m
a
c
h
in

e
 to

:

S
h
a
re

 C
P

U
 (in

 tim
e
) a

n
d
 p

ro
v
id

e
 e

a
c
h
 a

p
p
lic

a
tio

n
 w

ith
 a

 v
irtu

a
l p

ro
c
e
s
s
o
r

A
llo

c
a
te

 a
n
d
 p

ro
te

c
t m

e
m

o
ry

, a
n
d
 p

ro
v
id

e
 a

p
p
lic

a
tio

n
s
 w

ith
 th

e
ir o

w
n
 v

irtu
a
l

a
d
d
re

s
s
 s

p
a
c
e

P
re

s
e
n
t a

 s
e
t o

f (re
la

tiv
e
ly

) h
a
rd

w
a
re

 in
d
e
p
e
n
d
e
n
t v

irtu
a
l d

e
v
ic

e
s

D
iv

id
e
 u

p
 s

to
ra

g
e
 s

p
a
c
e
 b

y
 u

s
in

g
 fi

lin
g
 s

y
s
te

m
s

R
e
m

a
in

d
e
r o

f th
is

 p
a
rt o

f th
e
 c

o
u
rs

e
 w

ill lo
o
k
 a

t e
a
c
h
 o

f th
e
 a

b
o
v
e
 a

re
a
s
 in

 tu
rn

D
rRichard

M
ortier

IA
O
perating

System
s,2016/17

38/316

6

SUM
M

ARY
C
o
u
rs

e
 S

u
m

m
a
ry

R
e
c
a
p

E
n
c
o
d
in

g
s
: T

e
x
t, N

u
m

b
e
rs

, D
a
ta

 S
tru

c
tu

re
s
, In

s
tru

c
tio

n
s

A
 M

o
d
e
l C

o
m

p
u
te

r a
n
d
 th

e
 F

e
tc

h
-E

x
e
c
u
te

 C
y
c
le

S
o
m

e
 IO

 D
e
v
ic

e
s
, B

u
s
e
s
, In

te
rru

p
ts

, D
M

A

K
e
y
 C

o
n
c
e
p
ts

L
a
y
e
rin

g
 &

 M
u
ltip

le
x
in

g

S
y
n
c
h
ro

n
o
u
s
 &

 A
s
y
n
c
h
ro

n
o
u
s

L
a
te

n
c
y
, B

a
n
d
w

id
th

, Jitte
r

C
a
c
h
in

g
 &

 B
u
ffe

rin
g

B
o
ttle

n
e
c
k
s
, 8

0
/2

0
 R

u
le

, T
u
n
in

g

O
p
e
ra

tin
g
 S

y
s
te

m
s

W
h
a
t is

 a
n
d
 is

 n
o
t a

n
 O

p
e
ra

tin
g
 S

y
s
te

m
?

E
v
o
lu

tio
n
 o

f O
p
e
ra

tin
g
 S

y
s
te

m
s
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R
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1
.2

O
U

T
L
IN

E

P
ro

te
c
tio

n

M
o
tiv

a
tio

n
, R

e
q
u
ire

m
e
n
ts

, S
u
b
je

c
ts

 &
 O

b
je

c
ts

D
e
s
ig

n
 o

f P
ro

te
c
tio

n
 S

y
s
te

m
s

C
o
v
e
rt C

h
a
n
n
e
ls

L
o
w

-le
v
e
l M

e
c
h
a
n
is

m
s

IO
, M

e
m

o
ry

, C
P

U

O
S
 S

tru
c
tu

re
s

D
u
a
l-m

o
d
e
 O

p
e
ra

tio
n
, K

e
rn

e
ls

 &
 M

ic
ro

k
e
rn

e
ls

M
a
n
d
a
to

ry
 A

c
c
e
s
s
 C

o
n
tro

l, pledge(2)
A

u
th

e
n
tic

a
tio

n

U
s
e
r to

 S
y
s
te

m
, S

y
s
te

m
 to

 U
s
e
r

M
u
tu

a
l S

u
s
p
ic

io
n

A
c
c
e
s
s
 M

a
trix

A
c
c
e
s
s
 C

o
n
tro

l L
is

ts
 (A

C
L
s
) v

s
 C

a
p
a
b
ilitie

s
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2
.1

P
R

O
T
E
C

T
IO

N

P
ro

te
c
tio

n

M
o

tiv
a
tio

n
, R

e
q

u
ire

m
e
n

ts
, S

u
b

je
c
ts

 &
 O

b
je

c
ts

D
e
s
ig

n
 o

f P
ro

te
c
tio

n
 S

y
s
te

m
s

C
o
v
e
rt C

h
a
n

n
e
ls

L
o
w

-le
v
e
l M

e
c
h
a
n
is

m
s

O
S
 S

tru
c
tu

re
s

A
u
th

e
n
tic

a
tio

n

A
c
c
e
s
s
 M

a
trix
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2
.2

W
HAT ARE W

E PROTECTING AGAINST?
U

nauthorised release of inform
ation

Reading or leaking data
Violating privacy legislation
Covert channels, traffic analysis

U
nauthorised m

odification of inform
ation

Changing access rights
Can do sabotage w

ithout reading inform
ation

(U
nauthorised) denial of service

Causing a crash
Causing high load (e.g. processes or packets)

Also protection against effects of errors: e.g., isolate for debugging, dam
age control

Im
pose controls on access by subjects (e.g. users) to objects (e.g. files)
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2
.3

COVERT CHANNELS
In

fo
rm

a
tio

n
 le

a
k
a
g
e
 b

y
 s

id
e
-e

ffe
c
ts

: lo
ts

 o
f fu

n
! A

t th
e
 h

a
rd

w
a
re

 le
v
e
l:

W
ire

 ta
p
p
in

g

M
o
n
ito

r s
ig

n
a
ls

 in
 m

a
c
h
in

e

M
o
d
ifi

c
a
tio

n
 to

 h
a
rd

w
a
re

E
le

c
tro

m
a
g
n
e
tic

 ra
d
ia

tio
n
 o

f d
e
v
ic

e
s

B
y
 s

o
ftw

a
re

:

F
ile

 e
x
is

ts
 o

r n
o
t

P
a
g
e
 fa

u
lt o

r n
o
t

C
o
m

p
u
te

 o
r s

le
e
p

1
 o

r 0

S
y
s
te

m
 p

ro
v
id

e
d
 s

ta
tis

tic
s

E
.g

., lo
w

e
s
t la

y
e
r o

f re
c
e
n
t O

C
a
m

l T
L
S
 lib

ra
ry

 in
 C

 to
 a

v
o
id

 s
id

e
 c

h
a
n
n
e
l th

ro
u
g
h

g
a
rb

a
g
e
 c

o
lle

c
to

r

D
rRichard

M
ortier

IA
O
perating

System
s,2016/17

44/316



2
.4

A
S

P
E

C
T

S
 O

F
 P

R
O

T
E

C
T

IO
N

 S
Y

S
T

E
M

Physical, e.g.,

Lock the com
puter room

Restrict access to system
 softw

are

Social, e.g.,

D
e-skill system

s operating staff
Keep designers aw

ay from
 final system

!
Legislate

Technical, e.g.,

U
se passw

ords (in general challenge/response)
U

se encryption
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2
.5

D
E

S
IG

N
 O

F
 P

R
O

T
E

C
T

IO
N

 S
Y

S
T

E
M

S

From
 [Saltzer &

 Schroeder, Proc. IEEE, Septem
ber 1975]:

D
esign should be public

D
efault should be no access

Check for current authority
Give each process m

inim
um

 possible authority
M

echanism
s should be sim

ple, uniform
 and built in to low

est layers
Should be psychologically acceptable
Cost of circum

vention should be high
M

inim
ize shared access
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3
.1

L
O

W
-L

E
V

E
L

 P
R

O
T

E
C

T
IO

N

P
ro

te
c
tio

n

L
o

w
-le

v
e
l M

e
c
h

a
n

is
m

s

IO
, M

e
m

o
ry

, C
P

U

O
S
 S

tru
c
tu

re
s

A
u
th

e
n
tic

a
tio

n

A
c
c
e
s
s
 M

a
trix
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3
.2

P
R

O
T

E
C

T
IN

G
 IO

 &
 M

E
M

O
R

Y

Initially, try to m
ake IO

 instructions privileged:

Applications can't m
ask interrupts (that is, turn one or m

any off)
Applications can't control IO

 devices

But!Som
e devices are accessed via m

em
ory, not special instructions

Applications can rew
rite interrupt vectors

H
ence protecting IO

 m
eans also protecting m

em
ory,

e.g. define a base and a lim
it for each program

, and
protect access outside allow

ed range
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3
.3

IM
P

L
E

M
E

N
T

IN
G

 M
E

M
O

R
Y

 P
R

O
T

E
C

T
IO

N

H
ave hardw

are check every m
em

ory reference:

Access out of range causes vector into O
S (as for an interrupt)

O
nly allow

 update of base and lim
it registers w

hen in kernel m
ode

M
ay disable m

em
ory protection in kernel m

ode (although a bad idea)

In reality, m
ore com

plex protection hardw
are is used (see Paging and Segm

entation)
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3
.4

PROTECTING THE CPU
N

e
e
d
 to

 e
n
s
u
re

 th
a
t th

e
 O

S
 s

ta
y
s
 in

 c
o
n
tro

l:

I.e
., m

u
s
t p

re
v
e
n
t a

n
y
 a

p
p
lic

a
tio

n
 fro

m
 "h

o
g
g
in

g
" th

e
 C

P
U

 th
e
 w

h
o
le

 tim
e

M
e
a
n
s
 u

s
in

g
 a

 tim
e
r, u

s
u
a
lly

 a
 c

o
u
n
td

o
w

n
 tim

e
r, e

.g
.,

S
e
t tim

e
r to

 in
itia

l v
a
lu

e
 (e

.g
. 0xFFFF

)

E
v
e
ry

 tic
k
 (e

.g
. 1

s
 o

r, n
o
w

a
d
a
y
s
, p

ro
g
ra

m
m

a
b
le

), tim
e
r d

e
c
re

m
e
n
ts

 v
a
lu

e

W
h
e
n
 v

a
lu

e
 h

its
 z

e
ro

, in
te

rru
p
t

E
n
s
u
re

s
 th

e
 O

S
 ru

n
s
 p

e
rio

d
ic

a
lly

R
e
q
u
ire

s
 th

a
t o

n
ly

 O
S
 c

a
n
 lo

a
d
 tim

e
r, a

n
d
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a
t in

te
rru

p
t c

a
n
n
o
t b

e
 m

a
s
k
e
d
:

U
s
e
 s

a
m

e
 s

c
h
e
m

e
 a

s
 fo

r o
th

e
r d

e
v
ic

e
s

R
e
-u

s
e
 to

 im
p
le

m
e
n
t tim

e
-s

h
a
rin

g
 (la

te
r)
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4
.1

O
S

 S
T

R
U

C
T

U
R

E
S

Protection
Low

-level M
echanism

s
O

S
 S

tru
c
tu

re
s

D
u

a
l-m

o
d

e
 O

p
e
ra

tio
n

, K
e
rn

e
ls

 &
 M

ic
ro

k
e
rn

e
ls

M
a
n

d
a
to

ry
 A

c
c
e
s
s
 C

o
n

tro
l, pledge(2)

Authentication
Access M

atrix
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4
.2

D
U

A
L

-M
O

D
E

 O
P

E
R

A
T

IO
N

S
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p
ly

 w
a
n
t to

 s
to

p
 b

u
g
g
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 (o

r m
a
lic

io
u
s
) p

ro
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 fro
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 d

o
in

g
 b

a
d
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in
g
s

T
ru

s
t b

o
u
n
d
a
ry

 b
e
tw

e
e
n
 u

s
e
r a

p
p

lic
a
tio

n
 a

n
d
 th

e
 O

S

U
s
e
 h

a
rd

w
a
re

 s
u
p
p
o
rt to

 d
iffe

re
n
tia

te
 b

e
tw

e
e
n
 (a

t le
a
s
t) tw

o
 m

o
d
e
s
 o

f o
p
e
ra

tio
n

1
. U

s
e
r M

o
d
e
 : w

h
e
n
 e

x
e
c
u
tin

g
 o

n
 b

e
h
a
lf o

f a
 u

s
e
r (i.e

. a
p
p
lic

a
tio

n
 p

ro
g
ra

m
s
).

2
. K

e
rn

e
l M

o
d
e
 : w

h
e
n
 e

x
e
c
u
tin

g
 o

n
 b

e
h
a
lf o

f th
e
 O

S

M
a
k
e
 c

e
rta
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 in

s
tru

c
tio

n
s
 o

n
ly

 p
o
s
s
ib

le
 in

 k
e
rn

e
l m

o
d
e
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d
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a
te

d
 b

y
 
m

o
d

e
 b
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E
.g

., x
8
6
: R

in
g
s
 0

—
3
, A

R
M

 h
a
s
 tw

o
 m

o
d
e
s
 p

lu
s
 IRQ

, Abort
 a

n
d
 FIQ

O
fte

n
 "n

e
s
te

d
" (p

e
r x

8
6
 rin

g
s
): fu

rth
e
r in

s
id

e
 c

a
n
 d

o
 s

tric
tly

 m
o
re

. N
o
t id

e
a
l —

 e
.g

.,

s
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p
 k

e
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e
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e
s
s
in

g
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p
p
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a
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n
s
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u
t d
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t/o

v
e
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p
p
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g
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e
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s
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n
s
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a
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G
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 c

a
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d
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are interrupt s
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c
e

o
p
e
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s
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im
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rly
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 (h
a
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w
a
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rru
p
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O
S
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e
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e
s
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c
c
e
s
s
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o
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a
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rru
p
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m
e
c
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 c

a
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 system

 calls

O
S
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v
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n
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g
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p
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p
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E
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A
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ro
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c
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c
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P
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s
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e
r. B

u
t n

o
w

 a
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 b

e
c
o
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e
s
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a
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x
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n
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A
lte
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a
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e
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 m
icrokernels

: m
o
v
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S
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e
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e
s
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c
a
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e
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e
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h
ic

h
 m

a
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 b

e
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g
e
d

In
c
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a
s
e
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 m
o
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n
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n
s
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S
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c
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e
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e
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y
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 c

a
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u
t n

e
e
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e
w
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a
y
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c
c
e
s
s
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e
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e
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: Inter-Process Com
m

unication
 (IP

C
)

s
c
h
e
m

e
s

G
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e
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e
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 m
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e
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e
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 tric

k
y
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o
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u
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s
y
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c
h
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n
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a
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M
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k
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e
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n
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 u

p
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d
u
n
d
a
n
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o
p
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S
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a
ta

 s
tru

c
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re
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T
h
u
s
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a
n
y
 c

o
m

m
o
n
 O

S
s
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e
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tin

c
tio

n
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e
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e
e
n
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e
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e
l a

n
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k
e
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e
l.

E
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u
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e
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e
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u
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a
s
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e
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e
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o
d
u
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s
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n
d
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e
rta

in
 s

e
rv

e
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E
.g
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in

d
o
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s
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T
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a
s
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rig
in

a
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 m
ic

ro
k
e
rn

e
l (3

.5
), b

u
t n

o
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n
w

a
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s
) p

u
s
h
e
d

lo
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 b
a
c
k
 in

to
 k

e
rn

e
l fo

r p
e
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rm
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n
c
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U
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 m
u
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a
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4
.6

VIRTUAL M
ACHINES AND CONTAINERS

M
ore recently, trend tow

ards encapsulating applications differently. Roughly aim
ed

tow
ards m

aking applications appear as if they're the only application running on
the system

. Particularly relevant w
hen building system

s using m
icroservices.

Protection, or isolation at a different level

Virtual M
achines encapsulate an entire running system

, including the O
S, and

then boot the VM
 over a hypervisor

E.g., Xen, VM
W

are ESX, H
yper-V

Containers expose functionality in the O
S so that each container acts as a

separate entity even though they all share the sam
e underlying O

S functionality

E.g., Linux Containers, FreeBSD
 Jails, Solaris Zones
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M
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O
R
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C
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E
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O
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T
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O
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https://xkcd.com
/1200/
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g
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e
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p
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p
s
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u
a
b
le

 th
a
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p
ro
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c
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n
 m

o
d
e
l is

 m
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m
a
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h
e
d

M
andatory Access Control (M

A
C

) m
a
n
d
a
te

s
 e

x
p
re

s
s
io

n

o
f p

o
lic

ie
s
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o
n
s
tra
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in

g
 in

te
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c
tio

n
 o

f s
y
s
te

m
 u

s
e
rs

E
.g

., O
S
X

 a
n
d
 iO

S
 Sandbox

 u
s
e
s
 s

u
b
je

c
t/o

b
je

c
t la

b
e
llin

g

to
 im

p
le

m
e
n
t a

c
c
e
s
s
-c

o
n
tro

l fo
r p

riv
ile

g
e
s
 a

n
d
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a
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u
s

re
s
o
u
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e
s
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s
y
s
te

m
, c

o
m

m
u
n
ic

a
tio

n
, A

P
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, e
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)

D
rRichard

M
ortier

IA
O
perating

System
s,2016/17

57/316

4
.8

PLEDGE(2)
O

ne w
ay to reduce the ability of a com

prom
ised program

 to do Bad Things™
 is to

rem
ove access to unnecessary system

 calls

Several attem
pts in different system

s, w
ith varying (lim

ited) degrees of success:

H
ard to use correctly (e.g., Capsicum

), or
Introduce another com

ponent that needs to be w
atched (e.g., seccomp)

O
bservation:

M
ost program

s follow
 a pattern of initialization() then main_loop(),

and
The main_loop() typically uses a m

uch narrow
er class of system

 calls than
initialization()

Result? pledge(2) —
 ask the program

m
er to indicate explicitly w

hich classes of
system

 call they w
ish to use at any point, e.g., stdio, route, inet
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5
.1

AUTH
ENTICATIO

N
P
ro

te
c
tio

n

L
o
w

-le
v
e
l M

e
c
h
a
n
is

m
s

O
S
 S

tru
c
tu

re
s

Authentication
User to System

, System
 to User

M
utual Suspicion

A
c
c
e
s
s
 M

a
trix
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5
.2

AUTHENTICATING USER TO SYSTEM
Current practice: passw

ords

But people pick badly
And w

hat about security of passw
ord file?

Restrict access to login program
m

e (CAP, TITAN
)

Store scram
bled (U

nix) using one-w
ay function

O
ften now

 prefer key-based system
s (e.g., SSH

)

E.g., in U
nix:

Passw
ord is D

ES-encrypted 25 tim
es using a 2-byte per-user "salt" to produce a

11 byte string
Salt follow

ed by these 11 bytes are then stored

Enhance w
ith: biom

etrics, sm
art cards, etc.

...though m
ost of these can be stolen
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.3

AUTHENTICATING USER TO SYSTEM
 

https://xkcd.com
/936/
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5
.4

AUTHENTICATION OF SYSTEM
 TO USER

W
ant to avoid user talking to:

W
rong com

puter
Right com

puter, but not the login program

Partial solution in old days for directly w
ired term

inals:

M
ake login character sam

e as term
inal attention, or

Alw
ays do a term

inal attention before trying login
E.g., W

indow
s N

T's Ctrl-Alt-Del to login —
 no-one else can trap it

But, today m
icros used as term

inals

Local softw
are m

ay have been changed —
 so carry your ow

n copy of the term
inal

program
...but hardw

are / firm
w

are in public m
achine m

ay also have been m
odified

W
iretapping is easy

(W
hen your bank phones, how

 do you know
 it's them

?)
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s
e
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o
k
in

g
 p

ro
g
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m
, a

 g
a
m

e
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e
rh

a
p
s
, in

h
e
rits

 u
s
e
r

p
riv

ile
g
e
s
 w

h
e
n
 c

a
lle

d

C
a
n
 th

e
n
 c

o
p
y
 fi

le
s
, m

o
d
ify

 fi
le

s
, c

h
a
n
g
e
 p

a
s
s
w

o
rd

, s
e
n
d
 m

a
il, e

tc
...

E
.g

. M
u
ltic

s
 e

d
ito

r tro
ja

n
 h

o
rs

e
, c

o
p
ie

d
 fi

le
s
 a

s
 w

e
ll a

s
 e

d
ite

d
.
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6
.1

ACCESS M
ATRIX

P
ro

te
c
tio

n

L
o
w

-le
v
e
l M

e
c
h
a
n
is

m
s

O
S
 S

tru
c
tu

re
s

A
u
th

e
n
tic

a
tio

n

Access M
atrix

Access Control Lists (ACLs) vs Capabilities
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6
.2

ACCESS M
ATRIX

A m
atrix of s

u
b

je
c
ts against o

b
je

c
ts.

S
u

b
je

c
t (or p

rin
c
ip

a
l) m

ight be:

U
sers e.g. by U

ID, or sets thereof
Executing process in a protection dom

ain, or sets thereof

O
b

je
c
ts are things like:

Files, devices
D

om
ains, processes

M
essage ports (in m

icrokernels)

M
atrix is large and sparse so don't store it all. Tw

o com
m

on representations:

1. By object (A
c
c
e
s
s
 C

o
n

tro
l L

is
t): store list of subjects and rights w

ith each object
2. By subject (C

a
p

a
b

ilitie
s): store list of objects and rights w

ith each subject
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6
.3

A
C

C
E

S
S

 C
O

N
T

R
O

L
 L

IS
T

S

O
fte

n
 u

s
e
d
 in

 s
to

ra
g
e
 s

y
s
te

m
s
:

S
y
s
te

m
 n

a
m

in
g
 s

c
h
e
m

e
 p

ro
v
id

e
s
 fo

r A
C

L
 to

 b
e
 in

s
e
rte

d
 in

 n
a
m

in
g
 p

a
th

, e
.g

. fi
le

s

If A
C

L
s
 s

to
re

d
 o

n
 d

is
k
, c

h
e
c
k
 is

 m
a
d
e
 in

 s
o
ftw

a
re

, s
o
 u

s
e
 o

n
ly

 o
n
 lo

w
 d

u
ty

 c
y
c
le

F
o
r h

ig
h
e
r d

u
ty

 c
y
c
le

 m
u
s
t c

a
c
h
e
 re

s
u
lts

 o
f c

h
e
c
k

E
.g

. M
u
ltic

s
: o

p
e
n
 fi

le
 is

 a
 m

e
m

o
ry

 "s
e
g
m

e
n
t" (s

e
e
 la

te
r) —

 o
n
 fi

rs
t re

fe
re

n
c
e
,

c
a
u
s
e
s
 a

 fa
u
lt w

h
ic

h
 ra

is
e
s
 a

n
 in

te
rru

p
t w

h
ic

h
 a

llo
w

s
 O

S
 to

 c
h
e
c
k
 a

g
a
in

s
t A

C
L

A
C

L
 is

 c
h
e
c
k
e
d
 w

h
e
n
 fi

le
 o

p
e
n
e
d
 fo

r re
a
d
 o

r w
rite

, o
r w

h
e
n
 c

o
d
e
 fi

le
 is

 to
 b

e

e
x
e
c
u
te

d

In
 (e

.g
.) U

n
ix

, a
c
c
e
s
s
 c

o
n
tro

l is
 b

y
 p

ro
g
ra

m
, a

llo
w

in
g
 a

rb
itra

ry
 p

o
lic

ie
s
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6
.4

CAPABILITIES
A

s
s
o
c
ia

te
d
 w

ith
 a

c
tiv

e
 s

u
b
je

c
ts

, s
o
:

S
to

re
 in

 a
d
d
re

s
s
 s

p
a
c
e
 o

f s
u
b
je

c
t

M
u
s
t m

a
k
e
 s

u
re

 s
u
b
je

c
t c

a
n
't fo

rg
e
 c

a
p
a
b
ilitie

s

E
a
s
ily

 a
c
c
e
s
s
ib

le
 to

 h
a
rd

w
a
re

C
a
n
 b

e
 u

s
e
d
 w

ith
 h

ig
h
 d

u
ty

 c
y
c
le

 e
.g

. a
s
 p

a
rt o

f a
d
d
re

s
s
in

g
 h

a
rd

w
a
re

H
a
rd

w
a
re

 c
a
p
a
b
ilitie

s
:

H
a
v
e
 s

p
e
c
ia

l m
a
c
h
in

e
 in

s
tru

c
tio

n
s
 to

 m
o
d
ify

 (re
s
tric

t) c
a
p
a
b
ilitie

s

S
u
p
p
o
rt p

a
s
s
in

g
 o

f c
a
p
a
b
ilitie

s
 o

n
 p

ro
c
e
d
u
re

 (p
ro

g
ra

m
) c

a
ll

S
o
ftw

a
re

 c
a
p
a
b
ilitie

s
:

C
h
e
c
k
e
d
 b

y
 e

n
c
ry

p
tio

n

N
ic

e
 fo

r d
is

trib
u
te

d
 s

y
s
te

m
s
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7

SUM
M

ARY
P
ro

te
c
tio

n

M
o
tiv

a
tio

n
, R

e
q
u
ire

m
e
n
ts

, S
u
b
je

c
ts

 &
 O

b
je

c
ts

D
e
s
ig

n
 o

f P
ro

te
c
tio

n
 S

y
s
te

m
s

C
o
v
e
rt C

h
a
n
n
e
ls

L
o
w

-le
v
e
l M

e
c
h
a
n
is

m
s

IO
, M

e
m

o
ry

, C
P

U

O
S
 S

tru
c
tu

re
s

D
u
a
l-m

o
d
e
 O

p
e
ra

tio
n
, K

e
rn

e
ls

 &
 M

ic
ro

k
e
rn

e
ls

M
a
n
d
a
to

ry
 A

c
c
e
s
s
 C

o
n
tro

l, pledge(2)
A

u
th

e
n
tic

a
tio

n

U
s
e
r to

 S
y
s
te

m
, S

y
s
te

m
 to

 U
s
e
r

M
u
tu

a
l S

u
s
p
ic

io
n

A
c
c
e
s
s
 M

a
trix

A
c
c
e
s
s
 C

o
n
tro

l L
is

ts
 (A

C
L
s
) v

s
 C

a
p
a
b
ilitie

s
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1
.1

[0
3

] P
R

O
C

E
S

S
E

S
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1
.2

O
U

T
L
IN

E

Process Concept
Relationship to a Program
W

hat is a Process?
Process Lifecycle

Creation
Term

ination
Blocking

Process M
anagem

ent
Process Control Blocks
Context Sw

itching
Threads

Inter-Process Com
m

unication
Requirem

ents
Concept
M

echanism
s
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2
.1

P
R

O
C

E
S

S
 C

O
N

C
E

P
T

S

Process Concept
Relationship to a Program
W

hat is a Process?
Process Lifecycle
Process M

anagem
ent

Inter-Process Com
m

unication
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2
.2

W
HAT IS A PROCESS?

T
h
e
 c

o
m

p
u
te

r is
 th

e
re

 to
 e

x
e
c
u
te

 p
ro

g
ra

m
s
, n

o
t th

e
 o

p
e
ra

tin
g
 s

y
s
te

m
!

P
ro

c
e
s
s
 

 P
ro

g
ra

m

A
 p

ro
g
ra

m
 is

 static
, o

n
-d

is
k

A
 p

ro
c
e
s
s
 is

 dynam
ic

, a
 p

ro
g
ra

m
 in execution

O
n
 a

 b
a
tc

h
 s

y
s
te

m
, m

ig
h
t re

fe
r to

 jobs
 in

s
te

a
d
 o

f p
ro

c
e
s
s
e
s
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2
.3

W
HAT IS A PROCESS?

U
n
it o

f p
ro

te
c
tio

n
 a

n
d
 re

s
o
u
rc

e
 a

llo
c
a
tio

n

S
o
 y

o
u
 m

a
y
 h

a
v
e
 m

u
ltip

le
 c

o
p
ie

s
 o

f a
 p

ro
c
e
s
s
 ru

n
n
in

g

E
a
c
h
 p

ro
c
e
s
s
 e

x
e
c
u
te

d
 o

n
 a

 virtual processor

H
a
s
 a

 v
irtu

a
l a

d
d
re

s
s
 s

p
a
c
e
 (la

te
r)

H
a
s
 o

n
e
 o

r m
o
re

 th
re

a
d
s
, e

a
c
h
 o

f w
h
ic

h
 h

a
s

1
. Program

 Counter: w
h
ic

h
 in

s
tru

c
tio

n
 is

 e
x
e
c
u
tin

g

2
. Stack

: te
m

p
o
ra

ry
 v

a
ria

b
le

s
, p

a
ra

m
e
te

rs
, re

tu
rn

 a
d
d
re

s
s
e
s
, e

tc
.

3
. Data Section

: g
lo

b
a
l v

a
ria

b
le

s
 s

h
a
re

d
 a

m
o
n
g
 th

re
a
d
s
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2
.4

P
R

O
C

E
S

S
 S

T
A

T
E

S

New
: being created

Running: instructions are being executed
Ready: w

aiting for the CPU
, ready to run

Blocked: stopped, w
aiting for an event to occur

Exit: has finished execution
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3
.1

P
R

O
C

E
S

S
 L

IF
E

C
Y

C
L

E

Process Concept
Process Lifecycle

Creation
Term

ination
Blocking

Process M
anagem

ent
Inter-Process Com

m
unication
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3
.2

P
R

O
C

E
S

S
 C

R
E

A
T

IO
N

N
early all system

s are hierarchical: 
parent processes create child processes

Resource sharing:
Parent and children share all resources
Children share subset of parent's resources
Parent and child share no resources
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3
.3

P
R

O
C

E
S

S
 C

R
E

A
T

IO
N

N
early all system

s are hierarchical: 
parent processes create child processes

Resource sharing
Execution:

Parent and children execute concurrently
Parent w

aits until children term
inate
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3
.4

P
R

O
C

E
S

S
 C

R
E

A
T

IO
N

N
early all system

s are hierarchical: 
parent processes create child processes

Resource sharing
Execution
Address space:

Child duplicate of parent
Child has a program

 loaded into it
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3
.5

EXAM
PLES

Unix:

fork() system
 call creates a child process, cloned from

 parent; then
execve() system

 call used to replace the process' m
em

ory space w
ith a new

program

NT/2K/XP:

CreateProcess() system
 call includes nam

e of program
 to be executed

D
rRichard

M
ortier

IA
O
perating

System
s,2016/17

79/316

3
.6

P
R

O
C

E
S

S
 T

E
R

M
IN

A
T

IO
N

O
c
c
u
rs

 u
n
d
e
r th

re
e
 c

irc
u
m

s
ta

n
c
e
s

1
. P

ro
c
e
s
s
 e

x
e
c
u
te

s
 la

s
t s

ta
te

m
e
n
t a

n
d
 a

s
k
s
 th

e
 O

S
 to

 d
e
le

te
 it (exit

):

O
u
tp

u
t d

a
ta

 fro
m

 c
h
ild

 to
 p

a
re

n
t (wait

)

P
ro

c
e
s
s
' re

s
o
u
rc

e
s
 a

re
 d

e
a
llo

c
a
te

d
 b

y
 th

e
 O

S
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3
.7

P
R

O
C

E
S

S
 T

E
R

M
IN

A
T

IO
N

O
c
c
u
rs

 u
n
d
e
r th

re
e
 c

irc
u
m

s
ta

n
c
e
s

1
. P

ro
c
e
s
s
 e

x
e
c
u
te

s
 la

s
t s

ta
te

m
e
n
t a

n
d
 a

s
k
s
 th

e
 O

S
 to

 d
e
le

te
 it

2
. P

ro
c
e
s
s
 p

e
rfo

rm
s
 a

n
 ille

g
a
l o

p
e
ra

tio
n
, e

.g
.,

M
a
k
e
s
 a

n
 a

tte
m

p
t to

 a
c
c
e
s
s
 m

e
m

o
ry

 to
 w

h
ic

h
 it is

 n
o
t a

u
th

o
ris

e
d

A
tte

m
p
ts

 to
 e

x
e
c
u
te

 a
 p

riv
ile

g
e
d
 in

s
tru

c
tio

n
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3
.8

P
R

O
C

E
S

S
 T

E
R

M
IN

A
T

IO
N

O
c
c
u
rs

 u
n
d
e
r th

re
e
 c

irc
u
m

s
ta

n
c
e
s

1
. P

ro
c
e
s
s
 e

x
e
c
u
te

s
 la

s
t s

ta
te

m
e
n
t a

n
d
 a

s
k
s
 th

e
 O

S
 to

 d
e
le

te
 it

2
. P

ro
c
e
s
s
 p

e
rfo

rm
s
 a

n
 ille

g
a
l o

p
e
ra

tio
n

3
. P

a
re

n
t m

a
y
 te

rm
in

a
te

 e
x
e
c
u
tio

n
 o

f c
h
ild

 p
ro

c
e
s
s
e
s
 (abort

, kill
), e

.g
. b

e
c
a
u
s
e

C
h
ild

 h
a
s
 e

x
c
e
e
d
e
d
 a

llo
c
a
te

d
 re

s
o
u
rc

e
s

T
a
s
k
 a

s
s
ig

n
e
d
 to

 c
h
ild

 is
 n

o
 lo

n
g
e
r re

q
u
ire

d

P
a
re

n
t is

 e
x
itin

g
 ("c

a
s
c
a
d
in

g
 te

rm
in

a
tio

n
")

E
X

A
M

P
L

E
S

U
n
ix

: wait()
, exit()

 a
n
d
 kill()

N
T

/2
K

/X
P

: ExitProcess()
 fo

r s
e
lf, TerminateProcess()

 fo
r o

th
e
rs

D
rRichard

M
ortier

IA
O
perating

System
s,2016/17

82/316

3
.9

B
L
O

C
K

IN
G

In
 g

e
n
e
ra

l a
 p

ro
c
e
s
s
 b

lo
c
k
s
 o

n
 a

n
 e

v
e
n
t, e

.g
.,

A
n
 IO

 d
e
v
ic

e
 c

o
m

p
le

te
s
 a

n
 o

p
e
ra

tio
n

A
n
o
th

e
r p

ro
c
e
s
s
 s

e
n
d
s
 a

 m
e
s
s
a
g
e

A
s
s
u
m

e
 O

S
 p

ro
v
id

e
s
 s

o
m

e
 k

in
d
 o

f g
e
n
e
ra

l-p
u
rp

o
s
e
 b

lo
c
k
in

g
 p

rim
itiv

e
, e

.g
.,

await()
N

e
e
d
 c

a
re

 h
a
n
d
lin

g
 c

o
n
c
u
rre

n
c
y
 is

s
u
e
s
, e

.g
.,

W
h
a
t h

a
p
p
e
n
s
 if a

 k
e
y
 is

 p
re

s
s
e
d
 a

t th
e
 fi

rs
t {

?

C
o
m

p
lic

a
te

d
! F

o
r n

e
x
t y

e
a
r... :)

  if(no key being pressed) { 
    await(keypress); 
    print("Key has been pressed!\n"); 
  } 
  // handle keyboard input 
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3
.10

C
P

U
 IO

 B
U

R
S

T
 C

Y
C

L
E

P
ro

c
e
s
s
 e

x
e
c
u
tio

n
 c

o
n
s
is

ts
 o

f a
 c

y
c
le

 o
f C

P
U

 e
x
e
c
u
tio

n
 a

n
d
 IO

 w
a
it

P
ro

c
e
s
s
e
s
 c

a
n
 b

e
 d

e
s
c
rib

e
d
 a

s
 e

ith
e
r:

1
. IO

-b
o
u
n
d
:

s
p
e
n
d
s
 m

o
re

 tim
e
 d

o
in

g
 IO

 th
a
n
 c

o
m

p
u
ta

tio
n

m
a
n
y
 s

h
o
rt C

P
U

 b
u
rs

ts

2
. C
P
U
-b
o
u
n
d
:

s
p
e
n
d
s
 m

o
re

 tim
e
 d

o
in

g
 c

o
m

p
u
ta

tio
n
s

a
 fe

w
, v

e
ry

 lo
n
g
, C

P
U

 b
u
rs

ts

D
rRichard

M
ortier

IA
O
perating

System
s,2016/17

84/316



3
.11

C
P

U
 IO

 B
U

R
S

T
 C

Y
C

L
E

O
b
s
e
rv

e
 th

a
t m

o
s
t p

ro
c
e
s
s
e
s
 e

x
e
c
u
te

 fo
r a

t m
o
s
t a

 fe
w

 m
illis

e
c
o
n
d
s
 b

e
fo

re
 b

lo
c
k
in

g

W
e
 n

e
e
d
 m

u
ltip

ro
g
ra

m
m

in
g
 to

 o
b
ta

in
 d

e
c
e
n
t o

v
e
ra

ll C
P

U
 u

tilis
a
tio

n
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4
.1

P
R

O
C

E
S

S
 M

A
N

A
G

E
M

E
N

T

Process Concept
Process Lifecycle
Process M

anagem
ent

Process Control Blocks
Context Sw

itching
Threads

Inter-Process Com
m

unication
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4
.2

P
R

O
C

E
S

S
 C

O
N

T
R

O
L

 B
L

O
C

K

O
S
 m

a
in

ta
in

s
 in

fo
rm

a
tio

n
 a

b
o
u
t e

v
e
ry

 p
ro

c
e
s
s
 in

 a

d
a
ta

 s
tru

c
tu

re
 c

a
lle

d
 a

 process control block
 (P

C
B

). T
h
e

Process Context (h
ig

h
lig

h
te

d
) is

 th
e
 m

a
c
h
in

e

e
n
v
iro

n
m

e
n
t d

u
rin

g
 th

e
 tim

e
 th

e
 p

ro
c
e
s
s
 is

 a
c
tiv

e
ly

u
s
in

g
 th

e
 C

P
U

:

P
ro

g
ra

m
 c

o
u
n
te

r

G
e
n
e
ra

l p
u
rp

o
s
e
 re

g
is

te
rs

P
ro

c
e
s
s
o
r s

ta
tu

s
 re

g
is

te
r

[ C
a
c
h
e
s
, T

L
B

s
, P

a
g
e
 ta

b
le

s
, ... ]
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CONTEXT SW
ITCHING

T
o
 s

w
itc

h
 b

e
tw

e
e
n
 p

ro
c
e
s
s
e
s
, th

e
 O

S
 m

u
s
t:

S
a
v
e
 th

e
 c

o
n
te

x
t o

f th
e
 c

u
rre

n
tly

e
x
e
c
u
tin

g
 p

ro
c
e
s
s
 (if a

n
y
), a

n
d

R
e
s
to

re
 th

e
 c

o
n
te

x
t o

f th
a
t b

e
in

g

re
s
u
m

e
d
.

N
o
te

 th
is

 is
 w

asted tim
e
 —

 n
o
 u

s
e
fu

l w
o
rk

 is

c
a
rrie

d
 o

u
t w

h
ile

 s
w

itc
h
in

g

T
im

e
 ta

k
e
n
 d

e
p
e
n
d
s
 o

n
 h

a
rd

w
a
re

 s
u
p
p
o
rt

F
ro

m
 n

o
th

in
g
, to

S
a
v
e
/lo

a
d
 m

u
ltip

le
 re

g
is

te
rs

 to
/fro

m

m
e
m

o
ry

, to

C
o
m

p
le

te
 h

a
rd

w
a
re

 "ta
s
k
 s

w
itc

h
"
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4
.3

4
.4

T
H

R
E
A
D

S

A
 thread

 re
p
re

s
e
n
ts

 a
n
 in

d
iv

id
u
a
l e

x
e
c
u
tio

n
 c

o
n
te

x
t

T
h
re

a
d
s
 a

re
 m

a
n
a
g
e
d
 b

y
 a

 scheduler th
a
t d

e
te

rm
in

e
s
 w

h
ic

h
 th

re
a
d
 to

 ru
n

E
a
c
h
 th

re
a
d
 h

a
s
 a

n
 a

s
s
o
c
ia

te
d
 Thread Control Block

 (T
C

B
) w

ith
 m

e
ta

d
a
ta

 a
b
o
u
t th

e

th
re

a
d
: s

a
v
e
d
 c

o
n
te

x
t (re

g
is

te
rs

, in
c
lu

d
in

g
 s

ta
c
k
 p

o
in

te
r), s

c
h
e
d
u
le

r in
fo

, e
tc

.

Context sw
itches

 o
c
c
u
r w

h
e
n
 th

e
 O

S
 s

a
v
e
s
 th

e
 s

ta
te

 o
f o

n
e
 th

re
a
d
 a

n
d
 re

s
to

re
s
 th

e

s
ta

te
 o

f a
n
o
th

e
r. If b

e
tw

e
e
n
 th

re
a
d
s
 in

 d
iffe

re
n
t p

ro
c
e
s
s
e
s
, p

ro
c
e
s
s
 s

ta
te

 a
ls

o

s
w

itc
h
e
s

T
h
re

a
d
s
 v

is
ib

le
 to

 th
e
 O

S
 a

re
 kernel threads

 —
 m

a
y
 e

x
e
c
u
te

 in
 k

e
rn

e
l o

r a
d
d
re

s
s

u
s
e
r s

p
a
c
e
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5
.1

IN
T
E
R

-P
R

O
C

E
S
S

C
O

M
M

U
N

IC
A
T
IO

N

Process Concept
Process Lifecycle
Process M

anagem
ent

Inter-Process Com
m

unication
Requirem

ents
Concept
M

echanism
s
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5
.2

REQUIREM
ENTS

F
o
r m

e
a
n
in

g
fu

l c
o
m

m
u
n
ic

a
tio

n
 to

 ta
k
e
 p

la
c
e
, tw

o
 o

r m
o
re

 p
a
rtie

s
 h

a
v
e
 to

 e
x
c
h
a
n
g
e

in
fo

rm
a
tio

n
 a

c
c
o
rd

in
g
 to

 a
 protocol:

D
a
ta

 tra
n
s
fe

rre
d
 m

u
s
t b

e
 in

 a
 c

o
m

m
o
n
ly

-u
n
d
e
rs

to
o
d
 fo

rm
a
t (syntax

)

D
a
ta

 tra
n
s
fe

rre
d
 m

u
s
t h

a
v
e
 m

u
tu

a
lly

-a
g
re

e
d
 m

e
a
n
in

g
 (sem

antics
)

D
a
ta

 m
u
s
t b

e
 tra

n
s
fe

rre
d
 a

c
c
o
rd

in
g
 to

 m
u
tu

a
lly

 u
n
d
e
rs

to
o
d
 ru

le
s

(synchronisation
)

In
 c

o
m

p
u
te

r c
o
m

m
u
n
ic

a
tio

n
s
, th

e
 p

a
rtie

s
 in

 q
u
e
s
tio

n
 c

o
m

e
 in

 a
 ra

n
g
e
 o

f fo
rm

s
,

ty
p
ic

a
lly

:

T
h
re

a
d
s

P
ro

c
e
s
s
e
s

H
o
s
ts

Ig
n
o
re

 p
ro

b
le

m
s
 o

f d
is

c
o
v
e
ry

, id
e
n
tifi

c
a
tio

n
, e

rro
rs

, e
tc

. fo
r n

o
w
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5
.3

IN
T

E
R

-P
R

O
C

E
S

S
 C

O
M

M
U

N
IC

A
T

IO
N

In
 th

e
 c

o
n
te

x
t o

f th
is

 c
o
u
rs

e
, w

e
 a

re
 c

o
n
c
e
rn

e
d
 w

ith
 Inter-Process Com

m
unication

(IP
C

)

W
h
a
t it s

a
y
s
 o

n
 th

e
 tin

 —
 c

o
m

m
u
n
ic

a
tio

n
 b

e
tw

e
e
n
 p

ro
c
e
s
s
e
s
 o

n
 th

e
 s

a
m

e
 h

o
s
t

K
e
y
 p

o
in

t —
 it is

 p
o
s
s
ib

le
 to

 share m
em

ory
 b

e
tw

e
e
n
 th

o
s
e
 p

ro
c
e
s
s
e
s

G
iv

e
n
 th

e
 p

ro
te

c
tio

n
 b

o
u
n
d
a
rie

s
 im

p
o
s
e
d
 b

y
 th

e
 O

S
, b

y
 d

e
s
ig

n
, th

e
 O

S
 m

u
s
t b

e

in
v
o
lv

e
d
 in

 a
n
y
 c

o
m

m
u
n
ic

a
tio

n
 b

e
tw

e
e
n
 p

ro
c
e
s
s
e
s

O
th

e
rw

is
e
 it w

o
u
ld

 b
e
 ta

n
ta

m
o
u
n
t to

 a
llo

w
in

g
 o

n
e
 p

ro
c
e
s
s
 to

 w
rite

 o
v
e
r

a
n
o
th

e
r's

 a
d
d
re

s
s
 s

p
a
c
e

W
e
'll fo

c
u
s
 o

n
 P

O
S
IX

 m
e
c
h
a
n
is

m
s
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5
.4

INTER-THREAD COM
M

UNICATION
It is a com

m
on requirem

ent for tw
o running threads to need to com

m
unicate

E.g., to coordinate around access to a shared variable

If coordination is not im
plem

ented, then all sorts of problem
s can occur. Range of

m
echanism

s to m
anage this:

M
utexes

Sem
aphores

M
onitors

Lock-Free D
ata Structures

...

N
ot discussed here!

You'll get into the details next year in Concurrent and Distributed System
s

(Particularly the first half, on Concurrency)
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5
.5

INTER-HOST COM
M

UNICATION
Passing data betw

een different hosts:

Traditionally different physical hosts
N

ow
adays often virtual hosts

Key distinction is that there is now
 no shared m

em
ory, so som

e form
 of transm

ission
m

edium
 m

ust be used —
 netw

orking

Also not discussed here!

In som
e sense it is "harder" than IPC because real netw

orks are inherently:
Unreliable: data can be lost
Asynchronous: even if data is not lost, no guarantees can be given about
w

hen it arrived
You'll see a lot m

ore of this next year in Com
puter Netw

orking
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5
.6

C
O

N
C
E
P
T

F
o
r IP

C
 to

 b
e
 a

 th
in

g
, fi

rs
t y

o
u
 n

e
e
d
 m

u
ltip

le
 p

ro
c
e
s
s
e
s

In
itia

lly
 c

re
a
te

d
 b

y
 ru

n
n
in

g
 p

ro
c
e
s
s
e
s
 fro

m
 a

 s
h
e
ll

S
u
b
s
e
q
u
e
n
tly

 m
a
y
 b

e
 c

re
a
te

d
 b

y
 th

o
s
e
 p

ro
c
e
s
s
e
s
, a

d
 in

fi
n
itu

m

(...u
n
til y

o
u
r m

a
c
h
in

e
 d

ie
s
 fro

m
 y

o
u
r fo

rk
 b

o
m

b
...)

B
a
s
ic

 p
ro

c
e
s
s
 m

e
c
h
a
n
is

m
s
: fork(2)

 fo
llo

w
e
d
 b

y
 execve(2)

 a
n
d
/o

r wait(2)

W
ill lo

o
k
 a

t th
a
t p

lu
s
 s

e
v
e
ra

l o
th

e
r c

o
m

m
o
n
 P

O
S
IX

 m
e
c
h
a
n
is

m
s
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5
.7

F
O
R
K
(
2
), W

A
I
T
(
2
)

S
im

p
ly

 p
u
t, fork(2)

 a
llo

w
s
 a

 p
ro

c
e
s
s
 to

 c
lo

n
e
 its

e
lf:

Parent p
ro

c
e
s
s
 c

re
a
te

s
 child

 p
ro

c
e
s
s

C
h
ild

 re
c
e
iv

e
s
 c

o
p
y
-o

n
-w

rite
 (C

O
W

) s
n
a
p
s
h
o
t o

f p
a
re

n
t's

 a
d
d
re

s
s
 s

p
a
c
e

P
a
re

n
t ty

p
ic

a
lly

 th
e
n
 e

ith
e
r:

D
e
ta

c
h
e
s
 fro

m
 c

h
ild

 —
 h

a
n
d
s
 re

s
p
o
n
s
ib

ility
 b

a
c
k
 to

 init
 p

ro
c
e
s
s

W
a
its

 fo
r c

h
ild

 —
 c

a
llin

g
 wait(2)

, p
a
re

n
t b

lo
c
k
s
 u

n
til c

h
ild

 e
x
its
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5
.8

SIGNALS
Sim

ple asynchronous notifications on another process

A range of signals (28 at m
y last count), defined as num

bers
M

apped to standard #
d
e
f
i
n
es, a few

 of w
hich have standard m

appings to
num

bers

Am
ong the m

ore com
m

on ones:

S
I
G
H
U
P: hangup the term

inal (1)
S
I
G
I
N
T: term

inal interrupt (2)
S
I
G
K
I
L
L: term

inate the process [cannot be caught or ignored] (9)
S
I
G
T
E
R
M: term

inate process (15)
S
I
G
S
E
G
V: segm

entation fault —
 process m

ade an invalid m
em

ory reference
S
I
G
U
S
R
1
/
2: tw

o user signals [system
 defined num

bers]

U
se s

i
g
a
c
t
i
o
n
(
2
) to specify w

hat function the signalled process should invoke
on receipt of a given signal
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5
.9

PIPES

Sim
plest form

 of IPC: pipe(2) returns a pair of file descriptors

(fd[0], fd[1]) are the (read, w
rite) fds

Coupled w
ith fork(2), can now

 com
m

unicate betw
een processes:

Invoke pipe(2) to get read/w
rite fds

fork(2) to create child process
Parent and child then both have read/w

rite fds available, and can com
m

unicate
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5
.10

N
A

M
E

D
 P

IP
E

S
 / F

IF
O

S

T
h
e
 s

a
m

e
 a

s
 p
i
p
e
(
2
)

 —
 e

x
c
e
p
t th

a
t it h

a
s
 a

 n
a
m

e
, a

n
d
 is

n
't ju

s
t a

n
 a

rra
y
 o

f tw
o

fd
sT

h
is

 m
e
a
n
s
 th

a
t th

e
 tw

o
 p

a
rtie

s
 c

a
n
 c

o
o
rd

in
a
te

 w
ith

o
u
t n

e
e
d
in

g
 to

 b
e
 in

 a

p
a
re

n
t/c

h
ild

 re
la

tio
n
s
h
ip

A
ll th

e
y
 n

e
e
d
 is

 to
 s

h
a
re

 th
e
 (p

a
th

)n
a
m

e
 o

f th
e
 F

IF
O

T
h
e
n
 s

im
p
ly

 tre
a
t a

s
 a

 fi
le

:

o
p
e
n
(
2
)

r
e
a
d
(
2
)

w
r
i
t
e
(
2
)

o
p
e
n
(
2
)

 w
ill b

lo
c
k
 b

y
 d

e
fa

u
lt, u

n
til s

o
m

e
 o

th
e
r p

ro
c
e
s
s
 o

p
e
n
s
 th

e
 F

IF
O

 fo
r re

a
d
in

g

C
a
n
 s

e
t n

o
n
-b

lo
c
k
in

g
 v

ia
 O
_
N
D
E
L
A
Y

D
rRichard

M
ortier

IA
O
perating

System
s,2016/17

99/316

5
.11

SHARED M
EM

ORY SEGM
ENTS

W
hat it says on the tin —

 obtain a segm
ent of m

em
ory that is shared betw

een tw
o

(or m
ore) processes

shmget(2) to get a segm
ent

shmat(2) to attach to it

Then read and w
rite sim

ply via pointers —
 need to im

pose concurrency control to
avoid collisions though

Finally:

shmdt(2) to detach
shmctl(2) to destroy once you know

 no-one still using it
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5
.12

FILES
Locking can be m

andatory (enforced) or advisory (cooperative)

Advisory is m
ore w

idely available
fcntl(2) sets, tests and clears the lock status
Processes can then coordinate over access to files
read(2), write(2), seek(2) to interact and navigate

M
em

ory M
apped Files present a sim

pler —
 and often m

ore efficient —
 API

mmap(2) "m
aps" a file into m

em
ory so you interact w

ith it via a pointer
Still need to lock or use som

e other concurrency control m
echanism
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5
.13

U
N

IX
 D

O
M

A
IN

 S
O

C
K

E
T

S

Sockets are com
m

only used in netw
ork program

m
ing —

 but there is (effectively) a
shared m

em
ory version for use betw

een local processes, having the sam
e API:

socket(2) creates a socket, using AF_UNIX
bind(2) attaches the socket to a file
The interact as w

ith any socket
accept(2), listen(2), recv(2), send(2)
sendto(2), recvfrom(2)

Finally, socketpair(2) uses sockets to create a full-duplex pipe

Can read/w
rite from

 both ends
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6

SUM
M

ARY
Process Concept

Relationship to a Program
W

hat is a Process?
Process Lifecycle

Creation
Term

ination
Blocking

Process M
anagem

ent
Process Control Blocks
Context Sw

itching
Threads

Inter-Process Com
m

unication
Requirem

ents
Concept
M

echanism
s
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1
.1

[0
4

] S
C

H
E

D
U

L
IN

G

D
rRichard

M
ortier

IA
O
perating

System
s,2016/17

104/316



1
.2

O
U

T
L
IN

E

Scheduling Concepts
Q

ueues
N

on-preem
ptive vs Preem

ptive
Idling

Scheduling Criteria
U

tilisation
Throughput
Turnaround, W

aiting, Response Tim
es
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2
.1

SCH
EDULING CO

NCEPTS
Scheduling Concepts

Q
ueues

Non-preem
ptive vs Preem

ptive
Idling

Scheduling Criteria
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2
.2

QUEUES

Job Q
ueue

: b
a
tc

h
 p

ro
c
e
s
s
e
s
 a

w
a
itin

g
 a

d
m

is
s
io

n

Ready Q
ueue

: p
ro

c
e
s
s
e
s
 in

 m
a
in

 m
e
m

o
ry

, re
a
d
y
 a

n
d
 w

a
itin

g
 to

 e
x
e
c
u
te

W
ait Q

ueue(s): s
e
t o

f p
ro

c
e
s
s
e
s
 w

a
itin

g
 fo

r a
n
 IO

 d
e
v
ic

e
 (o

r fo
r o

th
e
r p

ro
c
e
s
s
e
s
)

Job
 s

c
h
e
d
u
le

r s
e
le

c
ts

 p
ro

c
e
s
s
e
s
 to

 p
u
t o

n
to

 th
e
 re

a
d
y
 q

u
e
u
e

CPU
 s

c
h
e
d
u
le

r s
e
le

c
ts

 p
ro

c
e
s
s
 to

 e
x
e
c
u
te

 n
e
x
t a

n
d
 a

llo
c
a
te

s
 C

P
U
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2
.3

P
R

E
E

M
P

T
IV

E
 V

S
 N

O
N

-P
R

E
E

M
P

T
IV

E

O
S
 n

e
e
d
s
 to

 s
e
le

c
t a

 re
a
d
y
 p

ro
c
e
s
s
 a

n
d
 a

llo
c
a
te

 it th
e
 C

P
U

 

W
h
e
n
?

...a
 ru

n
n
in

g
 p

ro
c
e
s
s
 b

lo
c
k
s
 (running 

 blocked
)

...a
 p

ro
c
e
s
s
 te

rm
in

a
te

s
 (running 

 exit
)

If s
c
h
e
d
u
lin

g
 d

e
c
is

io
n
 is

 o
n
ly

 ta
k
e
n
 u

n
d
e
r th

e
s
e
 c

o
n
d
itio

n
s
, th

e
 s

c
h
e
d
u
le

r is
 s

a
id

 to

b
e
 non-preem

ptive

...a
 tim

e
r e

x
p
ire

s
 (running 

 ready
)

...a
 w

a
itin

g
 p

ro
c
e
s
s
 u

n
b
lo

c
k
s
 (blocked 

 ready
)

O
th

e
rw

is
e
 it is

 preem
ptive

D
rRichard

M
ortier

IA
O
perating

System
s,2016/17

108/316



2
.4

N
O

N
-P

R
E
E
M

P
T
IV

E

S
im

p
le

 to
 im

p
le

m
e
n
t:

N
o
 tim

e
rs

, p
ro

c
e
s
s
 g

e
ts

 th
e
 C

P
U

 fo
r a

s
 lo

n
g
 a

s
 d

e
s
ire

d

O
p
e
n
 to

 denial-of-service
:

M
a
lic

io
u
s
 o

r b
u
g
g
y
 p

ro
c
e
s
s
 c

a
n
 re

fu
s
e
 to

 y
ie

ld

T
y
p
ic

a
lly

 in
c
lu

d
e
s
 a

n
 explicit yield

 s
y
s
te

m
 c

a
ll o

r s
im

ila
r, p

lu
s
 im

plicit y
ie

ld
s
, e

.g
.,

p
e
rfo

rm
in

g
 IO

, w
a
itin

g

E
x
a
m

p
le

s
: M

S
-D

O
S
, W

in
d
o
w

s
 3

.1
1
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2
.5

PREEM
PTIVE

S
o
lv

e
s
 d

e
n
ia

l-o
f-s

e
rv

ic
e
:

O
S
 c

a
n
 s

im
p
ly

 p
re

e
m

p
t lo

n
g
-ru

n
n
in

g
 p

ro
c
e
s
s

M
o
re

 c
o
m

p
le

x
 to

 im
p
le

m
e
n
t:

T
im

e
r m

a
n
a
g
e
m

e
n
t, c

o
n
c
u
rre

n
c
y
 is

s
u
e
s

E
x
a
m

p
le

s
: Ju

s
t a

b
o
u
t e

v
e
ry

th
in

g
 y

o
u
 c

a
n
 th

in
k
 o

f :)
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2
.6

IDLING
W

e w
ill usually assum

e that there's alw
ays som

ething ready to run. But w
hat if

there isn't?

This is quite an im
portant question on m

odern m
achines w

here the com
m

on case is
>50%

 idle
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2
.7

IDLING

Three options

1. Busy w
ait in scheduler, e.g., W

indow
s 9x

Q
uick response tim

e
U

gly, useless

D
rRichard

M
ortier

IA
O
perating

System
s,2016/17

112/316



2
.8

IDLING

Three options

1. Busy w
ait in scheduler

2. H
alt processor until interrupt arrives, e.g., m

odern O
Ss

Saves pow
er (and reduces heat!)

Increases processor lifetim
e

M
ight take too long to stop and start
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2
.9

IDLING

Three options

1
. B

u
s
y
 w

a
it in

 s
c
h
e
d
u
le

r

2
. H

a
lt p

ro
c
e
s
s
o
r u

n
til in

te
rru

p
t a

rriv
e
s

3
. In

v
e
n
t a

n
 id

le
 p

ro
c
e
s
s
, a

lw
a
y
s
 a

v
a
ila

b
le

 to
 ru

n

G
iv

e
s
 u

n
ifo

rm
 s

tru
c
tu

re

C
o
u
ld

 ru
n
 h

o
u
s
e
k
e
e
p
in

g

U
s
e
s
 s

o
m

e
 m

e
m

o
ry

M
ig

h
t s

lo
w

 in
te

rru
p
t re

s
p
o
n
s
e

In
 g

e
n
e
ra

l th
e
re

 is
 a

 tra
d
e
-o

ff b
e
tw

e
e
n
 re

s
p
o
n
s
iv

e
n
e
s
s
 a

n
d
 u

s
e
fu

ln
e
s
s
. C

o
n
s
id

e
r th

e

im
p
o
r
ta

n
t re

s
o
u
rc

e
s
 a

n
d
 th

e
 s

y
s
te

m
 c

o
m

p
le

x
ity
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3
.1

S
C

H
E

D
U

L
IN

G
 C

R
IT

E
R

IA

Scheduling Concepts
Scheduling Criteria

Utilisation
Throughput
Turnaround, W

aiting, Response Tim
es
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3
.2

S
C

H
E

D
U

L
IN

G
 C

R
IT

E
R

IA

T
y
p
ic

a
lly

 o
n
e
 e

x
p
e
c
ts

 to
 h

a
v
e
 m

o
re

 th
a
n
 o

n
e
 o

p
tio

n
 —

 m
o
re

 th
a
n
 o

n
e
 p

ro
c
e
s
s
 is

runnable

O
n
 w

h
a
t b

a
s
is

 s
h
o
u
ld

 th
e
 C

P
U

 s
c
h
e
d
u
le

r m
a
k
e
 its

 d
e
c
is

io
n
?

M
a
n
y
 d

iffe
re

n
t m

e
tric

s
 m

a
y
 b

e
 u

s
e
d
, e

x
h
ib

itin
g
 d

iffe
re

n
t tra

d
e
-o

ffs
 a

n
d
 le

a
d
in

g
 to

d
iffe

re
n
t o

p
e
ra

tin
g
 re

g
im

e
s
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3
.3

C
P

U
 U

T
IL

IS
A

T
IO

N

M
axim

ise the fraction of the tim
e the CPU is actively being

used

K
e
e
p
 th

e
 (e

x
p
e
n
s
iv

e
?
) m

a
c
h
in

e
 a

s
 b

u
s
y
 a

s
 p

o
s
s
ib

le

B
u
t m

a
y
 p

e
n
a
lis

e
 p

ro
c
e
s
s
e
s
 th

a
t d

o
 a

 lo
t o

f IO
 a

s
 th

e
y
 a

p
p
e
a
r to

 re
s
u
lt in

 th
e
 C

P
U

n
o
t b

e
in

g
 u

s
e
d
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3
.4

THROUGHPUT

M
axim

ise the num
ber of processes that com

plete their
execution per tim

e unit

Get useful w
ork com

pleted at the highest rate possible

But m
ay penalise long-running processes as short-run processes w

ill com
plete

sooner and so are preferred
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3
.5

T
U

R
N

A
R

O
U

N
D

 T
IM

E

M
inim

ise the am
ount of tim

e to execute a particular process

Ensures every processes com
plete in shortest tim

e possible
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3
.6

W
AITING TIM

E

M
inim

ise the am
ount of tim

e a process has been w
aiting in

the ready queue

E
n
s
u
re

s
 a

n
 in

te
ra

c
tiv

e
 s

y
s
te

m
 re

m
a
in

s
 a

s
 re

s
p
o
n
s
iv

e
 a

s
 p

o
s
s
ib

le

B
u
t m

a
y
 p

e
n
a
lis

e
 IO

 h
e
a
v
y
 p

ro
c
e
s
s
e
s
 th

a
t s

p
e
n
d
 a

 lo
n
g
 tim

e
 in

 th
e
 wait

 q
u
e
u
e
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R
E

S
P

O
N

S
E

 T
IM

E

M
inim

ise the am
ount of tim

e it takes from
 w

hen a request
w

as subm
itted until the first response is produced

Found in tim
e-sharing system

s. Ensures system
 rem

ains as responsive to clients as
possible under load

But m
ay penalise longer running sessions under heavy load
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4

SUM
M

ARY
Scheduling Concepts

Q
ueues

N
on-preem

ptive vs Preem
ptive

Idling
Scheduling Criteria

U
tilisation

Throughput
Turnaround, W

aiting, Response Tim
es
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1
.1

[05] SCH
EDULING ALGO

RITH
M

S
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1
.2

O
U

T
L
IN

E

First-Com
e First-Served

Shortest Job First
Shortest Response Tim

e First
Predicting Burst Length
Round Robin
Static vs Dynam

ic Priority
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2
.1

F
IR

S
T

-C
O

M
E

 F
IR

S
T

-S
E

R
V

E
D

 (F
C

F
S

)

Sim
plest possible scheduling algorithm

, depending only on the order in w
hich

processes arrive

E.g. given the follow
ing dem

and:Process
Burst Tim

e

D
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2
.2

EXAM
PLE: FCFS

Consider the average w
aiting tim

e under different arrival orders

, 
, 

:

W
aiting tim

e 
, 

, 
Average w

aiting tim
e: 

, 
, 

:

W
aiting tim

e 
, 

, 
Average w

aiting tim
e: 

Arriving in reverse order is three tim
es as good!

The first case is poor due to the convoy effect: later processes are held up behind
a long-running first process
FCFS is sim

ple but not terribly robust to different arrival processes
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2
.3

SHORTEST JOB FIRST (SJF)
Intuition from

 FCFS leads us to shortest job first (SJF) scheduling

Associate w
ith each process the length of its next CPU

 burst

U
se these lengths to schedule the process w

ith the shortest tim
e

U
se, e.g., FCFS to break ties
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2
.4

EXAM
PLE: SJF

Process
Arrival Tim

e
Burst Tim

e

W
aiting tim

e for 
, 

, 
, 

. Average w
aiting tim

e: 

SJF is optim
al w

ith respect to average w
aiting tim

e:

It m
inim

ises average w
aiting tim

e for a given set of processes
W

hat m
ight go w

rong?
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2
.5

SHORTEST REM
AINING-TIM

E FIRST (SRTF)
Sim

ply a preem
ptive version of SJF: preem

pt the running process if a new
 process

arrives w
ith a CPU

 burst length less than the rem
aining tim

e of the current
executing process
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2
.6

EXAM
PLE: SRTF

As before:

Process
Arrival Tim

e
Burst Tim

e

W
aiting tim

e for 
, 

, 
, 

Average w
aiting tim

e: 
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2
.7

EXAM
PLE: SRTF

Surely this is optim
al in the face of new

 runnable processes arriving? N
ot

necessarily —
 w

hy?

Context sw
itches are not free: m

any very short burst length processes m
ay thrash

the CPU
, preventing useful w

ork being done

M
ore fundam

entally, w
e can't generally know

 w
hat the future burst length is!
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2
.8

P
R

E
D

IC
T

IN
G

 B
U

R
S

T
 L

E
N

G
T

H
S

For both SJF and SRTF require the next "burst length" for each process m
eans w

e
m

ust estim
ate it

Can be done by using the length of previous CPU
 bursts, using exponential

averaging:

1. 
 = actual length of 

 CPU
 burst.

2. 
 = predicted value for next CPU

 burst.
3. For 

 define:
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.9

P
R

E
D

IC
T

IN
G

 B
U

R
S

T
 L

E
N

G
T

H
S

If w
e expand the form

ula w
e get:

w
here 

 is som
e constant

Choose value of 
 according to our belief about the system

, e.g., if w
e believe

history irrelevant, choose 
 and then get 

In general an exponential averaging schem
e is a good predictor if the variance is

sm
all

Since both 
 and 

 are less than or equal to one, each successive term
 has

less w
eight than its predecessor

N
B. N

eed som
e consideration of load, else get (counter-intuitively) increased

priorities w
hen increased load
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2
.10

R
O

U
N

D
 R

O
B

IN

A preem
ptive scheduling schem

e for tim
e-sharing system

s.

D
efine a sm

all fixed unit of tim
e called a quantum

 (or tim
e-slice), typically 10 —

100 m
illiseconds

Process at the front of the ready queue is allocated the CPU
 for (up to) one

quantum
W

hen the tim
e has elapsed, the process is preem

pted and appended to the ready
queue
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2
.11

R
O

U
N

D
 R

O
B

IN
: P

R
O

P
E

R
T

IE
S

R
o
u
n
d
 ro

b
in

 h
a
s
 s

o
m

e
 n

ic
e
 p

ro
p
e
rtie

s
:

F
a
ir: g

iv
e
n
 n

 p
ro

c
e
s
s
e
s
 in

 th
e
 re

a
d
y
 q

u
e
u
e
 a

n
d
 tim

e
 q

u
a
n
tu

m
 q

, e
a
c
h
 p

ro
c
e
s
s
 g

e
ts

 o
f th

e
 C

P
U

L
iv

e
: n

o
 p

ro
c
e
s
s
 w

a
its

 m
o
re

 th
a
n
 

 tim
e
 u

n
its

 b
e
fo

re
 re

c
e
iv

in
g
 a

 C
P

U

a
llo

c
a
tio

n

T
y
p
ic

a
lly

 g
e
t h

ig
h
e
r a

v
e
ra

g
e
 tu

rn
a
ro

u
n
d
 tim

e
 th

a
n
 S

R
T

F
, b

u
t b

e
tte

r a
v
e
ra

g
e

re
s
p
o
n
s
e
 tim

e

B
u
t tric

k
y
 to

 c
h
o
o
s
e
 th

e
 c

o
rre

c
t s

iz
e
 q

u
a
n
tu

m
, 

:

 to
o
 la

rg
e
 b

e
c
o
m

e
s
 F

C
F
S
/F

IF
O

 to
o
 s

m
a
ll b

e
c
o
m

e
s
 c

o
n
te

x
t s

w
itc

h
 o

v
e
rh

e
a
d
 to

o
 h

ig
h
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2
.12

PRIORITY SCHEDULING
Associate an (integer) priority w

ith each process, e.g.,

Prio
Process type

0
system

 internal processes

1
interactive processes (staff)

2
interactive processes (students)

3
batch processes

Sim
plest form

 m
ight be just system

 vs user tasks
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2
.13

PRIORITY SCHEDULING
Then allocate CPU

 to the highest priority process: "highest priority" typically
m

eans sm
allest integer

Get preem
ptive and non-preem

ptive variants
E.g., SJF is a priority scheduling algorithm

 w
here priority is the predicted next

CPU
 burst tim

e

D
rRichard

M
ortier

IA
O
perating

System
s,2016/17

137/316

2
.14

TIE-BREAKING
W

hat do w
ith ties?

Round robin w
ith tim

e-slicing, allocating quantum
 to each process in turn

Problem
: biases tow

ards CPU
 intensive jobs (W

hy?)

Solution?
Per-process quantum

 based on usage?
Just ignore the problem

?
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2
.15

S
T
A
R
V
A
T
IO

N

Urban legend about IBM
 7074 at M

IT: w
hen shut dow

n in 1973, low
-priority processes

w
ere found w

hich had been subm
itted in 1967 and had not yet been run...

This is the biggest problem
 w

ith static priority system
s: a low

 priority process is not
guaranteed to run —

 ever!

D
rRichard

M
ortier

IA
O
perating

System
s,2016/17

139/316

2
.16

DYNAM
IC PRIORITY SCHEDULING

P
re

v
e
n
t th

e
 s

ta
rv

a
tio

n
 p

ro
b
le

m
: u

s
e
 s

a
m

e
 s

c
h
e
d
u
lin

g
 a

lg
o
rith

m
, b

u
t a

llo
w

 p
rio

ritie
s

to
 c

h
a
n
g
e
 o

v
e
r tim

e

P
ro

c
e
s
s
e
s
 h

a
v
e
 a

 (s
ta

tic
) b

a
s
e
 p

rio
rity

 a
n
d
 a

 d
y
n
a
m

ic
 e

ffe
c
tiv

e
 p

rio
rity

If p
ro

c
e
s
s
 s

ta
rv

e
d
 fo

r 
 s

e
c
o
n
d
s
, in

c
re

m
e
n
t e

ffe
c
tiv

e
 p

rio
rity

O
n
c
e
 p

ro
c
e
s
s
 ru

n
s
, re

s
e
t e

ffe
c
tiv

e
 p

rio
rity
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.17

E
X

A
M

P
L

E
: C

O
M

P
U

T
E

D
 P

R
IO

R
IT

Y

First used in D
ijkstra's TH

E

Tim
eslots: 

In each tim
e slot 

, m
easure the CPU

 usage of process 
Priority for process 

 in slot 
:

E.g., 
Penalises CPU

 bound but supports IO
 bound

O
nce considered im

practical but now
 such com

putation considered acceptable

D
rRichard

M
ortier

IA
O
perating

System
s,2016/17

141/316

3

SUM
M

ARY
First-Com

e First-Served
Shortest Job First
Shortest Response Tim

e First
Predicting Burst Length
Round Robin
Static vs Dynam

ic Priority
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1
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[06] VIRTUAL ADDRESSING
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1
.2

O
U

T
L
IN

E

M
e
m

o
ry

 M
a
n
a
g
e
m

e
n
t

C
o
n
c
e
p
ts

R
e
lo

c
a
tio

n
, A

llo
c
a
tio

n
, P

ro
te

c
tio

n
, S

h
a
rin

g
, L

o
g
ic

a
l v

s
 P

h
y
s
ic

a
l O

rg
a
n
is

a
tio

n

T
h
e
 A

d
d
re

s
s
 B

in
d
in

g
 P

ro
b
le

m

R
e
lo

c
a
tio

n

L
o
g
ic

a
l v

s
 P

h
y
s
ic

a
l A

d
d
re

s
s
e
s

A
llo

c
a
tio

n

S
c
h
e
d
u
lin

g

F
ra

g
m

e
n
ta

tio
n

C
o
m

p
a
c
tio

n
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M
E

M
O

R
Y

 M
A

N
A

G
E

M
E

N
T

M
e
m

o
ry

 M
a
n

a
g

e
m

e
n

t

C
o

n
c
e
p

ts

R
e
lo

c
a
tio

n
, A

llo
c
a
tio

n
, P

ro
te

c
tio

n
, S

h
a
rin

g
, L

o
g

ic
a
l v

s
 P

h
y
s
ic

a
l O

rg
a
n

is
a
tio

n

The Address Binding Problem
Allocation
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2
.2

C
O

N
C
E
P
T
S

In
 a

 m
u
ltip

ro
g
ra

m
m

in
g
 s

y
s
te

m
, h

a
v
e
 m

a
n
y
 p

ro
c
e
s
s
e
s
 in

 m
e
m

o
ry

 s
im

u
lta

n
e
o
u
s
ly

E
v
e
ry

 p
ro

c
e
s
s
 n

e
e
d
s
 m

e
m

o
ry

 fo
r:

In
s
tru

c
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3
.2

THE ADDRESS BINDING PROBLEM
Consider the follow

ing sim
ple program

:

int x, y; 
x = 5; 
y = x + 3; 

W
e can im

agine that this w
ould result in som

e assem
bly code w

hich looks
som

ething like:

str #5, [Rx]   ; store 5 into x 
ldr R1, [Rx]   ; load value of x from memory 
add R2, R1, #3 ; and add 3 to it 
str R2, [Ry]   ; and store result in y 

w
here the expression [addr] m

eans the contents of the m
em

ory at address addr.
Then the address binding problem

 is: w
hat values do w

e give Rx and Ry?

Arises because w
e don't know

 w
here in m

em
ory our program

 w
ill be loaded w

hen
w

e run it: e.g. if loaded at 0x1000, then x and y m
ight be stored at 0x2000,

0x2004, but if loaded at 0x5000, then x and y m
ight be at 0x6000, 0x6004
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S
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H
E

D
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L
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G
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X
A

M
P

L
E

C
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 m
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 m
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Process
M
em
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Tim
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k
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k
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E
X

T
E

R
N

A
L

 F
R

A
G

M
E

N
T

A
T

IO
N

Dynam
ic partitioning algorithm

s suffer from
external fragm

entation: as processes are
loaded they leave little fragm

ents w
hich m

ay
not be used. Can eventually block due to
insufficient m

em
ory to sw

ap in

External fragm
entation exists w

hen the total
available m

em
ory is sufficient for a request,

but is unusable as it is split into m
any holes

Can also have problem
s w

ith tiny holes w
hen keeping track of hole costs m

ore
m

em
ory than hole! Requires periodic com

paction
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C
O

M
P
A
C
T
IO

N

Choosing optim
al strategy quite tricky. N

ote that:
Require run-tim

e relocation
Can be done m

ore efficiently w
hen process is m

oved into m
em

ory from
 a

sw
ap

Som
e m

achines used to have hardw
are support (e.g., CD

C Cyber)
Also get fragm

entation in backing store, but in this case com
paction not really

viable
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[07] PAGING
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1
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O
U

T
L
IN

E

Paged Virtual M
em

ory
Concepts
Pros and Cons
Page Tables
Translation Lookaside Buffer (TLB)
Protection &

 Sharing
Virtual M

em
ory

D
em

and Paging D
etails

Page Replacem
ent

Page Replacem
ent Algorithm

s
Perform

ance
Fram

e Allocation
Thrashing &

 W
orking Set

Pre-paging
Page Sizes
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P
A

G
E

D
 V

IR
T

U
A

L
 M

E
M

O
R

Y

Paged Virtual M
em

ory
Concepts
Pros and Cons
Page Tables
Translation Lookaside Buffer (TLB)
Protection &

 Sharing
Virtual M

em
ory

Perform
ance
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P
A

G
E

D
 V

IR
T

U
A

L
 M

E
M

O
R

Y

Another solution is to allow
 a process to exist in non-contiguous m

em
ory, i.e.,

D
ivide physical m

em
ory into fram

es, sm
all fixed-size blocks

D
ivide logical m

em
ory into pages, blocks of the sam

e size (typically 4kB)
Each CPU

-generated address is a page num
ber 

 w
ith page offset 

Page table contains associated fram
e num

ber 
U

sually have 
 so also record w

hether m
apping valid
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 b
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Page Tables
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2
.8

TLB ISSUES
As w

ith any cache, w
hat to do w

hen it's full, how
 are entries shared?

If full, discard entries typically Least Recently U
sed (LRU

) policy
Context sw

itch requires TLB flush to prevent next process using w
rong PTEs

M
itigate cost through process tags (how

?)

Perform
ance is m

easured in term
s of hit ratio, proportion of tim

e a PTE is found in
TLB. Exam

ple:

Assum
e TLB search tim

e of 20ns, m
em

ory access tim
e of 100ns, hit ratio of 80%

Assum
e one m

em
ory reference required for lookup, w

hat is the effective m
em

ory
access tim

e?
0.8 x 120 + 0.2 x 220 = 140 ns

N
ow

 increase hit ratio to 98%
 —

 w
hat is the new

 effective access tim
e?

0.98 x 120 + 0.02 x 220 = 122 ns —
 just a 13%

 im
provem

ent
(Intel 80486 had 32 registers and claim

ed a 98%
 hit ratio)
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2
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M
ULTILEVEL PAGE TABLES

M
ost m

odern system
s can support very large 

, 
 address spaces, leading to very

large PTs w
hich w

e don't really w
ant to keep

all of in m
ain m

em
ory

Solution is to split the PT into several sub-
parts, e.g., tw

o, and then page the page table:

D
ivide the page num

ber into tw
o parts

E.g., 20 bit page num
ber, 12 bit page offset

Then divide the page num
ber into outer and inner parts of 10 bits each
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2
.10

EXAM
PLE: VAX

A 32 bit architecture w
ith 512 byte pages:

Logical address space divided into 4 sections of 
 bytes

Top 2 address bits designate section
N

ext 21 bits designate page w
ithin section

Final 9 bits designate page offset
For a VAX w

ith 100 pages, one level PT w
ould be 4M

B; w
ith sectioning, it's 1M

B

For 64 bit architectures, tw
o-level paging is not enough: add further levels.

For 4kB pages need 
 entries in PT using 1 level PT

For 2 level PT w
ith 32 bit outer PT, w

e'd still need 16GB for the outer PT

Even som
e 32 bit m

achines have > 2 levels: SPARC (32 bit) has 3 level paging
schem

e; 68030 has 4 level paging
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2
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EXAM
PLE: X86

 

Page size is 4kB or 4M
B. First lookup to the page directory, indexed using top 10

bits. The page directory address is stored in an internal processor register (cr3). The
lookup results (usually) in the address of a page table. N

ext 10 bits index the page
table, retrieving the page fram

e address. Finally, add in the low
 12 bits as the page

offset. N
ote that the page directory and page tables are exactly one page each

them
selves (not by accident)
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O
th

e
rw

is
e
 c

a
n
 u

s
e
 c

o
p
y
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n
-w

rite
 te

c
h
n
iq

u
e
:

M
a
rk

 p
a
g
e
 a

s
 re

a
d
-o

n
ly

 in
 a

ll p
ro

c
e
s
s
e
s

If a
 p

ro
c
e
s
s
 trie

s
 to

 w
rite

 to
 p

a
g
e
, w

ill tra
p
 to

 O
S
 fa

u
lt h

a
n
d
le

r

C
a
n
 th

e
n
 a

llo
c
a
te

 n
e
w

 fra
m

e
, c

o
p
y
 d

a
ta

, a
n
d
 c

re
a
te

 n
e
w

 p
a
g
e
 ta

b
le

 m
a
p
p
in

g

(M
a
y
 u

s
e
 th

is
 fo

r la
z
y
 d

a
ta

 s
h
a
rin

g
 to

o
)

R
e
q
u
ire

s
 a

d
d
itio

n
a
l b

o
o
k
-k

e
e
p
in

g
 in

 O
S
, b

u
t w

o
rth

 it, e
.g

., m
a
n
y
 h

u
n
d
re

d
s
 o

f M
B

s
h
a
re

d
 c

o
d
e
 o

n
 th

is
 la

p
to

p
. (T

h
o
u
g
h
 n

o
w

a
d
a
y
s
, s

e
e
 u

n
ik

e
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e
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V
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T
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 M
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M
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R
Y

Paged Virtual M
em

ory
Virtual M

em
ory

Dem
and Paging Details

Page Replacem
ent

Page Replacem
ent Algorithm

s
Perform

ance
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V
IR

T
U

A
L

 M
E

M
O

R
Y

Virtual addressing
 a

llo
w

s
 u

s
 to

 in
tro

d
u
c
e
 th

e
 id

e
a
 o

f virtual m
em

ory

A
lre

a
d
y
 h

a
v
e
 v

a
lid

 o
r in

v
a
lid

 p
a
g
e
 tra

n
s
la

tio
n
s
; in

tro
d
u
c
e
 "n

o
n
-re

s
id

e
n
t"

d
e
s
ig

n
a
tio

n
 a

n
d
 p

u
t s

u
c
h
 p

a
g
e
s
 o

n
 a

 n
o
n
-v

o
la

tile
 b

a
c
k
in

g
 s

to
re

P
ro

c
e
s
s
e
s
 a

c
c
e
s
s
 n

o
n
-re

s
id

e
n
t m

e
m

o
ry

 ju
s
t a

s
 if it w

e
re

 "th
e
 re

a
l th

in
g
"

Virtual M
em

ory
 (V

M
) h

a
s
 s

e
v
e
ra

l b
e
n
e
fi
ts

:

Portability
: p

ro
g
ra

m
s
 w

o
rk

 re
g
a
rd

le
s
s
 o

f h
o
w

 m
u
c
h
 a

c
tu

a
l m

e
m

o
ry

 p
re

s
e
n
t;

p
ro

g
ra

m
s
 c

a
n
 b

e
 la

rg
e
r th

a
n
 p

h
y
s
ic

a
l m

e
m

o
ry

Convenience
: p

ro
g
ra

m
m

e
r c

a
n
 u

s
e
 e

.g
. la

rg
e
 s

p
a
rs

e
 d

a
ta

 s
tru

c
tu

re
s
 w

ith

im
p
u
n
ity

; le
s
s
 o

f th
e
 p

ro
g
ra

m
 n

e
e
d
s
 to

 b
e
 in

 m
e
m

o
ry

 a
t o

n
c
e
, th

u
s
 p

o
te

n
tia

lly

m
o
re

 e
ffi

c
ie

n
t m

u
lti-p

ro
g
ra

m
m

in
g
, le

s
s
 IO

 lo
a
d
in

g
/s

w
a
p
p
in

g
 p

ro
g
ra

m
 in

to

m
e
m

o
ry

Efficiency
: n

o
 n

e
e
d
 to

 w
a
s
te

 (re
a
l) m

e
m

o
ry

 o
n
 c

o
d
e
 o

r d
a
ta

 w
h
ic

h
 is

n
't u

s
e
d
 (e

.g
.,

e
rro

r h
a
n
d
lin

g
)
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V
M

 IM
P

L
E

M
E

N
T

A
T

IO
N

T
y
p
ic

a
lly

 im
p
le

m
e
n
te

d
 v

ia
 d

e
m

a
n
d
 p

a
g
in

g
:

P
ro

g
ra

m
s
 (e

x
e
c
u
ta

b
le

s
) re

s
id

e
 o

n
 d

is
k

T
o
 e

x
e
c
u
te

 a
 p

ro
c
e
s
s
 w

e
 lo

a
d
 p

a
g
e
s
 in

 o
n
 d

e
m

a
n
d
; i.e

. a
s
 a

n
d
 w

h
e
n
 th

e
y
 a

re

re
fe

re
n
c
e
d

A
ls

o
 g

e
t d

e
m

a
n
d
 s

e
g
m

e
n
ta

tio
n
, b

u
t ra

re
 (e

g
., B

u
rro

u
g
h
s
, O

S
/2

) a
s
 it's

 m
o
re

d
iffi

c
u
lt (s

e
g
m

e
n
t re

p
la

c
e
m

e
n
t is

 m
u
c
h
 h

a
rd

e
r d

u
e
 to

 s
e
g
m

e
n
ts

 h
a
v
in

g
 v

a
ria

b
le

s
iz

e
)
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DEM
AND PAGING DETAILS

W
h
e
n
 lo

a
d
in

g
 a

 n
e
w

 p
ro

c
e
s
s
 fo

r e
x
e
c
u
tio

n
:

C
re

a
te

 its
 a

d
d
re

s
s
 s

p
a
c
e
 (p

a
g
e
 ta

b
le

s
, e

tc
)

M
a
rk

 P
T

E
s
 a

s
 e

ith
e
r in

v
a
lid

 o
r n

o
n
-re

s
id

e
n
t

A
d
d
 P

C
B

 to
 s

c
h
e
d
u
le

r

T
h
e
n
 w

h
e
n
e
v
e
r w

e
 re

c
e
iv

e
 a

 p
a
g
e
 fa

u
lt, c

h
e
c
k
 P

T
E
:

If d
u
e
 to

 in
v
a
lid

 re
fe

re
n
c
e
, k

ill p
ro

c
e
s
s

O
th

e
rw

is
e
 d

u
e
 to

 n
o
n
-re

s
id

e
n
t p

a
g
e
, s

o
 "p

a
g
e
 in

" th
e
 d

e
s
ire

d
 p

a
g
e
:

F
in

d
 a

 fre
e
 fra

m
e
 in

 m
e
m

o
ry

In
itia

te
 d

is
k
 IO

 to
 re

a
d
 in

 th
e
 d

e
s
ire

d
 p

a
g
e

W
h
e
n
 IO

 is
 fi

n
is

h
e
d
 m

o
d
ify

 th
e
 P

T
E
 fo

r th
is

 p
a
g
e
 to

 s
h
o
w

 th
a
t it is

 n
o
w

 v
a
lid

R
e
s
ta

rt th
e
 p

ro
c
e
s
s
 a

t th
e
 fa

u
ltin

g
 in

s
tru

c
tio

n
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DEM
AND PAGING: ISSUES

A
b
o
v
e
 p

ro
c
e
s
s
 m

a
k
e
s
 th

e
 fa

u
lt in

v
is

ib
le

 to
 th

e
 p

ro
c
e
s
s
, b

u
t:

R
e
q
u
ire

s
 c

a
re

 to
 s

a
v
e
 p

ro
c
e
s
s
 s

ta
te

 c
o
rre

c
tly

 o
n
 fa

u
lt

C
a
n
 b

e
 p

a
rtic

u
la

rly
 a

w
k
w

a
rd

 o
n
 a

 C
P

U
 w

ith
 p

ip
e
lin

e
d
 d

e
c
o
d
e
 a

s
 w

e
 n

e
e
d
 to

 w
in

d

b
a
c
k
 (e

.g
., M

IP
S
, A

lp
h
a
)

E
v
e
n
 w

o
rs

e
 o

n
 o

n
 C

IS
C
 C

P
U

 w
h
e
re

 s
in

g
le

 in
s
tru

c
tio

n
 c

a
n
 m

o
v
e
 lo

ts
 o

f d
a
ta

,

p
o
s
s
ib

ly
 a

c
ro

s
s
 p

a
g
e
s
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 w
e
 c

a
n
't re

s
ta

rt th
e
 in

s
tru

c
tio

n
 s

o
 re

ly
 o

n
 h

e
lp

 fro
m

m
ic

ro
c
o
d
e
 (e

.g
., to

 te
s
t a

d
d
re

s
s
 b

e
fo

re
 w

ritin
g
). C

a
n
 p

o
s
s
ib

ly
 u

s
e
 te

m
p
o
ra

ry

re
g
is

te
rs

 to
 s

to
re

 m
o
v
e
d
 d

a
ta

S
im

ila
r d

iffi
c
u
ltie

s
 fro

m
 a

u
to

-in
c
re

m
e
n
t/a

u
to

-d
e
c
re

m
e
n
t in

s
tru

c
tio

n
s
, e

.g
., A

R
M

C
a
n
 e

v
e
n
 h

a
v
e
 in

s
tru

c
tio

n
s
 a

n
d
 d

a
ta

 s
p
a
n
n
in

g
 p

a
g
e
s
, s

o
 m

u
ltip

le
 fa

u
lts

 p
e
r

in
s
tru

c
tio

n
; th

o
u
g
h
 locality of reference

 te
n
d
s
 to

 m
a
k
e
 th

is
 in

fre
q
u
e
n
t

S
c
h
e
m

e
 d

e
s
c
rib

e
d
 a

b
o
v
e
 is

 p
u
re

 d
e
m

a
n
d
 p

a
g
in

g
: d

o
n
't b

rin
g
 in

 p
a
g
e
s
 u

n
til n

e
e
d
e
d

s
o
 g

e
t lo

ts
 o

f p
a
g
e
 fa

u
lts

 a
n
d
 IO

 w
h
e
n
 p

ro
c
e
s
s
 b

e
g
in

s
; h

e
n
c
e
 m

a
n
y
 re

a
l s

y
s
te

m
s

e
x
p
lic

itly
 lo

a
d
 s

o
m

e
 c

o
re

 p
a
rts

 o
f th

e
 p

ro
c
e
s
s
 fi

rs
t
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PAGE REPLACEM
ENT

T
o
 p

a
g
e
 in

 fro
m

 d
is

k
, w

e
 n

e
e
d
 a

 fre
e
 fra

m
e
 o

f p
h
y
s
ic

a
l m

e
m

o
ry

 to
 h

o
ld

 th
e
 d

a
ta

w
e
're

 re
a
d
in

g
 in

 —
 b

u
t in

 re
a
lity

, th
e
 s

iz
e
 o

f p
h
y
s
ic

a
l m

e
m

o
ry

 is
 lim

ite
d
 s

o
 e

ith
e
r:

D
is

c
a
rd

 u
n
u
s
e
d
 p

a
g
e
s
 if to

ta
l d

e
m

a
n
d
 fo

r p
a
g
e
s
 e

x
c
e
e
d
s
 p

h
y
s
ic

a
l m

e
m

o
ry

 s
iz

e

O
r s

w
a
p
 o

u
t a

n
 e

n
tire

 p
ro

c
e
s
s
 to

 fre
e
 s

o
m

e
 fra

m
e
s

M
o
d
ifi

e
d
 a

lg
o
rith

m
: o

n
 a

 p
a
g
e
 fa

u
lt w

e
:

1
. L

o
c
a
te

 th
e
 d

e
s
ire

d
 re

p
la

c
e
m

e
n
t p

a
g
e
 o

n
 d

is
k

2
. S

e
le

c
t a

 fre
e
 fra

m
e
 fo

r th
e
 in

c
o
m

in
g
 p

a
g
e
:

1
. If th

e
re

 is
 a

 fre
e
 fra

m
e
 u

s
e
 it, o

th
e
rw

is
e
 s

e
le

c
t a

 v
ic

tim
 p

a
g
e
 to

 fre
e

2
. T

h
e
n
 w

rite
 th

e
 v

ic
tim

 p
a
g
e
 b

a
c
k
 to

 d
is

k

3
. F

in
a
lly

 m
a
rk

 it a
s
 in

v
a
lid

 in
 its

 p
ro

c
e
s
s
 p

a
g
e
 ta

b
le

s

3
. R

e
a
d
 d

e
s
ire

d
 p

a
g
e
 in

to
 th

e
 n

o
w

 fre
e
 fra

m
e

4
. R

e
s
ta

rt th
e
 fa

u
ltin

g
 p

ro
c
e
s
s

...th
u
s
, h

a
v
in

g
 n

o
 fra

m
e
s
 fre

e
 e

ffe
c
tiv

e
ly

 d
o
u
b
le

s
 th

e
 p

a
g
e
 fa

u
lt s

e
rv

ic
e
 tim

e
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PAGE REPLACEM
ENT

C
a
n
 re

d
u
c
e
 o

v
e
rh

e
a
d
 b

y
 a

d
d
in

g
 a

 "d
irty

" b
it to

 P
T

E
s

A
llo

w
s
 u

s
 to

 o
m

it s
te

p
 (2

.2
) a

b
o
v
e
: o

n
ly

 w
rite

 o
u
t p

a
g
e
 if it w

a
s
 m

o
d
ifi

e
d

S
im

ila
rly

 c
a
n
 o

m
it s

te
p
 (2

.2
) if p

a
g
e
 is

 m
a
rk

e
d
 re

a
d
-o

n
ly

, e
.g

., c
o
n
ta

in
s
 c

o
d
e

H
o
w

 d
o
 w

e
 c

h
o
o
s
e
 o

u
r v

ic
tim

 p
a
g
e
?

A
 k

e
y
 fa

c
to

r in
 a

n
 e

ffi
c
ie

n
t V

M
 s

y
s
te

m
: e

v
ic

tin
g
 a

 p
a
g
e
 th

a
t w

e
'll n

e
e
d
 in

 a
 fe

w

in
s
tru

c
tio

n
s
 tim

e
 c

a
n
 g

e
t u

s
 in

to
 a

 re
a
lly

 b
a
d
 c

o
n
d
itio

n

W
e
 w

a
n
t to

 e
n
s
u
re

 th
a
t w

e
 g

e
t fe

w
 p

a
g
e
 fa

u
lts

 o
v
e
ra

ll, a
n
d
 th

a
t a

n
y
 w

e
 d

o
 g

e
t

a
re

 re
la

tiv
e
ly

 q
u
ic

k
 to

 s
a
tis

fy

W
e
 w

ill n
o
w

 lo
o
k
 a

t a
 fe

w
 page replacem

ent algorithm
s
:

A
ll a

im
 to

 m
in

im
is

e
 p

a
g
e
 fa

u
lt ra

te

C
a
n
d
id

a
te

 a
lg

o
rith

m
s
 a

re
 e

v
a
lu

a
te

d
 b

y
 (tra

c
e
 d

riv
e
n
) s

im
u
la

tio
n
 u

s
in

g
 re

fe
re

n
c
e

s
trin

g
s
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PAGE REPLACEM
ENT ALGORITHM

S
FIRST-IN FIRST-O

UT (FIFO
)

Keep a queue of pages, discard from
 head. Perform

ance is hard to predict as w
e've

no idea w
hether replaced page w

ill be used again or not: eviction is independent of
page use frequency. In general this is very sim

ple but pretty bad:

Can actually end up discarding a page currently in use, causing an im
m

ediate
fault and next in queue to be replaced —

 really slow
s system

 dow
n

Possible to have m
ore faults w

ith increasing num
ber of fram

es (Belady's
anom

aly)

O
PTIM

AL ALGO
RITH

M
 (O

PT)
Replace the page w

hich w
ill not be used again for longest period of tim

e. Can only
be done w

ith an oracle or in hindsight, but serves as a good baseline for other
algorithm

s
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LEAST RECENTLY USED (LRU)
Replace the page w

hich has not been used for the longest am
ount of tim

e.
Equivalent to O

PT w
ith tim

e running backw
ards. Assum

es that the past is a good
predictor of the future. Can still end up replacing pages that are about to be used

Generally considered quite a good replacem
ent algorithm

, though m
ay require

substantial hardw
are assistance

But! H
ow

 do w
e determ

ine the LRU
 ordering?
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IM
P

L
E

M
E

N
T

IN
G

 L
R

U
: C

O
U

N
T

E
R

S

Give each PTE a tim
e-of-use field and give the CPU

 a logical clock (counter)
W

henever a page is referenced, its PTE is updated to clock value
Replace page w

ith sm
allest tim

e value

Problem
s:

Requires a search to find m
inim

um
 counter value

Adds a w
rite to m

em
ory (PTE) on every m

em
ory reference

M
ust handle clock overflow

Im
practical on a standard processor
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IM
PLEM

ENTING LRU: PAGE STACK
M

aintain a stack of pages (doubly linked list) w
ith m

ost-recently used (M
RU

) page
on top
D

iscard from
 bottom

 of stack

Problem
:

Requires changing (up to) 6 pointers per [new
] reference

This is very slow
 w

ithout extensive hardw
are support

Also im
practical on a standard processor
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A
P

P
R

O
X

IM
A

T
IN

G
 L

R
U

M
a
n
y
 s

y
s
te

m
s
 h

a
v
e
 a

 re
fe

re
n
c
e
 b

it in
 th

e
 P

T
E
, in

itia
lly

 z
e
ro

e
d
 b

y
 O

S
, a

n
d
 th

e
n
 s

e
t b

y

h
a
rd

w
a
re

 w
h
e
n
e
v
e
r th

e
 p

a
g
e
 is

 to
u
c
h
e
d
. A

fte
r tim

e
 h

a
s
 p

a
s
s
e
d
, c

o
n
s
id

e
r th

o
s
e

p
a
g
e
s
 w

ith
 th

e
 b

it s
e
t to

 b
e
 active

 a
n
d
 im

p
le

m
e
n
t Not Recently Used

 (N
R

U
)

re
p
la

c
e
m

e
n
t:

P
e
rio

d
ic

a
lly

 (e
.g

. 2
0
m

s
) c

le
a
r a

ll re
fe

re
n
c
e
 b

its

W
h
e
n
 c

h
o
o
s
in

g
 a

 v
ic

tim
 to

 e
v
ic

t, p
re

fe
r p

a
g
e
s
 w

ith
 c

le
a
r re

fe
re

n
c
e
 b

its

If a
ls

o
 h

a
v
e
 a

 m
odified

 o
r dirty bit

 in
 th

e
 P

T
E
, c

a
n
 u

s
e
 th

a
t to

o

Referenced?
Dirty?

Com
m

ent

n
o

n
o

b
e
s
t ty

p
e
 o

f p
a
g
e
 to

 re
p
la

c
e

n
o

y
e
s

n
e
x
t b

e
s
t (re

q
u
ire

s
 w

rite
b
a
c
k
)

y
e
s

n
o

p
ro

b
a
b
ly

 c
o
d
e
 in

 u
s
e

y
e
s

y
e
s

b
a
d
 c

h
o
ic

e
 fo

r re
p
la

c
e
m

e
n
t
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IM
PROVING THE APPROXIM

ATION
In

s
te

a
d
 o

f ju
s
t a

 s
in

g
le

 b
it, th

e
 O

S
:

M
a
in

ta
in

s
 a

n
 8

-b
it v

a
lu

e
 p

e
r p

a
g
e
, in

itia
lis

e
d
 to

 z
e
ro

P
e
rio

d
ic

a
lly

 (e
.g

. 2
0
m

s
) s

h
ifts

 re
fe

re
n
c
e
 b

it o
n
to

 h
ig

h
 o

rd
e
r b

it o
f th

e
 b

y
te

, a
n
d

c
le

a
r re

fe
re

n
c
e
 b

it

T
h
e
n
 s

e
le

c
t lo

w
e
s
t v

a
lu

e
 p

a
g
e
 (o

r o
n
e
 o

f) to
 re

p
la

c
e

K
e
e
p
s
 th

e
 h

is
to

ry
 fo

r th
e
 la

s
t 8

 c
lo

c
k
 s

w
e
e
p
s

In
te

rp
re

tin
g
 b

y
te

s
 a

s
 u_int

s
, th

e
n
 L

R
U

 p
a
g
e
 is

 
additional_bits

M
a
y
 n

o
t b

e
 u

n
iq

u
e
, b

u
t g

iv
e
s
 a

 c
a
n
d
id

a
te

 s
e
t
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3
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FURTHER IM
PROVM

ENT: SECOND-CHANCE FIFO

S
to

re
 p

a
g
e
s
 in

 q
u
e
u
e
 a

s
 p

e
r F

IF
O

B
e
fo

re
 d

is
c
a
rd

in
g
 h

e
a
d
, c

h
e
c
k
 re

fe
re

n
c
e
 b

it

If re
fe

re
n
c
e
 b

it is
 0

, d
is

c
a
rd

 e
ls

e
 re

s
e
t re

fe
re

n
c
e
 b

it, a
n
d
 g

iv
e
 p

a
g
e
 a

 s
e
c
o
n
d

c
h
a
n
c
e
 (a

d
d
 it to

 ta
il o

f q
u
e
u
e
)

G
u
a
ra

n
te

e
d
 to

 te
rm

in
a
te

 a
fte

r a
t m

o
s
t o

n
e
 c

y
c
le

, w
ith

 th
e
 w

o
rs

t c
a
s
e
 h

a
v
in

g
 th

e

s
e
c
o
n
d
 c

h
a
n
c
e
 d

e
v
o
lv

e
 in

to
 a

 F
IF

O
 if a

ll p
a
g
e
s
 a

re
 re

fe
re

n
c
e
d
. A

 p
a
g
e
 g

iv
e
n
 a

s
e
c
o
n
d
 c

h
a
n
c
e
 is

 th
e
 la

s
t to

 b
e
 re

p
la

c
e
d
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3
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IM
PLEM

ENTING SECOND-CHANCE FIFO
O

fte
n
 im

p
le

m
e
n
te

d
 w

ith
 a

 c
irc

u
la

r q
u
e
u
e
 a

n
d
 a

 c
u
rre

n
t p

o
in

te
r; in

 th
is

 c
a
s
e
 u

s
u
a
lly

c
a
lle

d
 clock

If n
o
 h

a
rd

w
a
re

 is
 p

ro
v
id

e
d
, re

fe
re

n
c
e
 b

it c
a
n
 e

m
u
la

te
:

T
o
 c

le
a
r "re

fe
re

n
c
e
 b

it", m
a
rk

 p
a
g
e
 n

o
 a

c
c
e
s
s

If re
fe

re
n
c
e
d
 th

e
n
 tra

p
, u

p
d
a
te

 P
T

E
, a

n
d
 re

s
u
m

e

T
o
 c

h
e
c
k
 if re

fe
re

n
c
e
d
, c

h
e
c
k
 p

e
rm

is
s
io

n
s

C
a
n
 u

s
e
 s

im
ila

r s
c
h
e
m

e
 to

 e
m

u
la

te
 m

o
d
ifi

e
d
 b

it
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OTHER REPLACEM
ENT SCHEM

ES
Counting Algorithm

s: keep a count of the num
ber of references to each page

Least Frequently Used (LFU
): replace page w

ith sm
allest count

Takes no tim
e inform

ation into account
Page can stick in m

em
ory from

 initialisation
N

eed to periodically decrem
ent counts

M
ost Frequently Used (M

FU
): replace highest count page

Low
 count indicates recently brought in
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PAGE BUFFERING ALGORITHM
S

Keep a m
inim

um
 num

ber of victim
s in a free pool

N
ew

 page read in before w
riting out victim

, allow
ing quicker restart of process

Alternative: if disk idle, w
rite m

odified pages out and reset dirty bit
Im

proves chance of replacing w
ithout having to w

rite dirty page

(Pseudo) M
RU

: Consider accessing e.g. large array.

The page to replace is one application has just finished w
ith, i.e. m

ost recently
used
Track page faults and look for sequences
D

iscard the 
th in victim

 sequence

Application-specific: stop trying to second-guess w
hat's going on and provide hook

for application to suggest replacem
ent, but m

ust be careful w
ith denial of service
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4
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P
E
R

F
O

R
M

A
N

C
E

Paged Virtual M
em

ory
Virtual M

em
ory

Perform
ance

Fram
e Allocation

Thrashing &
 W

orking Set
Pre-paging
Page Sizes
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4
.2

P
E

R
F

O
R

M
A

N
C

E
 C

O
M

P
A

R
IS

O
N

T
h
is

 p
lo

t s
h
o
w

s
 p

a
g
e
-fa

u
lt

ra
te

 a
g
a
in

s
t n

u
m

b
e
r o

f

p
h
y
s
ic

a
l fra

m
e
s
 fo

r a

p
s
e
u
d
o
-lo

c
a
l re

fe
re

n
c
e

s
trin

g
 (n

o
te

 o
ffs

e
t x

 o
rig

in
).

W
e
 w

a
n
t to

 m
in

im
is

e
 a

re
a

u
n
d
e
r c

u
rv

e
. F

IF
O

 c
o
u
ld

e
x
h
ib

it 
 (b

u
t

d
o
e
s
n
't h

e
re

). C
a
n
 s

e
e
 th

a
t

g
e
ttin

g
 fra

m
e
 a

llo
c
a
tio

n

rig
h
t h

a
s
 m

a
jo

r im
p
a
c
t —

m
u
c
h
 m

o
re

 th
a
n
 w

h
ic

h

a
lg

o
rith

m
 y

o
u
 u

s
e
!

Belady's Anom
aly
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4
.3

F
R

A
M

E
 A

L
L

O
C

A
T

IO
N

A
 c

e
rta

in
 fra

c
tio

n
 o

f p
h
y
s
ic

a
l m

e
m

o
ry

 is
 re

s
e
rv

e
d
 p

e
r-p

ro
c
e
s
s
 a

n
d
 fo

r c
o
re

 O
S
 c

o
d
e

a
n
d
 d

a
ta

. N
e
e
d
 a

n
 a

llo
c
a
tio

n
 p

o
lic

y
 to

 d
e
te

rm
in

e
 h

o
w

 to
 d

is
trib

u
te

 th
e
 re

m
a
in

in
g

fra
m

e
s
. O

b
je

c
tiv

e
s
:

F
a
irn

e
s
s
 (o

r p
ro

p
o
rtio

n
a
l fa

irn
e
s
s
)?

E
.g

. d
iv

id
e
 

 fra
m

e
s
 b

e
tw

e
e
n
 

 p
ro

c
e
s
s
e
s
 a

s
 

, re
m

a
in

d
e
r in

 fre
e
 p

o
o
l

E
.g

. d
iv

id
e
 fra

m
e
s
 in

 p
ro

p
o
rtio

n
 to

 s
iz

e
 o

f p
ro

c
e
s
s
 (i.e

. n
u
m

b
e
r o

f p
a
g
e
s
 u

s
e
d
)

M
in

im
iz

e
 s

y
s
te

m
-w

id
e
 p

a
g
e
-fa

u
lt ra

te
?

E
.g

. a
llo

c
a
te

 a
ll m

e
m

o
ry

 to
 fe

w
 p

ro
c
e
s
s
e
s

M
a
x
im

iz
e
 le

v
e
l o

f m
u
ltip

ro
g
ra

m
m

in
g
?

E
.g

. a
llo

c
a
te

 m
in

 m
e
m

o
ry

 to
 m

a
n
y
 p

ro
c
e
s
s
e
s

C
o
u
ld

 a
ls

o
 a

llo
c
a
te

 ta
k
in

g
 p

ro
c
e
s
s
 p

rio
ritie

s
 in

to
 a

c
c
o
u
n
t, s

in
c
e
 h

ig
h
-p

rio
rity

p
ro

c
e
s
s
e
s
 a

re
 s

u
p
p
o
s
e
d
 to

 ru
n
 m

o
re

 re
a
d
ily

. C
o
u
ld

 e
v
e
n
 c

a
re

 w
h
ic

h
 fra

m
e
s
 w

e
 g

iv
e

to
 w

h
ic

h
 p

ro
c
e
s
s
 ("p

a
g
e
 c

o
lo

u
rin

g
")
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FRAM
E ALLOCATION: GLOBAL SCHEM

ES
M

ost page replacem
ent schem

es are global: all pages considered for replacem
ent

Allocation policy im
plicitly enforced during page-in

Allocation succeeds iff policy agrees
Free fram

es often in use so steal them
!

For exam
ple, on a system

 w
ith 64 fram

es and 5 processes:

If using fair share, each processes w
ill have 12 fram

es, w
ith four left over (m

aybe)
W

hen a process dies, w
hen the next faults it w

ill succeed in allocating a fram
e

Eventually all w
ill be allocated

If a new
 process arrives, need to steal som

e pages back from
 the existing

allocations
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4
.5

F
R

A
M

E
 A

L
L

O
C

A
T

IO
N

: C
O

M
P

A
R

IS
O

N
 T

O
 L

O
C

A
L

Also get local page replacem
ent schem

es: victim
 alw

ays chosen from
 w

ithin process

In global schem
es the process cannot control its ow

n page fault rate, so
perform

ance m
ay depend entirely on w

hat other processes page in/out

In local schem
es, perform

ance depends only on process behaviour, but this can
hinder progress by not m

aking available less/unused pages of m
em

ory

Global are optim
al for throughput and are the m

ost com
m

on
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4
.6

THE RISK OF T
H

R
A
S
H

IN
G

M
o
re

 p
ro

c
e
s
s
e
s
 e

n
te

rin
g
 th

e
 s

y
s
te

m

c
a
u
s
e
s
 th

e
 fram

es-per-process
 a

llo
c
a
te

d

to
 re

d
u
c
e
. E

v
e
n
tu

a
lly

 w
e
 h

it a
 w

a
ll:

p
ro

c
e
s
s
e
s
 e

n
d
 u

p
 s

te
a
lin

g
 fra

m
e
s
 fro

m

e
a
c
h
 o

th
e
r, b

u
t th

e
n
 n

e
e
d
 th

e
m

 b
a
c
k
 s

o

fa
u
lt. U

ltim
a
te

ly
 th

e
 n

u
m

b
e
r o

f ru
n
n
a
b
le

p
ro

c
e
s
s
e
s
 p

lu
n
g
e
s

A
 p

ro
c
e
s
s
 c

a
n
 technically

 ru
n
 w

ith

m
in

im
u
m

-fre
e
 fra

m
e
s
 a

v
a
ila

b
le

 b
u
t w

ill

h
a
v
e
 a

 v
e
ry

 h
ig

h
 p

a
g
e
 fa

u
lt ra

te
. If w

e
're

v
e
ry

 u
n
lu

c
k
y
, O

S
 m

o
n
ito

rs
 C

P
U

 u
tilis

a
tio

n
 a

n
d
 in

c
re

a
s
e
s
 le

v
e
l o

f m
u
ltip

ro
g
ra

m
m

in
g

if u
tilis

a
tio

n
 is

 to
o
 lo

w
: m

a
c
h
in

e
 d

ie
s

A
v
o
id

 th
ra

s
h
in

g
 b

y
 g

iv
in

g
 p

ro
c
e
s
s
e
s
 a

s
 m

a
n
y
 fra

m
e
s
 a

s
 th

e
y
 "n

e
e
d
" a

n
d
, if w

e
 c

a
n
't,

w
e
 m

u
s
t re

d
u
c
e
 th

e
 M

P
L
 —

 a
 b

e
tte

r p
a
g
e
-re

p
la

c
e
m

e
n
t a

lg
o
rith

m
 w

ill n
o
t h

e
lp
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L
O

C
A

L
IT

Y
 O

F
 R

E
F

E
R

E
N

C
E

In a short tim
e interval, the locations referenced by a process tend to be grouped

into a few
 regions in its address space:

Procedure being executed
Sub-procedures
D

ata access
Stack variables
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AVOIDING THRASHING
W

e can use the locality of reference principle to help determ
ine how

 m
any fram

es a
process needs:

D
efine the W

orking Set (W
S) (D

enning, 1967)

Set of pages that a process needs in store at "the sam
e tim

e"
to m

ake any progress

Varies betw
een processes and during execution

Assum
e process m

oves through phases
In each phase, get (spatial) locality of reference
From

 tim
e to tim

e get phase shift
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4
.9

C
A

L
C

U
L

A
T

IN
G

 W
O

R
K

IN
G

 S
E

T

T
h
e
n
 O

S
 c

a
n
 try

 to
 p

re
v
e
n
t th

ra
s
h
in

g
 b

y
 m

a
in

ta
in

in
g
 s

u
ffi

c
ie

n
t p

a
g
e
s
 fo

r c
u
rre

n
t

p
h
a
s
e
:

S
a
m

p
le

 p
a
g
e
 re

fe
re

n
c
e
 b

its
 e

v
e
ry

, e
.g

., 1
0
m

s

D
e
fi
n
e
 w

in
d
o
w

 s
iz

e
 

 o
f m

o
s
t re

c
e
n
t p

a
g
e
 re

fe
re

n
c
e
s

If a
 p

a
g
e
 is

 "in
 u

s
e
", s

a
y
 it's

 in
 th

e
 w

o
rk

in
g
 s

e
t

G
iv

e
s
 a

n
 a

p
p
ro

x
im

a
tio

n
 to

 lo
c
a
lity

 o
f p

ro
g
ra

m

G
iv

e
n
 th

e
 s

iz
e
 o

f th
e
 w

o
rk

in
g
 s

e
t fo

r e
a
c
h
 p

ro
c
e
s
s
 

, s
u
m

 w
o
rk

in
g
 s

e
t s

iz
e
s

to
 g

e
t to

ta
l d

e
m

a
n
d
 

If 
 w

e
 a

re
 in

 d
a
n
g
e
r o

f th
ra

s
h
in

g
 —

 s
u
s
p
e
n
d
 a

 p
ro

c
e
s
s

T
h
is

 o
p
tim

is
e
s
 C

P
U

 u
til b

u
t h

a
s
 th

e
 n

e
e
d
 to

 c
o
m

p
u
te

 
 (m

o
v
in

g
 w

in
d
o
w

 a
c
ro

s
s

s
tre

a
m

). C
a
n
 a

p
p
ro

x
im

a
te

 w
ith

 p
e
rio

d
ic

 tim
e
r a

n
d
 s

o
m

e
 p

a
g
e
 re

fe
re

n
c
e
 s

c
rip

t. A
fte

r

s
o
m

e
 n

u
m

b
e
r o

f in
te

rv
a
ls

 (i.e
., o

f b
its

 o
f s

ta
te

) c
o
n
s
id

e
r p

a
g
e
s
 w

ith
 c

o
u
n
t <

 0
 to

 b
e

in
 W

S
. In

 g
e
n
e
ra

l, a
 w

o
rk

in
g
 s

e
t c

a
n
 b

e
 u

s
e
d
 a

s
 a

 s
c
h
e
m

e
 to

 d
e
te

rm
in

e
 a

llo
c
a
tio

n
 fo

r

e
a
c
h
 p

ro
c
e
s
s
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PRE-PAGING

Pure dem
and paging causes a large num

ber of PF w
hen process starts

Can rem
em

ber the W
S for a process and pre-page the required fram

es w
hen

process is resum
ed (e.g. after suspension)

W
hen process is started can pre-page by adding its fram

es to free list

Increases IO
 cost: H

ow
 do w

e select a page size (given no hardw
are constraints)?
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PAGE SIZES

T
ra

d
e
-o

ff th
e
 s

iz
e
 o

f th
e
 P

T
 a

n
d
 th

e
 d

e
g
re

e
 o

f fra
g
m

e
n
ta

tio
n
 a

s
 a

 re
s
u
lt

T
y
p
ic

a
l v

a
lu

e
s
 a

re
 5

1
2
B

 to
 1

6
k
B

 —
 b

u
t s

h
o
u
ld

 w
e
 re

d
u
c
e
 th

e
 n

u
m

b
e
r o

f fa
u
lts

, o
r

e
n
s
u
re

 th
a
t th

e
 w

in
d
o
w

 is
 c

o
v
e
re

d
 e

ffi
c
ie

n
tly

?

L
a
rg

e
r p

a
g
e
 s

iz
e
 m

e
a
n
s
 fe

w
e
r p

a
g
e
 fa

u
lts

H
is

to
ric

a
l tre

n
d
 to

w
a
rd

s
 la

rg
e
r p

a
g
e
 s

iz
e
s

E
g
., 3

8
6
: 4

k
B

, 6
8
0
3
0
: 2

5
6
B

 to
 3

2
k
B

S
o
, 2

8
m

s
 fo

r a
 1

k
B

 p
a
g
e
, 5

6
m

s
 fo

r tw
o
 5

1
2
B

 p
a
g
e
s
 –

 b
u
t th

e
 s

m
a
lle

r p
a
g
e
 s

iz
e

a
llo

w
s
 u

s
 to

 w
a
tc

h
 lo

c
a
lity

 m
o
re

 a
c
c
u
ra

te
ly

. P
a
g
e
 fa

u
lts

 re
m

a
in

 c
o
s
tly

 b
e
c
a
u
s
e
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P
U

a
n
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o
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u
c
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u
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SUM
M

ARY
Paged Virtual M

em
ory

Concepts
Pros and Cons
Page Tables
Translation Lookaside Buffer (TLB)
Protection &

 Sharing
Virtual M

em
ory

D
em

and Paging D
etails

Page Replacem
ent

Page Replacem
ent Algorithm

s
Perform

ance
Fram

e Allocation
Thrashing &

 W
orking Set

Pre-paging
Page Sizes
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O
U

T
L
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E

Segm
entation

An Alternative to Paging
Im

plem
enting Segm

ents
Segm

ent Table
Lookup Algorithm

Protection and Sharing
Sharing Subtleties
External Fragm

entation
Segm

entation vs Paging
Com

parison
Com

bination
Sum

m
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Extras
Dynam

ic Linking &
 Loading
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A
N

 A
L
T

E
R

N
A

T
IV

E
 T

O
 P

A
G

IN
G

View
 m

em
ory as a set of

segm
ents of no particular size,

w
ith no particular ordering

This corresponds to typical
m

odular approaches taken to
program

 developm
ent

The length of a segm
ent

depends on the com
plexity of

the function (e.g., sqrt)
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W
H

A
T

 IS
 A

 S
E

G
M

E
N

T
?

S
e
g
m

e
n
ta

tio
n
 s

u
p
p
o
rts

 th
e
 u

s
e
r-v

ie
w

 o
f m

e
m

o
ry

 th
a
t th

e
 lo

g
ic

a
l a

d
d
re

s
s
 s

p
a
c
e

b
e
c
o
m

e
s
 a

 c
o
lle

c
tio

n
 o

f (ty
p
ic

a
lly

 d
is

jo
in

t) s
e
g
m

e
n
ts

S
e
g
m

e
n
ts

 h
a
v
e
 a

 nam
e
 (o

r a
 num

ber) a
n
d
 a

 length
. A

d
d
re

s
s
e
s
 s

p
e
c
ify

 segm
ent, a

n
d

offset w
ith

in
 s

e
g
m

e
n
t

T
o
 a

c
c
e
s
s
 m

e
m

o
ry

, u
s
e
r p

ro
g
ra

m
 s

p
e
c
ifi

e
s
 segm

ent + offset, a
n
d
 th

e
 c

o
m

p
ile

r (o
r, a

s

in
 M

U
L
T

IC
S
, th

e
 O

S
) tra

n
s
la

te
s

T
h
is

 c
o
n
tra

s
ts

 w
ith

 p
a
g
in

g
 w

h
e
re

 th
e
 u

s
e
r is

 u
n
a
w

a
re

 o
f m

e
m

o
ry

 s
tru

c
tu

re
 —

e
v
e
ry

th
in

g
 is

 m
a
n
a
g
e
d
 in

v
is

ib
ly

 b
y
 th

e
 O

S

D
rRichard

M
ortier

IA
O
perating

System
s,2016/17

210/316

3
.1

IM
PLEM

ENTING SEGM
ENTS

Segm
entation

Im
plem

enting Segm
ents

Segm
ent Table

Lookup Algorithm
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3
.2

IM
PLEM

ENTING SEGM
ENTS

Logical addresses are pairs, (segment, offset)

For exam
ple, the com

piler m
ight construct distinct segm

ents for global variables,
procedure call stack, code for each procedure/function, local variables for each
procedure/function

Finally the loader takes each segm
ent and m

aps it to a physical segm
ent num

ber
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3
.3

IM
PLEM

ENTING SEGM
ENTS

S
e
g

m
e
n

t
A

c
c
e
s
s

B
a
s
e

S
iz

e
O

th
e
rs

!

  

M
aintain a S

e
g

m
e
n

t T
a
b

le for each process:

If there are too m
any segm

ents then the table is kept in m
em

ory, pointed to by
S

T
 B

a
s
e
 R

e
g

is
te

r (STBR)
Also have an S

T
 L

e
n

g
th

 R
e
g

is
te

r (STLR) since the num
ber of segm

ents used by
diferent program

s w
ill diverge w

idely
ST is part of the process context and hence is changed on each process sw

itch
ST logically accessed on each m

em
ory reference, so speed is critical
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3
.4

IM
PLEM

ENTING SEGM
ENTS: ALGORITHM

1
. P

ro
g
ra

m
 p

re
s
e
n
ts

 a
d
d
re

s
s
 

.

2
. If 

 S
T

L
R

 th
e
n
 g

iv
e
 u

p

3
. O

b
ta

in
 ta

b
le

 e
n
try

 a
t re

fe
re

n
c
e
 

+
S
T

B
R

, a
 tu

p
le

 o
f fo

rm
 

4
. If 

 th
e
n
 th

is
 is

 a
 v

a
lid

 a
d
d
re

s
s
 a

t lo
c
a
tio

n
 

, e
ls

e
 fa

u
lt

T
h
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p
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 (c
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n
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n
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n
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n
d
 

 c
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e
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n
e

s
im

u
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n
e
o
u
s
ly

 to
 s

a
v
e
 tim

e

S
till re

q
u
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s
 2

 m
e
m

o
ry

 re
fe

re
n
c
e
s
 p

e
r lo

o
k
u
p
 th

o
u
g
h
, s

o
 c

a
re

 n
e
e
d
e
d

E
.g

., U
s
e
 a

 s
e
t o

f a
s
s
o
c
ia

tiv
e
 re

g
is

te
rs

 to
 h

o
ld

 m
o
s
t re

c
e
n
tly

 u
s
e
d
 S

T
 e

n
trie

s

S
im

ila
r p

e
rfo

rm
a
n
c
e
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a
in

s
 to

 th
e
 T

L
B
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e
s
c
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n
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a
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PROTECTIO
N AND SH

ARING
Segm

entation
Im

plem
enting Segm

ents
Protection and Sharing

Sharing Subtleties
External Fragm

entation
Segm

entation vs Paging
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4
.2

P
R

O
T
E
C
T
IO

N

Segm
entation's big advantage is to provide protection betw

een com
ponents

That protection is provided per segm
ent; i.e. it corresponds to the logical view

Protection bits associated w
ith each ST entry checked in usual w

ay, e.g., instruction
segm

ents should not be self-m
odifying, so are protected against w

rites

Could go further —
 e.g., place every array in its ow

n segm
ent so that array lim

its can
be checked by the hardw

are
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4
.3

S
H

A
R

IN
G

Segm
entation also facilitates sharing of code/data:

Each process has its ow
n STBR/STLR

Sharing is enabled w
hen tw

o processes have entries for the sam
e physical

locations
Sharing occurs at segm

ent level, w
ith each segm

ent having ow
n protection bits

For data segm
ents can use copy-on-w

rite as per paged case
Can share only parts of program

s, e.g., C library but there are subtleties
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4
.4

S
H

A
R

IN
G

: S
U

B
T

L
E

T
IE

S

For exam
ple, jum

ps w
ithin shared code

Jum
p specified as a condition + transfer address, i.e., (segment, offset)

Segm
ent is (of course) this one

Thus all program
s sharing this segm

ent m
ust use the sam

e num
ber to refer to

it, else confusion w
ill result

As the num
ber of users sharing a segm

ent grow
s, so does difficulty of finding

a com
m

on shared segm
ent num

ber
Thus, specify branches as PC-relative or relative to a register containing the
current segm

ent num
ber

(Read only segm
ents containing no pointers m

ay be shared w
ith different seg

num
bers)
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4
.5

S
H

A
R

IN
G

 S
E

G
M

E
N

T
S

W
asteful (and dangerous) to store com

m
on inform

ation on shared segm
ent in

each process segm
ent table

Assign each segm
ent a unique System

 Segm
ent Num

ber (SSN
)

Process Segm
ent Table sim

ply m
aps from

 a Process Segm
ent Num

ber (PSN
) to

SSN
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4
.6

E
X

T
E

R
N

A
L

 F
R

A
G

M
E

N
T

A
T

IO
N

 R
E

T
U

R
N

S

Long term
 scheduler m

ust find spots in m
em

ory for all segm
ents of a program

.
Problem

 is that segm
ents are variable size —

 thus, w
e m

ust handle fragm
entation

1. U
sually resolved w

ith best/first fit algorithm
2. External frag m

ay cause process to have to w
ait for sufficient space

3. Com
paction can be used in cases w

here a process w
ould be delayed

Tradeoff betw
een com

paction/delay depends on average segm
ent size

Each process has just one segm
ent reduces to variable sized partitions

Each byte has its ow
n segm

ent separately relocated quadruples m
em

ory use!
Fixed size sm

all segm
ents is equivalent to paging!

Generally, w
ith sm

all average segm
ent sizes, external fragm

entation is sm
all —

m
ore likely to m

ake things fit w
ith lots of sm

all ones (box packing)
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S
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T
A

T
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N
 V

S
 P

A
G

IN
G

Segm
entation

Im
plem

enting Segm
ents

Protection and Sharing
Segm

entation vs Paging
Com

parison
Com

bination
Sum

m
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5
.2

S
E

G
M

E
N

T
A

T
IO

N
 V

E
R

S
U

S
 P

A
G

IN
G

P
ro

te
c
tio

n
, S

h
a
rin

g
, D

e
m

a
n
d
 e

tc
 a

re
 a

ll p
e
r s

e
g
m

e
n
t o

r p
a
g
e
, d

e
p
e
n
d
in

g
 o

n

s
c
h
e
m

e

F
o
r protection and sharing

, e
a
s
ie

r to
 h

a
v
e
 it p

e
r lo

g
ic

a
l e

n
tity

, i.e
., p

e
r s

e
g
m

e
n
t

F
o
r allocation and dem

and access
 (a

n
d
, in

 fa
c
t, c

e
rta

in
 ty

p
e
s
 o

f s
h
a
rin

g
 s

u
c
h
 a

s

C
O

W
), w

e
 p

re
fe

r p
a
g
in

g
 b

e
c
a
u
s
e
:

A
llo

c
a
tio

n
 is

 e
a
s
ie

r

C
o
s
t o

f s
h
a
rin

g
/d

e
m

a
n
d
 lo

a
d
in

g
 is

 m
in

im
is

e
d

logical view
allocation

s
e
g
m

e
n
ta

tio
n

g
o
o
d

b
a
d

p
a
g
in

g
b
a
d

g
o
o
d
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C
O

M
B

IN
IN

G
 S

E
G

M
E

N
T

A
T

IO
N

 A
N

D
 P

A
G

IN
G

1. Paged segm
ents, used in M

ultics, O
S/2

D
ivide each segm

ent 
 into 

 pages, w
here 

 is the lim
it (length)

of the segm
ent

Provision one page table per segm
ent

U
nfortunately: high hardw

are cost and com
plexity; not very portable

2. Softw
are segm

ents, used in m
ost m

odern O
Ss

Consider pages 
 to be a segm

ent
O

S m
ust ensure protection and sharing kept consistent over region

U
nfortunately, leads to a loss of granularity

H
ow

ever, it is relatively sim
ple and portable

Arguably, m
ain reason hardw

are segm
ents lost is portability: you can do softw

are
segm

ents w
ith just paging hardw

are, but cannot (easily) do softw
are paging w

ith
segm

entation hardw
are
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SUM
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6
.2

SUM
M

ARY: VIRTUAL ADDRESSING
D

irect access to physical m
em

ory is not great as have to handle:
Contiguous allocation: need a large lum

p, end up w
ith external fragm

entation
Address binding: handling absolute addressing
Portability: how

 m
uch m

em
ory does a "standard" m

achine have?
Avoid problem

s by separating concepts of virtual (logical) and physical addresses
(Atlas com

puter, 1962)

N
eedham

's com
m

ent

"every problem
 in com

puter science can be solved by an
extra level of indirection"
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6
.3

SUM
M

ARY: VIRTUAL TO PHYSICAL ADDRESS M
APPING

Runtim
e m

apping of logical to physical addresses handled by the M
M

U
. M

ake
m

apping per-process, then:
Allocation problem

 split:
Virtual address allocation easy
Allocate physical m

em
ory 'behind the scenes'

Address binding solved:
Bind to logical addresses at com

pile-tim
e

Bind to real addresses at load tim
e/run tim

e
M

odern operating system
s use paging hardw

are and fake out segm
ents in

softw
are
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6
.4

S
U

M
M

A
R

Y
: IM

P
L

E
M

E
N

T
A

T
IO

N
 C

O
N

S
ID

E
R

A
T

IO
N

S

H
a
rd

w
a
re

 s
u

p
p

o
r
t

Sim
ple base register enough for partitioning

Segm
entation and paging need large tables

P
e
rfo

rm
a
n

c
e

Com
plex algorithm

s need m
ore lookups per reference plus hardw

are support
Sim

ple schem
es preferred eg., sim

ple addition to base
F
ra

g
m

e
n

ta
tio

n: internal/external from
 fixed/variable size allocation units

R
e
lo

c
a
tio

n: solves external fragm
entation, at high cost

Logical addresses m
ust be com

puted dynam
ically, doesn't w

ork w
ith load

tim
e relocation

S
w

a
p

p
in

g: can be added to any algorithm
, allow

ing m
ore processes to access

m
ain m

em
ory

S
h

a
rin

g: increases m
ultiprogram

m
ing but requires paging or segm

entation
P

ro
te

c
tio

n: alw
ays useful, necessary to share code/data, needs a couple of bits
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DYNAM
IC LINKING

R
e
la

tiv
e
ly

 n
e
w

 a
p
p
e
a
ra

n
c
e
 in

 O
S
 (e

a
rly

 8
0
's

). U
s
e
s
 shared objects/libraries

 (U
n
ix

), o
r

dynam
ically linked libraries

 (D
L
L
s
; W

in
d
o
w

s
). E

n
a
b
le

s
 a

 c
o
m

p
ile

d
 b

in
a
ry

 to
 in

v
o
k
e
, a

t

ru
n
tim

e
, ro

u
tin

e
s
 w

h
ic

h
 a

re
 d

y
n
a
m

ic
a
lly

 lin
k
e
d
:

If a
 ro

u
tin

e
 is

 in
v
o
k
e
d
 w

h
ic

h
 is

 p
a
rt o

f th
e
 d

y
n
a
m

ic
a
lly

 lin
k
e
d
 c

o
d
e
, th

is
 w

ill b
e

im
p
le

m
e
n
te

d
 a

s
 a

 c
a
ll in

to
 a

 s
e
t o

f s
tu

b
s

S
tu

b
s
 c

h
e
c
k
 if ro

u
tin

e
 h

a
s
 b

e
e
n
 lo

a
d
e
d

If n
o
t, lin

k
e
r lo

a
d
s
 ro

u
tin

e
 (if n

e
c
e
s
s
a
ry

) a
n
d
 re

p
la

c
e
s
 s

tu
b
 c

o
d
e
 b

y
 ro

u
tin

g

If s
h
a
rin

g
 a

 lib
ra

ry
, th

e
 a

d
d
re

s
s
 b

in
d
in

g
 p

ro
b
le

m
 m

u
s
t a

ls
o
 b

e
 s

o
lv

e
d
, re

q
u
irin

g

O
S
 s

u
p
p
o
rt: in

 th
e
 s

y
s
te

m
, o

n
ly

 th
e
 O

S
 k

n
o
w

s
 w

h
ic

h
 lib

ra
rie

s
 a

re
 b

e
in

g
 s

h
a
re

d

a
m

o
n
g
 w

h
ic

h
 p

ro
c
e
s
s
e
s

S
h
a
re

d
 lib

s
 m

u
s
t b

e
 s

ta
te

le
s
s
 o

r c
o
n
c
u
rre

n
c
y
 s

a
fe

 o
r c

o
p
y
 o

n
 w

rite

R
e
s
u
lts

 in
 s

m
a
lle

r b
in

a
rie

s
 (o

n
-d

is
k
 a

n
d
 in

-m
e
m

o
ry

) a
n
d
 in

c
re

a
s
e
 fl

e
x
ib

ility
 (fi

x
 a

b
u
g
 w

ith
o
u
t re

lin
k
in

g
 a

ll b
in

a
rie

s
)
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A
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A
t ru

n
tim

e
 a

 ro
u
tin

e
 is

 lo
a
d
e
d
 w

h
e
n
 fi

rs
t in

v
o
k
e
d

T
h
e
 d

y
n
a
m

ic
 lo

a
d
e
r p

e
rfo

rm
s
 re

lo
c
a
tio

n
 o

n
 th

e
 fl

y

It is
 th

e
 re

s
p
o
n
s
ib

ility
 o

f th
e
 u

s
e
r to

 im
p
le

m
e
n
t lo

a
d
in

g

O
S
 m

a
y
 p

ro
v
id

e
 lib

ra
ry

 s
u
p
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 a
s
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s
e
r
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O
U

T
L
IN

E

Input/O
utput (IO

)
H

ardw
are

D
evice Classes

O
S Interfaces

Perform
ing IO
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ode
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IN
P

U
T
/
O

U
T
P

U
T

Input/O
utput (IO)

Hardw
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Device Classes
O
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Perform

ing IO
H
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2
.2

IO HARDW
ARE

Very w
ide range of devices that interact w

ith the com
puter via input/output (IO

):

H
um

an readable: graphical displays, keyboard, m
ouse, printers

M
achine readable: disks, tapes, CD, sensors

Com
m

unications: m
odem

s, netw
ork interfaces, radios

All differ significantly from
 one another w

ith regard to:

Data rate: orders of m
agnitude different betw

een keyboard and netw
ork

Control com
plexity: printers m

uch sim
pler than disks

Transfer unit and direction: blocks vs characters vs fram
e stores

Data representation
Error handling
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2
.3

IO
 S

U
B

S
Y

S
T

E
M

R
e
s
u
lts

 in
 IO

 s
u
b
s
y
s
te

m
 g

e
n
e
ra

lly
 b

e
in

g
 th

e
 "m

e
s
s
ie

s
t" p

a
rt o

f th
e
 O

S

S
o
 m

u
c
h
 v

a
rie

ty
 o

f d
e
v
ic

e
s

S
o
 m

a
n
y
 a

p
p
lic

a
tio

n
s

S
o
 m

a
n
y
 d

im
e
n
s
io

n
s
 o

f v
a
ria

tio
n
:

C
h
a
ra

c
te

r-s
tre

a
m

 o
r b

lo
c
k

S
e
q
u
e
n
tia

l o
r ra

n
d
o
m

-a
c
c
e
s
s

S
y
n
c
h
ro

n
o
u
s
 o

r a
s
y
n
c
h
ro

n
o
u
s

S
h
a
re

a
b
le

 o
r d

e
d
ic

a
te

d

S
p
e
e
d
 o

f o
p
e
ra

tio
n

R
e
a
d
-w

rite
, re

a
d
-o

n
ly

, o
r w

rite
-o

n
ly

T
h
u
s
, c

o
m

p
le

te
ly

 h
o
m

o
g
e
n
is

in
g
 d

e
v
ic

e
 A

P
I is

 n
o
t p

o
s
s
ib

le
 s

o
 O

S
 g

e
n
e
ra

lly
 s

p
lits

d
e
v
ic

e
s
 in

to
 fo

u
r c

la
s
s
e
s
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2
.4

DEVICE CLASSES
Block devices

 (e
.g

. d
is

k
 d

riv
e
s
, C

D
)

C
o
m

m
a
n
d
s
 in

c
lu

d
e
 read

, write
, seek

C
a
n
 h

a
v
e
 raw

 a
c
c
e
s
s
 o

r v
ia

 (e
.g

.) fi
le

s
y
s
te

m
 ("c

o
o
k
e
d
") o

r m
e
m

o
ry

-m
a
p
p
e
d

Character devices
 (e

.g
. k

e
y
b
o
a
rd

s
, m

ic
e
, s

e
ria

l):

C
o
m

m
a
n
d
s
 in

c
lu

d
e
 get

, put
L
a
y
e
r lib

ra
rie

s
 o

n
 to

p
 fo

r lin
e
 e

d
itin

g
, e

tc

Netw
ork Devices

V
a
ry

 e
n
o
u
g
h
 fro

m
 b

lo
c
k
 a

n
d
 c

h
a
ra

c
te

r d
e
v
ic

e
s
 to

 g
e
t th

e
ir o

w
n
 in

te
rfa

c
e

U
n
ix

 a
n
d
 W

in
d
o
w

s
 N

T
 u

s
e
 th

e
 Berkeley Socket

 in
te

rfa
c
e

M
iscellaneous

C
u
rre

n
t tim

e
, e

la
p
s
e
d
 tim

e
, tim

e
rs

, c
lo

c
k
s

(U
n
ix

) ioctl
 c

o
v
e
rs

 o
th

e
r o

d
d
 a

s
p
e
c
ts

 o
f IO
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2
.5

O
S

 IN
T

E
R

F
A

C
E

S

P
ro

g
ra

m
s
 a

c
c
e
s
s
 virtual devices

:

T
e
rm

in
a
l s

tre
a
m

s
 n

o
t te

rm
in

a
ls

,

w
in

d
o
w

s
 n

o
t fra

m
e
 b

u
ffe

r, e
v
e
n
t

s
tre

a
m

s
 n

o
t ra

w
 m

o
u
s
e
, fi

le
s
 n

o
t d

is
k

b
lo

c
k
s
, p

rin
t s

p
o
o
le

r n
o
t p

a
ra

lle
l p

o
rt,

tra
n
s
p
o
rt p

ro
to

c
o
ls

 n
o
t ra

w
 E

th
e
rn

e
t

fra
m

e
s

O
S
 h

a
n
d
le

s
 th

e
 p

ro
c
e
s
s
o
r-d

e
v
ic

e
 in

te
rfa

c
e
: IO

 in
s
tru

c
tio

n
s
 v

s
 m

e
m

o
ry

 m
a
p
p
e
d

d
e
v
ic

e
s
; IO

 h
a
rd

w
a
re

 ty
p
e
 (e

.g
. 1

0
s
 o

f s
e
ria

l c
h
ip

s
); P

o
lle

d
 v

s
 in

te
rru

p
t d

riv
e
n
; C

P
U

in
te

rru
p
t m

e
c
h
a
n
is

m

V
irtu

a
l d

e
v
ic

e
s
 th

e
n
 im

p
le

m
e
n
te

d
:

In
 k

e
rn

e
l, e

.g
. fi

le
s
, te

rm
in

a
l d

e
v
ic

e
s

In
 d

a
e
m

o
n
s
, e

.g
. s

p
o
o
le

r, w
in

d
o
w

in
g

In
 lib

ra
rie

s
, e

.g
. te

rm
in

a
l s

c
re

e
n
 c

o
n
tro

l, s
o
c
k
e
ts
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P
E

R
F

O
R

M
IN

G
 IO

Input/O
utput (IO

)
P

e
rfo

rm
in

g
 IO

P
o

lle
d

 M
o

d
e

In
te

rru
p

t D
riv

e
n

B
lo

c
k
in

g
 v

s
 N

o
n

-b
lo

c
k
in

g

H
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3
.2

P
O

L
L

E
D

 M
O

D
E

C
o
n
s
id

e
r a

 s
im

p
le

 d
e
v
ic

e
 w

ith
 th

re
e
 re

g
is

te
rs

:

status
, data

 a
n
d
 command

. H
o
s
t c

a
n
 re

a
d

a
n
d
 w

rite
 th

e
s
e
 v

ia
 b

u
s
. T

h
e
n
 p

o
lle

d
 m

o
d
e

o
p
e
ra

tio
n
 w

o
rk

s
 a

s
 fo

llo
w

s
:

H
 re

p
e
a
te

d
ly

 re
a
d
s
 device-busy

 u
n
til c

le
a
r

H
 s

e
ts

 e
.g

. write
 b

it in
 c

o
m

m
a
n
d
 re

g
is

te
r, a

n
d
 p

u
ts

 d
a
ta

 in
to

 d
a
ta

 re
g
is

te
r

H
 s

e
ts

 command-ready
 b

it in
 s

ta
tu

s
 re

g
is

te
r

D
 s

e
e
s
 command-ready

 a
n
d
 s

e
ts

 device-busy
D

 p
e
rfo

rm
s
 w

rite
 o

p
e
ra

tio
n

D
 c

le
a
rs

 command-ready
 &

 th
e
n
 c

le
a
rs

 device-busy

W
h
a
t's

 th
e
 p

ro
b
le

m
 h

e
re

?
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3
.3

INTERRUPT DRIVEN
R

a
th

e
r th

a
n
 p

o
llin

g
, p

ro
c
e
s
s
o
rs

 p
ro

v
id

e
 a

n
 in

te
rru

p
t m

e
c
h
a
n
is

m
 to

 h
a
n
d
le

 m
is

m
a
tc

h

b
e
tw

e
e
n
 C

P
U

 a
n
d
 d

e
v
ic

e
 s

p
e
e
d
s
:

A
t e

n
d
 o

f e
a
c
h
 in

s
tru

c
tio

n
, p

ro
c
e
s
s
o
r c

h
e
c
k
s
 in

te
rru

p
t lin

e
(s

) fo
r p

e
n
d
in

g
 in

te
rru

p
t

N
e
e
d
 n

o
t b

e
 p

re
c
is

e
 (th

a
t is

, o
c
c
u
r a

t d
e
fi
n
ite

 p
o
in

t in
 in

s
tru

c
tio

n
 s

tre
a
m

)

If lin
e
 is

 a
s
s
e
rte

d
 th

e
n
 p

ro
c
e
s
s
o
r:

S
a
v
e
s
 p

ro
g
ra

m
 c

o
u
n
te

r &
 p

ro
c
e
s
s
o
r s

ta
tu

s

C
h
a
n
g
e
s
 p

ro
c
e
s
s
o
r m

o
d
e

Ju
m

p
s
 to

 a
 w

e
ll-k

n
o
w

n
 a

d
d
re

s
s
 (o

r c
o
n
te

n
ts

 o
f a

 w
e
ll-k

n
o
w

n
 a

d
d
re

s
s
)

O
n
c
e
 in

te
rru

p
t-h

a
n
d
lin

g
 ro

u
tin

e
 fi

n
is

h
e
s
, c

a
n
 u

s
e
 e

.g
. rti

 in
s
tru

c
tio

n
 to

 re
s
u
m

e

M
o
re

 c
o
m

p
le

x
 p

ro
c
e
s
s
o
rs

 m
a
y
 p

ro
v
id

e
:

M
u
ltip

le
 p

rio
rity

 le
v
e
ls

 o
f in

te
rru

p
t

H
a
rd

w
a
re

 v
e
c
to

rin
g
 o

f in
te

rru
p
ts

M
o
d
e
 d

e
p
e
n
d
e
n
t re

g
is

te
rs
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3
.4

H
A

N
D

L
IN

G
 IN

T
E

R
R

U
P

T
S

S
p
lit th

e
 im

p
le

m
e
n
ta

tio
n
 in

to
 tw

o
 p

a
rts

:

A
t th

e
 b

o
tto

m
, th

e
 interrupt handler

A
t th

e
 to

p
, 

 interrupt service routines
 (IS

R
; p

e
r-d

e
v
ic

e
)

P
ro

c
e
s
s
o
r-d

e
p
e
n
d
e
n
t in

te
rru

p
t h

a
n
d
le

r m
a
y
:

S
a
v
e
 m

o
re

 re
g
is

te
rs

 a
n
d
 e

s
ta

b
lis

h
 a

 la
n
g
u
a
g
e
 e

n
v
iro

n
m

e
n
t

D
e
m

u
ltip

le
x
 in

te
rru

p
t in

 s
o
ftw

a
re

 a
n
d
 in

v
o
k
e
 re

le
v
a
n
t IS

R

D
e
v
ic

e
- (n

o
t p

ro
c
e
s
s
o
r-) d

e
p
e
n
d
e
n
t in

te
rru

p
t s

e
rv

ic
e
 ro

u
tin

e
 w

ill:

F
o
r p

ro
g
ra

m
m

e
d
 IO

 d
e
v
ic

e
: tra

n
s
fe

r d
a
ta

 a
n
d
 c

le
a
r in

te
rru

p
t

F
o
r D

M
A
 d

e
v
ic

e
s
: a

c
k
n
o
w

le
d
g
e
 tra

n
s
fe

r; re
q
u
e
s
t a

n
y
 m

o
re

 p
e
n
d
in

g
; s

ig
n
a
l a

n
y

w
a
itin

g
 p

ro
c
e
s
s
e
s
; a

n
d
 fi

n
a
lly

 e
n
te

r th
e
 s

c
h
e
d
u
le

r o
r re

tu
rn

Q
u
e
s
tio

n
: W

ho is scheduling w
hom

?

C
o
n
s
id

e
r, e

.g
., n

e
tw

o
rk

 liv
e
lo

c
k
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3
.5

B
L

O
C

K
IN

G
 V

S
 N

O
N

-B
L

O
C

K
IN

G

F
ro

m
 p

ro
g
ra

m
m

e
r's

 p
o
in

t o
f v

ie
w

, IO
 s

y
s
te

m
 c

a
lls

 e
x
h
ib

it o
n
e
 o

f th
re

e
 k

in
d
s
 o

f

b
e
h
a
v
io

u
r:

Blocking
: p

ro
c
e
s
s
 s

u
s
p
e
n
d
e
d
 u

n
til IO

 c
o
m

p
le

te
d

E
a
s
y
 to

 u
s
e
 a

n
d
 u

n
d
e
rs

ta
n
d
.

In
s
u
ffi

c
ie

n
t fo

r s
o
m

e
 n

e
e
d
s
.

Nonblocking
: IO

 c
a
ll re

tu
rn

s
 a

s
 m

u
c
h
 a

s
 a

v
a
ila

b
le

R
e
tu

rn
s
 a

lm
o
s
t im

m
e
d
ia

te
ly

 w
ith

 c
o
u
n
t o

f b
y
te

s
 re

a
d
 o

r w
ritte

n
 (p

o
s
s
ib

ly
 0

)

C
a
n
 b

e
 u

s
e
d
 b

y
 e

.g
. u

s
e
r in

te
rfa

c
e
 c

o
d
e

E
s
s
e
n
tia

lly
 a

p
p
lic

a
tio

n
-le

v
e
l "p

o
lle

d
 IO

"

Asynchronous
: p

ro
c
e
s
s
 ru

n
s
 w

h
ile

 IO
 e

x
e
c
u
te

s

IO
 s

u
b
s
y
s
te

m
 e

x
p
lic

itly
 s

ig
n
a
ls

 p
ro

c
e
s
s
 w

h
e
n
 its

 IO
 re

q
u
e
s
t h

a
s
 c

o
m

p
le

te
d

M
o
s
t fl

e
x
ib

le
 (a

n
d
 p

o
te

n
tia

lly
 e

ffi
c
ie

n
t)

A
ls

o
 m

o
s
t c

o
m

p
le

x
 to

 u
s
e
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H
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In
p
u
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u
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u
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P
e
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4
.2

IO
 B

U
F

F
E

R
IN

G

T
o
 c

o
p
e
 w

ith
 v

a
rio

u
s
 im

pedance m
ism

atches
 b

e
tw

e
e
n
 d

e
v
ic

e
s
 (s

p
e
e
d
, tra

n
s
fe

r s
iz

e
),

O
S
 m

a
y
 buffer d

a
ta

 in
 m

e
m

o
ry

. V
a
rio

u
s
 b

u
ffe

rin
g
 s

tra
te

g
ie

s
:

Single buffering
: O

S
 a

s
s
ig

n
s
 a

 s
y
s
te

m
 b

u
ffe

r to
 th

e
 u

s
e
r re

q
u
e
s
t

Double buffering
: p

ro
c
e
s
s
 c

o
n
s
u
m

e
s
 fro

m
 o

n
e
 b

u
ffe

r w
h
ile

 s
y
s
te

m
 fi

lls
 th

e
 n

e
x
t

Circular buffering
: m

o
s
t u

s
e
fu

l fo
r b

u
rs

ty
 IO

B
u
ffe

rin
g
 is

 u
s
e
fu

l fo
r s

m
o
o
th

in
g
 p

e
a
k
s
 a

n
d
 tro

u
g
h
s
 o

f d
a
ta

 ra
te

, b
u
t c

a
n
't h

e
lp

 if o
n

a
v
e
ra

g
e
:

P
ro

c
e
s
s
 d

e
m

a
n
d
 >

 d
a
ta

 ra
te

 (p
ro

c
e
s
s
 w

ill s
p
e
n
d
 tim

e
 w

a
itin

g
), o

r

D
a
ta

 ra
te

 >
 c

a
p
a
b
ility

 o
f th

e
 s

y
s
te

m
 (b

u
ffe

rs
 w

ill fi
ll a

n
d
 d

a
ta

 w
ill s

p
ill)

D
o
w

n
s
id

e
: c

a
n
 in

tro
d
u
c
e
 jitter w

h
ic

h
 is

 b
a
d
 fo

r re
a
l-tim

e
 o

r m
u
ltim

e
d
ia

D
e
ta

ils
 o

fte
n
 d

ic
ta

te
d
 b

y
 d

e
v
ic

e
 ty

p
e
: c

h
a
ra

c
te

r d
e
v
ic

e
s
 o

fte
n
 b

y
 lin

e
; n

e
tw

o
rk

d
e
v
ic

e
s
 p

a
rtic

u
la

rly
 b

u
rs

ty
 in

 tim
e
 a

n
d
 s

p
a
c
e
; b

lo
c
k
 d

e
v
ic

e
s
 m

a
k
e
 lo

ts
 o

f fi
x
e
d
 s

iz
e

tra
n
s
fe

rs
 a

n
d
 o

fte
n
 th

e
 m

a
jo

r u
s
e
r o

f IO
 b

u
ffe

r m
e
m

o
ry
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4
.3

SINGLE BUFFERING
O

S
 a

s
s
ig

n
s
 a

 s
in

g
le

 b
u
ffe

r to
 th

e
 u

s
e
r re

q
u
e
s
t:

O
S
 p

e
rfo

rm
s
 tra

n
s
fe

r, m
o
v
in

g
 b

u
ffe

r to
 u

s
e
rs

p
a
c
e
 w

h
e
n
 c

o
m

p
le

te
 (re

m
a
p
 o

r c
o
p
y
)

R
e
q
u
e
s
t n

e
w

 b
u
ffe

r fo
r m

o
re

 IO
, th

e
n
 re

s
c
h
e
d
u
le

 a
p
p
lic

a
tio

n
 to

 c
o
n
s
u
m

e

(readahead
 o

r anticipated input)
O

S
 m

u
s
t tra

c
k
 b

u
ffe

rs

A
ls

o
 a

ffe
c
ts

 s
w

a
p
 lo

g
ic

: if IO
 is

 to
 s

a
m

e
 d

is
k
 a

s
 s

w
a
p
 d

e
v
ic

e
, d

o
e
s
n
't m

a
k
e
 s

e
n
s
e

to
 s

w
a
p
 p

ro
c
e
s
s
 o

u
t a

s
 it w

ill b
e
 b

e
h
in

d
 th

e
 n

o
w

 q
u
e
u
e
d
 IO

 re
q
u
e
s
t!

A
 c

ru
d
e
 p

e
rfo

rm
a
n
c
e
 c

o
m

p
a
ris

o
n
 b

e
tw

e
e
n
 n

o
 b

u
ffe

rin
g
 a

n
d
 s

in
g
le

 b
u
ffe

rin
g
:

L
e
t t b

e
 tim

e
 to

 in
p
u
t b

lo
c
k
 a

n
d
 c

 b
e
 c

o
m

p
u
ta

tio
n
 tim

e
 b

e
tw

e
e
n
 b

lo
c
k
s

W
ith

o
u
t b

u
ffe

rin
g
, e

x
e
c
u
tio

n
 tim

e
 b

e
tw

e
e
n
 b

lo
c
k
s
 is

 

W
ith

 s
in

g
le

 b
u
ffe

rin
g
, tim

e
 is

 
 w

h
e
re

 
 is

 th
e
 tim

e
 to

 m
o
v
e
 d

a
ta

fro
m

 b
u
ffe

r to
 u

s
e
r m

e
m

o
ry

F
o
r a

 te
rm

in
a
l: is

 th
e
 b

u
ffe

r a
 lin

e
 o

r a
 c

h
a
r?

 d
e
p
e
n
d
s
 o

n
 u

s
e
r re

s
p
o
n
s
e
 re

q
u
ire

d
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4
.4

D
O

U
B

L
E

 B
U

F
F

E
R

IN
G

O
fte

n
 u

s
e
d
 in

 v
id

e
o
 re

n
d
e
rin

g

R
o
u
g
h
 p

e
rfo

rm
a
n
c
e
 c

o
m

p
a
ris

o
n
: ta

k
e
s
 

 th
u
s

p
o
s
s
ib

le
 to

 k
e
e
p
 d

e
v
ic

e
 a

t fu
ll s

p
e
e
d
 if 

w
h
ile

 if 
, p

ro
c
e
s
s
 w

ill n
o
t h

a
v
e
 to

 w
a
it fo

r IO

P
re

v
e
n
ts

 n
e
e
d
 to

 s
u
s
p
e
n
d
 u

s
e
r p

ro
c
e
s
s
 b

e
tw

e
e
n
 IO

 o
p
e
ra

tio
n
s

...a
ls

o
 e

x
p
la

in
s
 w

h
y
 tw

o
 b

u
ffe

rs
 is

 b
e
tte

r th
a
n
 o

n
e
 b

u
ffe

r, tw
ic

e
 a

s
 b

ig

N
e
e
d
 to

 m
a
n
a
g
e
 b

u
ffe

rs
 a

n
d
 p

ro
c
e
s
s
e
s
 to

 e
n
s
u
re

 p
ro

c
e
s
s
 d

o
e
s
n
't s

ta
rt c

o
n
s
u
m

in
g

fro
m

 a
n
 o

n
ly

 p
a
rtia

lly
 fi

lle
d
 b

u
ffe

r

 C
IR

C
U

L
A

R
 B

U
F

F
E

R
IN

G

A
llo

w
s
 c

o
n
s
u
m

p
tio

n
 fro

m
 th

e
 b

u
ffe

r a
t a

 fi
x
e
d
 ra

te
, p

o
te

n
tia

lly
 lo

w
e
r th

a
n
 th

e

burst rate
 o

f a
rriv

in
g
 d

a
ta

T
y
p
ic

a
lly

 u
s
e
 c

irc
u
la

r lin
k
e
d
 lis

t w
h
ic

h
 is

 e
q
u
iv

a
le

n
t to

 a
 F

IF
O

 b
u
ffe

r w
ith

 q
u
e
u
e

le
n
g
th
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4
.5

OTHER ISSUES
Caching

: fa
s
t m

e
m

o
ry

 h
o
ld

in
g
 c

o
p
y
 o

f d
a
ta

 fo
r b

o
th

 re
a
d
s
 a

n
d
 w

rite
s
; c

ritic
a
l to

 IO

p
e
rfo

rm
a
n
c
e

Scheduling
: o

rd
e
r IO

 re
q
u
e
s
ts

 in
 p

e
r-d

e
v
ic

e
 q

u
e
u
e
s
; s

o
m

e
 O

S
s
 m

a
y
 e

v
e
n
 a

tte
m

p
t

to
 b

e
 fa

ir

Spooling
: q

u
e
u
e
 o

u
tp

u
t fo

r a
 d

e
v
ic

e
, u

s
e
fu

l if d
e
v
ic

e
 is

 "s
in

g
le

 u
s
e
r" (e

.g
., p

rin
te

r),

i.e
. c

a
n
 s

e
rv

e
 o

n
ly

 o
n
e
 re

q
u
e
s
t a

t a
 tim

e

Device reservation
: s

y
s
te

m
 c

a
lls

 fo
r a

c
q
u
irin

g
 o

r re
le

a
s
in

g
 e

x
c
lu

s
iv

e
 a

c
c
e
s
s
 to

 a

d
e
v
ic

e
 (c

a
re

 re
q
u
ire

d
)

Error handling
: g

e
n
e
ra

lly
 g

e
t s

o
m

e
 fo

rm
 o

f e
rro

r n
u
m

b
e
r o

r c
o
d
e
 w

h
e
n
 re

q
u
e
s
t

fa
ils

, lo
g
g
e
d
 in

to
 s

y
s
te

m
 e

rro
r lo

g
 (e

.g
., tra

n
s
ie

n
t w

rite
 fa

ile
d
, d

is
k
 fu

ll, d
e
v
ic

e

u
n
a
v
a
ila

b
le

, ...)
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4
.6

KERNEL DATA STRUCTURES
T
o
 m

a
n
a
g
e
 a

ll th
is

, th
e
 O

S
 k

e
rn

e
l m

u
s
t m

a
in

ta
in

 s
ta

te
 fo

r IO
 c

o
m

p
o
n
e
n
ts

:

O
p
e
n
 fi

le
 ta

b
le

s

N
e
tw

o
rk

 c
o
n
n
e
c
tio

n
s

C
h
a
ra

c
te

r d
e
v
ic

e
 s

ta
te

s

R
e
s
u
lts

 in
 m

a
n
y
 c

o
m

p
le

x
 a

n
d
 p

e
rfo

rm
a
n
c
e
 c

ritic
ia

l d
a
ta

 s
tru

c
tu

re
s
 to

 tra
c
k
 b

u
ffe

rs
,

m
e
m

o
ry

 a
llo

c
a
tio

n
, "d

irty
" b

lo
c
k
s

C
o
n
s
id

e
r re

a
d
in

g
 a

 fi
le

 fro
m

 d
is

k
 fo

r a
 p

ro
c
e
s
s
:

D
e
te

rm
in

e
 d

e
v
ic

e
 h

o
ld

in
g
 fi

le

T
ra

n
s
la

te
 n

a
m

e
 to

 d
e
v
ic

e
 re

p
re

s
e
n
ta

tio
n

P
h
y
s
ic

a
lly

 re
a
d
 d

a
ta

 fro
m

 d
is

k
 in

to
 b

u
ffe

r

M
a
k
e
 d

a
ta

 a
v
a
ila

b
le

 to
 re

q
u
e
s
tin

g
 p

ro
c
e
s
s

R
e
tu

rn
 c

o
n
tro

l to
 p

ro
c
e
s
s
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4
.7

P
E
R

F
O

R
M

A
N

C
E

IO
 a

 m
a
jo

r fa
c
to

r in
 s

y
s
te

m
 p

e
rfo

rm
a
n
c
e

D
e
m

a
n
d
s
 C

P
U

 to
 e

x
e
c
u
te

 d
e
v
ic

e
 d

riv
e
r, k

e
rn

e
l IO

 c
o
d
e
, e

tc
.

C
o
n
te

x
t s

w
itc

h
e
s
 d

u
e
 to

 in
te

rru
p
ts

D
a
ta

 c
o
p
y
in

g

Im
p
ro

v
in

g
 p

e
rfo

rm
a
n
c
e
:

R
e
d
u
c
e
 n

u
m

b
e
r o

f c
o
n
te

x
t s

w
itc

h
e
s

R
e
d
u
c
e
 d

a
ta

 c
o
p
y
in

g

R
e
d
u
c
e
 n

u
m

b
e
r o

f in
te

rru
p
ts

 b
y
 u

s
in

g
 la

rg
e
 tra

n
s
fe

rs
, s

m
a
rt c

o
n
tro

lle
rs

, p
o
llin

g

U
s
e
 D

M
A
 w

h
e
re

 p
o
s
s
ib

le

B
a
la

n
c
e
 C

P
U

, m
e
m

o
ry

, b
u
s
 a

n
d
 IO

 p
e
rfo

rm
a
n
c
e
 fo

r h
ig

h
e
s
t th

ro
u
g
h
p
u
t.

Im
p
ro

v
in

g
 IO

 p
e
rfo

rm
a
n
c
e
 re

m
a
in

s
 a

 s
ig

n
ifi

c
a
n
t c

h
a
lle

n
g
e
...
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5

SUM
M

ARY
Input/O

utput (IO
)

H
ardw

are
D

evice Classes
O

S Interfaces
Perform

ing IO
Polled M

ode
Interrupt D

riven
Blocking vs N

on-blocking
H

andling IO
Buffering &

 Strategies
O

ther Issues
Kernel D

ata Structures
Perform

ance
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1
.1

[1
0

] S
T

O
R

A
G

E
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1
.2

O
U

T
L
IN

E

F
ile

 C
o
n
c
e
p
ts

F
ile

s
y
s
te

m
s

N
a
m

in
g
 F

ile
s

F
ile

 M
e
ta

d
a
ta

D
ire

c
to

rie
s

N
a
m

e
 S

p
a
c
e
 R

e
q
u
ire

m
e
n
ts

S
tru

c
tu

re

Im
p
le

m
e
n
ta

tio
n

F
ile

sO
p
e
ra

tio
n
s

Im
p
le

m
e
n
ta

tio
n

A
c
c
e
s
s
 C

o
n
tro

l, E
x
is

te
n
c
e
 C

o
n
tro

l, C
o
n
c
u
rre

n
c
y
 C

o
n
tro

l
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2
.1

F
IL

E
 C

O
N

C
E

P
T

S

File Concepts
Filesystem

s
Nam

ing Files
File M

etadata
D
irectories

Files
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2
.2

FILESYSTEM
W

e w
ill look only at very sim

ple
filesystem

s here, having tw
o

m
ain com

ponents:

1. Directory Service, m
apping nam

es to file identifiers, and handling access and
existence control

2. Storage Service, providing m
echanism

 to store data on disk, and including m
eans

to im
plem

ent directory service
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2
.3

W
H

A
T

 IS
 A

 F
IL

E
?

The basic abstraction for non-volatile storage:

U
ser abstraction —

 com
pare/contrast w

ith segm
ents for m

em
ory

M
any different types:

D
ata: num

eric, character, binary
Program

: source, object, executable
"D

ocum
ents"

Typically com
prises a single contiguous logical address space

Can have varied internal structure:

N
one: a sim

ple sequence of w
ords or bytes

Sim
ple record structures: lines, fixed length, variable length

Com
plex internal structure: form

atted docum
ent, relocatable object file
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2
.4

W
H

A
T

 IS
 A

 F
IL

E
?

O
S
 s

p
lit b

e
tw

e
e
n
 text a

n
d
 binary

 is
 q

u
ite

 c
o
m

m
o
n
 w

h
e
re

 te
x
t fi

le
s
 a

re
 tre

a
te

d
 a

s

A
 s

e
q
u
e
n
c
e
 o

f lin
e
s
 e

a
c
h
 te

rm
in

a
te

d
 b

y
 a

 s
p
e
c
ia

l c
h
a
ra

c
te

r, a
n
d

W
ith

 a
n
 e

x
p
lic

it E
O

F
 c

h
a
ra

c
te

r (o
fte

n
)

C
a
n
 m

a
p
 e

v
e
ry

th
in

g
 to

 a
 b

y
te

 s
e
q
u
e
n
c
e
 b

y
 in

s
e
rtin

g
 a

p
p
ro

p
ria

te
 c

o
n
tro

l c
h
a
ra

c
te

rs
,

a
n
d
 in

te
rp

re
ta

tio
n
 in

 c
o
d
e
. Q

u
e
s
tio

n
 is

, w
h
o
 d

e
c
id

e
s
:

O
S
: m

a
y
 b

e
 e

a
s
ie

r fo
r p

ro
g
ra

m
m

e
r b

u
t w

ill la
c
k
 fl

e
x
ib

ility

P
ro

g
ra

m
m

e
r: h

a
s
 to

 d
o
 m

o
re

 w
o
rk

 b
u
t c

a
n
 e

v
o
lv

e
 a

n
d
 d

e
v
e
lo

p
 fo

rm
a
t
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2
.5

NAM
ING FILES

Files usually have at least tw
o kinds of "nam

e":

S
y
s
te

m
 fi

le
 id

e
n

tifi
e
r (SFID

): (typically) a unique integer value associated w
ith a

given file, used w
ithin the filesystem

 itself
H

u
m

a
n

 n
a
m

e, e.g. hello.java: w
hat users like to use

M
ay have a third, 

U
s
e
r F

ile
 Id

e
n

tifi
e
r (U

FID
) used to identify open files in

applications

M
apping from

 hum
an nam

e to SFID
 is held in a directory, e.g.,

N
ote that directories are also non-volatile so they m

ust
be stored on disk along w

ith files —
 w

hich explains w
hy

the storage system
 sits "below

" the directory service
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2
.6

FILE M
ETADATA

N
B. H

aving resolved the nam
e to an SFID,

the actual m
apping from

 SFID
 to File

Control Block (FCB) is O
S and filesystem

specific

In addition to their contents and their
nam

e(s), files typically have a num
ber of

other attributes or m
etadata, e.g.,

Location: pointer to file location on device
Size: current file size
Type: needed if system

 supports different types
Protection: controls w

ho can read, w
rite, etc.

Tim
e, date, and user identification: data for protection, security and usage

m
onitoring
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3
.1

D
IR

E
C

T
O

R
IE

S

File Concepts
Directories

Nam
e Space Requirem

ents
Structure
Im

plem
entation

Files
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3
.2

REQUIREM
ENTS

A directory provides the m
eans to translate a (user) nam

e to the location of the file
on-disk. W

hat are the requirem
ents?

Efficiency: locating a file quickly.
Nam

ing: user convenience
allow

 tw
o (or, m

ore generally, N
) users to have the sam

e nam
e for different

files
allow

 one file have several different nam
es

Grouping: logical grouping of files by properties, e.g., "all Java program
s", "all

gam
es"
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3
.3

EARLY ATTEM
PTS

Single-level: one directory shared betw
een all users

nam
ing problem

grouping problem
Tw

o-level directory: one directory per user
access via pathnam

e (e.g., bob:hello.java)
can have sam

e filenam
e for different user

... but still no grouping capability.

Add a general hierarchy for m
ore flexibility
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3
.4

STRUCTURE: TREE
D

irectories hold files or [further]
directories, reflecting structure of
organisation, users' files, etc

Create/delete files relative to a given
directory

Efficient searching and arbitrary grouping
capability

The hum
an nam

e is then the full path
nam

e, though these can get unw
iedly,

e.g., /usr/groups/X11R5/src/mit/server/os/4.2bsd/utils.c.
Resolve w

ith relative nam
ing, login directory, current w

orking directory. Sub-
directory deletion either by requiring directory em

pty, or by recursively deleting
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3
.5

STRUCTURE: DAG
H

ierarchy useful but only allow
s one

nam
e per file. Extend to directed acyclic

graph (DAG) structure: allow
 shared

subdirectories and files, and m
ultiple

aliases for sam
e thing

M
anage dangling references: use back-

references or reference counts

O
ther issues include: deletion (m

ore
generally, perm

issions) and know
ing

w
hen ok to free disk blocks; accounting and w

ho gets "charged" for disk usage; and
cycles, and how

 w
e prevent them
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3
.6

D
IR

E
C

T
O

R
Y

 IM
P

L
E

M
E

N
T

A
T

IO
N

D
ire

c
to

rie
s
 a

re
 n

o
n
-v

o
la

tile
 s

o
 s

to
re

 a
s
 "fi

le
s
" o

n
 d

is
k
, e

a
c
h
 w

ith
 o

w
n
 S

F
ID

M
u
s
t b

e
 d

iffe
re

n
t ty

p
e
s
 o

f fi
le

, fo
r tra

v
e
rs

a
l

O
p
e
ra

tio
n
s
 m

u
s
t a

ls
o
 b

e
 e

x
p
lic

it a
s
 in

fo
 in

 d
ire

c
to

ry
 u

s
e
d
 fo

r a
c
c
e
s
s
 c

o
n
tro

l, o
r

c
o
u
ld

 (e
g
) c

re
a
te

 c
y
c
le

s

E
x
p
lic

it d
ire

c
to

ry
 o

p
e
ra

tio
n
s
 in

c
lu

d
e
:

C
re

a
te

/d
e
le

te
 d

ire
c
to

ry

L
is

t c
o
n
te

n
ts

S
e
le

c
t c

u
rre

n
t w

o
rk

in
g
 d

ire
c
to

ry

In
s
e
rt a

n
 e

n
try

 fo
r a

 fi
le

 (a
 "lin

k
")
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4
.1

FILES
File Concepts
D

irectories
F
ile

sO
p

e
ra

tio
n

s

Im
p

le
m

e
n

ta
tio

n

A
c
c
e
s
s
 C

o
n

tro
l, E

x
is

te
n

c
e
 C

o
n

tro
l, C

o
n

c
u

rre
n

c
y
 C

o
n

tro
l
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4
.2

O
P

E
R
A
T
IO

N
S

B
a
s
ic

 p
a
ra

d
ig

m
 o

f u
s
e
 is

: o
p
e
n
, u

s
e
, c

lo
s
e

O
p
e
n
in

g
 o

r c
re

a
tin

g
 a

 fi
le

: 

UFID = open(<pathname>)
 o

r 

UFID = create(<pathname>)

D
ire

c
to

ry
 s

e
rv

ic
e
 re

c
u
rs

iv
e
ly

 s
e
a
rc

h
in

g
 d

ire
c
to

rie
s
 fo

r c
o
m

p
o
n
e
n
ts

 o
f

<pathname>
E
v
e
n
tu

a
lly

 g
e
t SFID

 fo
r fi

le
, fro

m
 w

h
ic

h
 UFID

 c
re

a
te

d
 a

n
d
 re

tu
rn

e
d

V
a
rio

u
s
 m

o
d
e
s
 c

a
n
 b

e
 u

s
e
d

C
lo

s
in

g
 a

 fi
le

: status = close(UFID)

C
o
p
y
 [n

e
w

] fi
le

 c
o
n
tro

l b
lo

c
k
 b

a
c
k
 to

 d
is

k
 a

n
d
 in

v
a
lid

a
te

 UFID
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4
.3

IM
P

L
E
M

E
N

T
A
T
IO

N

Associate a cursor or file position w
ith each open file (viz. U

FID
), initialised to start

of file

Basic operations: read next or w
rite next, e.g., read(UFID, buf, nbytes),

or read(UFID, buf, nrecords)

Access pattern:

Sequential: adds rewind(UFID) to above
Direct Access: read(N) or write(N) using seek(UFID, pos)
M

aybe others, e.g., append-only, indexed sequential access m
ode (ISAM

)
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4
.4

A
C

C
E

S
S

 C
O

N
T

R
O

L

File ow
ner/creator should be able to control w

hat can be done, by w
hom

File usually only accessible if user has both directory and file access rights
Form

er to do w
ith lookup process —

 can't look it up, can't open it
Assum

ing a DAG structure, do w
e use the presented or the absolute path

Access control norm
ally a function of directory service so checks done at file open

tim
eE.g., read, w

rite, execute, (append?), delete, list, renam
e

M
ore advanced schem

es possible (see later)
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4
.5

E
X

IS
T

E
N

C
E

 C
O

N
T

R
O

L

W
hat if a user deletes a file?

Probably w
ant to keep file in existence w

hile there is a valid pathnam
e

referencing it
Plus check entire FS periodically for garbage
Existence control can also be a factor w

hen a file is renam
ed/m

oved.

 C
O

N
C

U
R

R
E

N
C

Y
 C

O
N

T
R

O
L

N
eed som

e form
 of locking to handle sim

ultaneous access

Can be m
andatory or advisory

Locks m
ay be shared or exclusive

Granularity m
ay be file or subset
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5

SUM
M

ARY
F
ile

 C
o
n
c
e
p
ts

F
ile

s
y
s
te

m
s

N
a
m

in
g
 F

ile
s

F
ile

 M
e
ta

d
a
ta

D
ire

c
to

rie
s

N
a
m

e
 S

p
a
c
e
 R

e
q
u
ire

m
e
n
ts

S
tru

c
tu

re

Im
p
le

m
e
n
ta

tio
n

F
ile

sO
p
e
ra

tio
n
s

Im
p
le

m
e
n
ta

tio
n

A
c
c
e
s
s
 C

o
n
tro

l, E
x
is

te
n
c
e
 C

o
n
tro

l, C
o
n
c
u
rre

n
c
y
 C

o
n
tro

l
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1
.1

[11] CASE STUDY: UNIX
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O
U

T
L
IN

E

Introduction
D

esign Principles
Structural, Files, D

irectory H
ierarchy

Filesystem
Files, D

irectories, Links, O
n-D

isk Structures
M

ounting Filesystem
s, In-M

em
ory Tables, Consistency

Sum
m

ary
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IN
T
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O
D

U
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T
IO
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HISTORY (I)
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 p
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rt, a
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, e

tc
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u
s
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e
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e
d
 fo

r

p
e
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6
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 e
d
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6
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 w
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e
ly

 a
v
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ila

b
le

 (1
9
7
6
), in

c
lu

d
in

g
 s

o
u
rc

e
 m

e
a
n
in

g
 p

e
o
p
le

c
o
u
ld

 w
rite

 n
e
w

 to
o
ls

 a
n
d
 n

ic
e
 fe

a
tu

re
s
 o

f o
th

e
r O

S
e
s
 p

ro
m

p
tly

 ro
lle

d
 in

V
6
 w

a
s
 m

a
in

ly
 u

s
e
d
 b

y
 u

n
iv

e
rs

itie
s
 w

h
o
 c

o
u
ld

 a
ffo

rd
 a

 m
in

ic
o
m

p
u
te

r, b
u
t n

o
t

n
e
c
e
s
s
a
rily

 a
ll th

e
 s

o
ftw

a
re

 re
q
u
ire

d
. T

h
e
 fi

rs
t re

a
lly

 p
o
rta

b
le

 O
S
 a

s
 s

a
m

e
 s

o
u
rc

e

c
o
u
ld

 b
e
 b

u
ilt fo
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e
 d
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n
t m

a
c
h
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e
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 (w
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 m
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o
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s
m

 c
h
a
n
g
e
s
)

B
e
ll L

a
b
s
 c

o
n
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u
e
d
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 V

8
, V

9
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n
d
 V

1
0
 (1

9
8
9
), b

u
t n

e
v
e
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a
lly

 w
id

e
ly

 a
v
a
ila

b
le

b
e
c
a
u
s
e
 V

7
 p

u
s
h
e
d
 to

 U
n
ix

 S
u
p
p
o
rt G

ro
u
p
 (U

S
G

) w
ith
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 A

T
&

T

A
T

&
T
 d

id
 S

y
s
te

m
 III fi

rs
t (1

9
8
2
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n
d
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 1
9
8
3
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fte
r U

S
 g

o
v
e
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m
e
n
t s

p
lit B

e
lls

),

S
y
s
te

m
 V

. T
h
e
re

 w
a
s
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o
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s
te

m
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HISTORY (II)
B

y
 1

9
7
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v
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n
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2
-b

it V
A

X
-1

1
).

S
u
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n
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", c
u
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n
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 S
V

R
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e
rk
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B
S
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L
a
te

r s
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n
d
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a
tio
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. P
O

S
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P
E
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 d
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e
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 1
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V
R

4
 in
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9
8
9
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h
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h
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u
p
p
o
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P
O

S
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n
d
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 p

a
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l w

ith
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T
&

T
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, p
e
o
p
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n
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e
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f C
a
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e
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e
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C
B
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a
d
d
e
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a
l m

e
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o
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u
p
p
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n
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HISTORY (III)
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 re
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, b
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 c
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S
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 c
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e
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 d
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c
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d
e
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F
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M
a
c
h
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M
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c
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a
b
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F
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B
e
s
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o
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n
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d
a
y
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 p
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b
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u
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u
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e
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e
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S
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n
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SIM
PLIFIED UNIX FAM

ILY TREE (N
O

N
-E

X
A
M

IN
A
B

L
E)

https://com
m
ons.w

ikim
edia.org/w

iki/File:Unix_history-sim
ple.svg
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2
.5

3
.1

DESIGN PRINCIPLES
Introduction
D

e
s
ig

n
 P

rin
c
ip

le
s

S
tru

c
tu

ra
l, F

ile
s
, D

ire
c
to

ry
 H

ie
ra

rc
h

y

Filesystem
Sum

m
ary
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3
.2

DESIGN FEATURES
Ritchie &

 Thom
pson (CACM

, July 74), identified the (new
) features of U

nix:

A hierarchical file system
 incorporating dem

ountable volum
es

Com
patible file, device and inter-process IO

 (nam
ing schem

es, access control)
Ability to initiate asynchronous processes (i.e., address-spaces = heavyw

eight)
System

 com
m

and language selectable on a per-user basis

Com
pletely novel at the tim

e: prior to this, everything w
as "inside" the O

S. In U
nix

separation betw
een essential things (kernel) and everything else

Am
ong other things: allow

s user w
ider choice w

ithout increasing size of core O
S;

allow
s easy replacem

ent of functionality —
 resulted in over 100 subsystem

s
including a dozen languages

H
ighly portable due to use of high-level language

Features w
hich w

ere not included: real tim
e, m

ultiprocessor support
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S
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R
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n
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c
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 c

o
n
te

m
p
o
ra

ry
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m
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n
ly
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e
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a
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s
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S
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o
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d
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, c

o
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m
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d
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, c

o
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p
ile
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e
tc

.

P
ro

c
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s
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e
s
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n
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c
h
e
d
u
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g
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n
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p
ro
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c
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n
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e
 c

o
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m
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h
e
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s
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c
e
s
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N
o
 c

o
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c
u
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n
c
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e
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e
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A
ll IO
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o
k
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e
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p
e
ra
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n
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le
s
: in

U
n
ix

, e
v
e
ry
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g
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 a
 fi

le
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4
.1

FILESYSTEM
Introduction
D

esign Principles
F
ile

s
y
s
te

m

F
ile

s
, D

ire
c
to

rie
s
, L

in
k
s
, O

n
-D

is
k
 S

tru
c
tu

re
s

M
o

u
n

tin
g

 F
ile

s
y
s
te

m
s
, In

-M
e
m

o
ry

 T
a
b

le
s
, C

o
n

s
is

te
n

c
y

Sum
m

ary
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4
.2

F
IL

E
 A

B
S

T
R

A
C

T
IO

N

File as an unstructured sequence of bytes w
hich w

as relatively unusual at the tim
e:

m
ost system

s lent tow
ards files being com

posed of records

Cons: don't get nice type inform
ation; program

m
er m

ust w
orry about form

at of
things inside file
Pros: less stuff to w

orry about in the kernel; and program
m

er has flexibility to
choose form

at w
ithin file!

Represented in user-space by a file descriptor (fd) this is just an opaque identifier —
a good technique for ensuring protection betw

een user and kernel
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4
.3

F
IL

E
 O

P
E

R
A

T
IO

N
S

O
p
e
ra

tio
n
s
 o

n
 fi

le
s
 a

re
:

fd = open(pathname, mode)
fd = creat(pathname, mode)
bytes = read(fd, buffer, nbytes)
count = write(fd, buffer, nbytes)
reply = seek(fd, offset, whence)
reply = close(fd)

T
h
e
 k

e
rn

e
l k

e
e
p
s
 tra

c
k
 o

f th
e
 c

u
rre

n
t p

o
s
itio

n
 w

ith
in

 th
e
 fi

le

D
e
v
ic

e
s
 a

re
 re

p
re

s
e
n
te

d
 b

y
 s

p
e
c
ia

l fi
le

s
:

S
u
p
p
o
rt a

b
o
v
e
 o

p
e
ra

tio
n
s
, a

lth
o
u
g
h
 p

e
rh

a
p
s
 w

ith
 b

iz
a
rre

 s
e
m

a
n
tic

s

A
ls

o
 h

a
v
e
 ioctl

 fo
r a

c
c
e
s
s
 to

 d
e
v
ic

e
-s

p
e
c
ifi

c
 fu

n
c
tio

n
a
lity

D
rRichard

M
ortier

IA
O
perating

System
s,2016/17

284/316



4
.4

DIRECTORY HIERARCHY
D

irectories m
ap nam

es to files (and
directories) starting from

 distinguished root
directory called /

Fully qualified pathnam
es m

ean perform
ing

traversal from
 root

Every directory has . and .. entries: refer to
self and parent respectively. Also have
shortcut of current w

orking directory (cw
d)

w
hich allow

s relative path nam
es; and the

shell provides access to hom
e directory as ~usernam

e (e.g. ~mort/). N
ote that

kernel know
s about form

er but not latter

Structure is a tree in general though this is slightly relaxed
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4
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A
S
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R
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n
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 c

o
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u
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o
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G
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t u
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e
r n
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m

e
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o
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p
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a
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w
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rd

C
h
e
c
k
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g
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s
t v
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io
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 in

 /e
tc

/p
a
s
s
w

o
rd

If o
k
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s
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n
tia

te
 lo

g
in

 s
h
e
ll

O
th

e
rw

is
e
 d

e
la

y
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n
d
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try
, w

ith
 u

p
p
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o
u
n
d
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n
 re

trie
s

P
u
b
lic

ly
 re

a
d
a
b
le

 s
in

c
e
 lo

ts
 o

f u
s
e
fu

l in
fo

 th
e
re

 b
u
t p

e
rm

its
 o

ffl
in

e
 a

tta
c
k

S
o
lu

tio
n
: s

h
a
d
o
w

 p
a
s
s
w

o
rd

s
 (/etc/shadow

)
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F
IL

E
 S

Y
S

T
E

M
 IM

P
L

E
M

E
N

T
A

T
IO

N

Inside the kernel, a file is represented by a data structure called an index-node or i-
node w

hich hold file m
eta-data: ow

ner, perm
issions, reference count, etc. and

location on disk of actual data (file contents)
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I-N
O

D
E
S

W
h
y
 d

o
n
't w

e
 h

a
v
e
 a

ll b
lo

c
k
s
 in

 a
 s

im
p
le

 ta
b
le

?

W
h
y
 h

a
v
e
 fi

rs
t fe

w
 in

 in
o
d
e
 a

t a
ll?

H
o
w

 m
a
n
y
 re

fe
re

n
c
e
s
 to

 a
c
c
e
s
s
 b

lo
c
k
s
 a

t d
iffe

re
n
t p

la
c
e
s
 in

 th
e
 fi

le
?

If b
lo

c
k
 c

a
n
 h

o
ld

 5
1
2
 b

lo
c
k
-a

d
d
re

s
s
e
s
 (e

.g
. b

lo
c
k
s
 a

re
 4

k
B

, b
lo

c
k
 a

d
d
re

s
s
e
s
 a

re
 8

b
y
te

s
), w

h
a
t is

 m
a
x
 s

iz
e
 o

f fi
le

 (in
 b

lo
c
k
s
)?

W
h
e
re

 is
 th

e
 fi

le
n
a
m

e
 k

e
p
t?
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D
IR

E
C

T
O

R
IE

S
 A

N
D

 L
IN

K
S

D
irectory is (just) a file w

hich
m

aps filenam
es to i-nodes —

that is, it has its ow
n i-node

pointing to its contents

An instance of a file in a
directory is a (hard) link hence
the reference count in the i-
node. D

irectories can have at
m

ost 1 (real) link. W
hy?

Also get soft- or sym
bolic-

links: a 'norm
al' file w

hich contains a filenam
e
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O
N

-D
IS

K
 S

T
R

U
C

T
U

R
E

S

A
 d

is
k
 c

o
n
s
is

ts
 o

f a
 b

o
o
t b

lo
c
k
 fo

llo
w

e
d
 b

y
 o

n
e
 o

r m
o
re

 p
a
rtitio

n
s
. V

e
ry

 o
ld

 d
is

k
s

w
o
u
ld

 h
a
v
e
 ju

s
t a

 s
in

g
le

 p
a
rtitio

n
. N

o
w

a
d
a
y
s
 h

a
v
e
 a

 boot block
 c

o
n
ta

in
in

g
 a

p
a
rtitio

n
 ta

b
le

 a
llo

w
in

g
 O

S
 to

 d
e
te

rm
in

e
 w

h
e
re

 th
e
 fi

le
s
y
s
te

m
s
 a

re

F
ig

u
re

 s
h
o
w

s
 tw

o
 c

o
m

p
le

te
ly

 in
d
e
p
e
n
d
e
n
t fi

le
s
y
s
te

m
s
; th

is
 is

 n
o
t re

p
lic

a
tio

n
 fo

r

re
d
u
n
d
a
n
c
y
. A

ls
o
 n

o
te

 |in
o
d
e
 ta

b
le

| 
 |s

u
p
e
rb

lo
c
k
|; |d

a
ta

 b
lo

c
k
s
| 

 |in
o
d
e
 ta

b
le

|
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O
N

-D
IS

K
 S

T
R

U
C

T
U

R
E

S

A
 p

a
rtitio

n
 is

 ju
s
t a

 c
o
n
tig

u
o
u
s
 ra

n
g
e
 o

f N
 fi

x
e
d
-s

iz
e
 b

lo
c
k
s
 o

f s
iz

e
 k

 fo
r s

o
m

e
 N

 a
n
d

k
, a

n
d
 a

 U
n
ix

 fi
le

s
y
s
te

m
 re

s
id

e
s
 w

ith
in

 a
 p

a
rtitio

n

C
o
m

m
o
n
 b

lo
c
k
 s

iz
e
s
: 5

1
2
B

, 1
k
B

, 2
k
B

, 4
k
B

, 8
k
B

S
u
p
e
rb

lo
c
k
 c

o
n
ta

in
s
 in

fo
 s

u
c
h
 a

s
:

N
u
m

b
e
r o

f b
lo

c
k
s
 a

n
d
 fre

e
 b

lo
c
k
s
 in

 fi
le

s
y
s
te

m

S
ta

rt o
f th

e
 fre

e
-b

lo
c
k
 a

n
d
 fre

e
-in

o
d
e
 lis

t

V
a
rio

u
s
 b

o
o
k
k
e
e
p
in

g
 in

fo
rm

a
tio

n

F
re

e
 b

lo
c
k
s
 a

n
d
 in

o
d
e
s
 in

te
rm

in
g
le

 w
ith

 a
llo

c
a
te

d
 o

n
e
s

O
n
-d

is
k
 h

a
v
e
 a

 c
h
a
in

 o
f ta

b
le

s
 (w

ith
 h

e
a
d
 in

 s
u
p
e
rb

lo
c
k
) fo

r e
a
c
h
 o

f th
e
s
e
.

U
n
fo

rtu
n
a
te

ly
 th

is
 le

a
v
e
s
 s

u
p
e
rb

lo
c
k
 a

n
d
 in

o
d
e
-ta

b
le

 v
u
ln

e
ra

b
le

 to
 h

e
a
d
 c

ra
s
h
e
s
 s

o

w
e
 m

u
s
t re

p
lic

a
te

 in
 p

ra
c
tic

e
. In

 fa
c
t, n

o
w

 a
 w

id
e
 ra

n
g
e
 o

f U
n
ix

 fi
le

s
y
s
te

m
s
 th

a
t a

re

c
o
m

p
le

te
ly

 d
iffe

re
n
t; e

.g
., lo

g
-s

tru
c
tu

re
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4
.11

M
O

U
N

T
IN

G
 F

IL
E

S
Y

S
T

E
M

S

Entire filesystem
s can be

m
ounted on an existing directory

in an already m
ounted

filesystem

At very start, only / exists so
m

ust m
ount a root filesystem

Subsequently can m
ount other

filesystem
s, e.g.

mount("/dev/hda2",
"/home", options)

Provides a unified nam
e-space: e.g. access /home/mort/ directly (contrast w

ith
W

indow
s9x or N

T)

Cannot have hard links across m
ount points: w

hy? W
hat about soft links?
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IN
-M

E
M

O
R

Y
 T

A
B

L
E

S

Recall process sees files as file
descriptors

In im
plem

entation these are just
indices into process-specific open file
table

Entries point to system
-w

ide open file
table. W

hy?

These in turn point to (in m
em

ory)
inode table
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4
.13

A
C

C
E

S
S

 C
O

N
T

R
O

L

Access control inform
ation held in each inode

Three bits for each of ow
ner, group and w

orld: read, w
rite and execute

W
hat do these m

ean for directories? Read entry, w
rite entry, traverse directory

In addition have setuid and setgid bits:

N
orm

ally processes inherit perm
issions of invoking user

Setuid/setgid allow
 user to "becom

e" som
eone else w

hen running a given
program
E.g. prof ow

ns both executable test (0711 and setuid), and score file (0600)
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4
.14

C
O

N
S

IS
T

E
N

C
Y

 IS
S

U
E

S

T
o
 d

e
le

te
 a

 fi
le

, u
s
e
 th

e
 unlink

 s
y
s
te

m
 c

a
ll —

 fro
m

 th
e
 s

h
e
ll, th

is
 is

 rm
<filename>

P
ro

c
e
d
u
re

 is
:

C
h
e
c
k
 if u

s
e
r h

a
s
 s

u
ffi

c
ie

n
t p

e
rm

is
s
io

n
s
 o

n
 th

e
 fi

le
 (m

u
s
t h

a
v
e
 w

rite
 a

c
c
e
s
s
)

C
h
e
c
k
 if u

s
e
r h

a
s
 s

u
ffi

c
ie

n
t p

e
rm

is
s
io

n
s
 o

n
 th

e
 d

ire
c
to

ry
 (m

u
s
t h

a
v
e
 w

rite
 a

c
c
e
s
s
)

If o
k
, re

m
o
v
e
 e

n
try

 fro
m

 d
ire

c
to

ry

D
e
c
re

m
e
n
t re

fe
re

n
c
e
 c

o
u
n
t o

n
 in

o
d
e

If n
o
w

 z
e
ro

: fre
e
 d

a
ta

 b
lo

c
k
s
 a

n
d
 fre

e
 in

o
d
e

If c
ra

s
h
: m

u
s
t c

h
e
c
k
 e

n
tire

 fi
le

s
y
s
te

m
 fo

r a
n
y
 b

lo
c
k
 u

n
re

fe
re

n
c
e
d
 a

n
d
 a

n
y
 b

lo
c
k

d
o
u
b
le

 re
fe

re
n
c
e
d

C
ra

s
h
 d

e
te

c
te

d
 a

s
 O

S
 k

n
o
w

s
 if c

ra
s
h
e
d
 b

e
c
a
u
s
e
 ro

o
t fs

 n
o
t u

n
m

o
u
n
te

d
 c

le
a
n
ly
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UNIX FILESYSTEM
: SUM

M
ARY

F
ile

s
 a

re
 u

n
s
tru

c
tu

re
d
 b

y
te

 s
tre

a
m

s

E
v
e
ry

th
in

g
 is

 a
 fi

le
: "n

o
rm

a
l" fi

le
s
, d

ire
c
to

rie
s
, s

y
m

b
o
lic

 lin
k
s
, s

p
e
c
ia

l fi
le

s

H
ie

ra
rc

h
y
 b

u
ilt fro

m
 ro

o
t (/

)

U
n
ifi

e
d
 n

a
m

e
-s

p
a
c
e
 (m

u
ltip

le
 fi

le
s
y
s
te

m
s
 m

a
y
 b

e
 m

o
u
n
te

d
 o

n
 a

n
y
 le

a
f d

ire
c
to

ry
)

L
o
w

-le
v
e
l im

p
le

m
e
n
ta

tio
n
 b

a
s
e
d
 a

ro
u
n
d
 in

o
d
e
s

D
is

k
 c

o
n
ta

in
s
 lis

t o
f in

o
d
e
s
 (a

lo
n
g
 w

ith
, o

f c
o
u
rs

e
, a

c
tu

a
l d

a
ta

 b
lo

c
k
s
)

P
ro

c
e
s
s
e
s
 s

e
e
 fi

le
 d

e
s
c
rip

to
rs

: s
m

a
ll in

te
g
e
rs

 w
h
ic

h
 m

a
p
 to

 s
y
s
te

m
 fi

le
 ta

b
le

P
e
rm

is
s
io

n
s
 fo

r o
w

n
e
r, g

ro
u
p
 a

n
d
 e

v
e
ry

o
n
e
 e

ls
e

S
e
tu

id
/s

e
tg

id
 a

llo
w

 fo
r m

o
re

 fl
e
x
ib

le
 c

o
n
tro

l

C
a
re

 n
e
e
d
e
d
 to

 e
n
s
u
re

 c
o
n
s
is

te
n
c
y
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O
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E
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u
ffe

r C
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e

P
ro
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U
n
ix
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e
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 D

y
n
a
m
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s
, S

ta
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f D
a
y
, S

c
h
e
d
u
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g
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n
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T
h
e
 S

h
e
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E
x
a
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p
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n
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e
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IOIO

Im
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Processes
The Shell
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2
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IO
 IM

P
L

E
M

E
N

T
A

T
IO

N

E
v
e
ry

th
in

g
 a

c
c
e
s
s
e
d
 v

ia
 th

e
 fi

le
 s

y
s
te

m

T
w

o
 b

ro
a
d
 c

a
te

g
o
rie

s
: b

lo
c
k
 a

n
d
 c

h
a
ra

c
te

r; ig
n
o
rin

g
 lo

w
-le

v
e
l g

o
re

:

C
h
a
ra

c
te

r IO
 lo

w
 ra

te
 b

u
t c

o
m

p
le

x
 —

 m
o
s
t fu

n
c
tio

n
a
lity

 is
 in

 th
e
 "c

o
o
k
e
d
"

in
te

rfa
c
e

B
lo

c
k
 IO

 s
im

p
le

r b
u
t p

e
rfo

rm
a
n
c
e
 m

a
tte

rs
 —

 e
m

p
h
a
s
is

 o
n
 th

e
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u
ffe

r c
a
c
h
e
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T
H

E
 B

U
F

F
E

R
 C

A
C

H
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B
a
s
ic
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e
a
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e
e
p
 c

o
p
y
 o

f s
o
m

e
 p

a
rts

 o
f d

is
k
 in

 m
e
m

o
ry

 fo
r s

p
e
e
d

O
n
 re

a
d
 d

o
:

L
o
c
a
te

 re
le

v
a
n
t b

lo
c
k
s
 (fro

m
 in

o
d
e
)

C
h
e
c
k
 if in

 b
u
ffe

r c
a
c
h
e

If n
o
t, re

a
d
 fro

m
 d

is
k
 in

to
 m

e
m

o
ry

R
e
tu

rn
 d

a
ta

 fro
m

 b
u
ffe

r c
a
c
h
e

O
n
 w

rite
 d

o
 s

a
m

e
 fi

rs
t th

re
e
, a

n
d
 th

e
n
 u

p
d
a
te

 v
e
rs

io
n
 in

 c
a
c
h
e
, n

o
t o

n
 d

is
k

"T
y
p
ic

a
lly

" p
re

v
e
n
ts

 8
5
%

 o
f im

p
lie

d
 d

is
k
 tra

n
s
fe

rs

B
u
t w

h
e
n
 d

o
e
s
 d

a
ta

 a
c
tu

a
lly

 h
it d

is
k
?

C
a
ll sync

 e
v
e
ry

 3
0
 s

e
c
o
n
d
s
 to

 fl
u
s
h
 d

irty
 b

u
ffe

rs
 to

 d
is

k

C
a
n
 c

a
c
h
e
 m

e
ta

d
a
ta

 to
o
 —

 w
h
a
t p

ro
b
le

m
s
 c

a
n
 th

a
t c

a
u
s
e
?
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P
R

O
C

E
S
S
E
S

IOProcesses
Unix Process Dynam

ics, Start of Day, Scheduling and States
T

h
e
 S

h
e
ll

M
a
in

 U
n
ix

 F
e
a
tu
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s
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3
.2

U
N

IX
 P

R
O

C
E

S
S

E
S

Recall: a process is a program
 in execution

Processes have three segm
ents: text, data

and stack. U
nix processes are heavyw

eight

Text: holds the m
achine instructions for the

program

Data: contains variables and their values

Stack: used for activation records (i.e.
storing local variables, param

eters, etc.)
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3
.3

U
N

IX
 P

R
O

C
E

S
S

 D
Y

N
A

M
IC

S

P
ro

c
e
s
s
 is

 re
p
re

s
e
n
te

d
 b

y
 a

n
 o

p
a
q
u
e
 p

ro
c
e
s
s
 id

 (pid
), o

rg
a
n
is

e
d
 h

ie
ra

rc
h
ic

a
lly

 w
ith

p
a
re

n
ts

 c
re

a
tin

g
 c

h
ild

re
n
. F

o
u
r b

a
s
ic

 o
p
e
ra

tio
n
s
:

pid =
 fork

 ()
reply =

 execve(pathname, argv, envp)
exit(status)
pid =

 wait(status)

fork()
 n

e
a
rly

 a
lw

a
y
s

fo
llo

w
e
d
 b

y
 exec()

le
a
d
in

g
 to

 vfork()
a
n
d
/o

r c
o
p
y
-o

n
-w

rite

(C
O

W
). A

ls
o
 m

a
k
e
s
 a

 c
o
p
y

o
f e

n
tire

 a
d
d
re

s
s
 s

p
a
c
e

w
h
ic

h
 is

 n
o
t te

rrib
ly

e
ffi

c
ie

n
t
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3
.4

S
T

A
R

T
 O

F
 D

A
Y

K
e
rn

e
l (/vmunix

) lo
a
d
e
d
 fro

m
 d

is
k
 (h

o
w

 —
 w

h
e
re

's
 th

e
 fi

le
s
y
s
te

m
?
) a

n
d
 e

x
e
c
u
tio

n

s
ta

rts
. M

o
u
n
ts

 ro
o
t fi

le
s
y
s
te

m
. P

ro
c
e
s
s
 1

 (/etc/init
) s

ta
rts

 h
a
n
d
-c

ra
fte

d

init
 re

a
d
s
 fi

le
 /etc/inittab

 a
n
d
 fo

r e
a
c
h
 e

n
try

:

O
p
e
n
s
 te

rm
in

a
l s

p
e
c
ia

l fi
le

 (e
.g

. /dev/tty0
)

D
u
p
lic

a
te

s
 th

e
 re

s
u
ltin

g
 fd

 tw
ic

e
.

F
o
rk

s
 a

n
 /etc/tty

 p
ro

c
e
s
s
.

E
a
c
h
 tty

 p
ro

c
e
s
s
 n

e
x
t: in

itia
lis

e
s
 th

e
 te

rm
in

a
l; o

u
tp

u
ts

 th
e
 s

trin
g
 login:

 &
 w

a
its

fo
r in

p
u
t; execve()

's
 /bin/login

lo
g
in

 th
e
n
: o

u
tp

u
ts

 "p
a
s
s
w

o
rd

:" &
 w

a
its

 fo
r in

p
u
t; e

n
c
ry

p
ts

 p
a
s
s
w

o
rd

 a
n
d
 c

h
e
c
k
s
 it

a
g
a
in

s
t /etc/passwd

; if o
k
, s

e
ts

 u
id

 &
 g

id
, a

n
d
 execve()

 s
h
e
ll

P
a
tria

rc
h
 in

it re
s
u
rre

c
ts

 /etc/tty
 o

n
 e

x
it
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3
.5

UNIX PROCESS SCHEDULING (I)
Priorities 0—

127; user processes 
 PU

SER = 50. Round robin w
ithin priorities,

quantum
 100m

s.
Priorities are based on usage and nice, i.e.

gives the priority of process j at the beginning of interval i w
here:

and 
 is a (partially) user controllable adjustm

ent param
eter in the range 

 is the sam
pled average length of the run queue in w

hich process  resides,
over the last m

inute of operation
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3
.6

UNIX PROCESS SCHEDULING (II)
T

h
u
s
 if e

.g
. lo

a
d
 is

 1
 th

is
 m

e
a
n
s
 th

a
t ro

u
g
h
ly

 9
0
%

 o
f 1

s
 C

P
U

 u
s
a
g
e
 is

 "fo
rg

o
tte

n
"

w
ith

in
 5

s

B
a
s
e
 p

rio
rity

 d
iv

id
e
s
 p

ro
c
e
s
s
e
s
 in

to
 b

a
n
d
s
; C

P
U

 a
n
d
 n

ic
e
 c

o
m

p
o
n
e
n
ts

 p
re

v
e
n
t

p
ro

c
e
s
s
e
s
 m

o
v
in

g
 o

u
t o

f th
e
ir b

a
n
d
s
. T

h
e
 b

a
n
d
s
 a

re
:

S
w

a
p
p
e
r; B

lo
c
k
 IO

 d
e
v
ic

e
 c

o
n
tro

l; F
ile

 m
a
n
ip

u
la

tio
n
; C

h
a
ra

c
te

r IO
 d

e
v
ic

e

c
o
n
tro

l; U
s
e
r p

ro
c
e
s
s
e
s

W
ith

in
 th

e
 u

s
e
r p

ro
c
e
s
s
 b

a
n
d
 th

e
 e

x
e
c
u
tio

n
 h

is
to

ry
 te

n
d
s
 to

 p
e
n
a
liz

e
 C

P
U

b
o
u
n
d
 p

ro
c
e
s
s
e
s
 a

t th
e
 e

x
p
e
n
s
e
 o

f IO
 b

o
u
n
d
 p

ro
c
e
s
s
e
s
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3
.7

U
N

IX
 P

R
O

C
E

S
S

 S
T

A
T

E
S

ru
=

running
(user-
m

ode)

rk
=

running
(kernel-
m

ode)

z
=

zom
bie

p
=

pre-
em

pted

sl
=

sleeping
rb

=
runnable

c
=

created

N
B. This is sim

plified —
 see Concurrent

System
s section 23.14 for detailed

descriptions of all states/transitions
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4
.1

T
H

E
 S

H
E

L
L

IOP
ro

c
e
s
s
e
s

T
h

e
 S

h
e
ll

E
x
a
m

p
le

s
, S

ta
n

d
a
rd

 IO

M
a
in

 U
n
ix

 F
e
a
tu

re
s
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4
.2

T
H

E
 S

H
E

L
L

Shell just a process like everything else.
N

eedn't understand com
m

ands, just files

U
ses path for convenience, to avoid needing

fully qualified pathnam
es

Conventionally & specifies background

Parsing stage (om
itted) can do lots: w

ildcard
expansion ("globbing"), "tilde" processing
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4
.3

S
H

E
L

L
 E

X
A

M
P

L
E

S

$ pwd 
/Users/mort/src 
$ ls -F 
awk-scripts/    karaka/         ocamllint/          sh-scripts/ 
backup-scripts/ mrt.0/          opensharingtoolkit/ sockman/ 
bib2x-0.9.1/    ocal/           pandoc-templates/   tex/ 
c-utils/        ocaml/          pttcp/              tmp/ 
dtrace/         ocaml-libs/     pyrt/               uon/ 
exapraxia-gae/  ocaml-mrt/      python-scripts/         vbox-bridge/ 
external/       ocaml-pst/      r/ 
junk/           ocaml.org/      scrapers/ 
$ cd python-scripts/ 
/Users/mort/src/python-scripts 
$ ls -lF 
total 224 
-rw-r--r--   1 mort  staff  17987  2 Jan  2010 LICENSE 
-rw-rw-r--   1 mort  staff   1692  5 Jan 09:18 README.md 
-rwxr-xr-x   1 mort  staff   6206  2 Dec  2013 bberry.py* 
-rwxr-xr-x   1 mort  staff   7286 14 Jul  2015 bib2json.py* 
-rwxr-xr-x   1 mort  staff   7205  2 Dec  2013 cal.py* 
-rw-r--r--   1 mort  staff   1860  2 Dec  2013 cc4unifdef.py 
-rwxr-xr-x   1 mort  staff   1153  2 Dec  2013 filebomb.py* 
-rwxr-xr-x   1 mort  staff   1059  2 Jan  2010 forkbomb.py* 

Prom
pt is $. U

se man to find out about com
m

ands. U
ser friendly?
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4
.4

S
T

A
N

D
A

R
D

 IO

Every process has three fds on creation:

stdin: w
here to read input from

stdout: w
here to send output

stderr: w
here to send diagnostics

N
orm

ally inherited from
 parent, but shell allow

s redirection to/from
 a file, e.g.,

ls >listing.txt
ls >&listing.txt
sh <commands.sh

Consider: ls >temp.txt; wc <temp.txt >results

Pipeline is better (e.g. ls | wc >results)
U

nix com
m

ands are often filters, used to build very com
plex com

m
and lines

Redirection can cause som
e buffering subtleties
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5
.1

M
AIN UNIX FEATURES

IOP
ro

c
e
s
s
e
s

T
h
e
 S

h
e
ll

M
ain Unix Features
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5
.2

M
AIN UNIX FEATURES
File abstraction

A file is an unstructured sequence of bytes
(N

ot really true for device and directory files)
H

ierarchical nam
espace

D
irected acyclic graph (if exclude soft links)

Thus can recursively m
ount filesystem

s
H

eavy-w
eight processes

IO
: block and character

Dynam
ic priority scheduling

Base priority level for all processes
Priority is low

ered if process gets to run
O

ver tim
e, the past is forgotten

But V7 had inflexible IPC, inefficient m
em

ory m
anagem

ent, and poor kernel
concurrency
Later versions address these issues.
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6

SUM
M

ARY
IO

Im
p
le

m
e
n
ta

tio
n
, T

h
e
 B

u
ffe

r C
a
c
h
e

P
ro

c
e
s
s
e
s

U
n
ix

 P
ro

c
e
s
s
 D

y
n
a
m

ic
s
, S

ta
rt o

f D
a
y
, S

c
h
e
d
u
lin

g
 a

n
d
 S

ta
te

s

T
h
e
 S

h
e
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E
x
a
m

p
le

s
, S

ta
n
d
a
rd

 IO

M
a
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 U
n
ix
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e
a
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