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•  Value of personal information 
•  Types of Information  
•  Retrieval, storage & analytics 
 
User generate terabytes of personal information annually: 
Mobile apps, Online activity, shopping, Online Social Networks,.. 
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Personal information & Challenges 
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Online	
  advertising	
  industry	
  

•  Online	
  adver:sing	
  accounts	
  for	
  almost	
  9	
  percent	
  of	
  
all	
  adver:sing	
  in	
  the	
  United	
  States	
  

•  	
  $23.4	
  billion	
  in	
  2008,	
  with	
  last	
  year	
  clocking	
  in	
  at	
  
$31.7	
  billion	
  

•  Source:	
  
hNp://www.iab.net/insights_research/
industry_data_and_landscape/adrevenuereport	
  	
  



4 

Key	
  players	
  

★ Adver:ser:	
  has	
  a	
  service/item	
  to	
  provide	
  (Bar,	
  food,..)	
  

★ Ad	
   Provider:	
   Provides	
   the	
   ad	
   to	
   be	
   displayed	
   on	
   the	
  
customer’s	
   device	
   &	
   pays	
   the	
   content	
   provider	
   and	
  
telco	
  and	
  charges	
  the	
  adver:ser	
  (Google)	
  

★ Content	
   Provider:	
   Provides	
   the	
   content	
  &incen:ve	
   for	
  
the	
  user	
  to	
  view	
  the	
  ads	
  (games/interes:ng	
  phone	
  app)	
  

★ Telco:	
   Provides	
   the	
   infrastructure	
   for	
   ad	
   delivery	
   and	
  
report	
  collec:on	
  (DT)	
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Players	
  in	
  the	
  Ecosystem	
  

tional behavior of the big players, in part because there is little regulation of the
industry, and in part because these players play such an important role in the
Internet economy. On the other hand, they spend a great amount of effort trying
to impede new players and technologies to enter the market, without offering any
viable alternative solutions. Ironically, this only helps solidify the position of the
dominant players.

Today’s broker-centric advertisement method

The Internet

Advertisers

AD-report

Ad_X

web page

AD Broker

$$$$

$
all 
ads

Page views

Publishers

Ad_X

Fig. 1. Modern keyword-based advertising.

Figure 1 illustrates the current advertising model. The advertiser provides
ads and bids (how much the advertiser is willing to pay for views and clicks of
its ads) to the broker. When a publisher provides banner space to the client on
a web page, a request goes to the broker asking to fill in the banner space with
an appropriate ad. The broker makes the decision as to which ads to place based
on a number of criteria such as the keywords for the web page, personalization
information about the client, the keywords of the ad, and the bid associated with
the ad. The broker provides the ad to the client, informs the advertiser of the
ad view, and eventually settles the financial bookkeeping with advertisers and
publishers. The broker also records user clicks on ads and possibly other events
associated with ads (such as a product purchase), and reports to the advertiser.
The advertiser uses the received information to run its ad campaign. That is, to
decide how much to bid for ads, which keywords to associate ads with, which
demographics to target, and so on.



6 

Today’s	
  business	
  model	
  

	
  •	
  Adver:sers	
  bid	
  for	
  ad	
  space,	
  
–  pay	
  for	
  clicks	
  

	
  •	
  Publishers	
  provide	
  ad	
  space,	
  
–  get	
  paid	
  for	
  clicks	
  

	
  •	
  Deal	
  with	
  click	
  fraud	
  	
  
	
  •	
  Collect	
  informa:on	
  (clicks,	
  profile,	
  views,..)	
  

Sources:	
  
Hamed	
  Haddadi,	
  "BaNling	
  Online	
  Click-­‐Fraud	
  Using	
  Bluff	
  Ads",	
  ACM	
  SIGCOMM	
  
Computer	
  Communica:on	
  Review	
  (CCR)	
  ,	
  Vol.	
  40,	
  No.	
  2,April	
  2010	
  	
  
Hamed	
  Haddadi,	
  Saikat	
  Guha,	
  Paul	
  Francis,	
  "Not	
  All	
  Adware	
  is	
  Badware:Towards	
  
Privacy-­‐Aware	
  Adver:sing",	
  9th	
  IFIP	
  Conference	
  on	
  e-­‐Business,	
  e-­‐Services,	
  and	
  e-­‐
Society	
  (I3E	
  2009),	
  September	
  2009	
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Privacy-­‐Preserving	
  Advertising	
  
(PrivAd)	
  Framework	
  

3 The Privad Framework

U s e r  r u n n i n g  s e c u r e  c l i e n t

P u b l i s h e r s

A d v e r t i s e r s

P a g e  v i e w s

al l
a d s

U n t r u s t e d
  B r o k e r

al l
a d s

$ $ $ $

$ $ $ $
$

$

A D - r e p o r t

W e b  p a g e

a d _ X a d _ X

al l
a d s

  U n t r u s t e d
     P roxy

M o n i t o r

M o n i t o r

M o n i t o r

Fig. 2. The Privad architecture.

Figure 2 illustrates the Privad model. The first thing to note here is that
it preserves the economic framework of existing advertising systems. There are
advertisers, publishers, clients, and a broker. Privad does introduce a fifth com-
ponent, the untrusted proxy. The proxy is an entity that wishes to ensure that
privacy is maintained, but nevertheless is itself not trusted with private infor-
mation. As such, it could be operated by government agencies or by privacy
advocacy groups (though possibly financially supported by the broker).

In Privad, no single entity obtains private information, including the proxy,
and can therefore be untrusted. We do require that the proxy and the broker do
not collude with each other. Proxy operation, however, can easily be monitored
to insure with high probability that no collusion is taking place. Because the
proxy is intrinsically interested in maintaining privacy, it should be willing to
open itself to such monitoring.

Although Privad preserves the basic economic structure of current advertising
systems, there are key differences. The main difference is that ads are served not
by the broker, but by the client itself. This is done by providing the client with
two things: a database of all or most ads, and a software agent that selects ads
from the database to show the user, probably though not necessarily through
user profiling.

In this model, when the client receives a webpage with banner space from
a publisher, it itself fills in the banner with an appropriate ad. It generates an
encrypted report identifying the ad and the publisher. The broker can decrypt
the report, but not the proxy. The report is transmitted to the proxy, which now



8 

Mobile	
  Advertising	
  

•  73%	
  of	
  the	
  apps	
  in	
  Google	
  Play	
  are	
  free	
  	
  
•  Mobile	
  ad	
  traffic	
  is	
  the	
  only	
  type	
  of	
  network	
  
ac:vity	
  for	
  some	
  apps.	
  	
  

Figure 1: The mobile advertising ecosystem and the interaction
of the players within it.

Provider Retrieval Mechanism Refresh Interval (s)
Push Pull Min Max

AdMob ! ! 12 120
Millennial Media ! 15 N/A
InMobi ! 20 N/A

Table 1: Description of the refresh intervals and retrieval mech-
anisms supported by three popular ad networks.

sults show that for 3% of Android devices, ads account for
more than 1 MB, while for Apple devices this is even higher
and corresponds to more than 3 MB.

• Mobile ad traffic is mainly composed of static images and
text files that are likely to be re-downloaded, with refresh
intervals in the order of just a few seconds.

• Mobile ad traffic is the only type of network activity for some
apps.

On a wired network, the transmissions of traffic can be assumed
to be "free”, however on a mobile network these are accompanied
by control channel signalling overhead, use of scarce spectrum re-
sources and battery implications. Low refresh intervals for down-
loading objects that have already been fetched previously further
depletes the scarce resources of mobile networks. Moreover, solu-
tions, such as pre-fetching and caching, are well understood in the
system and networking community to readily provide solutions to
a more spectrum-aware and energy-aware delivery of ads. Lever-
aging these techniques, we developed a system, called AdCache,
that enables energy efficient and network friendly cache-based ad
delivery, built on the intrinsic characteristics of ad traffic and mo-
bile apps. AdCache enables the retrieval of ads under optimal net-
work connectivity conditions for later display to the user, hence
avoiding excessive energy wastage, signalling strains on the net-
work and worsening the app responsiveness. We implement and
test AdCache on Android devices and show that it is able to reduce
the energy consumption of mobile advertising in offline apps by up
to 50% even with a low ad refresh interval of 20 seconds.

2. EXTRACTING AD TRAFFIC
The mobile ad ecosystem, as detailed by Leontiadis et al [1],

comprises multiple players: brands wanting to attract consumers,
ad agencies designing ad campaigns for brands, ad networks used
for distribution, publishers who create and publish mobile apps,
and users to which ads are shown. Mediation services are an addi-
tional player that integrates several ad networks, allowing publish-
ers to combine different ad networks and switch between them on
the fly. Their main advantage is that they can potentially increase
the publisher’s revenues as if one ad network fails to return an ad at
its slot, it can try another ad network to fill this gap.

Rank Application Name Category Ad Provider

1 Facebook Social Network N/A
2 Talking Pierre Entertainment MobClix
3 Ceramic Destroyer Arcade AdMob
4 WhatsApp Communication N/A
5 Cartoon Camera Photo MobFox, MadVerti
6 Skype Communication N/A
7 Angry Birds Arcade Burstly
8 Onavo Tools N/A
9 Talking Tom Cat 2 Entertainment MobClix
10 Viber Communication N/A

Table 2: Usage of ad networks on the top 10 most popular free
mobile apps in the UK (As of 27th Feb. 2012).

URL domain Object path Type Role

media.admob.com adk-core-v40.js Ad Net Conf. Script
*.g.doubleclick.net mads/gma Ad Net Get Ad
*.googlesyndication.com pagead/simgad Ad Net Get Ad
*.googlesyndication.com pagead/js Ad Net Static content
*.googlesyndication.com pagead Ad Net Static content
*.g.doubleclick.net aclk Ad Net Report Click

Table 3: Extract of the rule set for AdMob.

Ad networks and publishers are pursuing common objectives.
Ad networks wish to maximize the number of clicks on ads through
targeting the right users to satisfy the demands of the advertisers.
Meanwhile, publishers are looking to maximize their revenue by
increasing their click-through rate (the number of clicks on an ad
divided by the number of times an ad is shown), using mediation
services to fill up their advertising space, and obtain profiling in-
formation for targeting. Rather than inspecting all the relations
between the players in this complex ecosystem, we focus our in-
terest on the distribution mechanism used by ad networks and ad-
sponsored apps running on the device, as depicted in Figure 1.

2.1 Understanding ad networks’ SDKs

The ecosystem leverages the relative simplicity in incorporating
ads in mobile app development. Ad networks provide a Software
Development Kit (SDK) that enables integration of ads into mobile
apps, hiding the protocol peculiarities. As shown in Table 1, pop-
ular ad networks such as AdMob, Millennial Media and InMobi
allow developers to define which kind of ads are embedded, how
they are delivered (push/pull techniques) and how often they are
refreshed. The most common type of ad in mobile apps are ban-
ners (they are placed at the top or bottom of the screen and span
its width) and interstitials (full-screen ads, covering a large part or
all of the screen for a short period of time). Unlike banners, in-
terstitials are typically shown as users transition between different
activities in the app. Banners are usually composed by text, images,
and Javascript code.

The protocols used by ad networks for fetching and reporting
are generally based on plain HTTP requests using REST APIs, with
most using HTTP GET methods. However, the ad networks studied
differ slightly in the way they interact. As an example, AdMob acts
as an internal mediation service to aggregate all Google’s services
(e.g. Doubleclick and AdSense) whereas InMobi only requires a
single HTTP POST request per action. Millennial Media needs
two HTTP connections with two different servers: one to get the
ad, and the other one to get the associated static content.
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App	
  usage	
  and	
  ad	
  modules	
  

•  Data	
  set	
  containing	
  1.7	
  billion	
  traffic	
  connec:ons,	
  which	
  corresponds	
  to	
  22TB	
  of	
  
volume	
  downloaded	
  on	
  13th	
  Aug.	
  2011	
  by	
  more	
  than	
  3	
  million	
  subscribers	
  of	
  a	
  
major	
  European	
  mobile	
  network	
  

•  Narseo	
  Vallina-­‐Rodriguez,	
  Jay	
  Shah,	
  Alessandro	
  Finamore,	
  Yan	
  Grunenberger,	
  Konstan:na	
  
Papagiannaki,	
  Hamed	
  Haddadi,	
  Jon	
  Crowcroj,	
  “Breaking	
  for	
  Commercials:	
  Characterizing	
  
Mobile	
  Adver:sing”,	
  in	
  ACM	
  SIGCOMM	
  Internet	
  Measurement	
  Conference,	
  November	
  2012	
  

Figure 1: The mobile advertising ecosystem and the interaction
of the players within it.

Provider Retrieval Mechanism Refresh Interval (s)
Push Pull Min Max

AdMob ! ! 12 120
Millennial Media ! 15 N/A
InMobi ! 20 N/A

Table 1: Description of the refresh intervals and retrieval mech-
anisms supported by three popular ad networks.

sults show that for 3% of Android devices, ads account for
more than 1 MB, while for Apple devices this is even higher
and corresponds to more than 3 MB.

• Mobile ad traffic is mainly composed of static images and
text files that are likely to be re-downloaded, with refresh
intervals in the order of just a few seconds.

• Mobile ad traffic is the only type of network activity for some
apps.

On a wired network, the transmissions of traffic can be assumed
to be "free”, however on a mobile network these are accompanied
by control channel signalling overhead, use of scarce spectrum re-
sources and battery implications. Low refresh intervals for down-
loading objects that have already been fetched previously further
depletes the scarce resources of mobile networks. Moreover, solu-
tions, such as pre-fetching and caching, are well understood in the
system and networking community to readily provide solutions to
a more spectrum-aware and energy-aware delivery of ads. Lever-
aging these techniques, we developed a system, called AdCache,
that enables energy efficient and network friendly cache-based ad
delivery, built on the intrinsic characteristics of ad traffic and mo-
bile apps. AdCache enables the retrieval of ads under optimal net-
work connectivity conditions for later display to the user, hence
avoiding excessive energy wastage, signalling strains on the net-
work and worsening the app responsiveness. We implement and
test AdCache on Android devices and show that it is able to reduce
the energy consumption of mobile advertising in offline apps by up
to 50% even with a low ad refresh interval of 20 seconds.

2. EXTRACTING AD TRAFFIC
The mobile ad ecosystem, as detailed by Leontiadis et al [1],

comprises multiple players: brands wanting to attract consumers,
ad agencies designing ad campaigns for brands, ad networks used
for distribution, publishers who create and publish mobile apps,
and users to which ads are shown. Mediation services are an addi-
tional player that integrates several ad networks, allowing publish-
ers to combine different ad networks and switch between them on
the fly. Their main advantage is that they can potentially increase
the publisher’s revenues as if one ad network fails to return an ad at
its slot, it can try another ad network to fill this gap.

Rank Application Name Category Ad Provider

1 Facebook Social Network N/A
2 Talking Pierre Entertainment MobClix
3 Ceramic Destroyer Arcade AdMob
4 WhatsApp Communication N/A
5 Cartoon Camera Photo MobFox, MadVerti
6 Skype Communication N/A
7 Angry Birds Arcade Burstly
8 Onavo Tools N/A
9 Talking Tom Cat 2 Entertainment MobClix
10 Viber Communication N/A

Table 2: Usage of ad networks on the top 10 most popular free
mobile apps in the UK (As of 27th Feb. 2012).

URL domain Object path Type Role

media.admob.com adk-core-v40.js Ad Net Conf. Script
*.g.doubleclick.net mads/gma Ad Net Get Ad
*.googlesyndication.com pagead/simgad Ad Net Get Ad
*.googlesyndication.com pagead/js Ad Net Static content
*.googlesyndication.com pagead Ad Net Static content
*.g.doubleclick.net aclk Ad Net Report Click

Table 3: Extract of the rule set for AdMob.

Ad networks and publishers are pursuing common objectives.
Ad networks wish to maximize the number of clicks on ads through
targeting the right users to satisfy the demands of the advertisers.
Meanwhile, publishers are looking to maximize their revenue by
increasing their click-through rate (the number of clicks on an ad
divided by the number of times an ad is shown), using mediation
services to fill up their advertising space, and obtain profiling in-
formation for targeting. Rather than inspecting all the relations
between the players in this complex ecosystem, we focus our in-
terest on the distribution mechanism used by ad networks and ad-
sponsored apps running on the device, as depicted in Figure 1.

2.1 Understanding ad networks’ SDKs

The ecosystem leverages the relative simplicity in incorporating
ads in mobile app development. Ad networks provide a Software
Development Kit (SDK) that enables integration of ads into mobile
apps, hiding the protocol peculiarities. As shown in Table 1, pop-
ular ad networks such as AdMob, Millennial Media and InMobi
allow developers to define which kind of ads are embedded, how
they are delivered (push/pull techniques) and how often they are
refreshed. The most common type of ad in mobile apps are ban-
ners (they are placed at the top or bottom of the screen and span
its width) and interstitials (full-screen ads, covering a large part or
all of the screen for a short period of time). Unlike banners, in-
terstitials are typically shown as users transition between different
activities in the app. Banners are usually composed by text, images,
and Javascript code.

The protocols used by ad networks for fetching and reporting
are generally based on plain HTTP requests using REST APIs, with
most using HTTP GET methods. However, the ad networks studied
differ slightly in the way they interact. As an example, AdMob acts
as an internal mediation service to aggregate all Google’s services
(e.g. Doubleclick and AdSense) whereas InMobi only requires a
single HTTP POST request per action. Millennial Media needs
two HTTP connections with two different servers: one to get the
ad, and the other one to get the associated static content.
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Ad	
  and	
  analytics	
  services	
  

%Users %Flows %Bytes
Devtype AN AS MS AN AS MS AN AS MS

Android 81.3 61.0 32.2 65.7 15.6 18.3 90.7 2.5 6.8
iPhone 77.3 60.0 23.6 65.5 22.2 12.3 89.4 5.7 4.9
iPad 88.4 35.8 13.7 87.2 6.9 5.9 96.9 1.5 1.6

AN = Ad Net., AS = Analytics Serv., MS = Mediation Serv.

Table 4: Breakdown of regex traffic with respect to class of traf-
fic and device type.
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Figure 5: Ads and analytics services popularity.

In Figure 5 we show the main ad networks, mediation and analyt-
ics services found in our data, along with their popularity (in terms
of the percentage of users using them). The figure is partitioned into
three areas, marking each type of service. The three different bars
capture the statistics for each type of mobile platform. Services are
sorted with respect to the popularity for Android devices with iAd
(Apple’s advertising service) added for completeness even though
it is available only for Apple devices. AdMob is clearly the dom-
inant service across all the ad networks serving 74.5%, 67.5% and
84.2% of all users. The remaining portion of the market is shared
across many other ad networks with Millennial Media and InMobi
leading only on Android devices. Furthermore, more than 10% of
the users communicate with services outside the top 10, underlining
the overcrowded nature of this ecosystem of services. Interestingly,
the market share of iAd in iPad is modest, being overtaken even by
smaller ad networks, such as GreyStripe and Jumptap. Mediation
services are dominated by AdWhirl, MobClix, and Burstly, but in
this case the differences are less significant than for ad networks.

Google’s main source of income is advertising2. The prominent
presence of Google in the mobile ad ecosystem is also clearly vis-
ible as AdMob, Google Analytics, and AdWhirl (open source but
under Google’s umbrella) are the dominating services. This dom-
inance can be seen in terms of both popularity (Figure 5) and also
in terms of volume and flows (Figure 6). In more detail, Google
services on Android devices account for 73% and 80% of ad flows
and bytes respectively whereas for iPhone devices the fraction of
volume is lower due to the presence of iAd which accounts for 8%
of the total bytes. AdMob’s presence is even stronger on the iPad
as it accounts for almost 90% of the total ad traffic on the platform.

Finally, Google Analytics and Flurry are the only two analytics
services we could identify in the data set. The analysis reveals that
these services are very popular across mobile apps, going beyond
the values obtained by mediation services. The limited popular-
ity of mediation services across mobile users indicates that mobile
apps are more likely to interact directly with ad networks, namely

2http://investor.google.com/financial/
tables.html
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the ad service names sorted as in Figure 5 and the x-axis reports
the set of organizations used by the ad services.

AdMob, instead of relying on third party agencies. We hypothesize
that this might be related to service quality, economical aspects, or
implementation details, however we cannot demonstrate this with
our data collection.

3.3 Type of ad content
As we schematically reported in Figure 2, ad traffic content is

a combination of images, HTML and Javascript code. Inspecting
the HTTP content type header field, we found that static content
such as ‘image/*’ accounts for 31.4%, 41.7%, and 49.1% of
Android, iPhone, and iPad devices’ ad volume respectively. The re-
maining portion is instead shared between ‘text/javascript’
and ‘text/html’which are generally used to configure the client,
dynamically load an ad and define its visual layout. Displaying
such kind of content on a mobile app also affects performance as it
requires a browser component to run completely embedded within
a native app.

While images are static objects by definition, different scripts
are also used to define the ad layout and behavior or client config-
urations, so they are more subject to change. To inspect the time
variability of the content, we set up a simple experiment. We se-
lected the top 1000 most popular objects for each device type, i.e.,
the content requested by the majority of the devices in the data set,
with each set of objects requested once per hour from a PC over
a day. Comparing the objects returned we found that for 95% of
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Google	
  everywhere!	
  

•  Google	
  services	
  on	
  Android	
  devices	
  account	
  
for	
  73%	
  and	
  80%	
  of	
  ad	
  flows	
  and	
  bytes	
  	
  

•  For	
  iPhone	
  devices	
  the	
  frac:on	
  of	
  volume	
  is	
  
lower	
  due	
  to	
  the	
  presence	
  of	
  iAd	
  which	
  
accounts	
  for	
  8%	
  of	
  the	
  total	
  bytes.	
  	
  

•  AdMob’s	
  presence	
  is	
  even	
  stronger	
  on	
  the	
  
iPad	
  as	
  it	
  accounts	
  for	
  almost	
  90%	
  of	
  the	
  total	
  
ad	
  traffic	
  on	
  the	
  planorm.	
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Why not use the smartphones? 
 
• Always “connected” 
• Location-aware 
• Generous storage and CPU 
	
  

HotNets’09 & I3E’09 
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MobiAd System Architecture	



ACM	
  MobiArch’10	
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Client-­‐based	
  ad	
  Architecture	
  	
  

Mobile Agent

CLICK 
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CACHE DATA 
STRUCTURE
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DATABASE
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MANAGER

CONTEXT
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Network Operator

SELECTION 
POLICY

Ad Network

Applications

Figure 15: The AdCache architecture.

quests ads excessively and that radio access is given consciously.
The ads are served according to a policy defined by the server,
which is injected on the mobile agent whenever it has to be up-
dated. Among other features, the policies assign priority to a given
set of ads that takes into account the importance of some campaigns
over others.

Cache updates and synchronisation tasks are event-based, trig-
gered by satisfactory network conditions, timeouts (re-sync period
set 2 hours by default but can be customized by the ad network),
app requests, and expiration of all cached ads. These design deci-
sions have three immediate effects: i) there are no cache misses ii)
ads will not be pre-fetched if there are enough valid ads or there is
no app demand hence reducing traffic volume and iii) allows Ad-
Cache to efficiently use network and energy-intense resources by
exploiting batching techniques. The server also has the ability to
push new ads to the client if needed.

Targeted ads

AdCache includes an opt-in profile in the mobile agent which the
user is able to fully control. If they opt-in, this private information
will be used by the ad network to deliver targeted ads, otherwise,
standard ads will be delivered. Users’ data is securely stored locally
and apps do not have access to it.

For location awareness, location information is obtained using
passive methods such as Android’s Passive Location Provider10 or
mobile network information. In the latter case, AdCache delegates
the task of performing the network positioning lookups on services
such as Skyhook wireless to the server rather than adding an addi-
tional HTTP request on the device. Location is also used to update
the cache. If the user is moving and there are apps requesting ads,
the update interval is reduced dynamically to a value predefined by
the network in order to provide more relevant ads quicker to the
user if needed.

Reporting support

Statistics for the views are securely stored locally in an encrypted
database. The reports are batched and uploaded to the server dur-

10Android’s PassiveLocationProvider reports location changes ob-
tained from A-GPS or network positioning systems only if another
app is actively doing so.

ing cache updates rather than reporting them immediately. To avoid
fraudulent actions, on receiving a message from a new publisher
(based on their app package and publisher ID), the mobile agent
validates the publisher’s authenticity by contacting the ad network.
The database is secured with tokens obtained from the ad network
when starting the cache which are refreshed on each cache update.
We use a dynamic token instead of a static token to avoid reverse
engineering attacks. The downside of this is that if the client ser-
vice is killed, the token, that had been stored in memory, is lost and
the database has to be thrown away. This loss is not ideal, however
it can be considered acceptable when compared to allowing an at-
tacker (once the password is discovered) to delete and/or generate
fake reports. As a consequence, user clicks are reported imme-
diately to the server as the network interface will already be in a
connected power mode when downloading the advertised content.
This reduces the possibility of losing a click report if the service is
stopped (unless network connectivity is not available at this time, in
which case it will be cached), while also allowing AdCache to syn-
chronize the reports and update the cache. This decision is based
on the fact that click actions for AdMob (using the rule reported in
Table 3) are not popular across many mobile users. Only 4.06%,
4.34% and 5.19% of the users for Android, iPhone and iPad re-
spectively had performed at least one click on an AdMob ad. This
metric should not be confused with the click-through rate, gener-
ally used to measure the success of an online advertising campaign
for a particular website, and requires further investigation that we
would like to explore in the future. The current consumption of
performing such action on the device under study is 350 mA on 3G
and 200 mA on Wi-Fi approximately.

Smart network usage

AdCache monitors the network conditions of the mobile interface
(i.e., signal strength and type of network). This is done in order
to temporarily defer the update if the network conditions are not
ideal. In fact, the benefits of using AdCache on Wi-Fi are minor
when compared to the 3G case.

When the mobile device is connected by Wi-Fi, AdCache oper-
ates like an ordinary ad network, by fetching one ad at a time as
the power and network overhead is minimum. This is done so Ad-
Cache can deliver the most relevant ads to the user without any sig-
nificant power cost. Nevertheless, under these network conditions,
the cache attempts to prefetch fresher ads or update the metadata of
existing ads which will be served once Wi-Fi connectivity is lost.

Privacy

The privacy and security issues highlighted in studies such as [1], [13]
and [6] were considered. AdRisk [3] found that sensitive informa-
tion accessed by some SDKs included call logs, user phone num-
bers and lists of all the apps a user has installed. A side effect of
the AdCache design is that the permissions required for advertising
are decoupled from the ones required for the intended purpose of
the app. In fact, local user profiling helps to preserve user privacy
as AdRisk [3] proposes.

5.2 AdCache evaluation
To evaluate the power cost of using AdCache, we used the same

refresh intervals from Section 4.2.1 for three different type of ad:
static banner, animated banner and text ads. A fourth case in which
AdCache serves a randomly chosen type was also evaluated to em-
ulate the behavior of existing ad networks. The animated ad type
was purposely built to be particularly costly in terms of CPU usage,
thus we could establish an upper bound on cost of supporting such
a feature. We collected two sets of results, one where the mobile
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Auctions	
  

• Unlike	
   conven:onal	
   browsers,	
   phone	
   display	
  
area	
  is	
  limited	
  

• Small	
  number	
  of	
  ads	
  can	
  be	
  displayed	
  	
  

• Click-­‐through	
   ra:o	
   and	
   maximum	
   bid	
   should	
  
both	
  be	
  factored	
  in	
  choosing	
  the	
  ads	
  on	
  top	
  

• Difficult	
   to	
   op:mise	
   since	
   the	
   number	
   of	
   ads	
  
shown	
  will	
  be	
  low	
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Highlights	
  
	
  
•  Adverts	
  cost	
  a	
  lot	
  of	
  baNery	
  power	
  and	
  
network	
  bandwidth	
  

•  Privacy	
  is	
  a	
  big	
  issue,	
  control	
  over	
  personal	
  
informa:on	
  is	
  extremely	
  difficult	
  

•  hNp://www.eecs.qmul.ac.uk/~hamed/	
  

•  The	
  Online	
  Adver:sing	
  Industry:	
  Economics,	
  Evolu:on,	
  and	
  Privacy:	
  	
  
–  hNp://www.inter:c.org/Policy%20Papers/EvansEOAI.pdf	
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What Next…   

•  Semantics & NLP 

•  Data mining on smart phones and advertising  

•  Privacy vs. monetization of information (Privacy Analytics) 


