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Abstract

Networkarrivalsareoften modeledasPoissonprocessesfor ana-
lytic simplicity, eventhoughanumberof traffic studieshaveshown
thatpacketinterarrivalsarenotexponentiallydistributed.Weeval-
uate24wide-areatraces,investigatinganumberof wide-areaTCP
arrival processes(sessionandconnectionarrivals,FTP datacon-
nectionarrivalswithin FTPsessions,andTELNET packetarrivals)
to determinetheerror introducedby modelingthemusingPoisson
processes.We find that user-initiated TCP sessionarrivals,such
asremote-loginandfile-transfer, arewell-modeledasPoissonpro-
cesseswith fixed hourly rates,but that other connectionarrivals
deviateconsiderablyfrom Poisson;thatmodelingTELNET packet
interarrivalsas exponentialgrievouslyunderestimatesthe bursti-
nessof TELNET traffic, but usingtheempiricalTcplib [Danziget
al, 1992] interarrivalspreservesburstinessovermanytime scales;
andthat FTP dataconnectionarrivals within FTP sessionscome
bunchedinto “connectionbursts,”thelargestof which aresolarge
that they completelydominateFTP datatraffic. Finally, we of-
fer someresultsregardinghow our findingsrelateto the possible
self-similarity of wide-areatraffic.

1 Introduction

Whenmodelingnetworktraffic, packetandconnectionarrivalsare
oftenassumedtobePoissonprocessesbecausesuchprocesseshave
attractivetheoreticalproperties[FM94]. A numberof studieshave
shown,however, that for both local-areaand wide-areanetwork
traffic, the distributionof packetinterarrivalsclearly differs from
exponential[JR86, G90, FL91, DJCME92]. Recentwork argues
convincinglythatLAN traffic ismuchbettermodeledusingstatisti-
cally self-similar processes[LTWW94], whichhavemuchdifferent
theoreticalpropertiesthanPoissonprocesses.Forself-similartraf-
fic, thereis nonaturallengthfor a“burst”; traffic burstsappearona
widerangeof timescales.In thispaperweshowthatfor wide-area
traffic, Poissonprocessesare valid only for modelingthe arrival
of usersessions(TELNET connections,FTPcontrolconnections);
thattheyfail asaccuratemodelsfor otherWAN arrival processes;
andthatWAN packetarrivalprocessesappearbettermodeledusing
self-similarprocesses.
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Forourstudyweanalyze24tracesof wide-areaTCPtraffic. We
considerbothpreviousandnewmodelsof aspectsof TELNET and
FTPtraffic, discusstheimplicationsof thesemodelsfor burstiness
at differenttimescales,andcomparetheresultsof themodelswith
thetracedata.Weshowthatin somecasescommonly-usedPoisson
modelsseriouslyunderestimatetheburstinessof TCPtraffic overa
wide rangeof time scales.(We restrictour studyto time scalesof
0.1secondsandlarger.)

We first show that for interactiveTELNET traffic, connection
arrivalsarewell-modeledasPoissonwith fixedhourly rates.How-
ever, theexponentially-distributedinterarrivalscommonlyusedto
modelpacket arrivalsgeneratedby theusersideof aTELNET con-
nectiongrievouslyunderestimatethe burstinessof thoseconnec-
tions,andhighdegreesof multiplexingdonot help. Usingtheem-
pirical Tcplib [DJ91, DJCME92] distributionfor TELNET packet
interarrivalsinsteadresultsin packetarrivalprocessessignificantly
burstierthanPoissonarrivals,andin closeagreementwith traces
of actualtraffic. Fromthesefindingswe thenconstructa modelof
TELNET traffic parameterizedby only the hourly connectionar-
rival rateandshowthatit accuratelyreflectstheburstinessfoundin
actualTELNET traffic. (Wedo not modeltheTELNET response,
only the userside.) The successwith this modelof usingTcplib
packetinterarrivalsconfirmsthefinding in [DJCME92] thatthear-
rival patternof user-generatedTELNET packetshasan invariant
distribution,independentof networkdetails.

For small machine-generatedbulk transferssuch as SMTP
(email)andNNTP(networknews),connectionarrivalsarenotwell-
modeledasPoisson,whichisnotsurprisingsincebothtypesof con-
nectionsaremachine-initiatedandcanbe timer-driven. Previous
researchhasdiscussedhow the periodicity of machine-generated
IP traffic suchasrouting updatescanresult in network-widetraf-
fic synchronization[FJ94], aphenomenonimpossiblewith Poisson
models.

Forlargebulk transfer,exemplifiedbyFTP, thetraffic structureis
quitedifferentthansuggestedbyPoissonmodels.Aswith TELNET
connections,user-generatedFTPsessionarrivalsarewell-modeled
as Poissonwith fixed hourly rates. However, we find that FTP
dataconnectionswithin a singleFTP session(which areinitiated
wheneverthe userlists a directoryor transfersa file) comeclus-
teredin bursts. Hereafterwewill referto thesedataconnectionsas
FTPDATA connections,andthecorrespondingburstsasFTPDATA
bursts.NeitherFTPDATA-connectionnorFTPDATA-burstarrivals
arewell-modeledasPoissonprocesses.Furthermore,oneof our
key findingsis thatthedistributionof thenumberof bytesin each
burst hasa very heavyuppertail; a small fraction of the largest
burstscarriesalmostall of theFTPDATA bytes. This impliesthat
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faithful modelingof FTPtraffic shouldconcentrateheavilyon the
characteristicsof thelargestbursts.

Poissonarrivalprocessesarequitelimited in theirburstiness,es-
peciallywhenmultiplexedtoahighdegree.Ourfindings,however,
showthat wide-areatraffic is muchburstierthanPoissonmodels
predict, over many time scales. This greaterburstinesshas im-
plicationsfor manyaspectsof congestioncontrol and traffic per-
formance. We concludethe paperwith a discussionof how our
burstinessresultsmeshwith self-similarmodelsof networktraffic,
andthenwith a look at thegeneralimplicationsof our results.

2 Traces used

Dataset Date Duration What

Bellcore(BC) 10Oct89 13days 17K TCPconn.
U.C.B.(UCB) 31Oct89 24hours 38K TCPconn.
coNCert(NC) 04Dec91 24hours 63K TCPconn.
UK-US (UK) 21Aug91 17hours 26K TCPconn.
DEC1-3 Seerefs. 24hours � 3 195KTCPconn.
LBL 1-8 Seerefs. 30days � 8 3.7M TCPconn.

Table 1: Summary of Wide-Area TCP Connection Traces

Dataset Date When What

LBL PKT-1 Fri 17Dec93 2PM-4PM 1.7M TCPpkts.
LBL PKT-2 Wed19Jan94 2PM-4PM 2.4M TCPpkts.
LBL PKT-3 Thu20Jan94 2PM-4PM 1.8M TCPpkts.
LBL PKT-4 Fri 21Jan94 2PM-3PM 1.3M pkts.
LBL PKT-5 Fri 28Jan94 2PM-3PM 1.3M pkts.
DECWRL-1 Wed08Mar95 10PM-11PM 3.3M pkts.
DECWRL-2 Thu09Mar95 2AM-3AM 3.9M pkts.
DECWRL-3 Thu09Mar95 10AM-11AM 4.3M pkts.
DECWRL-4 Thu09Mar95 2PM-3PM 5.7M pkts.

Table 2: Summary of Wide-Area Packet Traces

Our study is basedon two setsof tracesof wide-areanetwork
traffic. Thefirst set,shownin Table1, consistedof TCPSYN/FIN
connectionstart/stoppackets.SYN/FINpacketsareenoughtomea-
sureconnectionstarttimes(andhenceconnectionarrivalprocesses),
durations,TCPprotocol,participatinghosts,anddatabytestrans-
ferredin eachdirection. TheBC andUCB tracesareanalyzedin
depthin [DJCME92], andalsoin [P94a], andtheUCB traceforms
thebasisof theconnectioncharacteristicsusedfor Tcplib [DJ91].
TheNC, UK, andDEC tracesareanalyzedin [P94a], andtheLBL
tracesareanalyzedin [P94a,P94b]. The“DEC 1-3” rowsrepresents
threewide-areaTCPSYN/FIN traces,eachspanning1 day, andthe
“LBL 1-8” row represents8 wide-areaTCPSYN/FIN traces,each
spanning30 days. The readeris referredto the abovementioned
papersfor detailsregardingthecharacteristicsof thetraffic in each
dataset,includingthenumberof connectionsandbytesdueto each
TCPprotocol.

Thesetracesareall fairly lengthy, allowingustoassesshowtraf-
fic variesover thecourseof a dayor longer, andgiving usenough
TCPconnectionarrivalsto makeastatisticallysoundevaluationof
the connectionarrival processes.Thesetracesareusedin

�
3 to

evaluatethe effectivenessof usingPoissonmodelsfor TCP con-
nectionarrivals. BecauseSYN/FIN tracesallow usto characterize

connectionsize,we alsousedthesetracein
�

6 to investigatethe
notionof “FTPDATA bursts.”

BecausetheSYN/FIN tracesdonotcontaininformationregard-
ing packetarrivalswithin a connection,to evaluatepacket arrival
processesweacquiredninepacket-leveltracesof wide-areatraffic,
summarizedin Table2.1

The “LBL PKT- � ” rows summarizetraces gatheredat the
LawrenceBerkeleyLaboratory’swide-areaInternetgateway. The
first threetracescapturedall TCP packets,and lastedtwo hours.
The final two tracescapturedall packetsandlastedonehour. In
thefirst setof traces,thefractionof droppedpackets,whereknown,
wasalways � 5 � 10� 6. For thesecondset,it wasalways � 0 � 001.

The“DEC WRL- � ” rowssummarizetracesgatheredat thepri-
mary Internetaccesspoint for theDigital EquipmentCorporation.
Theaccesspoint is operatedby Digital’sPaloAlto researchgroups,
and the traceswere suppliedby Digital’s WesternResearchLab
(hence“WRL”). For thesetraces,the fraction of droppedpackets
wasalways � 0 � 00025.

The packettracesdo not includea large numberof TCP con-
nections,unlike the tracesin Table1, so we do not usethemfor
evaluatingPoissonmodelsfor TCPconnectionarrivals,nor for the
size of FTPDATA bursts(thoughthe tracesareusedto illustrate
the heavinessof the distribution’s uppertail). Insteadwe usethe
LBL PKT datasetsin

�
4 and

�
5 to evaluatedifferentmodelsfor

TELNETpacketarrivals,andboththeLBL PKTandtheDECWRL
datasetsin

�
7 to investigatethe presenceof “large-scalecorrela-

tions” in wide-areanetworktraffic. (We did not includethe DEC
WRL datasetsin ourpacket-levelTELNETevaluationbecause,due
to the useof a firewall proxy server, the DEC TELNET traffic is
dominatedby a single,heavily-loadedmachine.)

To disambiguatebetweenthe LBL and DEC SYN/FIN traces
andpackettraces,we useLBL- � andDEC-� to referto SYN/FIN
traces,andLBL PKT- � andDECWRL- � to referto packettraces.

3 TCP connection interarrivals

This sectionexaminesthe connectionstart timesfor severalTCP
protocols. The patternof connectionarrivals is dominatedby a
24-hourpattern,as hasbeenwidely observedbefore. We show
thatfor TELNET connectionarrivalsandfor FTPsessionarrivals,
within one-hourintervalsthe arrival processcanbe well-modeled
by a homogeneousPoissonprocess;eachof thesearrivalsreflects
anindividual userstartinga newsession.Overonehourintervals,
nootherprotocol’sconnectionarrivalsarewell-modeledby aPois-
sonprocess.Evenif we restrictourselvesto ten-minuteintervals,
only FTPsessionandTELNET connectionarrivalsarestatistically
consistentwith Poissonarrivals,thoughthearrival of SMTPcon-
nectionsandof FTPDATA “bursts” (discussedlater in

�
6) during

ten-minuteintervalsarenot terribly far from what a Poissonpro-
cesswouldgenerate.Thearrivalsof NNTP,FTPDATA, andWWW
(World Wide Web)connections,on the otherhand,aredecidedly
not Poissonprocesses.

Figure 1 shows the mean hourly connectionarrival rate for
datasetsLBL-1 throughLBL-4. For the different protocols,we
plot for eachhourthefractionof anentireday’sconnectionsof that

1TheBCandUCBtraceslistedin Table1actuallyincludeall packets,and
areanalyzedassuchin [DJCME92]. Weexcludedapacket-levelanalysisof
theBC datasetbecauseof its low traffic rate(onaverage,about1 packet/sec
over the 11 days),andthe UCB datasetbecauseit forms the basisof the
Tcplib library, againstwhichwe comparethepacket-leveltraces.
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Figure 1: Mean, relative, hourly connection arrival rate for
LBL-1 through LBL-4 datasets.

protocoloccurringduring that hour. (In the figure, FTP refersto
FTPsessions.)Forexample,TELNET connectionsoccurprimarily
duringnormaloffice hours,with a lunch-relateddip at noontime;
this patternhasbeenwidely observedbefore. FTP file transfers
havea similar hourly profile, but theyshowsubstantialrenewalin
theeveninghours,whenpresumablyuserstakeadvantageof lower
networkingdelays. The NNTP traffic maintainsa fairly constant
ratethroughouttheday,onlydippingsomewhatin theearlymorning
hours(but themeansizeof eachconnectionvariesoverthecourse
of the day; see[P94a]). The SMTP traffic is interestingbecause
it showsa morningbiasfor theLBL site(west-coastU.S.)andan
afternoonbiasfor the Bellcoresite (east-coastU.S.); perhapsthe
shift is dueto cross-countrymail arriving relatively earlier in the
Pacifictime zoneandlaterin theAtlantic timezone.

Figure1 showsenoughdaily variation that we cannotreason-
ablyhopeto modelconnectionarrivalsusingsimplehomogeneous
Poissonprocesses,which requireconstantrates. The next sim-
plestmodel is to postulatethat during fixed-lengthintervals(say,
onehour long) the arrival rate is constantand the arrivalswithin
eachintervalmightbewell modeledby ahomogeneous(fixed-rate)
Poissonprocess.Telephonetraffic, for example,is fairly well mod-
eledduringone-hourintervalsusinghomogeneousPoissonarrival
processes[FL91].

To evaluatethesePoissonmodels,wedevelopedasimplestatis-
ticalmethodology(AppendixA) for testingwhetherarrivalsduring
a given one-houror ten-minuteinterval arePoissonwith a fixed
rate. We testtwo aspectsof eachprotocol’s interarrivals:whether
theyareconsistentwith exponentiallydistributedinterarrivals,and
whetherthey areconsistentwith independentinterarrivals. If the
arrivalsduringtheintervalaretruly Poisson,thenwewouldexpect
95%of thetestedintervalstopasseachtest.Notethatwewouldalso
expecttestingten-minuteintervalsto perhapsbe moresuccessful
thantestingone-hourintervals,becauseusingten-minuteintervals
allows the arrival rate to changesix times eachhour ratherthan
remainingconstantthroughoutthehour.

Weappliedourmethodologyto all of theTCPconnectiontraces
shownin Table1. For eachtrace,we separatelytestedthe trace’s
TELNET, FTP, FTPDATA, SMTP, NNTP, andWWW connections.
Only two of the traceshadsignificantWWW traffic, but asuseof
thisprotocolis rapidlygrowing,it isworthinvestigatingevengiven

thelimited samples.
FTP hererefers to an FTP session (i.e., an FTP control con-

nection),while FTPDATA refersto the data-transferconnections
spawnedby thesecontrolconnections.Prior to ouranalysiswere-
movedtheperiodic“weather-map”FTPtraffic discussedin [P94b],
to avoidskewingour results.Wealsotestedarrivalsof FTPDATA
bursts (see

�
6 below).
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Figure 2: Results of testing for Poisson arrivals.

Figure2showstheresultsof ourtests,for bothone-hourintervals
(top plot) andten-minuteintervals(bottomplot). Along the � -axis
we plot thepercentageof testedintervalsthatpassedthestatistical
testfor exponentiallydistributedinterarrivals,andalongthe � -axis
thepercentagethatpassedthetestfor independentinterarrivals.The
dashedlinescorrespondtoa95%pass-rate,whichwewouldexpect
onaverageif thearrivalsweretruly Poisson.In general,weexpect
Poissonarrivalsto clusterneartheupperright cornerof theplots.

Eachletter in a plot correspondsto a singletrace’s connection
arrivals for the given TCP protocol. Lettersdrawn in large bold
indicatethat the trace’s arrivalsare statistically indistinguishable
from Poissonarrivals(seeAppendixA for details).A � or � after
a letterindicatesthatconsecutiveinterarrivaltimesareconsistently
either positively or negativelycorrelated,even if the correlation
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itself is notparticularlystrong(again,seeAppendixA).
WeseeimmediatelythatTELNET connectionarrivalsandFTP

sessionarrivalsarevery well modeledasPoisson,bothfor 1-hour
and10-minutefixed rates. No other protocol’s arrivals are well
modeledasPoissonwith fixedhourlyrates.If werequirefixedrates
only over10-minuteintervals,thenSMTPandFTPDATA burstar-
rivalsarenotterribly far fromPoisson,thoughneitherisstatistically
consistentwith Poissonarrivals,andconsecutiveSMTPinterarrival
timesshowconsistentpositivecorrelation.NNTP, FTPDATA, and
WWW arrivals,on theotherhand,areclearlynotPoisson.

ThatNNTPandto alesserextentSMTParrivalsarenotPoisson
is not too surprising. Becauseof the flooding mechanismused
to propagatenetworknews,NNTP connectionscan immediately
spawnsecondaryconnectionsasnewnetworknewsisreceivedfrom
oneremotepeerandin turn offeredto another. NNTP andSMTP
connectionsarealsooftentimer-driven. Finally,SMTPconnections
areperturbedby mailing list explosionsin which oneconnection
immediatelyfollows another, andpossiblyby timer effectsdueto
usingtheDomainNameServiceto locateMX records[P86].

ThatFTPDATA connectionarrivalsareclearlynot Poissoncan
bereadilyattributedtothefactthat“multiple-get”file transfersoften
resultin a rapidsuccessionof FTPDATA connections,oneimme-
diatelyfollowing another[P94a]. Coalescingmultiple FTPDATA
connectionsinto singleburst (

�
6) arrivalsimprovesthe10-minute

Poissonfit somewhat,but still falls shortof statisticalconsistency.
Thefinding thatTELNET connectionarrivalsarewell-modeled

asa Poissonprocesswith fixed hourly ratesis at oddswith thatof
[MM85], who found that userinterarrival times looked“roughly
log-normal”. We believethe discrepancyis dueto characterizing
the distributionof all of the interarrivalslumpedtogether, rather
thanpostulatingseparatehourly rates.

Given that TELNET connectionarrivals appearPoissonover
one-hourintervals,one might imaginethat otherhuman-initiated
traffic suchasRLOGIN andX11 will alsofit this model. We find
thatRLOGINdoesandX11doesnot. Weconjecturethatthediffer-
enceis thatduringa singleX11 session (correspondingto running
aninstanceof xterm, say)auserinitiatesmultipleX11connections,
while TELNET andRLOGIN sessionsarecomprisedof a single
TCPconnection.Thus,TELNETconnectionarrivalscorrespondto
usersdecidingto begin usingthenetwork;X11 connectionarrivals
correspondto usersdecidingto do somethingnewduring theiruse
of thenetwork. Theformerbehavioris likely to becloseto uncor-
related,memorylessarrivals,sinceeacharrivalgenerallyinvolvesa
newuser. Thelatteris muchmoreakinto thecreationof FTPDATA
connectionsduringa singleFTPsession,sincea singleuseris in-
volved in generatingnew arrivals. BecauseX11 connectionsare
createdin thisway, theirarrivalsdonothavethememorylessprop-
erty andhencearenot Poisson.If we coulddiscernbetweenX11
sessionarrivalsandX11connectionarrivals,thenweconjecturewe
wouldfind thesessionarrivalsto bePoisson.

4 TELNET packet interarrivals

Theprevioussectionshowedthatstarttimesfor TELNET connec-
tions are well-modeledby Poissonprocesses.In this sectionwe
look at the packetarrival processwithin a TELNET connection.
Werestrictourstudyto packetsgeneratedby theTELNET connec-
tion originator; this in generalis a usertyping at a keyboard.We
would expectthe packetsgeneratedby the TELNET connection
responderto havea somewhatdifferentarrival process,sincethey

will usuallyincludebothechoesof theuser’skeystrokesandlarger
burstsof bulk-transferconsistingof outputgeneratedby theuser’s
remotecommands.

Becausetheoriginatorpacketsareinitiatedbyahuman,wemight
hopethatthearrival processis to somedegree“invariant”; that is,
the processmaybe independentof networkdynamicsandinstead
mainly reflectthedelaysandburstsof activity associatedwith peo-
pletypingcommandstoacomputer. Indeed,ourempiricalresultsof
theinterarrivaltimesbetweenpacketsin asingleTELNET connec-
tion areconsistentwith theempiricalTcplib distributionfoundby
previousresearchers.Unlike theexponentialdistribution,theem-
pirical distributionof TELNET packetinterarrivaltimesis heavy-
tailed; we show that using the exponentialdistributionresultsin
seriouslyunderestimatingthe burstinessboth of TELNET traffic
within a single connectionand of multiplexed TELNET traffic.
ModelingTELNET packetarrivalsby aPoissonprocess,asis gen-
erallydone,canresultin simulationsandanalysesthatsignificantly
underestimateperformancemeasuressuchasaveragepacketdelay.
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Figure 3: Empirical distributions of packet-interarrivals
within TELNET connections.

Figure 3 showstwo empirical distributionsof the interarrival
timesof packetswithin TELNETconnections.Thesolidlineshows
thedistributionusedby Tcplib [DJ91, DJCME92]; thedashedline
showsthesamefor theLBL PKT-1 trace. Above0.1seconds,the
agreementis quitegood,especiallyin theuppertail. Thatdifferent
sitesproducethesamedistributionarguesheavilythatthedistribu-
tion is independentof networkdynamicsandinsteadreflectshuman
typingdynamics.Below0.1secondstheinterarrivaltimesprobably
are dominatedby networkdynamics;but, asstatedearlier, in this
paperwearenotconcernedwith timescalesbelow0.1seconds.

Evenignoring the lower tail, the interarrivaldistributionis not
evencloseto exponentialin shape(notethatthe � -axis is logarith-
mically scaled). To dramatizethis fact, we havealsoplottedtwo
logarithmically-scaledexponentialdistributions.Thelefthandone
(“fit #1”) hasthesamegeometricmeanastheLBL PKT-1 distribu-
tion, andtherighthandonehasthesamearithmeticmean.

The exponentialfits arevery poor. Using the exponentialdis-
tribution fitted to thesamegeometricmeanwill faithfully capture
only thedistributionof packetinterarrivalsthatarebetween200and
400 msecapart. Shorterinterarrivalswill be overestimated,and
longerinterarrivalswill beunderestimated.Forexample,theexpo-
nentialdistributionmodelsa full 25%of the interarrivalsasbeing
lessthan8 msec,andonly 2% asbeinglongerthan1 sec,but for
theactualdataunder2%werelessthan8 msecapart,andover15%
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weremorethan1 secapart.
Theexponentialdistributionfitted to thearithmeticmeanfares

evenworse.Forexample,it predictsnearly70%of thepacketswill
arrivemorethan1 secapart,whentheactualobserveddistribution
is 15%of thepackets.

Thus, simple exponentialdistributions for packet interarrival
times,which arenecessaryfor Poissonmodelsof packetarrivals,
providevery poor fits to the observeddistribution. On the other
hand,the main body of the observeddistributionfits very well to
a Paretodistribution (doubly-exponential;seeAppendix B) with
shapeparameter

���
0 � 9, andthe upper3% tail to a Paretodis-

tribution with
���

0 � 95. Interestingly, a Paretodistributionwith���
1 hasinfinite meanandvariance;averydifferentbeastthanan

exponentialdistribution.Wewill seelaterthatPareto-distributedin-
terarrivalsleadtoobservablelarge-scalecorrelations(AppendixC).

It is not surprisingthat interactivepacketarrivals do not fit a
Poissonmodel,sinceearlierwork lookingatmanydifferentcompo-
nentsof interactivetraffic failed to find anystatisticallysignificant
exponentialfits to the observeddistributions[FJ70]. This leaves
thequestion:What arethe consequencesof usingPoissonpacket
arrivalsratherthantheTcplib distributionfor TELNET traffic?

(Row 1: Tcplib Interarrivals.  Row 2: Exponential Interarrivals.)
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(Row 1: Tcplib Interarrivals.  Row 2: Exponential Interarrivals.)
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Figure 4: Comparisons between Tcplib and exponential in-
terpacket times.

Figure4 showstwo viewsof packetarrivalsfrom two simulated
TELNET connections,eachlasting2,000seconds.Thefirst graph
showsthefirst 200seconds,andthesecondgraphtheentire2,000
seconds.Row 1 for eachgraphshowsa connectionusing inde-
pendent,identically-distributed(i.i.d.) interpackettimes from the
Tcplib distribution,androw 2 showsaconnectionusingi.i.d. inter-
packettimesfrom an exponentialdistributionwith a meanof 1.1
seconds(to give roughlythesamenumberof packetsastheTcplib
distribution). We haveplotteda dot for eachpacketarrival, with
the � -axis giving the time of the arrival. In all, therewere1,926
Tcplib interarrivalsand2,204exponentialinterarrivals.Overboth
timescales,thepacketsfromtheconnectionwith Tcplib interpacket
timesaredramaticallymoreclustered.

This differencein burstinessbetweenexponentialand heavy-
tailed (i.e., Tcplib) interpackettimes persiststo someextent for
multiplexedconnections.For example,we ran10-minutesimula-
tionswith 100activeTELNET connections,whereall connections
wereactivefor theentiredurationof thesimulation.In onesimula-
tioneachconnectionusedTcplib interpackettimes,andin theother
simulationeachconnectionusedexponentialinterpackettimes.We
foundthatthemultiplexedpacketarrival processeswith Tcplib in-
terpackettimesremainedmorebursty. For eachsimulation,con-
siderthe numberof TELNET packetsarriving during successive
one-secondintervals. For the simulationwith individual connec-

tions usingTcplib interpackettimes,this aggregatenumberhada
meanof 92 anda varianceof 240; for the simulationwith expo-
nential interpackettimes,theaggregatenumberhada meanof 92
andavarianceof 97. Evenahighdegreeof statisticalmultiplexing
failedto smoothawaythedifferencebetweenthetwo packetarrival
processes.

Oneof thenaturalperformancemeasuresfor TELNET traffic is
averagepacketdelay. It wouldnotbehardto constructsimulations,
oneusingTcplibandtheotherusingexponentialinterarrivals,where
making the mistakeof using exponentialinterarrivalsinsteadof
Tcplib significantlyunderestimatestheaveragequeueingdelayfor
TELNET packets.

TheaboveshowsthattheTcplib packetinterarrivaldistribution
behavesquitedifferentlythana Poissonprocess,evenin thepres-
enceof multiplexing. We now show that for measurednetwork
traffic, thesedifferencesextendfar beyondthe time scaleof indi-
vidual packets.To look at thedifferencein burstinessat different
time scales,we first extractedall TELNET originatorpackets,ex-
ceptthoseconsistingof nouserdata(“pureack”), fromthetwo-hour
LBL PKT-2trace.Thesepacketsbelongedto277separateTCPcon-
nections.Of theseconnections,4wereanomalouslylargeandrapid
(morethan210 bytestransferredby theoriginatorat sustaineddata
ratesexceeding8 bytes/sec).Theseareunlikely to correspondto
humantyping,wereclearoutliers,andareprobablybettermodeled
asbulk transferconnections.Removingtheoutliersleft uswith 273
connections.

We thensynthesizedseveraltwo-hourpackettracesasfollows.
For eachof the TELNET connections,we synthesizeda connec-
tion with the samestarting time within the two-hour period and
thesamesize(in packets).Oneof thesynthesizedtracesusedthe
Tcplibempiricaldistributionfor thepacketinterarrivalswithin each
connection(“TCPLIB”); one usedexponentialinterarrivalswith
mean1.1(“EXP”); andoneuniformlydistributedeachconnection’s
packetarrivalsovertheintervalbetweenwhentheconnectionbegan
andwhenduring the LBL PKT-2 tracethe connectionterminated
(“VAR-EXP”). This lastmethodcorrespondsto exponentialinter-
arrivals with the meanadjustedto reflect the connection’s actual
observedpacketrate. Thus, for the TCPLIB and EXP schemes,
we generatedconnectionswith the samestartingtimesand sizes
(in packets)astheir counterpartsin theLBL PKT-2 trace,but per-
hapswith differentdurations,while with theVAR-EXPscheme,the
generatedconnectionssharedstartingtime,size,andduration.

A valuabletool for assessingburstinessoverdifferenttime-scales
is the“variance-timeplot” [LTWW94, GW94], which wedescribe
hereby exampleratherthanrigorously. Supposewe havea count
processconsistingof 72,000observations,correspondingto a two-
hour traceviewedevery0.1 seconds.Eachobservationgivesthe
numberof packetarrivals during that 0.1 secondinterval. The
varianceof thiscountprocessgivesusanindicationof howbursty
thetraffic waswhenviewedona time scaleof 0.1seconds.

If howeverweareinterestedin theprocess’sburst-structureona
time scaleof 10seconds,wecouldconstructa “smoothed”version
of the processby averagingthe first 100 observationsto obtain
theprocess’s meanvalueduring thefirst 10 seconds,thenext100
observationsfor thenext10seconds,andsoon. In generalwe can
do this sort of smoothingfor any aggregationlevel � , wherein
thisexample�
	 100. Thevarianceof thesmoothedprocessthen
givesus an indicationof how burstythe traffic waswhenviewed
on a10-secondtimescale.

A naturalquestionis then: how doesthe variancechangeas

5



we progressivelysmooththe process? By plotting variancevs.
degreeof smoothing(

�
), wecanexaminehowburstinesschanges

accordingto thetime scaleusedto view thetraffic.
Forcountprocesseswith rapidlydecayingautocorrelationfunc-

tions,suchasPoissonprocesses,the varianceof a processaggre-
gatedtolevel

�
will be1� � timesthevarianceof theunaggregated

process(see� 7.3.1).Forprocesseswith morepersistentautocorre-
lation functions,however, thevariancewill decaymoregradually.
Giventhis relationship,we canthenconstructa variance-timeplot
bysmoothingtheprocessfor differentvaluesof

�
andplottingthe

varianceof thesmoothedprocesson the � -axisvs. theaggregation
level (
�

) on the � -axis. We uselogarithmicscalesbecausethey
allowusto immediatelyassesswhetherthevariancedecaysas1� �
(which will showup on the plot asa straightline with slope � 1),
or moreslowly (a slopemoreshallowthan � 1), indicatingslowly
decayingautocorrelationor possiblynon-stationarity;that is, from
theplot we cantell a greatdealaboutburstinessat differenttime
scales.

log10 M (Aggregation Size)
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Figure 5: Variance-Time Plot for TELNET packet arrival
process. The line from the upper left corner has slope � 1.

Figure5 showssucha plot for the LBL PKT-2 TELNET trace
andfor thethreeschemesdiscussedabove.Heretheunaggregated
process(

���
1)correspondsto72,000observationsof thenumber

of TELNEToriginatorpacketsarrivingduring0.1-secondintervals.
The � -axis is thevarianceof theaggregatedprocessnormalizedby
dividing by the squareof the averagenumberof packetsper 0.1-
second.This normalizationallows us to comparethe varianceof
processeswith differentnumbersof arrivals,asthetracesconsisted
of between82,500and86,000packets.

From the plot it is immediatelyclear that the varianceof the
TCPLIB schemeagreesclosely with the LBL PKT-2 tracedata,
while bothEXPandVAR-EXPexhibit far lessvariance,indicating
theyaremuchlessburstyoveralargerangeof timescales.Thus,the
TCPLIB schemepreservesthe burstinesspresentin themeasured
traffic, while theEXPandVAR-EXPschemesbothsacrificebursti-
nessat larger time scales. At very large time scales(

�	�
103),

we againget agreementbetweenall of the schemesandthe mea-
suredtraffic, becausethesetime scalesareso coarsethat we are
essentiallyviewing eachconnection’s arrivalslumpedtogetheras
asingleobservation—differencesin thedistributionof thearrivals
within theconnectionarelost dueto thecoarsegranularityof our
observations.

Figure6 showsthedifferencein burstinessbetweentheschemes
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Figure 6: Comparisons of actual and exponential TELNET
packet interarrival times.

explicitly. Here we plot the arrival processcorrespondingto 5-
secondintervals(

���
50)for theLBL PKT-2traceandfor theEXP

trace.The � -axisshowsthetime in seconds,andthe � -axisshows
thetotalnumberof TELNETpacketsin each5-secondinterval. The
averagenumberof packetsin the two tracesaresimilar; theLBL
PKT-2 tracehasanaverageof 59packetsin each5-secondinterval,
andthefixed-rateexponentialtracehasanaverageof 57packetsin
each5-secondinterval. Thevariances,however, arequitedifferent.
With 5-secondbins, the LBL PKT-2 tracehasa varianceof 672,
while theexponentialtracehasa varianceof 260.

Clearly, this differencein the packet-generationrate over 5-
secondintervalscould haveconsequencesfor queueingdelaysin
simulationsusingthesetwo differenttraces.As thevariance-time
plot shows,the LBL PKT-2 traceis moreburstyover manytime
intervals,not only overthefive-secondintervalsshownhere. The
conclusionsarethatusingexponentialpacketinterarrivaltimesfor
TELNET connectionsresultsin substantialunderestimationsof the
burstinessof multiplexedTELNET traffic, but usingi.i.d. interar-
rivals drawnfrom theTcplib distributionfaithfully reproducesthe
burststructure.

5 Fully modeling TELNET originator
traffic

Section3 hasshownthatover1-hourperiods,TELNET connection
arrivalsarewell-modeledasPoissonprocesses,and � 4 hasshown
thatwithin aTELNET connection,packetinterarrivaltimescanbe
modeledusingtheheavy-taileddistributionin Tcplib. Theconnec-
tion size in bytes hasbeenpreviouslymodeledby a log-extreme
distribution[P94a]; thedistributionof theconnectionsizein pack-
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ets is somewhatdifferent, and seemsto be bettermodeledby a
log-normaldistribution(seebelow). In this section,we put these
threepiecestogetherto constructa completemodelof TELNET
originatortraffic that is parameterizedonly by the connectionar-
rival rate. Variance-timeplots showthat this modelcorresponds
well to empiricalmeasurements.

First, we look at the differencein the distributionsof origina-
tor bytesperconnectionvs. originatorpackets.Previouswork re-
portsthatthenumberof bytessentby theoriginatorin awide-area
TELNET connectionis well-modeledusinga log-extremedistri-
butionwith locationparameter��� log2 100andscaleparameter� � log2 3 � 5 [P94a]. Weexperimentedwith usingthis distribution
to producesizesfor an equalnumberof TELNET connectionsas
appearedin the LBL PKT-2 trace. We found that thedistribution
consistentlygeneratesconnectionsizes(in bytes)muchlargerthan
theconnectionsizes(in packets)observedin thetrace.Weattribute
thisdifferenceto two effects:

� The[P94a] fit wasmadeusingmonth-longtracesof TELNET
connections,allowing for much longer and larger connec-
tionsthanarepresentin our two-hourtrace;
� The [P94a] fit modelsconnectionsize in bytes and not in

packets. OnegenerallyassumesthateachTELNET origina-
tor packetconveysonebyteof userdata,correspondingto a
keystroke.Often,however, a packetcarriesmorethanone
byte, eitherdueto effectsof the Naglealgorithm[N84] or
becausetheTELNETconnectionis operatingin “line mode”
[B90] or “line-at-a-timemode” [PR83, S94]. For example,
theLBL PKT-2 TELNET originatortraffic comprisedabout
85,000packetscarrying139,000userdatabytes.

Giventhesedifficulties,weattemptedto fit theobservedTELNET
connectionsizes(in packets)with anothersimpleanalytic distri-
bution. We found that a log2-normaldistributionwith log2-mean
¯��� log2 100 and log2-standarddeviation � � 2 � 24 fit the con-
nectionsize in packetswell visually, considerablybetter than a
log-extremedistribution with parametersfitted to the data. (The
exactnumericalvaluesof ¯� and � hereshouldnot be takentoo
seriously, astheycamefrom asmallsample.)Wealsofoundthata
log-extremedistributionfit theconnectionsizein bytesbetterthan
a log-normaldistribution,so our dataremainsconsistentwith the
modelspresentedin [P94a].

Putting all of this together, we have a completemodel for
TELNET traffic, FULL-TEL, parameterizedonly by theTELNET
connectionarrival rate. FULL-TEL usesPoissonconnectionar-
rivals, log-normalconnectionsizes(in packets),andTcplib packet
interarrivals.

We thenusedFULL-TEL to generatethreesynthetictracesof
TELNET originatortraffic, usinga connectionarrival rateof 273
connectionsin 2 hours.Becausesuchtracesstartoff with notraffic
andbuilduptoasteady-statecorrespondingtotheconnectionarrival
rate,we trimmedthetracesto just their secondhour. Wethenused
variance-timeplots to comparethe traceswith the secondhourof
theLBL PKT-2 TELNET trace.

Figure7 showsthe resultsof the comparison. In generalthe
agreementis quite good, thoughthe modelshaveslightly higher
variancethanthetracedatafor 	�
 102. WeconcludethatFULL-
TEL faithfully capturesTELNET originatortraffic, exceptto bea
bit burstieron time scalesabove10 seconds.As a final note,we
alsotestedthemodel’s fit to theLBL PKT-1 andPKT-3 TELNET
traces;theresultsweresimilar.
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Figure 7: Variance-time plot comparing LBL PKT-2 trace
data with the complete TELNET model, FULL-TEL.

6 FTPDATA connection arrivals

This sectioninvestigatesarrival processesfor FTPtraffic. Model-
ing FTP is particularly importantbecauseFTPDATA connections
currently carry the bulk of the databytesin wide areanetworks
([CBP93]). Section3 showedthatwhile FTPsessionarrivalscan
bemodeledasPoissonprocesses,this is not thecasefor FTPDATA
connectionarrivals.ThissectionshowsthatFTPDATA connections
within a sessionareclusteredin bursts,andthatthedistributionof
burstsizesin bytesis quiteheavy-tailed;half of theFTPtraffic vol-
umecomesfrom the largest0.5%of theFTPDATA bursts.These
largeburstsarelikely tocompletelydominateFTPtraffic dynamics.

In this paper, we do not attemptto modelFTPDATA packetar-
rivals within a connection. Unlike TELNET connections,where
the originatorpacketarrival processis largely determinedby the
packetgenerationpatternat the source,the packetarrival process
for anFTPDATA connectionis largelydeterminedby networkfac-
torssuchastheavailablebandwidth,congestion,anddetailsof the
transport-protocolcongestioncontrolalgorithms.Previousstudies
havefound thatFTPDATA packetinterarrivalsarefar from expo-
nential[DJCME92]; this is notsurprising,sincetheabovenetwork
factorsleadto aprocessquitedifferentfrom memorylessarrivals.

To begin, � 3 showedthatFTPDATA connectionarrivalsarenot
well-modeledasPoisson.EachFTP sessionspawnsa numberof
FTPDATA connections;onekeyquestionis howtheseconnections
aredistributedwithin thedurationof theFTPsession.

We computedthe distribution of spacingbetweenFTPDATA
connectionsspawnedby the sameFTP sessionfor six datasets:
LBL-1, LBL-5, LBL-6, LBL-7, DEC-1,andUCB.Here,“spacing”
refersto theamountof timebetweentheendof oneFTPDATA con-
nectionwithin a sessionandthe beginningof the next. Figure8
plots the results. In eachcasethe uppertail of the distributionis
muchheavierthanexponential(the � -axis is logarithmic),and is
betterapproximatedusinga log-normalor log-logisticdistribution.
Furthermore,all of thedistributionsshowinflectionpointsatspac-
ingsbetween2and6seconds,indicatingbimodality. Weconjecture
thatspacingsshorterthanthesepointsreflectsequentialFTPDATA
connectionsduetomultipletransfers(theFTP“mget” command)or
a userissuinga“list directorycommand”veryshortlyfollowed by
a“get.” Suchclosely-spacedconnectionsmightwell beinterpreted
as correspondingto a single “burst” of file-transferactivity. We
somewhatarbitrarily chosea spacingof  4 seconds(thedashed
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Figure 8: FTPDATA Intra-session Connection Spacing.

vertical line) asdefiningconnectionsbelongingto thesameburst,
andwe notethatsuchspacingsarenot inordinatelylargerthanthe
1-2 secondspacingsthat canoccurinternalto a singleFTPDATA
connectiondueto TCPretransmissiontimeouts.Here,“somewhat
arbitrarily” meansthat,for example,usingacutoff spacingof 2sec-
ondsinstead(whichactuallyslightly betterdelimitsthetwo modes
of activity) resultsin virtually identicalresultsasthosediscussedin
theremainderof this section.
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Figure 9: Percentage of all FTPDATA bytes due to largest
10% FTPDATA bursts.

With thisdefinitionof aburstof FTPDATA connections,we an-
alyzedthesamedatasetsto measurethedistributionof thenumber
of bytestransferredduring a singleconnectionburst. The distri-
butionprovesto be remarkablyheavy-tailed.Figure9 showsthe
percentageof all FTPDATA bytes( � -axis)dueto the largest10%
of the FTPDATA bursts( � -axis). The numbersin parenthesesin
thelegendgivethetotalnumberof FTPDATA burstsoccurringdur-
ing eachtrace. Thefirst vertical line markstheupper0.5%of the
FTPDATA bursts,andtheline to its right, theupper2%.

Thekeypoint to drawfrom thisfigureis thattheupper0.5%tail
of theFTPDATA burstsholdsbetween 30% and 60% of all of the
data bytes. Thus,at anygiventime FTPtraffic will mostlikely be
completely dominated by a single or small handful of bursts. Note
thatthisphenomenonis presentin all of theconnectiondatasetswe
studied.Thedatasetwith the leastheavytail is UK (shownin the
figure),whichstill held30%of thedatabytesin theupper0.5%tail

and55%in the2%tail. TheNC datasetliesabouthalfwaybetween
UK andthe othersin the figure, and the remainderlie within the
boundsof theothersshownin thefigure.

This finding meansthat for manyaspectsof networkbehavior,
modelingsmallFTPsessionsor burstsis irrelevant;all thatmatters
is the behaviorof a few hugebursts. The sizesanddurationsof
theseburstswill vary considerablyfrom onetime to another;but
theywill bepresent.We alsonotethatour finding that thesizeof
an FTPDATA burst hasa heavytail matchesa surveyconducted
by Irlam [I93] of thesizesof files in 1,000file systemscomprising
12million filesand250GB of data:1.9%of thefilesaccountedfor
71%of thebytes,and0.5%accountedfor 54%of thebytes.

Weperformedfitting of theuppertail of thedistributionof data
bytesper FTPDATA burst and found that the upper5% tail fits
well to a Paretodistributionwith 0 � 9 ����� 1 � 4 [P94a]. As the
Paretodistribution is heavy-tailed(seeAppendix B), this agrees
with ourfindingsin Figure9. In contrast,theupper0.5%tail of an
exponentialdistributionalwaysholdsabout3% of theentiremass
of thedistribution,regardlessof thedistribution’smean.

Figures10 and 11 graphically illustrate the dominanceof the
upperFTPDATA-burst tail. The four plots in Figure10 showthe
FTPDATA traffic ratein bytes/minutefor theLBL PKT-1, PKT-2,
PKT-3, and PKT-5 datasets,and in Figure 11 the sameis shown
for the DEC WRL datasets. The shadedareasrepresenttraffic
contributedby the largest2% of the bursts,and the black areas
the largest0.5%. Thenumbersin parenthesesgive thenumberof
burstsandFTPDATA connectionscomprisingthe2% burstupper-
tail. (Forexample,theupper2%tail of thePKT-1burstswasmade
up of 7 burstsconsistingof a total of 19 FTPDATA connections,
while for WRL-2 this tail was madeup of 16 burstsand 1,796
connections.) We seethat sometimesburstscontainmany sepa-
rateconnectionsandsometimesnot. Indeed,thedistributionof the
numberof connectionsperburstis well-modeledasaParetodistri-
bution. For example,asingleburstin theLBL-7 datasetwasmade
up of 979separateFTPDATA connections.

For PKT-1 (364 bursts)andPKT-3 (552 bursts),the upper2%
and 0.5% tails hold around50% and 15% of all the traffic; for
PKT-2 (483 bursts)andPKT-5 (238 bursts),85% and60%. The
largedegreeof differencebetweenPKT-1/PKT-3andPKT-2/PKT-5
illustrateshowvolatiletheupper-tail behavioris; atracecomprising
400 bursts(andsubstantiallymoreFTPDATA connections)might
well be completelydominatedby 2 of the bursts,or it might not,
since2 is a very smallsampleof theupper-tail behavior. Thuswe
areleft in thedifficult positionof knowingthatupper-tail behavior
dominatestraffic, but with suchsmall numbersof burststhat we
cannotreliablyuselarge-numberlawsto predictwhatwearelikely
to seeduringanygiven trace. Furthermore,thePKT-2 andPKT-5
burstswerenotgeographicallyanomalous,either: thelargestPKT-2
burstwasto a governmentsite in Colorado,andthelargestPKT-5
burstwasto acommercialsitein Washingtonstate.Thesesitesare
about1,500km and1,000km distantfrom LBL, respectively.

FortheDECdatasets,thedifferencein thesizeof thebursttailsis
notsopronounced:in WRL-1 (971bursts),WRL-3 (2,161bursts),
andWRL-4 (2,100bursts)the2% and0.5%tails hold54-70%and
33-42%of all the traffic, while for WRL-2 (788bursts)theyhold
45%and18%. Thelesserdegreeof differencebetweenthedatasets
iswhatwewouldexpect:sincethedatasetshaveconsiderablymore
burststhantheirLBL counterparts,large-numberlawsbecomemore
reliablein predictingthesizeof thetails.

Wewouldalsolike to knowwhetherthearrivalsof theupper-tail
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Figure10: Proportionof LBL PKT FTPDATA traffic dueto
largest2%(shaded)and0.5%(black)connectionbursts.

burstscanbemodeledasaPoissonprocess,asthatwouldprovidea
first steptowardpredictingtheireffecton networktraffic. Weana-
lyzedthe199upper-0.5%-tailLBL-6 bursts,first removingeffects
dueto daily variationin traffic ratesby looking at interarrivalsin
termsof numberof interveningburstsinsteadof seconds.Wefound
thatthedatasetfailedthestatisticaltest(AppendixA) for exponen-
tial interarrivalsat all significancelevels. Thus,cautionmustbe
usedif approximatinglarge-burstarrivalsusinga Poissonprocess;
furtheranalysisis neededto modeltheburst-clustering.

7 Large-scale correlations and possible
connections to self-similarity

We haveargued in the previoussectionsthat on any time-scale
smallerthanuser-sessionarrivals,modelingwide-areaTCPtraffic
usingPoissonprocessesfails to faithfully capturethe traffic’s dy-
namics. Recentwork [LTWW94] showsthat local-areaEthernet
traffic (andperhapswide-areaTCPtraffic) is muchbettermodeled
asa self-similar process,which displayssubstantiallymorebursti-
nessoverawide rangeof time scalesthando Poissonprocesses.

In thissectionwediscussthedegreeof “large-scalecorrelation”
presentin theLBL PKTtracesof TELNETtraffic,andtheLBL PKT
andDECWRL tracesof FTPDATA traffic andaggregatewide-area
traffic. We also considerthe evidencefor whethersuchcorrela-
tion is well modeledusingself-similarprocesses.Webeginwith a
discussionof theconceptsof “large-scalecorrelation,”“long-range
dependence,”and“self-similarity.” We next give an overviewof
two existingmethodsfor generatingtruly self-similartraffic, along
with anewmethodfor producing“pseudo-self-similar” traffic. We
thendiscusshow the traffic modelsdevelopedin this papermight
matchthesemethods.We finish with a preliminaryassessmentof
thepossibleself-similarityof generalwide-areatraffic. Wefind the

WRL-1 FTPDATA (19, 86)

Minute

By
te

s 
/ M

in
ut

e

0 10 20 30 40 50 60

0
10

^6
2*

10
^6

3*
10

^6
4*

10
^6

WRL-2 FTPDATA (16, 1796)

Minute

By
te

s 
/ M

in
ut

e

0 10 20 30 40 50 60

0
2*

10
^6

4*
10

^6
6*

10
^6

8*
10

^6

WRL-3 FTPDATA (43, 202)

Minute

By
te

s 
/ M

in
ut

e

0 10 20 30 40 50 60

0
10

^6
2*

10
^6

4*
10

^6

WRL-4 FTPDATA (42, 119)
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Figure11: Proportionof DEC WRL FTPDATA traffic due
to largest2%(shaded)and0.5%(black)connectionbursts.

evidenceinconclusive,thoughthetraffic clearlyexhibitslarge-scale
correlationsinconsistentwith Poissonprocesses.

7.1 Definitions

We usethe term “large-scalecorrelation” as an informal way of
describingcorrelationsthat persistacrosslarge time scales. For
example,thelower right plot in Figure10showsa40-minuteburst
of highly correlatedtraffic.

A related,moreprecisenotionof sustainedcorrelationis thatof
“long-rangedependence.”A stationaryprocessis long-range de-
pendent if its autocorrelationfunction ������� is nonsummable(i.e.,�	� ���
������ ) [C84]. Thus,thedefinitionof long-rangedepen-
denceappliesonly to infinite time series.

Thesimplestmodelswith long-rangedependenceareself-similar
processes,which arecharacterizedby hyperbolically-decayingau-
tocorrelationfunctions.Self-similarandasymptoticallyself-similar
processesareparticularlyattractivemodelsbecausethelong-range
dependencecanbecharacterizedby a singleparameter, theHurst
parameter(which can be estimatedusing Whittle’s procedure
[GW94, LTWW94]).

In the following sections,we look at waysin which long-range
dependencein general,andself-similarityin particular, mightarise
in wide-areanetworktraffic. An importantpoint to bearin mind
is that, evenif the finite arrival processderivedfrom a particular
packettracedoesnot appearself-similar, if it exhibits large-scale
correlationssuggestiveof long-rangedependencethenthatprocess
is almostcertainlybetterapproximatedusingaself-similarprocess
than usingPoissonprocesses.Thus, we believethat self-similar
modelingis apromisingsuccessorto Poissonmodeling.It maynot
beexactlyright,butgivenourcurrentunderstandingof networking
phenomena,it appearsin anycaseagoodapproximation.
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7.2 Producingself-similar traffic

Thereare severalmethodsfor producingself-similar traffic that
couldaccountfor self-similarity in wide-areaTCPtraffic. As dis-
cussedin [LTWW94], self-similartraffic canbeproducedby mul-
tiplexingON/OFFsourcesthathaveafixed ratein theON periods
andON/OFFperiodlengthsthatareheavy-tailed (seeAppendixB).

A secondmethodfor generatingself-similar traffic that could
fit TCPtraffic is anM/G/ � queuemodel,wherecustomersarrive
accordingto a Poissonprocessandhaveservicetimesdrawnfrom
aheavy-taileddistributionwith infinite variance[C84, LTWW94].
In thismodel,

���
is thenumberof customersin thesystemattime � .

Thecountprocess� �������
	 0 � 1 � 2 � � � � is asymptoticallyself-similar(see
AppendixD for furtherdiscussion).TheM/G/ � modelimpliesthat
multiplexingconstant-rateconnectionsthat havePoissonconnec-
tionarrivalsandaheavy-taileddistributionfor connectionlifetimes
wouldresultin self-similartraffic.

We investigatedanadditionalmethodof producingarrival pro-
cessesthatappeartosomeextentself-similar. Thismethodinvolves
constructingarrivals using i.i.d. Paretointerarrivalswith �� 1,
andthenconsideringthecorrespondingcountprocess(thenumber
of arrivalsin consecutiveintervals). The goal behindthe method
is to explorehow a simplemodelof TELNET traffic might leadto
self-similarity. Wereferto thismethodas“pseudo-self-similar” be-
causewhile thetraffic it generateshaslarge-scalecorrelationsand
the “visual self-similarity” property[LTWW94] over many time
scales,we show in Appendix C that the traffic generatedis not
actuallylong-rangedependent(andthusnotself-similar).

7.3 Relating the methodsto traffic models

7.3.1 TELNET

As explainedin [LTWW94], straightlines on variance-timeplots
with slopesmore shallow than � 1, such as that for the PKT-2
TELNET tracein Figure 5, are suggestiveof self-similarity. In
general,the slopeof an arrival process’s variance-timeplot is a
functionof theprocess’sautocorrelationfunction[C84], andalong-
rangedependentprocesswill exhibit slowly-decaying variances on
sucha plot. That is, the variance-timeplot will declinein a more
shallowfashionthan with slope � 1, thoughnot necessarilyin a
straightline. An importantpoint is thatsuchslow declinecanalso
occurdueto thepresenceof non-stationarity.

In addition to looking at variance-timeplots of the TELNET
traffic, we alsousedWhittle’s procedure[GW94, LTWW94] and
Beran’sgoodness-of-fittest[B92a] to gaugetheagreementbetween
the traffic andthesimplesttype of self-similarprocess,fractional
Gaussian noise [B92b]. All of theresultsareconsistentwith self-
similarity on scalesof tensof secondsor more.

Wepostulatethattwo differentmechanismscontributeto theap-
parentself-similarityof TELNET traffic. On smallertime scales,
apparentself-similaritymight arisefrom the fact that within indi-
vidualTELNET connections,packetinterarrivalsarewell modeled
asi.i.d. Pareto( � 4). Thus,individual TELNET connectionsmatch
thei.i.d. Paretomethodof generatingpseudo-self-similartraffic that
appearsself-similarovera rangeof time scales(AppendixC). On
largertimescales,we notethatour sourcemodelof TELNET con-
nectionspresentedin � 5 in somerespectsmatchesthe M/G/ �
modeldescribedin theprevioussection.TELNETconnectionsizes
in packetshavea long-tailed [WT92] distribution, in that the tail
function of a log-normaldistributiondecreasesmoreslowly than

any exponentialfunction. While we showin AppendixE that the
M/G/ � queuewith log-normalservicetimesdoesnot resultin long-
rangedependentor self-similartraffic, thedifferencein tail weight
betweena log-normaldistribution and a Paretodistribution may
be small enoughthat over the time scalesof interest(secondsto
minutes)thetraffic still appearsself-similar.

Put together, thesemodelsof TELNET traffic suggestwhy the
traffic might appearself-similar(or at leastlong-rangedependent)
overmanytimescales.While individually themodelsfall shortof
provingself-similarity, it couldbethecasethatthecombinationof
i.i.d. ParetointerpackettimesandtheM/G/ � effect dueto multi-
plexing makesTELNET traffic truly self-similar. At a minimum,
thesemodelsexplainwhy the traffic exhibits large-scalecorrela-
tions. Furtherwork is neededfor a definitivestatementregarding
actualself-similarity.

7.3.2 FTP

Like themodelof TELNETtraffic discussedin theprevioussection,
our modelof FTP traffic alsofits in somerespectsto the M/G/ �
modelof Poissonarrivalswith heavy-tailedlifetimes. The distri-
butionof bytesperFTPDATA burst is heavy-tailed( � 6), andFTP
sessions havePoissonarrivals ( � 3). Over larger time scalesthe
packetarrival processwithin anFTPDATA burstcanbeplausibly
approximatedasconstant-rate.If weapproximatedFTPDATA burst
arrivalsasPoisson(a bit of a stretch,asshownin � 3 above),and
assumedthateachFTPDATA burstreceivedthesameaveragerate,
then multiplexedFTP traffic would fit the M/G/ � modelabove,
andshouldbeself-similar.

It turnsout, though,that variance-timeplots, Whittle’s proce-
dure, and goodness-of-fittestsof our FTP tracesall suggestthat
our FTPDATA tracesarenot well-modeledasfractionalGaussian
noise,althoughthe heavy-taileddistributionof FTPDATA bursts
clearly leadsto large-scalecorrelations.Thesoleexceptionto this
finding is theDEC WRL-3 trace,for which thetestsareconsistent
with self-similarityat timescalesof 1 secondor greater.

Onereasonthe FTP tracesmight not be well-modeledasfrac-
tionalGaussiannoiseis thatthetracesexhibitextremelyhighbursti-
ness,includinglengthyperiodsduringwhichthereisnoFTPtraffic.
These“lulls” meanthatthemarginaldistributionfunctionof thear-
rival processhasa large peakat zero arrivals. Since fractional
Gaussiannoiseis a form of Gaussianprocess,its marginal distri-
bution is normal,andcannotaccommodatesucha peak. It is still
possiblethatFTPtraffic iswell-modeledusingdifferentself-similar
processes;or that it insteadis not well-modeledasself-similar. In
thispaperwedonottry to resolvethisissue,butlimit ourdiscussion
to theinterplaybetweenmechanismsaffectingFTPtraffic dynamics
andlarge-scalecorrelationsin thetraffic.

Unlike TELNET traffic, wherethe timing of packetsgenerated
at thesourceis reasonablycloseto thetiming of thesamepackets
transmittedon thenetwork,thetiming of FTPDATA packetstrans-
mittedonthenetworkis intimatelyrelatedtothedynamicsof TCP’s
congestioncontrol algorithms. The following paragraphsdiscuss
severalways that, due in part to the effectsof TCP, multiplexed
FTP traffic differs from the M/G/ � model of self-similar traffic
with constant-rateconnections.While thesefactorscouldaccount
for our FTP tracesnot appearingstatisticallyself-similar, they do
not imply theabsenceof long-rangedependence.

Unlike theM/G/ � model,whichbestfits anenvironmentwhere
all connectionshavethe samefixed constantrate, differentFTP
connectionshavequitedifferentaveragerates,andwithin a single
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Figure 12: Variance-time plot for all TCP / all link-level
packet arrivals in the LBL PKT datasets.

FTPconnectiontheaverageratevariesovertime. TCP’scongestion
controlalgorithmsincreasetheTCPcongestionwindowtoprobefor
additionalbandwidth,andreducethecongestionwindow againin
responseto congestion(packetdrops).TCP’swindowflow control
hasseveralseparateeffectson the traffic patternfor an individual
FTP connection. First, over intervalslessthan a roundtrip time
theFTP connectiondoesnot havea constantrate; eachpacketis
sentonly after the TCP sourcereceivesan acknowledgementfor
an earlierpacket. Second,if thereis congestionin the network,
thenan FTP connectiondoesnot havea constantrateevenover
longertime intervals;theaveragerateovera roundtriptime varies
astheTCPcongestioncontrolwindowvaries.Third,whetherornot
thereis congestionin thenetwork,differentFTPconnectionswill
havedifferentaveragerates,dependingon suchfactorsastheTCP
windowandpacketsizes,theconnection’s roundtriptime, andthe
congestionencounteredin thenetwork. Thesefactorsgive rise to
seriousdiscrepanciesbetweenourtracedataandtheM/G/ � model.

Oneway to incorporatetheeffect of limited bandwidthinto the
M/G/ � model would be to explorea modelof an M/G/

�
queue

insteadof an M/G/ � queue. In an M/G/
�

queue,becausethere
areonly

�
servers,theactualarrival timesof individualsataserver

wouldoccasionallyhaveto bedelayeduntil therewasavailableca-
pacity. While this limited capacitywouldhavetheeffectof reduc-
ing thefit of themultiplexedtraffic to a self-similarmodel,it does
noteliminatetheunderlyinglarge-scalecorrelationsin theM/G/ �
model. However, theM/G/

�
modelasappliedto FTPconnections

assumesthatall activeconnectionshavethesameconstantrate,and
this is not thecasein actualFTPtraffic.

Anotherdiscrepancybetweenthe M/G/ � model and our link
tracesconcernstheeffectof FTPtraffic competingwith otherfami-
liesof traffic onacongestedlink. Thefourmainclassesof traffic in
our link traceswereTCP, Mbone(primarily multicastUDP audio
traffic), DomainNameSystemrequestsandreplies(UDP-based),
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Figure 13: Variance-time plot for all link-level packet ar-
rivals in the DEC WRL datasets.

andDECnet. Unlike TCP, theUDP protocoldoesnot incorporate
congestion-avoidancemechanisms.Therefore,when TCP-based
FTPtraffic is competingfor bandwidthwith MboneUDP sources,
only theFTPtraffic will adjustto fit theavailablebandwidth.The
UDPtraffic will continueunimpeded.Theeffectof this interaction
on theoverallstructureof FTPtraffic remainsanopenquestion.

7.4 Large-scalecorrelations in general wide-
areatraffic

Wefinishwith apreliminarylook atwhetherwide-areatraffic mul-
tiplexed over differentprotocolsappearsself-similar. Figure 12
showsvariance-timeplots for all of the LBL PKT traceslisted in
Table2. Here,theunaggregatedprocess( ��� 1) correspondsto
observingthepacketsarrivingduringeach0.01secondinterval.

Recallthatthefirst threeLBL PKTtracescapturedall TCPpack-
etsfor two hours,andthe last two capturedall wide-areapackets
appearingon the gatewayEthernetfor one hour. The first three
tracesconsistof between1.7 and2.4 million packets,andthe last
two traceseachhavearound1.3million packets.Thecorrespond-
ing ratesof packets/hourare abovethoseof the “low hours” in
[LTWW94], sowe would hopeto find thatthetracesexhibit exact
self-similarity.

We seein Figure12 that PKT-4 andPKT-5, the full link-level
traces,bothyield straightlineswith shallowslope,consistentwith
asymptoticself-similarity for ��� 10 (0.1second).For theTCP
traces,PKT-1 is concavedownfor smallandlarge � , inconsistent
with exactself-similarity,PKT-2appearsconsistentwith asymptotic
self-similarityfor ��� 103 (10seconds),andPKT-3hasastraight
sectionbetween��� 10 and ��� 103, but not beforeor after,
alsoinconsistentwith exactself-similarity.

In contrast,useof Whittle’sprocedureandgoodness-of-fittests
suggestthat the link-level PKT-4 traceand the TCP PKT-1 and
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PKT-3 tracesare consistentwith fractional Gaussianprocesses,
while the link-level PKT-5 traceandtheTCPPKT-2 tracearenot.
As Figure10shows,theFTPtraffic in thePKT-5 andPKT-2 traces
is heavilydominatedby a few largeFTPDATA bursts.Thus,while
large-scalecorrelationsareclearlypresentin thesetraces,it might
bedifficult tocharacterizethecorrelationsovertheentiretracewith
asingleHurstparameter.

Figure13showsthesamesortof variance-timeplot for theDEC
WRLdatasetslistedin Table2. Theleastactiveof theWRL datasets
exceedsthemostactivein [LTWW94], sowewouldagainexpectto
find exactself-similarity. Thevariance-timeplots for WRL-2 and
WRL-4 areencouragingin this regard,lying in essentiallystraight
lines for time scalesof 0.1 secondsandhigher. WRL-3 lies in a
straightline at time scalesof 1 secondand higher, while WRL-
1 doesso only at 10 secondsand higher. But of thesedatasets,
Whittle’s procedureandBeran’s goodness-of-fittest indicatethat
only WRL-3 is consistentwith fractionalGaussiannoise(at time
scalesof 1secondandgreater).Theothers,while clearlyexhibiting
large-scalecorrelations,do not appearto be well-modeledby a
simpleself-similarprocess.This couldbedueto distortingeffects
of short-rangedependence,betterfits to otherself-similarmodels
suchasfractional ARIMA processes[B92b], or thepresenceof non-
stationarity. WRL-3 wasalso the only datasetwhoseFTP traffic
appearsconsistentwith fractionalGaussiannoise,thoughwe have
notassessedwhetherthiscoincidenceissignificant.Clearly, further
work is requiredto fully understandthe correlationalstructureof
wide-areatraffic.

We end with a commentregardingthe balancebetweenlink-
level modelingandprotocol-specificmodeling. Oneapproachto
investigatingself-similarity is to modelmultiplexedlink traffic as
self-similar, without attemptingto model individual connections.
Thisapproachcouldhavemanyusesin simulationsandin analysis.
For example,self-similartraffic could be usedinsteadof Poisson
traffic to modelcross-traffic, or self-similartraffic couldbeusedin
simulationsinvestigatinglink-sharingbetweentwodifferentclasses
of traffic.

However, for manysimulations,the simulatorneedsto model
individual sources. In particular, it is only from modelingof in-
dividualsources,andadirect implementationof TCP’scongestion
controlalgorithms,thata simulationcantakeinto accounttheef-
fectsof theTCPalgorithmsin differentenvironments.TCP’scon-
gestioncontrol algorithmscontributelong-termoscillationsto the
traffic patternfor a particularconnection,as the TCP congestion
window changesover the lifetime of theconnection.In addition,
TCP’s window flow control contributesa shorter-termperiodicity
to the traffic pattern,aseachpacketis transmittedin responseto
an acknowledgementreturnedfor an earlier packet[FJ92]. It is
particularlyimportantto takeinto accounttheseeffectsin simula-
tionsinvestigatingchangesto eitherTCP, the gatewayscheduling
algorithms,or thenetwork’spacket-droppingalgorithms.

8 Implications

This paper’s findingsaresummarizedin the Introduction. In this
sectionwe concludewith a look at theimplicationsof our results.

Severalresearchershavepreviouslydiscussedthe implications
of long-rangedependence(burstinessacrossdifferenttime scales)
in network traffic. Modeling TCP traffic using Poissonor other
modelsthatdonot accuratelyreflectthelong-rangedependencein
actualtraffic will resultin simulationsandanalysesthatsignificantly

underestimateperformancemeasuressuchasaveragepacketdelay
or maximumqueuesize.

[FL91] examinestheburstinessofdatatrafficoverawiderangeof
time scales,anddiscussestheimpactof thisburstinessfor network
congestion. Their conclusionsare that congestedperiodscanbe
quitelong,with lossesthatareheavilyconcentrated;that,in contrast
to Poissontraffic models,linearincreasesin buffersizedonotresult
in largedecreasesin packetdroprates;andthata slight increasein
the numberof activeconnectionscanresult in a large increasein
the packetlossrate. They suggestthat,becausethe level of busy
periodtraffic is not predictable,it would be difficult to efficiently
sizenetworksto reducecongestionadequately. Theyobservethat,
in contrastto Poissonmodels,in reality “traffic ‘spikes’ (which
causeactuallosses)ride on longer-term‘ripples’, that in turn ride
on still longer-term‘swells’.” Theysuggestthata filteredvariable
canbeusedto detectthelow-frequencycomponentof congestion,
giving somewarningbeforepacketlossesbecomesignificant.

[LTWW94] discussessomeadditionalimplicationsof long-range
dependenceof packettraffic. Theseincludeanexplanationof the
inadequacyof manycommonly-usednotionsof burstiness,andthe
somewhatcounter-intuitive observationthat themodelingof indi-
vidual connectionscangain insight from an understandingof the
fundamentalcharacteristicsof multiplexedtraffic. In thispaper, ob-
servationsof thecharacteristicsof multiplexedtraffic motivatedour
revisitationof modelsfor individualconnections;indeed,weorigi-
nally setout to challengethenotionthatwide-areatraffic mightbe
self-similar, andhavecomefull circle.

[GW94] examinesthe long-rangedependenceof variable-bit-
rate (VBR) video traffic. Their empiricalmeasurementsof VBR
traffic showstronglow-frequencycomponents,and they propose
sourcemodelsfor videotraffic thatdisplaythesamelong-rangede-
pendence.GiventhelikelihoodthatVBR traffic will sooncomprise
asignificantfractionof Mbonetraffic, wesoonwill havewide-area
traffic of whichasubstantialportionis perforceself-similar, simply
dueto thesourcecharacteristicsof its individualconnections.

Therearesomeadditionalrespectsin which theburstinessand
long-rangedependenceof aggregatetraffic canaffect traffic perfor-
mance.Consideralink with priority schedulingbetweenclassesof
traffic, wherethe higher-priority classhasno enforcedbandwidth
limitations (other than the link bandwidthitself). In sucha par-
tition, interactivetraffic suchasTELNET might be givenpriority
over bulk-datatraffic suchasFTP. If thehigher-priority classhas
long-rangedependenceanda high degreeof variability over long
time scales,then the burstsfrom the higher-priority traffic could
starvethelower-priority traffic for longperiodsof time.

A secondimpactof the long-rangedependenceof packettraf-
fic concernsclasseswith admissionscontrol proceduresthat are
basedonmeasurementsof recenttraffic, ratherthanonpolicedtraf-
fic parametersof individual connections[CSZ92]. As hasbeen
shownby numerousresearchers,suchadmissionscontrol proce-
durescould lead to a much more effective useof the available
bandwidth[YKTH93]. Nevertheless,if the measuredclasshas
high burstinessconsistingof both a high varianceandsignificant
long-rangedependence,thenanadmissionscontrolprocedurethat
considersonly recenttraffic could be easily misleadfollowing a
long periodof fairly low traffic rates. (This is similar to a situa-
tion in Californiageologysomedecadesago.Becausetherehadn’t
beena largeearthquakefor a long time,peoplebeganto believeit
unlikely thattherewouldbeanotherone.)

In summary: we should abandonPoisson-basedmodelingof
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wide-areatraffic for all but usersessionarrivals. For TELNET
traffic, weoffer a faithful modelof originatortraffic parameterized
by only thehourlyconnectionarrival rate. ModelingtheTELNET
responderremainsto bedone.ForFTPtraffic, wehaveshownthat
modelingshouldconcentrateheavily on the extremeuppertail of
thelargestbursts.A wide-arealink mighthaveonlyoneortwosuch
burstsanhour, but they tendto stronglydominatethathour’sFTP
traffic. Finally, our look atmultiplexedTCPandall-protocoltraffic
suggeststhatanyoneinterestedin accuratemodelingof wide-area
traffic shouldbeginby studyingself-similarity.
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A Methodology for testing for Poisson
arrivals

To testwhethera traceof connectionarrivalscorrespondsto anon-
homogeneousPoissonprocess,we first pick an interval length

�
overwhichwe hypothesizethatthearrival ratedoesnotchange.If
the tracespansa total of � time units, we divide the entire trace
into ������� � intervalseachof length

�
. We thenseparatelytest

eachintervalto seewhetherthearrivalsduringtheintervalarecon-
sistentwith arrivalsfrom a Poissonprocesswith ratefixed so that
theexpectednumberof arrivalsis thesameasthenumberactually
observed.Thus,wereducetheproblemof testingfor nonhomoge-
neousPoissonarrivalsto that of testinga numberof intervalsfor
homogeneousPoissonarrivals.

Poissonarrivals havetwo key characteristics:the interarrival
timesarebothexponentiallydistributed,andindependent.Wedis-
cusstestingfor eachin turn.

For eachinterval, we test the interarrivalsfor an exponential
distributionusing the Anderson-Darling( � 2) test, recommended
by Stephensin [DS86] becauseit is generallymuchmorepowerful
thaneitherof the better-knownKolmogorov-Smirnovor 	 2 tests.
� 2 is alsoparticularlygoodfor detectingdeviationsin the tails of
a distribution. � 2 is an empirical distribution test; it looks at the
entireobserveddistribution, ratherthanreducingthe distribution
into binsasis requiredby 	 2.

Weassociateasignificancelevelwith each� 2 test.Forexample,
atestwith asignificancelevelof 5%will correctlyconfirmthenull

hypothesis(if it is correct)with probability0.95; with probability
0.05, the testwill erroneouslydeclarethe hypothesisfalse. Thus,
the significancelevel indicatestheproportionof “false negatives”
(in generalit is difficult to assessthecorrespondingpercentageof
“falsepositives”).Wecanusesignificance-leveltestingasfollows.
Supposewe test � intervalsfor exponentialinterarrivalsand 

of thempassthe � 2 testat the 5% significancelevel. If the null
hypothesisiscorrect,thentheprobabilityof 
 successesin � trials
will begivenby abinomialdistributionwith parameter���� 95. If
wefind thattheprobabilityof observing
 successeswaslessthan
5%,thenweconcludewith 95%confidencethatthearrivalprocess
is inconsistentwith exponentialinterarrivals.

Therearetwo importantdetailsfor correctlyapplyingandinter-
pretingthe � 2 test.Thefirst is thatestimatingtheparametersof our
modelfrom thedatato betestedaltersthesignificancelevelsof the
� 2 test(thisappliestoournull hypothesisabove,in whichwederive
themeanof theexponentialfit from thedataratherthanknowingit
a priori ). Thesecondis that thenumberof datapointstestedalso
altersthesignificancelevels. In general,themorepointstested,the
morelikely thetestwill detectanincorrectnull hypothesis.[DS86]
givesproceduresfor incorporatingbothof theseconsiderationsinto
� 2 tests.

Wealsoneedto testtheinterarrivalsfor independence.Oneindi-
cationof independenceis anabsenceof significantautocorrelation
amongthe interarrivals. Autocorrelationcanbesignificantin two
differentways: it canbe too strongin magnitude,or it canbe too
frequentlypositiveor negative.Weaddresseachof thesein turn.

Given a time seriesof � samplesfrom an uncorrelatedwhite-
noiseprocess,theprobability that themagnitudeof theautocorre-
lation at any lag will exceed1  96��� � is 5%. Thuswe can test
for independenceby observinghow often this occursandusinga
binomial testsimilar to theoneoutlinedabove.(Becausefor many
non-Poissonprocessesautocorrelationamonginterarrivalspeaksat
lag one,to keepour testtractablewe restrict it to just the lag one
autocorrelation.)

We alsoapplyonefurther testfor independentinterarrivals. If
the interarrivalsaretruly independent,thenwe would expecttheir
autocorrelationtobenegativewith probability0.5andpositivewith
probability0.5. For Poissonarrivals,then,thenumberof positive
lagoneautocorrelationvaluesshouldbebinomiallydistributedwith
parameter��� 0  5. Given this assumption,we assessthe proba-
bility of at leasttheobservednumberof positivevaluesoccurring.
If its probability is too low ( � 2  5%) thenwe concludethat the
interarrivalsaresignificantlypositivelycorrelated.Similarly, if the
observednumberof negativevalueshasprobability � 2  5%, then
theinterarrivalsaresignificantlynegativelycorrelated.

B Pareto distributions
In this papertheParetodistributionplaysa role both in TELNET
packetinterarrivalsandin the sizeof FTPDATA bursts. This ap-
pendixdiscussesthe Paretodistributionand its occurrencein the
physicalworld.

TheclassicalParetodistributionwith shapeparameter� andlo-
cationparameter� hasthecumulativedistributionfunction[HK80]:

������� ��� � !#" �%$ � 1 & � �'� �(�*),+ � + �.- 0
+/� -0� +

with thecorrespondingprobabilitydensityfunction:
12����� �3�2� ) �54 ) 4 1 
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If
���

2, thenthedistributionhasinfinite variance,andif
���

1,
thenit hasinfinite mean.

The Paretodistribution(alsoreferredto as the power-law dis-
tribution, the double-exponentialdistribution, and the hyperbolic
distribution)hasbeenusedto modeldistributionsof incomesex-
ceedingaminimumvalue,andsizesof asteroids,islands,citiesand
extinctionevents[K93, M63]. Leland andOtt also found that a
Paretodistributionwith 1 � 05 � � � 1 � 25 is a goodmodelfor the
amountof CPUtime consumedby anarbitraryprocess[LO86].

In communications,heavy-taileddistributionshavebeenusedto
modeltelephonecall holdingtimes[DMRW94] andframesizesfor
variable-bit-ratevideo [GW94]. ThediscretePareto(Zipf) distri-
bution[A83, p.95]:��� �
	����	

1����� ��� 1��� ��� 2��� for
���

0 �
arisesin connectionwith platoonlengthsfor carsatdifferentspeeds
travelingonaninfinite roadwith nopassing[A83, p.95][F66, p.40],
amodelsuggestivelyanalogousto computernetworktraffic.

Following [LTWW94], we definea distributionasheavy-tailed
if: ��� ��������� !�#"�$�%

as
�'&)(*%+�,�

0 � (1)

By this, we meanthat for some
�

andsomeconstant
 
, the ratio�-� �.�*�� �/�  0� "#$ � tendsto 1 as

�1&)(
. This definitionincludes

theParetoandWeibull distributions[DMRW94].
A moregeneraldefinitionof heavy-tailed definesa distribution

asheavy-tailedif theconditionalmeanexceedance(CMEx) of the
randomvariable

�
is anincreasingfunctionof

�
[HK80], where

CMEx
	32'� �546�87 ������ �

Using this seconddefinition of heavy-tailed,considera random
variable

�
that representsa waiting time. For waiting timeswith

alight-taileddistributionsuchastheuniformdistribution,thecon-
ditional meanexceedanceis a decreasingfunctionof

�
. For such

a light-tailed distribution,the longeryou havewaited,the sooner
youarelikely to bedone.For waiting timeswith a medium-tailed
distributionsuchasthe(memoryless)exponentialdistribution,the
expectedfuturewaiting time is independentof thewaiting time so
far. In contrast,for waiting timeswith a heavy-taileddistribution,
thelongeryouhavewaited,thelongerisyourexpectedfuturewait-
ing time. For theParetodistributionwith

�:9
1 (thatis, with finite

mean),the conditionalmeanexceedanceis a linear function of
�

[A83, p.70]:
CMEx

	3� ��� �14 1���
TheParetodistributionis scale-invariant,in thattheprobability

thatthewait isatleast2
�

secondsisafixedfractionof theprobability
thatthewait is at least

�
seconds,for any

�;�*<
.

A relatedresult showsthat the Paretodistribution is the only
distributionthat is “invariant undertruncationfrom below” [M83,
p.383][A83, p.81]. Thatis, for theclassicalParetodistribution,for= �*�

0, ��� �>9 = 7 �?9*�
0
�	3��� � � 0 � < � �?9 =  � (2)

Hencetheconditionaldistributionis alsoaParetodistribution,with
thesameshapeparameter

�
andnewlocationparameter

<�@A	B�
0.

Wemakeuseof thispropertyin thenextsection.
Finally, wenotethatMandelbrotarguesthatbecausetheasymp-

totic behaviorof Paretodistributionswith
�6�

2 is unchangedfor
awidevarietyof filters (includingaggregation,maximums,andthe
weightedmixture of distributions),andbecausethis is true of no
otherdistribution, this invariancecould in somerespectsexplain

thewidespreadobservanceof Paretodistributionsin thesocialsci-
ences[M63] [M83, p.344].

C Pareto interpacket times
In this sectionwe give someintuition for theobservedlong-range
dependenceof tracesof TELNET traffic. Recallthatthemainbody
of the distributionof TELNET interpackettimesfits a Paretodis-
tribution with shapeparameter0.9, while the upper3% tail fits a
Paretodistributionwith shapeparameter0.95. In this sectionwe
considerpacketsgeneratedbyasingleconnectionusingi.i.d. Pareto
interpackettimes,for a Paretodistributionwith shapeparameter

�
and locationparameter

<
. We thenconsiderthe associatedcount

process
�C	EDF�
GIHJGLK

0 M 1 M 2 M N N N , where
�OG

is the numberof packets
arriving duringthe P th time interval,eachtime intervalbeinga bin
of width Q . Wegiveanintuitive explanationfor theobservedlong-
rangedependenceof thecountprocessby lookingat theproperties
of thepoint processof packetarrivals,concentratingon the inter-
packettimes.Weshowthatwhilethisprocessisnottruly long-range
dependent,whenobservedoverafinite time scaleit exhibitsprop-
ertieswe associatewith self-similar processes.In particular, we
showthataggregatingtheprocessby increasingQ doesnot change
thedominantfeaturesof theprocess.

Let
DF��RTSVUG H denotethe countprocessassociatedwith counting

arrivalsusingbins of size Q . We areinterestedin thebehaviorofDF� RTSVUG H for differentsizesof Q .
Ratherthananalyzingrelationshipsbetweentheprecisevaluesof

differentbins,wesimplify theproblemby just looking atwhether,
for a given P , ��RTSVUG 	

0 or
�WRXSVUG 9

0. Wereferto theformerasan
empty bin andthelatterasanoccupied bin. Further, for Y � P , we
call

� RXSVUG M N N N M Z a burst of occupiedbins if for all [ , P � [ � Y , bin [
is occupied.Similarly,

� RTS\UG M N N N M Z is a lull if all thecorrespondingbins
areempty. Samplepathsof

�
aremadeup of alternatingbursts

andlulls.
Weareinterestedin therelativepredominanceof burstsvs. lulls,

aswechangethebin size Q andtheParetoshapeparameter
�

.
Supposebin P is occupiedandbin P 4 1 is empty. Thenbin P

beginsa burst. Associatedwith eachbin is a setof Paretointer-
arrival times,beginningwith ]_^ , the arrival that first fell into the
bin. Forbin P , weknowthat ] ^ 9 Q becausethepreviousbin is un-
occupied.Considernowthesubsequentinterarrivals]_^a` 1 �_�0��]0^a`�b
contributingto theburstof consecutiveoccupiedbins. Clearlyeach
of theseinterarrivalsmustbe � 2Q , asotherwisethey will skip a
bin andendthe burst. Furthermore,any interarrival in the rangeQc�d]'� 2Q hasthepotentialof skippingabin,dependingonwhere
we arepositionedin thecurrentbin prior to thearrival. Thus,any
interarrival ] 9 2Q definitelywill endtheburst,and ] 9 Q possibly
will endtheburst.

Sincetheinterarrivalsareindependent,wehaveasituationsimi-
lar tothatof ageometricrandomvariable:for anygiveninterarrival,
it will with probability e�f terminatetheburst,andwith probability
1
4 e�f continuethe burst. Here egf is a functionof exactlywhere

we arein thecurrentbin, but is boundedasfollows:h <
2Q�i $ � e f � h < Q�i $ % (3)

where
<

and
�

aretheParetolocationandshapeparameters,and Q
is thebin width.

We canthenboundtheexpectedlengthof a burstusingtheex-
pectedvalueof thegeometricrandomvariablesthatcorrespondto
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Figure 14: Count process for i.i.d. Pareto interarrivals, bin
size

���
103 ( � �

1 ��� � 1), 9 different seeds.

thelower andupperboundsin Equation3. Let � betheexpected
numberof binsspannedby aburst. It canbeshownthat:

�	� 
������� if ��� 2
�������

,
log � �������� if ��� 1

�������
, and "!

1 #$# % 2& if ��� 1
2 ,

where
�����

holdsif
�(')� � � .

Thus,for �*� 2, aswe “widen” our view by choosing
�

larger
andlarger, wewill observelongerandlongerbursts;for ��� 1, the
burstsgrow longerwith increasingbin size,but only very slowly;
andfor �)� 1

2 , theburstshavea constantlengthregardlessof the
sizeof thebins(!).

Considernow the length of the lulls separatingbursts. Let +
be the lengthof a lull, and +(, be the numberof bins (of size

�
)

spannedby thelull. Eachlull is dueto a singleinterarrivalthat is
possiblygreaterthan2

�
anddefinitely greaterthan

�
. Due to the

Paretodistribution’s invarianceto truncationfrom below (Equa-
tion 2), this meansthat thedistributionof + will bestochastically
boundedbetween-.� �/� � � and -0� 2�1� � � , where-.� �2� � � denotesthe
Paretodistributionwith parameters

�
and � .

Fromthisobservation,it follows that:

1
'43 2576(8:9*; ! + , 9 5 & 9 1

'<3 1576(8 #
Thus,thedistributionof +(, is invariant with respect to

�
. That is,

regardlessof thetime scaleoverwhichwe view thecountprocess,
thelulls betweenburstswill “look” thesame.

We now cansummarizethe behaviorof the countprocessfor
varyingvaluesof � := For �>� 2, thenumberof binsspannedby theburstsgrows

linearlywith
�
, while binsspannedby thelulls remainscon-

stant,so aggregationfairly quickly smoothesout the main
variationsof thecountprocess.
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Figure 15: Count process for i.i.d. Pareto interarrivals, bin
size

�?�
107 ( � �

1 ��� � 1), 9 different seeds.

= For �<� 1
2 , the burst lengthsareconstantacrossall time

scales,as are the lull lengths: the process appears self-
similar over all time scales.= For ��� 1, theburstlengths(in bins)growonly veryslowly
(logarithmically). This meansthat over a large time scale,
the predominanceof burstsvs. lulls remainsvirtually un-
changed:the process appears self-similar over many time
scales.

Figures 14 and 15 illustrate the “visual self-similarity”
[LTWW94] of this process.Eachfigure plots 1,000observations
of thecountprocesscorrespondingto i.i.d. Paretointerpackettimes
for �@� 1 and

� � 1. Nine different randomseedswere used
in generatingeachfigure. The first figure correspondsto usinga
bin-width of

� � 103, while the secondfigure uses
� � 107. To

the eye, the two setsof arrivalsexhibit the samegeneralactivity
in termsof alternationsof burstsand lulls and the fairly regular
ceiling of activity, thoughtheoccupiedbinsof the

� � 107 arrivals
appearto havea highermeanthanthoseof the

� � 103 arrivals.
As predictedby theanalysisabove,theaveragenumberof bins in
a burstfor

� � 107 is somewhathigherthanfor
� � 103 (a factor

of 2.6), while the averagelull size is virtually the same(a factor
of 1.2). Overall, thesustainedvariationevenwhenthe processis
aggregatedby a factorof 104 is striking.

In general,theprocessassociatedwith �A� 1 is similar to thatof
a singleTELNET connection’s traffic, which wemodelusingi.i.d.
Paretointerpackettimes with �<� 0 # 95 for the uppertail of the
distribution.Thusthismodelexplainsin partwhy TELNET traffic
appearsself-similar.

Wefinish with anexplanationof why thecountprocessesasso-
ciatedwith �B� 1 and �B� 1

2 arenot, in fact, self-similar, even
thoughthe balancethey exhibit betweenburstsandlulls suggests
theymightbe. Wehaveshownthatthelull length+ isstochastically
boundedbetweentwo Paretodistributionswith thesameshapepa-
rameter� . But for � 9 1, themeanof aPareto-distributedrandom
variableis infinite. The expectedburstsize,on the otherhand,is
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finite. Usingthesefacts,andviewingthecountprocess’sburstsand
lulls asanalternatingrenewalprocess,it follows that, for

���
1,

oncetheprocessreachessteady-state,eachbin is emptywith prob-
ability 1 (regardlessof thevalueof � ). Theautocorrelationfunction
of the processis thus0 everywhere,andhencesummable,so the
processis not long-rangedependent(andsocannotbeself-similar).

Eventhoughthecountprocessesarenot strictly self-similar, an
importantpoint remainsthat,whenviewedovera finite time scale
(i.e.,beforesettlinginto steady-state),thecountprocessassociated
with i.i.d. Paretointerarrivals(with

���
1) appearsin manyways

likeaself-similarprocess.Assumingthatthislikenesspersistswhen
theprocessis multiplexed,thisfindinggivesanunderstandingasto
whyobservedTELNETtrafficappearsself-similar. Thefactthatthe
countprocessis not truly long-rangedependentdoesnot imply that
TELNET traffic is not truly self-similar. It may be that TELNET
traffic is truly self-similarbut the simplifying assumptionsin our
argument(i.i.d. arrivals; no multiplexing) fail to faithfully model
thetraffic propertiesnecessaryfor trueself-similarity.

Thisargumentalsoshowsthatit ispossiblefor aprocesswhichis
notlong-rangedependentto appearto besoovermanytimescales.
Thisillustratessomeof thedangersofarguingfor trueself-similarity
(or, moregenerally, long-rangedependence)basedon (necessarily
finite) measurementsalone,without a correspondingmodel from
whichto arguefor self-similarityanalytically.

At thesametime, thequestionof whethera particular(infinite)
modelbasedonafinite processis long-rangedependentis only one
of the questionswe areexploring. Equally important is whether
or not long-rangedependentmodelsin generalareusefulaspar-
simoniousapproximationsto particularfinite processesarising in
networktraffic. Finally, we shouldnot underestimatethevalueof
thefundamentalinsightsandshiftsin focusthatcomefrom consid-
eringquestionsof self-similarityandlong-rangedependence.

D The M/G/ � model for generating
self-similar traffic

ThissectionbrieflydiscussestheM/G/ � modelfor generatingself-
similartraffic [CI80, p.136][C84, p.67]. TheM/G/ � queuemodel
considerscustomersthatarriveataninfinite-serverqueueaccording
toaPoissonprocesswith rate � . In thecountprocess�
	������� 0 � 1 � 2 � � � �
producedby the M/G/ � queuemodel, 	 � gives the numberof
customersin thesystemattime � . From[CI80, p.139],for customers
with aservicetimewith distributionfunction � , theautocorrelation
function ������� for thecountprocessis asfollows:

�������! cov�"	#�$�%�'&%	#�$�)(*�+�', -� .0/
1 � 1 23�4��56�7�78�5:9 (4)

D.1 The M/G/ ; model and the Pareto distri-
bution

Considercustomerswith independentservicetimes(or lifetimes)
drawnfrom the Paretodistributionwith locationparameter< and
shapeparameter

�
, for 1 = � = 2. FromEquation4, theautocor-

relationfunction �>����� is asfollows:

�������? -� . /
1 @ <5BA?C 8D5E9

 �D< C� 2 1
�GF 1 H C�I 9

Following [BSTW94], the process�
	 �  �J� 0 � 1 � 2 � � � � is asymptoti-
cally self-similar if

�����+�BK�� H�LNM ���+� as �POQ�R& (5)

for 0 =�ST= 1 and M aslowly-varyingfunction.2 Thus,for <�U 0
and1 = � = 2, thecountprocessof theM/G/ � modelwith Pareto
lifetimes is asymptoticallyself-similar, and thereforelong-range
dependent.

From [BSTW94], the process �
	 �  ��� 0 � 1 � 2 � � � � is exactly self-
similar only if

�������V 1W 2 XY���Z( 1� 2 [ 2 2� 2 [ (\���]2 1� 2 [,^
for 1W 2 =�_Q= 1 [BSTW94] [C84, p.59]. In this casetheprocess�
	 �  andtheaggregatedprocess�
	 F$` I�  havethesameautocor-
relationfunction. Fromthis result,for Paretoservicetimesandan
arbitraryarrival rate � , thecountprocessof the M/G/ � model is
not exactlyself-similar.

From [CI80, p.138], �"	a�� hasa Poissonmarginal distribution
with mean ��b , where b is the expectedservicetime. For the
M/G/ � modelwith Paretoservicetimes,theexpectedservicetime
is
� <GWG� � 2 1� , for

�dc
1. Thus,in this case�
	 �  hasa Poisson

marginaldistributionwith mean� � <DWG� � 2 1� .
E Log-normal distributions

From[WT92], thelog-normaldistributioniscalledsub-exponential
because,alongwith the ParetoandWeibull distributions,the tail
function is subexponential(i.e., decreasesslower thanany expo-
nentialfunction). In thatpaper, thePareto,log-normal,andWeibull
distributionsareall definedaslong-tailed. In thissectionweshow
thatthelog-normaldistributionisnotheavy-tailed,accordingto the
definitiongivenin Equation1.

We usethe estimateof the upper tail function for a standard
normalrandomvariableN ase4f g Udh>ijK 1k

2lEhnm HEo 2 p 2
[F50, p.175]. Thusfor X a log-normalrandomvariablewith scale
parameter1 andshapeparameter1,eqf 	rUs5Gi:K 1k

2l log 5Bm H log2 tup 2 9 (6)

Thus,for someconstantc,

ePf 	vU�5Di:KRw m H log2 tup 2
log 5 9

SoX is only heavy-tailedif for someconstantw 1 andsome
� U 0,

5 C K-w 1 log 5 m log2 tup 2 9
But wecanshowthatfor any x ,

log 5 m log2 tup 2 c 5�y
2For a slowly-varying function z , lim ��{ / zB|�}�~+����zB|�}��P� 1 for all~P� 0. Constants and logarithms are examples of slowly-varying functions.
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for � sufficiently large. (This follows becauselog ����� , there-
fore log2 ����� log � , and therefore � log2 � �	��
 .) So the log-
normaldistributionis not heavy-tailed. Note that the log-normal
distributionis not heavy-tailedevenif we expandour definitionof
heavy-tailedto includeslowly-varyingfunctions,asin Equation5.

E.1 The M/G/ � model and the log-normal
distribution

We considerthe M/G/  model for servicetimes with distribu-
tion function � . It is alreadyknown(Appendix D) that if � is a
Paretodistribution,thenthecountprocessfrom theM/G/  model
is asymptoticallyself-similar, andthereforelong-rangedependent.
In this sectionwe showthat if thelifetimeshavea log-normaldis-
tribution, then the count processfrom the M/G/  model is not
long-rangedependent.

FromEquations4 and6, we have:

���������������� log � 1 � 1� 2� � 1  2 �!� log2 �  2 " �
� �� 2� � 1  2 ���� 1

log �#�%$ log �'&  2 " �
Thecountprocessfrom theM/G/  modelwith log-normallife-

timesis long-rangedependentonly if ( ��*),+ ���-�.� is infinite. For
large / ,

�0�'),+ ���-�.��� �0�1),+
�� 2� � 1  2 ���� 1

log �2� $ log �'&  2 " �
� �� 2� � 1  2 �0�1),+ �0 � )3� 1

log �2� $ log �'&  2
� �� 2� � 1  2 �0� ),+

�-�54 /76 1�
log �5� $ log �'&  2 8

Because( �� ) 1 19 � 2 is finite and�-�54 /:6 1�
log �#�%$ log �'&  2 ; ��.$ log �'&  2 ; 1� 2

for x sufficiently large, then ( ��'),+ �<�-�.� is finite, and the count
processof theM/G/  modelwith log-normallifetimesis not long-
rangedependent.

Thisanalysisshowsthat,in the limit, thebehaviorof theM/G/ 
queuecompletelychangesif theservicetimesarelog-normaland
notPareto.An importantopenquestion,however, is overwhatsort
of finite timescalesarethesedifferencesactuallysignificant?
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