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Key aspects

® Events typically contain data for multiple
receivers

® There is no over-arching administrative
‘authority
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Components and endpoints
(|n the SBus world)




Event type system

® Fach event has a type

® Events emitted or accepted by an endpoint
all have the same type (the “type of the
DRI e e

TATREN ¥ e

Ta
.‘~
f




Events are trees




Tags and labels

® A label has a set of confidentiality and
Integrity tags

® Blah blah blah...you saw this last week,
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Labels and nodes

® A label is assigned to each node




Transporting event
labels

® |abels are not part of the schema!
@tag bin

@label {
( confidentiality “tag )
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Deontic agreements

® Organisations form agreements describing
data flow and attendant permissions and
obligations (deontic concepts)

Each maintains state descrlblng the degree
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From tags to




Tags are local

® Per-organisation scope: get meaning by fiat

® Organisations must agree on deontic states
anyway
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The meaning of a tag

® A tag (and thus a label) has two meanings

® |t asserts that transmission of data tagged
with it has a certain deontic meaning
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Agreements are
expressions of trust

® An organisation trusts others to vet
interaction with data according to their
labels
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The players




Agreements




Tags and fluents

® Tags
® PROPRIETARY-VEHICLE-POSITION
® Fluents

— KNOWS-BUS-LOCATION
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An event

<labels>
<nodelabel>
<nodename>bus</nodename>
<label>
<confidentiality>
proprietary-vehicle-position
</confidentiality>
integrity/>
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Contributions

® Unified intra- and inter-organisation |FC

® |ncorporation of security tag agreement
into a larger, legally-backed framework
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Future work

® What is the cost in terns of performance?

® Enforcement is on the critical path

® Efficient tag checking
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