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NetFPGA: Networked FPGA

Networking EDA Tools

Software (Xilinx,
Mentor, etc.)

‘ NetFPGA Driver

PCI-Express

My Design

(10GE MAC is soft/replaceable)

____________________________________________________________________________



BlueSwitch: A Multi Table OpenFlow Switch

Your design can look completely different!
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Blueswitch: Enabling provably consistent configuration of network switches, Han J.H., Mundkur P., Rotsos C.,
Antichi G., Dave N., Moore A.W., Neumann P.G., ACM/IEEE ANCS, Oakland, CA, USA, 7-8 May, 2015



NetSoc: NetFPGA + Open Source Processors

« Open source, RISC based SoC architectures
e RISC-V — RISC-V ISA soft processor, Linux OS
« CHERI — 64bit MIPS soft processor, BSD OS
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Prototyping RISC Based, Reconfigurable Networking Applications in Open Source, Han J.H., Zilberman N.,
Zeeb B.A, Fiessler A. and Moore A.W., Technical Report, CoRR abs/1612.05547, 2016



pciebench: an open source tool for benchmarking PCI Express

there is a limited understanding of PCle functionality, nor
the trade-offs that must be made to get best-performance
from PCle systems

* pciebench tool open source available
e |t builds on NetFPGA and Netronome boards
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Power Efficient MAC

* A Platform for 100Gb/s power-saving MAC design
(e.g. lights-out MAC)
* Porting MAC design to SUME permits:
— Power measurements
— Testing protocol’s response
— Reconsideration of power-saving mechanisms
— Evaluating suitability for complex architectures and systems




Emu: Rapid FPGA Prototyping of Networking Services in C#

e Accelerating networking services
e Compiling .Net programs
— To x86

— To simulation environment
— To multiple FPGA targets

Software development workflow

(C#)| A1 Write/edit> A2 Compile>(.NET CIL) | A3 Run > A4 Test >

B1 Compile
(Verilog) Hardware

Compilers B2 Simulate development
workflow
A2 : Mono B3 Synthesise

B1 : Kiwi _
B3 : Xilinx Vivado (Bitstream) | C1 Run > C2 Test >

Emu: Rapid Prototyping of Networking Services, Sultana N., et al., Usenix Annual Technical Conference (ATC),
July 2017



Open Source Network Tester
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OPEN
SOURCE
NETWORK
TESTER

 NetFPGA platform enabled the first prototype of
OSNT.

 The open nature of NetFPGA ecosystem represents
the best starting point for open HW/SW community-
oriented projects.

 OSNT aims to build a community as NetFPGA did.

OSNT: Open Source Network Tester, Antichi G. et al., IEEE Network Magazine, Special issue on Open Source
for Networking: Tools and Applications, 2014



OSNT: Open Source Network Tester
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OPEN
SOURCE
NETWORK
TESTER

Open source hardware and software platform for network
monitoring and testing.

https://osnt.org

Low cost, flexible to update, scale-out, no CPU usage,
nanosecond resolution measurements

OSNT: Open Source Network Tester, Antichi G. et al., IEEE Network Magazine, Special issue on Open Source
for Networking: Tools and Applications, 2014



Network Tester Comparison
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Open Source Network Tester

= OSNT is an open source HW/SW platform for network testing

OSNT
Applications

® O ® ®
nfO nfl nf2 nf3

[NEEFPGAT Os Kernel

Kernel Driver

X8 Lanes PCIE Gen3

Generator ORI Monitor
Hardware

PortO Portl Port2 Port3

Written in C, Python
Open API and registers

Written in Verilog HDL
using standard Xilinx
protocols

Users can add and
modify the modules



Open Source Network Tester

= OSNT is an open source HW/SW platform for network testing

Applications Applications
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Open API and registers

Written in Verilog HDL
using standard Xilinx
protocols

Users can add and
modify the modules



Open Source Network Tester

OSNT currently is:

= 4Ax10Gbps traffic generator.
= Capture card with high resolution timestamp (6.4nsec).
= GPS-ready synchronized measurement kit.



Open Source Network Tester

OSNT currently is:

= 4x10Gbps traffic generator.
= Capture card with high resolution timestamp (6.4nsec).
= GPS-ready synchronized measurement kit.

a starting point




OSNT Architecture
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OSNT RX interface

PCS/
PMA

Packet in ——

* Timestamp taken before RX queues to reduce FIFO-induced jitter
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OSNT Architecture
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OSNT TX interface

gmm —  Packet out

* Timestamp taken after TX queues to reduce FIFO-induced jitter
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OSNT TX interface

gmm

" Timestamp taken after TX queues to reduce FIFO-induced jitter

—  Packet out

" Timestamp overwrites packet data at a configurable offset

= |f enabled, it will overwrite 128bit data:

Dst MAC = - -

signature|pkt count

tx timestampl|ff- - -

\

]

J

| |
32 bit 32 bit

!
64 bit



OSNT Timestamp

" Free running counter?

" We could use a 64-bit counter driven by the 156.25MHz system
clock (naive solution)
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OSNT Timestamp

" Free running counter?

= We could use a 64-bit counter driven by the 156.25MHz system
clock (naive solution)

— provides no means by which to correct oscillator frequency drift
— produces timestamps expressed in unit of 6.4 ns

— fixed-point representation of time in seconds more useful to
host




OSNT Timestamp

= Direct Digital Synthesis (DDS) is the solution!!

= DDS is a technique by which arbitrary variable frequencies can be
generated
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OSNT Timestamp

= Direct Digital Synthesis (DDS) is the solution!!

= DDS is a technique by which arbitrary variable frequencies can be
generated

— need a time reference to correct DDS rate (the GPS provides
long-term stability)

— allow 64 bit value in fixed-point representation
— how Endace DAG card works!




OSNT Architecture
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OSNT Generator
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OSNT Generator
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OSNT Generator
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OSNT Generator

To/From  To/From  To/From  To/From To/From
QDR QDR DDR3 DDR3 Host PC
Memory Memory Memory Memory I
PCle
QDR QDR DDR3 DDR3
DMA
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. Input
PCAP Replay E <
eplay Eneine Arbiter
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| | | TS : Timestamp
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4x10G PCAP replay
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SRAM: 27MB
DRAM: 8GB

Delay module
Rate limiter
TX timestamping



OSNT Architeture
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OSNT Monitor
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OSNT Monitor
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OSNT Monitor

10G 10G 10G 10G
Rx Rx Rx Rx Time
3 7 3 [ seme | = RXtimestamp
RxQ RxQ RxQ RxQ
} = Stats collector
core v i Aggregate
Monitoring Statistics | gg_ g
+—» statistics to
(ﬂ?ior host software .
ﬁ'@\ : = TCAM-based Packet Filter
v Extrictor i (S_tup|e)
1/ ~ TCAM rule
Packets TCAM \ manager
FIFO P Decision |
Module .
l Filtering Stage . Cut/Hash
Cut/Hash |« —> setting
+ from host
' Host
» analysis

software



OSNT Monitor
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OSNT Monitor
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OSNT GUI

= OSNT GUI — Extensible Generator and Monitor GUI in Python.

= Command-Line-Interface is also available.

;nmle SUME OSNT GeneratorG n e rato r G U |

PCAP ENGINE

Interface Pcap File Replay Cnt Replay Cnt Display Mem_addr_low Mem_addr_high
0 1500.cap 100000000' 100000000 0x0 0x30
1 0 0x30 0x30

Select Pcap File| |0

%) OSNT-SUME Monitor IVI ° t G |

- Select Pcap File | |0 g VEL L Console O n I O r U

STATS
3 Select Pcap File | |0 0 0x30 0x30 Port Pkt Cnt Vlan cnt IP Cnt UDP Cnt TCP Cnt Pkts/s Bits/s
RATE LIMITER (] 12061355 0 12061355 12061355 0 822.368K 9.868G
Interface Rate Input Rate Display Enable Reset : . 3 " o 3 00 0.0
0 9.87Gbps 100.0000% Enable Reset 2 0 0 0 0 0 0.0 0.0
1 9.87Gbps 100.0000% ? 0 0 0 0 0 00 00

. . Enable Reset

FILTER RULES
2 9.87Gbps 100.0000% Enable Reset| EETY SRCIP SRCIPMASK DSTIP DSTIPMASK L4 PORT L4 PORT MASK PROTO PROTO MASK

() N/A N/A N/A N/A N/A N/A N/A N/A
3 9.87Gbps 100.0000% Enable peset| | N/A N/A N/A N/A N/A N/A N/A N/A
INTER PACKET DELAY 2 N/A N/A N/A N/A N/A N/A N/A N/A
Interface Delay Source DelayReginput  DelayRegDisplay Enable Reset 3 N/A N/A N/A N/A N/A N/A N/A N/A

4 N/A N/A N/A N/A N/A N/A N/A N/A
0 SetIPG o ons T Reset| B N/A N/A N/A N/A N/A N/A N/A N/A

6 N/A N/A N/A N/A N/A N/A N/A N/A
L SetIPG 0 o= Enable Reset| 7 N/A N/A N/A N/A N/A N/A N/A N/A
N 5 8 N/A N/A N/A N/A N/A N/A N/A N/A

ns
Set IPG 0 Enable Reset| g N/A N/A N/A N/A N/A N/A N/A N/A
3 s 10 N/A N/A N/A N/A N/A N/A N/A N/A <
Set IPG 0 Enable Reset| cUTTER and TIMER

Timestamp Rx and Tx Position Cut to Length: N/A FPGA Timer: 183.13438784 Hash
0 RXTS Pos o TXTS Pos )
1 RX TS Pos 0 TXTS Pos 0
2 RXTS Pos o TXTS Pos o

3 RXTS Pos 0 TXTS Pos 0



OSNT command line

= Command-Line-Interface is available to create a script
automating the test process.

Jroot/osnt-sume-master/OSNT-SUME-live/projects/osnt/sw/host/app/tools

osnt-sume-master/OSNT-SUME-live/projects/osnt/sw/host/app/tools 113x40

root root 4096 Apr 11 13:31
root root 4096 Mar 25 10:53

2
7
-rw-r--r-- 1 root root 2778 Apr 4 14:55 ext_mem_access.py
-rwxr-xr-x 1 root root 4624 Apr 11 13:30
-rw-r--r-- 1 root root 0 Mar 25 10:53 __init_ .py /rootfosnt-sume-master/OSNT-SUME-live/projectsfosnt/sw/host/app/cli
. i ;ggi :32: ‘gqgggz ﬁg: ig i;ﬂ {3223-33%-;22;““ root/osnt-sume-master/OSNT-SUME-live/projects/osnt/sw/host/app/cli 113x40
-rwxr-xr-x 1 root root 2772 Apr 10 14:48 S .
“rw-r--r-- 1 root root 2520 Apr 4 15:26 osnt-test-template-3.sh OSNT Monitor Stats (SUME-NetFPGA)
-rw-r--r-- 1 root root 2696 Apr 4 15:25 osnt-test-template-5.sh
-rw-r--r-- 1 root root 2612 Apr 4 15:22 osnt-test-template-6.sh nfo => ) )
-rwxr-xr-x 1 root root 2311 Mar 25 10:53 Packet No : 0 Byte No : 0
-rw-r--r-- 1 root root 4 Apr 10 15:19 rd_reg32.dat VLAN No  : 0 IP No e UDP No : 0 TCP No : o
-rwxr-xr-x 1 root root 1665 Apr 11 13:31
-rw-r--r-- 1 root root 80364 Apr 10 15:11 tcpdump_latency data.dat Pkt/Sec  :0.0 Byte/Sec :0.0
-rw-r--r-- 1 root root 964 Apr 11 13:31 test pcap 01.cap
-rw-r--r-- 1 root root 3192 Mar 25 10:53 timestamp_capture cli.py nfl =>
root@nf-testlll:tools$ Packet No : 0 Byte No : 0
root@nf-testlll:tools$ VLAN No 0 IP No 0 UDP No : 0 TCP No : 0
root@nf-testlll:tools$ python ../cli/osnt-tool-cmd.py -ifp@ ../sample_traces/1500.cap -flt ../g
B 10000 -rpn® 1000 -txs® 6 -rxs@ 7 -lpn 1000 -lty® -rnm| Pkt/Sec  :0.0 Byte/Sec :0.0
nf2 =
Packet No : 0 Byte No : 0
VLAN No 0 IP No : 0 UDP No : 0 TCP No : 0
Pkt/Sec  :0.0 Byte/Sec :0.0
nf3 =>
Packet No : 0 Byte No : 0
VLAN No 0 IP No 0 UDP No : 0 TCP No : 0
Pkt/Sec  :0.0 Byte/Sec :0.0
OSNT TimsStamp Counter: 34.381888 sec. Cutter size : Disabled
Press Ctrl-C to exit...




OSNT In action
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OPEN
SOURCE
NETWORK
TESTER

Enabling network innovation with accurate networking systems
characterization



Forwarding latency measurement

* Unloaded switches baseline latency no cross traffic

Application

OS Kernel

ON\I)

TS-Tx TS-Rx

.‘*"’ device under test



Forwarding latency measurement
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Blueswitch: Enabling provably consistent configuration of network switches, Han J.H., Mundkur P., Rotsos C.,
Antichi G., Dave N., Moore A.W., Neumann P.G., ACM/IEEE ANCS, Oakland, CA, USA, 7-8 May, 2015



SDN Testing Suite

SDN enables unprecedented flexible and extensible
network control

OpenFlow specifications lack performance semantics
— What does a barrier reply signifies?

OpenFlow performance aspects are yet to be explored

— How do you compare two OpenFlow switches?

OpenFlow flexibility is not always portable on switch
ASIC



OpenFlow toolstack X-Ray
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V Control Application Complexity

e

Scarce CO-processor resources

Control Channel Capacity

Control
Channel

Switch OS scheduling is non
trivial

ASIC driver -> policy
configuration



SDN networks performances

THE PROACTIVE CASE

SDN Controller
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THE PROACTIVE CASE

SDN Controller
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O1.Barrier request Barrier reply

02.Set of new rules
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SW controller

[
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Control/Data plane consistency

Consistent policy update affects security in SDN.

Trusted y
Untrusted U->SW1
T->SW2
e
Untrusted
T->SW1
U->SW2

Target state needed to update



Control/Data plane consistency
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Control/Data plane consistency

Application
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1. Initial rule  :0— 1 (as a set of different IP rules)

2. Rule update : 0 > 2



Control/Data plane consistency

Application

OS Kernel

We generate an OSNT
aggregate 2Gbps
with 150B packets

Control
Channel

1. Initial rule  :0— 1 (as a set of different IP rules)

2. Rule update : 0 > 2
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Control/Data plane consistency

TCAM

rule to match A

rule to match B

rule to match C

match

search key address
> >

search data

RAM memory with
associated data

>

Blueswitch: Enabling provably consistent configuration of network switches, Han J.H., Mundkur P., Rotsos C.,
Antichi G., Dave N., Moore A.W., Neumann P.G., ACM/IEEE ANCS, Oakland, CA, USA, 7-8 May, 2015



Control/Data plane consistency

TCAM

rule to match A

rule to match B

¢ ruletomatchC D <===p ¢ D
— match [ —— —
search key N address | RAM memory with search data’

associated data

A flow modification requires only to change the “action” in the
RAM. The flow is already present in the TCAM.

Blueswitch: Enabling provably consistent configuration of network switches, Han J.H., Mundkur P., Rotsos C.,
Antichi G., Dave N., Moore A.W., Neumann P.G., ACM/IEEE ANCS, Oakland, CA, USA, 7-8 May, 2015



Control/Data plane consistency

search key

TCAM

rule to match A

rule to match B

rule to match C

match
address
> >
o ——— B —
C D b (

RAM memory with
associated data

search data

>

A flow insertion requires also to write the matching fields in the

TCAM.

Blueswitch: Enabling provably consistent configuration of network switches, Han J.H., Mundkur P., Rotsos C.,
Antichi G., Dave N., Moore A.W., Neumann P.G., ACM/IEEE ANCS, Oakland, CA, USA, 7-8 May, 2015
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Controller performances in SDN networks
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Controller performances in SDN networks
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OSNT-SUME-live Github

= OSNT-SUME-live is publicly available.

£ NetFPGA / OSNT-SUME-live | oriva= @ Unwatch~ | 20 % Star 0 Y Fork | 2
<> Code Issues 0 Pull requests 0 Projects 0 Wiki Pulse Graphs Settings

OSNT for NetFPGA-SUME board Edit
m Add topics

© 47 commits ¥ 1 branch © 4 releases 42 3 contributors
|

Branch: master v New pull request Create new file = Upload files  Find file Clone or download ~

:sjhhan Merge branch ‘master’ of https://github.com/NetFPGA/OSNT-SUME-live Latest commit 1285822 7 days ago
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m lib Update the extmem packet replay controller and add the qdr i/f contro.. 7 days ago

I projects Update minor in 10g rx and tx cores. Add comments to the timestamp mo a menth ago

M scripts Add the first clean repo 8 months ago

i uti update pcap_gen to support configurable source and dest MAC addresses 12 days ago
] Makefile Add Makefile for ip core and sw driv

| README.md Update the release not link
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