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Optimizing Web Delivery Over WirelessLinks:
Design,ImplementationandExperiences

Rajiv Chakraorty, Andrewn Clark, andlan Pratt

Abstract—World over wide-area wireless Global System for
Mobile Communication (GSM) networks have beenupgraded to
support the general packet radio serice (GPRS). GPRS brings
“always-on” wir elessdata connectvity at bandwidths comparable
to that of corventional xed-line telephone modems. Unfortu-
nately many users have found the reality to be rather different,
experiencingvery disappointing performance when, for example,
browsing the Web over GPRS.

In this paper, we showv what causesthe web and its underlying
transport protocol TCP to underperform in a GPRS wide-area
wir elesservironment. We examine why certain GPRS network
characteristics interact badly with TCP to yield problems such
as: link underutilization for short-lived ows, excesgjueueingfor
long-lived ows, ACK compression,poor lossrecovery, and gross
unfair nessbetweencompeting o ws. We alsoshow that many Web
browserstend to be overly aggressve, and by opening too many
simultaneousTCP connectionscan aggravate matters.

We presentthe designand implementation of a web optimizing
proxy systemcalled GPRSWeb that mitigates many of the GPRS
link-r elated performance problemswith a simple software update
to a mobile device. The updateis a link-awar e middleware (a local
“client proxy”) that sits in the mobile device, and communicates
with a“server proxy” locatedat the other end of the wir elesdlink,
closeto the wir ed-wirelessorder. The dual-proxy architecturecol-
lectively implements a number of key enhancements—araggres-
sivecachingschemethat employscontent-basechashkeyingto im-
provehit ratesfor dynamic content,apreemptive pushof Web page
support resourcesto mobile clients, resource adaptation to suit
client capabilities, delta encodeddata transfer of modi ed pages,
DNS lookup migration, and a UDP-basedreliable transport pro-
tocol that is speci cally optimized for use over GPRS. We showv
that theseenhancements esultsin signi cant impr ovementin web
performance over GPRSIinks.

Index Terms—General packet radio sewice (GPRS), perfor-
mance,proxy, web, wir eless.

I. INTRODUCTION

LL OVER theworld Global Systemfor Mobile Commu-
nication(GSM) cellular networks have beenupgradedo
supportthe generalpaclet radio service(GPRS).GPRSoffers
“alwayson” connectity to mobile userswith wide-areacov-
erageanddataratescomparableo that of corventional x ed-
line telephonenodemsThis holdsthe promiseof makingubig-
uitous mobile accesso IP-basedapplicationsand servicesa
reality.
However, despitethe momentumbehindGPRS surprisingly
little hasbeendoneto evaluate WWW performancever GPRS.
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There are some interestingsimulation studies[17], [26] on
transmissiorcontrol protocol(TCP) performancebut we have
found actualdeploy/ed network performanceto be somevhat
different.

Some of the Web performanceissuesobsered in GPRS
are shared,to someextent, with wirelesslocal areanetwork
(WLANS) like 802.11 (WiF4), satellite systems,and other
wide-areawirelessschemessuch as Metricom Ricochetand
cellular digital paclet data (CDPD). However, we feel that
GPRS presentsa particularly challenging ervironment for
achieving goodapplication(Web) performance.

Pastresearcthasinvestigated TCP (andalsoHTTP) perfor
manceover someotherwide-areawirelesslinks suchasArdis,
Metricom Richochet,CDPD, and GSM. However, the realin-
hibitorsto a betterWeb browsing experiencearetypically re-
lated to the underlying network characteristicsywhich aswe
shall see aresomeavhatdifferentfor GPRS.

In this paper we setoutto explore questiondik e:

« Whatarethe“typical” GPRSnetwork characteristics?

« Whatarethe practicalperformancessuesusingTCPand

HTTP over GPRS?

* Whatperformancéene ts canwe achieve usingvarious

transportandapplication-le&el optimizations?

In shortthis paperpresentsour practical experiencesover
productionGPRShetworks,andour attemptgo build a system
that optimizesWWW performanceover GPRS.After a brief
overview, we summarizeour work to characterizeGPRSIink
behaior in Sectionll. Sectionlll identi es particularproblems
experiencedy TCP o wsover GPRSandSectionVV examines
how theseare exacerbatedy application-layemprotocolssuch
asHTTP.

In SectionV, we presentthe designand implementationof
our GPRSVeb proxy system—aWeb optimizing dual-proxy
systemconsistingof the client middlewvare (the client proxy)
and a ‘server proxy’. The client middlewvare is a local proxy
that residesin the mobile device, while the GPRSV¢b sener
proxyis locatedin thecellularnetwork closeto thewired-wire-
lessborder The GPRSWéb systemimproves Web contentde-
livery with anoptimizedtransporfprotocolspeci cally tailored
for GPRSwirelesservironmentsanextendedcachingscheme,
sener controlledparse-and-pustiunctionality data(payload)
compressionand delta encodingto improve performancen
presencef dynamicWeb content GPRSV¢brequiresno addi-
tionalinstrumentatioror modi cation to bemadeeitherto Web
browsers,mobile clients,or contentseners.

SectionVI discussesGPRSV¢b systemperformanceand
SectionVIl presentsrelatedwork. We discussissuesrelated
to GPRSWb deployment in Section VIII and concludein
SectionlX.
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Il. GPRSLINK CHARACTERIZATION

We have usedacommercialGPRStestbedor link character
ization. In thistestbedthe mobileterminal(MT), e.g.alaptop,
connectgo the GPRSnetwork througha GPRS-enablethter-
face—a PCMCIA GPRScardor a phone.In orderto usethe
GPRShetwork,theMT  rstattachesitselfto thegatevay GPRS
supportnode(GGSN)througha signalingprocedureandestab-
lishesa point-to-pointprotocol (PPP)connection.The MT is
dynamicallyassignedan IP addressandthe GPRSnetwork is
responsibldor delivering datato and from this IP addressas
the MT moves throughthe network.

GPRSlik e otherwide-areawirelessnetworks, exhibits mary
of thefollowing characteristicdow and uctuatingbandwidths,
high andvariablelateng, andoccasionalink “blackouts’ [31].
To gain clearinsightinto the characteristicef the GPRSIink,
we conductedh seriesof network link characterizatiomxperi-
ments.Thesehave beenrepeatedindera wide rangeof condi-
tions,usingdifferentmodelsandmanufcturerof handsetsand
differentnetwork operatordocatedin several Europeancoun-
tries. We found no major performancalifferencesdetweerthe
network operatorsandvariationbetweendifferenthandsetof
similar GPRSdevice classis minimal. A moredetaileddescrip-
tion of how thesaestswereconducteduplink/dovnlink lateng
measurementsools used,etc.) canbe foundin [31]. We also
provide a comprehensk descriptionon GPRSIink character
ization in the form of a separatdechnicalreportin [15]. We
enunciatesomeof ourkey ndings.

High andVariable Latency: GPRSIink lateng is high and
variable:400-1300ms in the uplink and 5006-3000ms in the
downlink, as shavn in Fig. 1. Round-trip times of 800 ms
or more are typical. The variability seenin the link lateng
is dueto the retransmission$ARQ) at the radio link control
(RLC) layer and depend=n the wirelesschannelconditions.
Fig. 1 shaws signi cantly highernumberof link-layer retrans-
missionsoccurredover the downlink (shavs greaterspreadn
the distribution). In contrastthe uplink shovs a muchtighter
delay distribution indicating better radio conditions. These
measurementfor delay distributions were obtainedusing a
versionof ttcp  program(ttcp+ [3]) modi edto useprecise
timestampsbetween time-synchronizedhosts in stationary
conditions[31].

The link also shovs a strong tendeng to “buncH
paclets—the rst paclet in a burst is likely to be delayed
and experiencemuch more jitter than the following paclets.
This indicatesthat a substantialproportion of the lateng is
incurredwhenthe mobile terminaltransitionsfrom previously
beingidle [31]. Packetsthat are alreadyqueuedfor transmis-
sion canthenfollow the rst out over the radio link without
incurring additionaljitter.

FluctuatingBandwidth: We obsenrethatsignalqualityleads
to signi cant(oftensudden)ariationsin perceved bandwidth
by therecever. Suddersignalquality uctuationggoodor bad)
commensuratelympactsGPRSIink performancelUsinga “3
+ 1" GPRSphonesuchasthe EricssonT39 (threedownlink
channelspneuplink), we obsereda maximumdownlink pay-
load throughputof about4.15KB/s (33.2Kb/s), andan uplink
throughputof 1.4 KB/s (11.2 Kb/s). Usinga “4 + 1" phone,
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Fig.1. Singlepaclettime-in- ight sampledelaydistribution over GPRSlinks
with plotsshaving (a) uplink delayand(b) downlink delaydistributionfor 1000
paclet samplef size1024byteseach.

theMotorolaT280,we measure@nimproved maximumband-
width of 5.5KB/s (44 Kb/s) in the downlink direction.Factors
suchas protocol overheadsontribute to this discrepanyg, see
[26] and[31] for moreinformation.

PacketLoss: TheRLC layerin GPRSusesanautomaticre-
peatrequesi{ARQ) schemehatworks aggressiely to recover
from link-layer losses.Thus, higher level protocols(suchas
IP) rarely experiencenoncongestie lossesPacketscanbelost
over the GPRSIink during: 1) deepfading leadingto bursty
lossesand 2) cell reselectiongesultingin a link “blackout’
condition.In both casesconsecutie pacletsin a window are
usually lost.

Link Outages: Link outagesaremorefrequentwhenmaving
atspeedr, for example passinghroughtunnelsor otherradio
obstructionsNeverthelesswe have alsonoticedoutagesiuring
stationaryconditions.The obsened outageinterval will typi-
cally vary betweens and40 s. Suddersignalquality degrada-
tion, prolongedfadesandintrazonehandwerscanleadto such
link blackouts.Whenlink outagesareof shortduration paclets
aresimply delayedandarelostin few casesln contrastwhen
outagesareof higherdurationtheretendto be burstlossesWe
have alsoobseredspeci ¢ casef link resetswherea mobile
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(b) Characteristic Congestion Window Growth.
Fig. 2. (a) Shaws that slow-start takes over 7 s to expandthe congestion

window suf ciently to enablethe connectiorto utilize thefull link bandwidth.
(b) Captureghe characteristiexponentialcongestiorwindow growth dueto
slow-start. Maximum sggmentsize (MSS) was setat 1400bytes.

terminalwould stall and stop listening to its temporaryblock
ow (TBF) [11]. In suchcaseswe hadto terminateandrestart
the PPPsession.

I1l. TCP PERFORMANCEOVER GPRS

In this section,we concentrateon TCP performancedssues
over GPRS.We focus on connectionswhere the majority of
datais shippedin the downlink direction,asthis corresponds
to the prevalentbehaior of mostmobile applicationssuchas
Web browsing, ledownload,readinge-mail,news,etc.A more
comprehensie descriptionon TCP performanceroblemsover
GPRSis available[31].

TCP Startup Performance: Fig. 2(a) shaovs a close up of
the rstfew secondsf a connectiondisplayedalongsidean-
otherconnectiorunderslightly worseradioconditions An esti-
mateof thelink bandwidthdelayproduct(BDP)is alsomarked,
approximatelyl0 KB. This estimateis approximatelycorrect
underboth goodandbadradio conditions,aseven thoughthe
link bandwidthdropsunderpoor conditionsthe RTT tendsto
rise. For a TCP connectionto fully utilize the available link
bandwidth,its congestiorwindow mustbe equalor exceedthe
BDP of thelink. We canobsene thatin the caseof goodradio
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conditions,it takesover 7 sto rampthe congestiorwindow up

to avalueof link BDP from whentheinitial connectiorrequest
(TCP sSYN)was made Hence for transfershortetthanabout
18 KB, TCP fails to exploit the meagrebandwidththat GPRS
makesavailabletoit. Sincemary HTTP objectsaresmallerthan

this size,the effect on Web browsing performanceanbe very

signi cant.

ACK Compession: A further point to notein Fig. 2(b) is
thatthe senderreleasepacletsin burstsin responseo groups
of four ACKsarriving in quick successiorRecever-sidetraces
shav that the ACK’s are generatedn a smoothfashionin
responseo arriving paclets. The “bunching on the uplink is
dueto the GPRSIink layer This effectis not uncommonand
appeardgo be an unfortunateinteractionthat can occur when
the mobile terminalhasdatato sendandreceve concurrently
ACK bunchingor compressiomot only skews upwardsthe
TCPs RTO measuremenbut also affects its self-clocking
stratgy. Sender-sidepaclket bursts can further impair RTT
measurements.

ExcessQueueing: Due to its low bandwidth,the GPRS
link is almostalways the bottleneckof ary TCP connection,
hence, paclets destinedfor the downlink get queuedat the
gatewvay ontothe wirelessnetwork (known asthe GGSNnode
in GPRSterminology seeFig. 9). However, at the time these
measurementwere taken, we found that the existing GPRS
infrastructureoffered substantialbuffering: UDP burst tests
indicate that over 120 KB of buffering is available in the
downlink direction.Most GPRSnetworks offer high buffering
between50-200 KB [31]. Hence, for long-lived sessions,
TCP s congestiorcontrol algorithmcould Il the entirerouter
buffer beforeincurring paclet loss and reducingits window.
Typically, however, the window is not allowed to become
quite so excessve dueto the recever's ow control window,
whichin mostTCPimplementationss limited to 64 KB unless
windowscalingis explicitly enabledEvenso,thisstill amounts
to several timesthe BDP of unnecessarpuffering, leadingto
grosslyin atedRTTs dueto queueingdelay Fig. 3(b) shavs
a TCP connectionin such a state,where thereis 40 KB of
outstandinglataleadingto ameasuredRTT of tensof seconds.

Excesgjueueingexacerbatestherissues.

* Inflated Retransmit ~ Timer Value . RTT in-
ation resultsin anin atedretransmittimer value that
impactsTCP performancefor instancejn casef mul-
tiple lossof the samepaclet [36].
* SYN timeout . Excessqueueingcausedby long-lived
ows resultsin attemptsto establishnen connections
timing-out before completingthe three-vay handsha&
[36].

* Problems of Leftover (Stale) Data. For
downlink channelsthequeuediatamaybecomenbsolete
when a user abortsa Web download and abnormally
terminatesthe connection.Draining leftover datafrom
suchalink maytake mary seconds.

* Higher Recovery Time. Recwery from timeouts
dueto dupackg(sacks)or coarsetimeoutsin TCP over a
saturatedsPRSlink takesmary secondsThisis depicted
in Fig. 3(a),wheredrain timeis about30 s.



CHAKRAVORTY etal.: OPTIMIZING WEB DELIVERY OVER WIRELESSLINKS: DESIGN, IMPLEMENTATION, AND EXPERIENCES

700000 : .
600000 .
Receiver Ady. Windo
B 500000 .
£ 24d ks f kts infli
& 400000 Up_aC 'S rom pKis Intlig i
2 (Drain Time = 30 secs
£ 300000} 4
o
2 200000 ho
8 ; Segment and Ack Trace
100000 F T — ) 4
Retransmit (after 3rd dupack)
0% 5 L 1 1 L
00:00 01:00 02.00 03:00 04.00 05:00
Time (min)
(a) Source TCP Sequence trace during Loss Event.
45000 : : .

40000
35000
30000
25000
20000

Link Drain Time = 30 secs T

T
1

15000
10000

5000

Outstanding Data (bytes)

1 Il

01:00 02:00 0300
Time (min)
(b) OQutstanding Data Growth plot.

1

04:00

0
00:00 05:00

Fig.3. Caseof time-outdueto adupack(sack)a) Shavsthesendesequence
trace.(b) Capturesthe correspondingutstandingdata.MSS herewas setat
1400bytes.

TCP LossRecwery Over GPRS: Fig. 3(a) and (b) depicts
TCP s performanceduring recovery dueto receptionof a du-
pack(in this casea SACK). The pointto notehereis thevery
longtimeit takesTCPto recorer fromtheloss,onaccounofthe
excesgquantityof outstandinglata.Fortunately useof SACKs
ensureghat pacletstransferredduring the recovery periodare
notdiscardedandtheeffectonthroughpuis minimal. Thisem-
phasizeghe importanceof SACKs in the GPRServironment.
In this particularinstance the link conditionhappenedo im-
prove signi cantlyjustafterthe pacletloss,resultingin higher
availablebandwidthduringtherecovery phase.

FairnessBetweerFlows: Excesgjueueingcanleadto gross
unfairnesdetweercompeting ows.Fig.4 shovsa letransfer
f2 initiated 10 s aftertransferfl. WhenTCP transferf2 is initi-
ated,it struggledo getgoing.In factit timesouttwice oninitial
connectionsetup(SYN) beforebeing ableto senddata.Even
after establishingthe connectionthe few initial datapaclets
of f2 arequeuedat the CGSN nodebehinda large numberof
f1 paclets.As aresult,pacletsof f2 perceve very high RTTs
(16-20 s ) andbearthe full brunt of excessqueueingdelays
dueto f1. Flow f2 continuego badlyunderperforruntil f1 ter
minates.Flow fairnessturns out to be an importantissuefor
Web brawsingperformancesincemostbrowvsersopenmultiple
concurrentHTTP connectiong31]. The implicit favoring of
long-lived owsoftenhastheeffectof delayingthe“important
objectsthatthe browserneeddo be ableto startdisplayingthe
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partiallydownloadedbage)eadingto decreasedsemerception
of performance.

IV. WWW PeERFORMANCEOVER GPRS

The resultsfrom the precedingsectionhighlights mary is-
suegelatedto TCPperformancen awide-areavirelessGPRS
ernvironment.n thissectionwebrie y review thekey issuege-
latedto Web browsers,andspeci cally, Web performanceover
GPRS.More information relatedto Web performanceissues
over GPRScanbefoundin [31].

Typically, aWeb connectiorcould entailtwo roundtrips. As
shavnin Fig. 5—in the rstround-trip,theWeb clientresohes
the requesteduniform resourceidenti er (URI) with a check
to alocal domainnamesener (DNS) cachefor anentryto the
requestedJRL. As RTTs over GPRSare high, frequentDNS
lookupsarecostlyasthey mustbecompletedeforeotherwork
cancontinue After resolvingtheDNS name theWeb clientini-
tiatesa TCP connectionwith theremotesener. As usual,every
TCP connectiornwill have to proceedhroughathree-vay TCP
handsha&, which meansthatan extra RTT is incurredbefore
the connectiorcanbe used.Theimpactof suchRTTs s thatit
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induces'idle” timesduringdownloads resultingin link under
utilization.

PopularWeb sitesusually containembeddedbjectshosted
underdifferentdomainnames.ln an attemptto improve end-
userexperience theseWeb sitesof oad someof their static
contentto a setof senerslocatedgeographicallycloserto the
userg13]. For example,newns Web sitessuchaswww.cnn.com
containembeddedbjectsthat point to mary distinct domain
namese.g.,Akamaicontentseners.Thus,whenabrowserper
forms DNS queriesfor suchdomainnamesgachqueryincurs
adelayof atleastoneGPRSRTT. Thesituationis furtherexac-
erbatedoy contentdistribution networksthatemploy a smaller
DNS time-to-live (TTL) valuein their DNS response$or load
balancingpurpose$12], [27]. Thisresultsin browsersmorefre-
quentlyqueryingfor DNS resolution.

Browser behaior is obviously crucial to betterexperience
over any given network. Unfortunately most current Web
browsersaretunedfor LAN ervironmentsand often perform
poorly in a resourcerestricted setting. Web browsers (e.g.,
mozilla) openmultiple concurrenfTCP connection®ver alink
simultaneouslyf31]. The inherentnatureof TCP s congestion
control algorithmimpliesthat N connectionswill be NV times
moreaggressie whencomparedvith a singleTCP connection
sharinga bottleneckink. Typically, Web browvsersthat opena
numberof concurrenfTCP connectionslo soto graba greater
shareof the link bandwidth. Also, with more connections,
browsersimplicitly avoid head-of-line(HOL) blocking prob-
lems[21]. An aggressie browserwill obviously reapbene ts
over corventionalhigh bandwidthlinks sharedoy mary users.

However, usingmultiple TCP connectionsover “long-thirt’
GPRSIlinks hasits own drawvbacks. First, protocol control
(SYN/ACK/FIN's) overheadassociatedvith greaternumbers
of connectionsis high. This is further exacerbatedby the
overheadof the protocolheaderg55 bytesasin [6]) for data
pacletsthatareexchangedver thelink. Secondthethree-vay
handsha& delay while establishinga TCP connectioncan be
signi cant due to the high lateny of GPRSIinks. Further
more, it can take only a few RTTs for multiple concurrent
connectionsto exceed the GPRS CGSN router downlink
bandwidth-delayroduct(BDP) value.The exponentialnature
of the slow-start phasecombinedwith paclets from multiple

ows canquickly leadto excessqueueingover the downlink.
As a result,ary subsequenhen TCP connectionwill have a
high chanceof timing out duringits initial connectiorrequest
phase New connectionswill endurehigh RTTs, causingthem
to severely underperform,with an additional probability of
spurioustime-outs.Experimentsn [31] over productionGPRS
networks showv thataggressie Web browsersat timessaturate
the downlink GPRSGGSN buffers.

Thereexistsatradeof in thenumberof simultaneouspersis-
tent, TCP connectiongo useover GPRS[32]. If Web browsers
openfew persistenfTCP connectionghenit may leadto link
underutilization. Opening mary increasesconnectionsetup
overheadand consequentidegradesperformanceExperience
shaws that supportfor persistentconnectionsis not always
implementedin Web sener software or can sometimesbe
deliberatelyturned off [13]. In fact, mary commercialWeb
senersexplicitly close(FIN) connectionsfter certainnumber
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of requestsThis implicitly forcesWeb clientsto openmary
new TCP connectiongo download the entire content.Unfor-
tunatelythis behaior degradesend-useWeb experienceover
GPRS.

The full benets of HTTP 1.1 cannotbe realizedwithout
makinguseof HTTP pipelining wheremultiple outstandinge-
questarepermittedonthesameconnectiorf29], [34]. Without
pipelining,aRTT delayis normallyincurredbetweerobjectson
the sameconnectionandworse,slow-startmustbe performed
atthestartof every object(i.e., HTTP GETs)sincethe connec-
tion will have goneidle. Unfortunately supportfor pipe lining
is currentlyrare.Our experimentsalsoshowv thatHTTP request
pipelining improves Web performancever GPRS[31], [32].

V. THE GPRSWeB PrOXY MODEL

The previous sectionidenti ed the causef poor Web per
formancein a GPRSernvironment,andwe now reporton our
attemptsto overcomethem. Clearly, performancecan be im-
proved by makingmodi cationgotheHTTPandTCPprotocols
to bettersuit the GPRSernvironment.However, ary approach
that relies on modi cationsto Web seners or Web browsers
would at besttake yearsto achieze widespreadieployment.

In earlierworks, we improved Web delivery over GPRSby
focussingon transportTCP performancd33]. By installing a
transpaentTCPenhancingroxyin acellularnetwork, weim-
proveits performancever wirelessGPRSIlinks. While thisap-
proachcertainlybene ts TCP ow performancen the down-
link, therearesomeissuest is notableto address.

* TCP connectionsetup overhead Many Web browsers
continueto useHTTP 1.0 by default and openmultiple
TCP connectionsto download Web content. Using a
TCP optimizing proxy is not ableto eliminatethe TCP
three-vay connectionsetupoverheadn HTTP 1.0 when
downloadingthe Web content.

« Distributed structure of Web content Popular Web
contentis often locatedin differentcontentsenerseach
having adistinctpublicdomainname Downloadingthese
Web pagesincursadditional DNS lookupsfor resolving
thesedomain namesof different contentseners [13].
FurthermoreWeb browsersmay alsoopenmultiple TCP
connectionsto each contentsener thereby sometimes
increasinghe overall connectiorsetupoverhead.

To overcomesuchlimitationsof Web contendistribution,our
approachn GPRSV¢bhasbeento usetheexistingHTTP proxy
mechanismo enableus to inserta pair of translatingproxy
senersin to the HTTP request/responsatreamthat together
implementsa numberof techniqueso enhanceperformance.
This enablesGPRSV¢b to be both browser as well assener
independent.

GPRSWebusesa pair of specialproxy senerslocatedon ei-
thersideof the GPRSlink. Betweenthe proxies,a custompro-
tocolis employedto reducetraf ¢ volumeover the GPRSIink
to mitigatetheeffectsof highRTT in GPRS A custommiddle-
ware(“ client-sidé proxy) mustbeinstalledonthemobileclient
device.As partof theinstallation theWeb browseris con gured
to routeall HTTP requestshroughthis middiware-basegroxy
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Fig. 6. GPRSW¢b systemarchitectureandcomponents.

via alocal TCPconnectiorusingthetraditionalloopbad inter-
face.As shavnin Fig. 6, theclient proxy communicatesvith a
“sener proxy,” locatedon the otherendof the GPRSIink. The
client proxy avoids costly DNS resolutionsover the GPRSlink
using DNS lookup migration. In this approachthe client di-
rectlysendghecompressetdRL to thesenerproxytoresole.
The sener proxy makes requestgo the wired network on be-
half of the client,andsendsbackresponseslhe cachecontent
in thesenerproxyis sharedcapableof servicinglargenumbers
of mobile clientssimultaneously

TheGPRSVW¢bproxy modelimplementghefollowing mech-
anismsto improve performance.

* GPRSWeb Protocol: Dueto the problemsdenti edear
lier, we do notuseTCP asthetransporiprotocolbetween
the proxieslocatedon eitherside of the GPRSIink. In-
steadwe usea customtransportprotocol (which we call
the GPRSVe¢bprotocolhereafterthatrunsover UDP and
implementsordered reliable,messageransfer The pro-
tocolis optimizedfor GPRSlink characteristiciandmin-
imizeslink traversalsandrespond®f cientlyin theevent
of the patternsof paclet losswe commonlyobsenre. It
achieves substantiallybetterlink utilizationthanTCP.
ExtendedCaching: Client-sidecachingimproves perfor
manceby eliminating somenetwork roundtrips andre-
ducingtheamountof dataexchangedver the GPRSlink.
However, traditionalbrowsercachegdo notyield the full
potentialbene t dueto the natureof the HTTP caching
mechanismand pessimisticcachecontrol directives con-
tainedin mary Web pages.

The GPRSW¢b client proxy implementsa client-side
cachethatreplaceghe browser s persisten{disk) cache.
A customcachingprotocolis usedbetweertheclientand
senerproxiesthatenabledetterhit ratesby usingSHA-1

ngerprintg5] of objectsto determinevhetherthey have
actuallychangear not. Theprotocol,thus,eliminatesun-
necessargbjecttransfersover the GPRSlink, andmakes
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betteruseof the limited size cacheavailablein the mo-
bile device. The sener-sideproxy alsoimplementsa tra-
ditional sharedHTTP cacheto reducebandwidthrequire-
mentson the wired network and,thus,cantake the place
of existing proxy cacheghat are alreadycommonlyde-
ployed by ISPs.

Data Compression and Delta Encoding: GPRSV¢b
alsocompressedatabeforesendingit over the wireless
link, reducing transfersize and therebyimproving re-
sponsdime. Datais compressedsinggzip compression
unlessit is alreadyin a compressedormat (e.g., JPEG
images,zip archives).A separatestring tableis usedfor
HTTP headerstesultingin bettercompressionWhenthe
sener-sideproxy detectsthat a previously cachedobject
hasbeenupdatedijt triesusingthe VCDIff [7] algorithm
to encodethe differencesbetweenthe old and new ob-
jects.Thecompressedeltas[22] aresentin placeof the
new versionif they would resultin a smallertransfer
Parse-and-PushOperation: Most Web pagescontaina
numberof imagesand other objectsthat make up the
pagestructurege.g.,buttongraphics spacersstylesheets,
framesgetc. Theseobjectsarerequestedby abrowserafter
parsingthe HTML documentsA round-tripdelayis nor-
mally incurredbeforetransferof theseobjectscancom-
mence Theparse-and-pusimechanisnin the GPRSV¢b
sener proxy parsedHTML objects,andproactvely starts
pushingobjectstoward the GPRSV¢b client cacheif the
link would otherwisebeidle.

Our designof GPRSW¢bis somavhatsimilar to the Mowgli
CommunicationArchitecture that also makes use of a pair
of proxiesand employs its own customprotocol over GSM
wirelesslink [25]. Mowgli focuseson GSM networks andis
primarily designedo handlelengtty link stalls.Otherworksin
this directionis the IBM’s WebExpres$14] thatwas designed
to improve Web browsing performanceover such wireless
links. WebExpressimproves performancethrough caching,
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Fig. 7. Client-sidemiddlevareandsener proxy structure.

differencing, protocol, and header reduction mechanisms.
It was designedspecically for Web forms—applications
characterizedoy repetitve and predictableresponsesvhere

only somecertaininformation would changein a given Web

page.Similarly, Fleminget al. in [38] implementprefetching
schemesn their wirelessworld wide Web proxy sener anda

new multiple hypertext streamprotocol(MHSP).

However, none of theseabove solutions supportschemes
implementedn GPRSV¢bsuchasCHK-basedcaching sener
based parse-and-pushgelta-encoding,fast start, and DNS
lookupsmigration.As we shalldemonstratén SectionVI, use
of suchschemedeadsto signi cant performancebene ts in
Web browsing experienceover high-lateng wirelesslinks.

A. GPRSWb Proxy Design

We have designedandimplementedhe GPRSVébproxy ar-
chitectureby splitting the client andsener functionality across
anumberof componentssomeof whicharesharedFig. 7 shov
thecomponentsisedin theclientandthe sener.

The connection manager acceptsTCP connectionsfrom
the Web browserandpasseshemto a connectionobject.This
queriesthe client cache manager (Fig. 8), andin caseof a
miss, invokes a server stub to issuea requestto the sener
proxy. Uniqueidenti ersareassignedo eachrequesimadeto
thesener proxy, andareusedto invoke aresponsehandler to
procesghereply. Theresponséiandleralsointeractswith the
cachemanageto updatecachestateasnecessaryl he objectis
thenreturnedto the pendingbrowserconnection.

In the sener proxy, client stubsexaminemessageseceved
by the protocolstackfrom a client andtakesactiondepending
uponthe messageype. Objectrequesimessageareprocessed
by the sever manager, which functionsvery similar to the
clientmanagerut seeksesponsefomtheserwer cacheman-
agerandthe HTTP stubsif necessaryThe HTTP stubscon-
tactWeb senersto downloador checkthe freshnes®f objects.
Thus,arny DNS lookupsrequiredare performedon the sener
proxy andnot over the GPRSIlink. The client stubscoordinate
datacompressiorand other optimizationsbeforethe response
is nally sentbackto the client proxy.

!
{

Cache Manager
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Fig. 8. Cacheoperationoverview.

B. GPRSWb Protocol

The GPRSWeb transportprotocol avoids TCP s connection
setupand slow-startcosts,and exploits knowledgeof GPRSs
particularlink characteristic$o optimizeperformance.

Thebasicunit of transferis thesegment eachof whichis car
riedin aseparatgaclet. UDP is usedto take advantageof the
port multiplexing facilities andthe UDP checksum Segments
are sequentiallynumberedand are of two types: normal-pri-
ority andlow-priority. Low-priority is typically usedfor back-
groundtransferse.g. pushingcacheupdateso aclient;normal-
priority is usedfor everythingelse . Thequeuesreservicedwith
strict priority. Segmentsin the low priority queuemay be pro-
motedif, for example,the serer proxy explicitly recevesare-
questfor anobjectthatis currentlypreemptvely beingpushed
to theclient.

Since we expect missing sggmentsto be rare over GPRS
(due to the relatively reliable RLC layer) an error recosery
stratgy basedon selectve repeatwith negative acknavledg-
ments(NACKSs) schemas used.In aNACK basedschemethe
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recever explicitly indicatesto the sendemvhich segmentswent

missing. The NACK basedschemeeliminatesthe retransmis-
sion ambiguity problem, and also resultsin minimal control

traf ¢ overheadn thenormalcase.

Wherepossible NACKSs arepiggybacled onto the outgoing
segmentslf thereis nooutgoingtraf c,anempty*dummy’ seg-
mentis createdo carrytheNACK. As aresultof piggybacking,
shoulda NACK be lost, thelossof the carriersegmentwill be
noted,andthe NACK retransmittedvith its carriersegment.

The link condition is veri ed periodically by setting the
ACK-able header ag in an outgoing segment (creating a
dummy segmentif none alreadyexists). The receving host
generatesan explicit ACK responsejn the samemannerit
would a NACK. ACK-able messageare generatedvery few
seconds,thus, the hosts can detect whether a seriouslink
stall is being experiencedlf the client receves no repliesfor
30 secondsit attemptgo disconnectndreattacho the GPRS
network; experienceshaws that this action often brings the
link straightbackto life. Notethatthis sametechniquehelpsto
recover from link outageconditionscausedy cell-reselections
thatmay lastup to few seconds.

GPRSW¢busesa connectiorstart-upmethodvery similar to
the TCP acceleratedpen(TAO) schemealevelopedfor T/TCP
[30], avoiding SYNs/ACK control packets.Eachhostremem-
bersthesegmentnumbetastreceved,andexpectgorecevethe
segmentfollowing. No handsha&isneededsincenumberings
assumedo continuefrom whereit left off. Wherever it is nec-
essanyto starta new sequencée.g.a hostreboots),nitial sey-
mentsof the new sequencaretaggedwith the deltasbetween
their sequencenumber and the baseof the new sequenceA
hostcan,thereforedeterminghe new sequencbkaseandissue
NACKSs for missingsegments,evenif thosemissingstarteda
new sequence.

WhereasT CP hasto operateover links with widely varying
qualities, GPRSV¢b canmake mary moreassumptionsbout
theunderlyingnetwork. SincetheGPRShetwork alreadyimple-
mentsamechanisnior sharingbandwidthbetweerusersthere
is noneedor the GPRSW¢bprotocolto implementits own con-
gestionavoidancemechanismlnstead,a simple credit-based

ow controlschemesuf ces.

GPRSWeb initially gives eachhost credit equivalentto an
estimatedvalue of the bandwidth-delayproduct(BDP) of the
link: no slow-startphasds employed.For “3 + 1" classGPRS
devicesthisinitial estimates 10 KB. This level of outstanding
credit is re ned over time basedon the measuredRTT and
throughput,typically from timing ACK-able seggments.The
credit value usedis setto be 10% higher thanthe measured
RTT throughputproduct, to allow the link to remain fully
utilized in the presenceof typical levels of jitter. Sincethe
outstandingreditis cappedn this mannerwe avoid theexcess
queueindong-lived TCP owscauseandensurehatthebuffer
resideng in the GGSNremainslow.

The protocol implementationprovides a messagequeue
basedinterface to higher layers: messagesre placedin a
gueuefor transmissiorandretrieved from a queueafterreceipt.
Within the protocolstack,messageareserializedandsplit into
segmentsbeforetransmissionand sggmentsreassembleihto
messagesn receipt.
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C. Cading

GPRSV¢bimplementsaanextendedcachingschemeéntended
to optimizethe hit rate of the client cacheand,thus, minimize
page download time and reducebandwidthrequirementsin
termsof thefreshnessf pagesactuallyreturnedor theuserthe
cacheis no moreaggressie thanallowed by thenormalHTTP
algorithm,unlesgsheGPRSlink is currentlydovnin whichcase
theclientproxycanbecon guredto returnpotentiallystaledata
to allow somethingo be displayed.

The GPRSV¢b extendedcachingprotocol indexes objects
by their SHA-1 ngerprint(contenthash).A separatdableis
maintainedthat mapsURLSs to the respectre contenthashkey
(CHK). This enablesmultiple URL' s pointingto identicaldoc-
umentsto be storedjust oncein the cache.ln mary dynami-
cally generatedNeb sitessuchidentical mappings(known as
responsaliasing [40]) arecommonplaceresultingin signi -
cantlyimproved hit rates CHK-basedcachingoffersalias pro-
tection.Thus,CHK-basedachingoffer gainsnotonly in terms
of storageat the sener proxy, but alsoin the amountof data
beingtransferrecdover GPRS.

The client cacheis intendedto replacethe browsers per
sistent disk cache.During the courseof proxy installation,
the browser's persistentcacheis disabledand ushed.The
browsers in-memory cacheis left enabledfor performance
reasons.

Eachcacheentry containsa documentbody andthe time
it was lastused,storedin a le namedby the documeniCHK.
The cacheindex maintainsan in-memorylist of cacheentry
metadatalt is initialized with datareadfrom the cacheentries
ondisk, andis updatedalongsidethe on-diskcache. The URL
mapper maintainsmappingsbetweenURLs and the CHKs
representingheir bodies.Associatedwith eachentry are the
original HTTP Responséeadersysedto constructa Response
whenservicinga requestrom the cache This allows multiple
responseto sharethe samebody, but with differentheaders.

Whena URL mappingexpires(asindicatedby the corven-
tional HTTP cachingmechanism)it mustbe refreshedbefore
beingusedagain. The client proxy asksthe sener proxy to do
this on its behalf.

The sener proxy will checkits own cacheto seewhether
a morerecentmappingexists. This canoccurif anotherof its
clientshasaccessethe sameobject.If not, it will haveto con-
tactthesenerto eithercheckthemodi cationtime or fetchthe
object. Often, asa resultof the pessimisticcachingdirectives
returnedby siteswith dynamiccontentthe objectturnsoutto
beidenticalto the previousversion.The sener proxy indicates
thistotheclientby simplyretransmittinghe URL to CHK map-
ping, alongwith ary cachingdirective returnedoy thesener. In
fact,thanksto the“parse-and-pusihmechanisndescribedater
theclientoftendoesnot evenneedto requesthata mappingbe
refreshedbecausehe sener proxy will have proactvely senta
messageontainingthe refreshednappings.

Thesener proxytracksthe stateof eachclientproxy s cache
by modelingthereplacemenpolicy of theclient,whichis “east
recentlyused eviction. The contentsof its own cacheis a su-
persetof its clients. If synchronizationis lost, for example,if
theclientproxy is directedto connecto anew sener, theclient
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couldpotentiallyuselow priority message updatethesener
onits cachestatus put thisis yetto beimplemented.

D. Delta-Encodingand Compession

The GPRSV¢b proxiesattemptto ensurethat all datatrav-
elling over the GPRSIink is in a compressedorm, to reduce
transfersizeandimprove responsdime. Unlessthe datais al-
readyin a compresseform (for example,JPEGimagesor zip
archies),the gzip compressioralgorithmis employed.

Wherethedatabeingsentis anupdatedsersionof aprevious
object(sameURL, differentCHKs) a“deltaencoding [22] al-
gorithmis tried. Deltaencodingsenddifferenceetweemew
andold versionsof adocumentThestratey is oftenvery suc-
cessfulas mary updateddocumentsare very similar to their
predecessoparticularlyfor dynamicallygeneratectontent.A
classicexampleis news sitefront pageghatcontainastringin-
dicatingthe currenttime of day.

Sincethe sener proxy tracksthe contentsof the clientcache
is ableto usethe VCDIff [7] algorithmto producethe deltas
from a documentit knows the client has.The deltasare gzip
compressedndsentto theclientif theresultingdatais smaller
thansendinga compressedersionof the new object.

Similarcompressiomechanismareusedior HTTPheaders,
bothrequestandresponsesA separatestringtableis usedfor
HTTP headergo avoid usefulstringsbeingevicted during the
transferof objectdata.This approachs very successfulsince
HTTPheaderproducedy moderrbrovsersareratherverbose,
andthevariationbetweerrequest®f the sametypeis small.

E. Parse-and-Pusli®Operation

As discusseckarlier mostWeb pagescontaina numberof
imagesandothersupporiobjects(frames stylesheetsetc.)that
malke up the pagestructure. Theseareeventuallyrequestedy
the browserafter parsingthe HTML document.

The parse-and-pusimechanisnin the sener proxy attempts
to speculatiely pushtowardtheclientobjectsandURL to CHK
mappingsthat it knows are going to missin the client cache.
Theseare sentwith lower priority thanresponseso requests
explicitly madeby the client. Responsearepromotedf anex-
plicit requestis receved for them. The main bene t from the
parse-and-pusimechanisnis to keepthelink utilizedduringde-
laysdueto thedatadependencidsetweerobjectreferences-or
pageswith complec layoutsthesecanbe quite signi cant—as
well asthe network RTT delay it cantake the browser some
time to procesghereturnedHTML.

Theparsingperformedby thesener proxyis currentlycrude,
but fast. Documentof typetext/htmlareparsedusingaregular
expressionto extractreferencego supportobjects.Duplicates
areremoved, andrelative URLs combinedwith the document
baseto producealist of candidatdJRLs. Thesener proxy may
misssomeobjectreferencegthesewill besimply berequested
laterby theclient),andmayin factconstrucsomenvalid URLs.
Thesewill typically resultin “URL notfound’ errorcodesvhen
the proxy attemptsto fetch themfrom the sener, andwill not
be pushedo theclient.
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F. Image Transcoding

All the optimizationtechniquedescribedup until now are
“loss-less: they do not changethe appearancef the pagere-
turnedto the user We have also experimentedwith a simple
imagetranscodingchemeo shrinkthesizeandqualityof JPEG
imagessentover the wirelesslink.

Othergroupshave investicatedtheutility of transcodingand
mechanismdgor its implementationfar more thoroughlythan
us(e.g.,[10]). We includedsthis functionalityin the proxy asa
placeholdefor futurework. In theexperimentdescribechere,
theclientproxyreturngheimageto its originalwidth andheight
beforepassingit to the browser (thoughit is obviously some-
what degraded).A more completeimplementationwould de-
gradethe imageat the sener proxy underthe control of the
brawser usinghints containedn the content.

VI. GPRSWEB SYSTEM PERFORMANCE
A. Implementation

We designedandimplementedhe GPRSWéb proxy system
over Windows XP/2000. The GPRSV¢b sener and client
middlevarewas written in C# (Csharp)over Microsoft s.NET
framework. The completesourcecodefor the implementation
is publicly available [1]. C# is a new type-safeand garbage
collected languagewith a powerful function library (espe-
cially, for networking to speedup project development.C#
is alsosupportedon WinCE baseddevices suchas PDAs and
smart-phonesWe intendto port the client proxy codeto such
devicesin thefuture. The clientandsener proxiessharemuch
of the sourcecodefor the GPRSV¢b protocolstackandcache
interfacefunctionality

B. ExperimentallestSetup

Our experimentaltest setupfor evaluatingthe GPRSV¢b
proxy systemis shawvn in Fig. 9. The mobile terminal(laptop)
running GPRSVeb client was connectedto the Vodafone
UK’s commercialGPRSnetwork via a Motorola T260 GPRS
phone(supportingthreedownlink and one uplink GSM slot).
Additionally, since we were unableto install the GPRSV¢b
proxy sener equipmentto run next to the VodafoneCGSN,
we madeuseof a well provisionedIPSecVPN to “backhaul
GPRStraf c to our lab. The proxy sener ran on a Windows
2000sener locatednearto the tunnelendpoint.

Most current GPRS networks (including VodafoneUK’s
GPRSnetwork that we use) make use of the static CS — 2
codingschemeor Forward Error Correction(FEC)[33]. CS-2
is a“goodcompromisé codingschemd35]. With thisscheme
a“3 + 1" GPRSphonecansupporta maximumidealdownlink
datarateof 39.6Kb/s. Note thatthe actualpayloadthroughput
seenby the RLC layerwill be someavhatlessthanthe “ideal
downlink data-rateln theseexperiments,the RLC link-layer
reliability (ARQ retransmissiongy keptenabled.

C. ExperimentaResults

We presentan evaluationof how well the GPRSV¢b proxy
systemimproves WWW performancever GPRS.Speci cally,
we attemptto quantifythe overall performancdene tsrelatve
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Fig. 9. Experimentatestbedsetup.

to an unassistedrowvser Theseexperimentswere performed
usingasingle,stationarymobile clientto minimizevariationin
GPRSIlink performance.

We used the Mozilla 1.0 browser in these experiments.
Mozilla was usedbecauséts sourcecodeis freely available,
enablingusto instrumentthe browserto log downloadtimesof
the Web page.In HTTP 1.0 nonpersistentonnectionanode,
Mozilla employs up to eight parallel simultaneousconnec-
tions to eachWeb sener. In HTTP 1.1 persistentconnection
mode, it canopenup to four simultaneousTCP connections
when con guredto use a proxy. In our experience,GPRS
performancewith other Web browsers (Internet Explorer 6,
Netscapé) was alsoroughlysimilarto thatof Mozilla. During
theseexperimentswe also measuredhe signal quality at the
location of the mobile client. Our measurementéndicated
recever signalstrengthindication(RSSI)valuesbetween—95
dBmand—68 dBm andbit-errorrate(BER) betweer0%—4%,
respectrely. Thesevaluesindicate moderateto good radio
channelconditions.

To evaluatethe performancéene ts of our schemewe per
formedexperimentaldownloadsof two syntheticallyarranged
Web pagesffering staticcontentandalsosnapshobf thefront
pageof two popularnews Web sitesandan e-commercaNeb
site.

Wearrangedor thesdestpagedo behostedbnalocalsener,
eliminating the performancevagaries of public networks and
seners.Furthermorewe wereableto controlwhencontenton
theselocal pageswas updated.

To createhesynthetigpagesweadheredo anapproachtused
in [20], composinga numberof objectsfrom otherWeb sites
into a single pageaccordingto objecttypeand le sizedistri-
butionsobsened in HTTP proxy log traces.We considertwo
typesof Web site STATIC-I andSTATIC-Il (seeTablesl
andll). The rstis arelatively simplepageconsistingof abase
HTML documentwith a few jpeg/gif images.The secondone
represents. morecomplex pagecomprising46 objects.

For test Web pages,we createdmock-up of two popular
news Web sites www.cnn.comandwww.bbc.co.ukandathird
e-commercaNeb site www.amazon.conbasedon a snapshot
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TABLE |
StATIC-| WEB PAGE COMPOSITION
Resource Size/ Total Number % w.r.t total
Type Size Range | of files/objects content
index.html 17KB 1 52%
jpegs 2KB-4KB 3 29%
gifs 200B-5KB 5 19%
TABLE I
StATIC-Il WEB PAGE COMPOSITION
Resource Size/ Total Number % w.r.t total
Type Size Range | of files/objects content
index.html 40K 1 25%
jpegs 2KB-5KB 8 17%
gifs 200B-2KB 24 17%
gifs 2KB-10KB 12 34%
gifs >10KB 1 7%

of their front page.We term themhereas LCNN LBBC and
LAMAZONrespectiely.

TheseWeb pagesconsistedf over 50 embeddeabjectsin-
cludingcascadingtyle sheetq.css),active sener pageq.asp),
andjava scripts(.jss).

D. PerformanceEvaluation

We presentesultscomparingthe performancalovnloading
thetestpageausingthe unassistedbrowservs. usingthe GPR-
SWeb proxy. We usedthe default setting of the GPRSV¢b
proxy, thatemploys the full setof loss-lessptimizationtech-
nigues: the enhancedtransport protocol data compession
deltaencoding extendedcaching, andparse-and-push

Additionally, a separateexperimentwas performed with
image transcodingalso enabled.The transcodemodule de-
graded only JPEG images, and only by a small amount,
resultingin a typical image transfersize reductionof about
10%.

Exceptwherestatedwe ushedall clientcachedeforeeach
downloadtest.We reportresultswith boththesener-sidecache
“hot’ and“cold”

We evaluatedthe following scenarios.

* http-10:  We measurediowvnloadtimesusingMozilla
over GPRSin nonpersistenfHTTP 1.0) modeoperating
directly with the sener.

e http-11:  Thesaneasurementseretakenwith Mozilla
operatingdirectly with the senerin persistentonnection
(HTTP 1.1) mode.

* gprsweb-1:  Thesemeasurementare taken with the
browserusingthe GPRSV¢b proxy, but with cold client
andsener-sidecacheslmagetranscodingvas disabled.

e gprsweb-2:  Similar to gprsweb-1 , but with a hot
sener-sideproxy cachefrom which all objectsare able
to be sened.

e gprsweb-21:  The scenariois similar to the gpr-
sweb-2 , but with imagetranscodingenabled.

» gprsweb-3: Representthebestcasescenarie—ahit at
thelocal client cache.

For eachof thescenarialdiscusse@bore, we recordeddonn-
loadtimesfrom 30 successfutunsandplot the meanvalue of
the downloadtimesandcorrespondingtandarddeviation. For
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Fig. 10. Mean full Web page download times with (a) STATIC-I and

(b) STATIC-II  measuredrom 30 successfutuns.

additionalclarity, we alsoplot the medianalongwith minimum
andmaximumvalueof thedownloadtime from eachdataset.

Fig. 10(a)shavs the meandownloadtimesfor STATIC-1 .
Here,we obserethatuseof HTTP 1.1 offersonly meagreben-
e t(3%-5%)over HTTP1.0.However, weseeamajorimprove-
mentin downloadtimesusing GPRSVéb protocol. Even with
a cold sener-sidecache(gprsweb-1 ) the useof GPRSW¢b
protocolleadsto 40%-45% reductionin meanpagedownload
timesover GPRS.In the gprsweb-2 casewherethe sener-
sidecacheis warm, we recorda performanceémprovementof
55%-60%.

Finally, thetestwhereall objectshit in thelocal client proxy
cacheobviously gives the best performance Page rendering
time is broadly similar to that of a browseraccessingontent
from its own local persistentache.

For the cold sener-side cache case, the results from
STATIC-1 are re ected for other test pages—LAMAZON
shavs a mean reduction of about 45%-50%, while LBCC
gives abenet of over 50%-55% [seeFig. 11(a)and(b)]. On
the other hand,the bene ts provided by GPRSV¢b were not
quite so substantiaffor STATIC-Il  and LCNN In the cold
sener-sidecachecase,GPRSV¢b offers an improvementof
26% and 29% in pagedownloadtimesfor STATIC-II and
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Fig. 11. Mean Web pagedownload times of somecommerciallyavailable
Web- siteswith (a) LAMAZONe-commerce)(b) LBBC (news), and(c) LCNN
(news) measuredrom over 30 successfutuns.

LCNNWeb pagesrespectiely. With a warm cache,however,
we seean encouragingeductionof 35%-40% in meanpage
downloadtime.

In thesetests, our simple image transcodingoptimization
shaws little benet, andin fact, it seemsthat the image pro-
cessingdelayactuallymakes mattersworsein the LCNNcase.
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TABLE 1l
WIRELESSWEB SOLUTIONS
Wireless Web Transport CHK Client Parse- Fast start + Compre- Filtering + Delta-
Solutions Protocol | Caching | Prefetch | and-Push | DNS Migration ssion Transcoding | encoding
Mowgli [25] Custom X X X X Vv Vv X
WebExpress [14] TCP X X X X X X Vv
MHSP [38] TCP X Vv X X X Vv X
FirstHop [2] ? X Vv X X Vv Vv X
NetGain [8] ? X 4 X X Vv Vv X
GPRSWeb Custom vV X v N N4 vV N
In the STATIC-lIIl pagewherethere are several JPEGim-  theproxy for real-life Web browsingover GPRS con rmsthat

agessomesmall advantageis shavn. This is similar even for
LAMAZONINdLBBC An aggressiveguality reductionsettings
for imagesmay provide additionalbene ts[27], [41].

Ournext setof experimentsvaluatebene tsfrom parse-and-
push.To evaluatethe extent of bene ts available from using
parse-and-pushwe downloadedour sampletestWeb pagesby
disablingthis featurein GPRSV¢h Our obsenationsindicates
thatuseof parse-and-pusleadsto anadditional4%-10%ben-
e tin downloadsof our exampleWeb sites.

Wenow examineresult§or GPRSV¢lh sCHK-basedtaching
anddelta-encodingf the differentobjectversionsThisis pos-
sible usingWeb sitesoffering dynamicallygeneratedVeb con-
tent. Hence,in this case,we directly make use of the actual
(real)Web sitesoffering dynamicWeb contentIn theseexperi-
mentswe repeatedlydownloadthefront pagef our Web sites
every hour for three consecutie days. To explicitly quantify
the bene ts resultingfrom CHK-basedcachingand delta-en-
coding, we disableuse of GPRSV¢b proxy s datacompres-
sionandparse-and-pusieaturein thesgests Wethencompute
meanWeb pagedownloadtimesfrom over tensuccessie down-
loadruns.

For the caseof delta-encodingywe comparethe meanWeb
pagedownloadtimesfrom the previous downloadruns(down-
load conductedevery hour),while for CHK-basedcaching,we
comparedmeandownload times for testsconductedsimulta-
neously with andwithout usingthis feature.For typically fast
changingWeb sitessuc as CNNand BBC,we bndon average
an additional betweer3%b8% mprovementn Web download
timesfrom CHK-basedcadcing and delta encoding The time
downloadingtheseWeb pagesarefastsinceimagesarealready
availablein the sener proxy cache andhtml documentizeis
small comparedwith the inlined imagesthat remaintypically
unchangedBetweenCHK-basedcachingand deltaencoding,
thebene t is mainly dueto delta-encodingexceptfor the case
of BBC wherethebene tissomeavhathigherusingCHK-based
caching.Resultsfrom live downloadtestsalsocon rmed evi-
denceof greateresponsaliasingin caseof BBC atthetime of
thesetests.

In generaltheseresultswill vary for differentWeb sites.A
real-world analysisof the practicalbene ts of delta-encoding
and CHK-basedcachingwould needa morethorough(empir
ical) evaluation.We arein the procesf building a setupthat
enablesrecordedtracesof userbrowsing actiity to be accu-
ratelyreplayedwith thesenerre ectingthedifferentversions
of thecontento bedeliveredondifferentoccasionsThisshould
enablean accuratesvaluationof the real-world practicalbene-

ts of theextendedcachinganddelta-encodingchemesUsing

theseoptimizationscomeinto play quitefrequently andcanre-
sultin signi cantbandwidthsavingswhenthey do so.

Ourtestswereconductedn a stationaryervironmentto min-
imize link variationsandavoid vagariesof the harshmobile ex-
teriors.However, our evaluationsare also similarly applicable
evenfor mobile ervironments.

VIl. RELATED WORK

Commercialproductsthat improve Web browsing perfor
manceover wirelesslinks are available. A GPRSAccelerator
by Firsthop[2] claimsfasterdatatransfersover GPRS.Their
approachs to reducethe amountof dataexchangedand opti-
mize protocolsover the wirelesslink. Other productsinclude
NETGAIN from FlashNetworks[8]. The client-basedsolution
from NETGAIN is similar to GPRSVW¢b, but usesa modi ed
HTTP protocol (with HTML reformatting),aggressie image
compressiorand prefetchingfor improved Web performance.
A feature-basedomparisoris given in Tablelll.

Pastresearchhasextensively explored improving transport
performanceover wireless. Examplesof this include Snoop
[19], I-TCP [9], etc. However, theseschemesare meantfor
wirelessLANSs ratherthancellularwirelesslinks. Balakrishnan
et al. [18] malke useof explicit lossnoti cation(ELN) to im-
prove Web performancelUsing ELN sendersanbeinformed
aboutthe causeof loss event—network congestionor radio
error Thus,ELN decouplesenderetransmissionsom TCP s
congestiorcontrol. For cellular ervironmentsWTCP [28] and
A Regular [24] schemeshave beenproposedthat bene ts
TCP performanceover CDPD and CDMA 20003G-1X links,
respectiely. Someother schemedor improving TCP perfor
mance for example,Freeze-TCRH39] usesa proactve scheme
in which a mobile hostcandetectsignaldegradationandsend
zerowindow probegZWP).However, thewarningperiod—the
time beforewhich actualdegradationoccursshouldbe suf -
cientfor the ZWP to be ableto reachthe sendersothatit can
freezeits window.

Customtransportprotocolsoptimizeconnectiorset-up/tear
down and control overheadassociatedvith TCP connections.
One suchexampleis the wirelessapplicationprotocol (WAP)
[4], in whicha WAP gatevay splitsthetransportwvith anew pro-
tocolfor useover thewirelesdink. NotethatthelatestWAP 2.0
speci cationalsoincludes“wirelesspro led” TCPandHTTP
protocols.While useof a gatevay is optionalin WAP 2.0, our
experiencewith GPRSV¢b demonstratethe potentialbene ts
using a performanceproxy in cellular ervironments.Hence,
mary optimizationsdiscussedn this paper e.g., CHK-based
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cachingdelta-encodingparse-and-pusliiast-startetc.,areap-
plicableevenfor WAP 2.0.

Proxyandcachingtechniquesave beenextensvely studied
in the contet of wired (e.g., dial-up) environments. Some
caching approachesare detailed in [16]. Cache digestsin
[23] area quick way of sendingdetailsaboutcachecontents
betweencaches—useful for synchronizingcachesover high
lateng links.

Web prefetchingover networks, deterministicor predictie,
is generallyacceptedo be useful. However, it is questionable
if client-sidepredictive prefetchingschemesver GPRSwould
be advantageousThe assumptiommadein earlierstudies(e.g.
Flemingetal. [38]) was thatsincethelink is idle anyway, why
not useit for downloads,evenif the prefetchedpageis often-
timesnot useful. However, the links wherethis hasbeenevalu-
atedhave emplo/edtime-baseathaging ratherthanthevolume
basedchagingtypically usedby GPRSoperatorsSinceGPRS
bandwidthis atleastanorderof magnitudanoreexpensvethan

xed-Internebandwidth the tradeofs may be ratherdifferent.
The parse-and-pushmechanismemplo/ed by GPRSVeb has
somesimilaritiesto Web prefetching,exceptthe setof object
pushedo the client aredeterministiclandknown to be of use
to theclient) andcon nedto supportresourcegor the current
Web page.

VIIl. ISSUESAND DISCUSSION

In thissectionwe discussssuegelevantto GPRSV¢bproxy
deploymentin cellulardatanetworks.

ServerProxy Location: The location of sener proxy in a
cellular datanetwork canimpacta numberof service-specic
issues—usermobility, transportprotocol agility, sener scala-
bility, aswell asservicereliability. Therearedifferentlocations
wherea GPRSV¢b proxy sener could be deployed (showvn in
Fig. 12): 1) closeto the gatevay routerof the cellularprovider
where traf ¢ density is likely high (in gure Proxyl ); 2)
nearto the wired-wirelessboundary(i.e., GPRSCGSN node
or close)wheretraf ¢ from a numberof mobile hostsis ag-
gregated(labeledasProxy2 ); 3) closeto GPRSSGSNnode
wheretraf ¢ from a numberof basestationscan be handled
(shawvn asProxy3 ); or 4) in the vicinity of the basestation
thathandlegraf ¢ from asinglecell (markedasProxy4 ).

In general,by placing proxiesfurtherinside a cellular net-
work, onecangetmuchbetteraccesgo informationaboutcur
rentradiolink conditionsthanproxieslocatedoutsidethe net-
work. Proxieslocatedcloseto the basestationcanbeinformed
of the dynamicallyvarying channelconditions,andcould take
actionaccordinglylf ne-grainecthannemonitoringis notre-
quired,it canbe safelyplacedat (or closeto) the GPRSCGSN
nodeableto senealargenumberof mobileclientsfrom asingle
location.Bytakingadvantae of theservermroxylocation,acel-
lular operator can manaje uninterruptedproxy serviceavail-
ability for mobileuses in their networks

Proxy Server Scalability: GPRSV¢b proxy sener is ex-
pectedto sene traf ¢ from several mobile clients. However,
if load on the proxy sener increaseglrastically it canimpact
the overall systemperformance.Therefore,appropriateload

IEEEJOURNAL ON SELECTEDAREAS IN COMMUNICATIONS, VOL. 23,NO. 2, FEBRUARY 2005

Proxy Cluster

GGSN

GPRSWeb
P

Access Router

; Access
Router

Proxy1

Proxy2

Fig. 12. Possiblesener proxy locations.

balancingschemeshouldbeemplo/edby cellularprovidersto
addresscalabilityissuegelatedto proxy seners.

A clientandsenerproxyin GPRSV¢bmaintains' persisterit
associatiorduring a Web browsing sessionThis requiresthat
ary load balancingschemeemployed by the cellular operators
shouldappropriatelycon guretraf c¢fromamobileclientto be
guidedto the sameproxy sener within the proxy cluster—as
long asthesenerremainsavailableandtheclientactive. A mo-
bile clientis switchedto a differentproxy sener only whenthe
original seneris nolongeravailable(e.g.,shutdown, crashed,
etc.) or if thereis no traf ¢ anymore. Furthermorea badkup
load balanceswitchmaybe employedfor greatereliability. In
this way an operatorcanovercomescalabilityissueselatedto
GPRSV¢b sener proxy, uninterruptedserviceavailability and
reliability. Eachproxyin theclusterpoolwill now handletraf ¢
from a selectsetof mobileclientsto limit theloadfrom themo-
bile users.

Securitylssues: The way proxy seners are deployed may
have security-relatedmplications.Web proxy-systensuchas
GPRSV¢b canbe deployed either explicitly or transpaently.
Explicit deploymentintroducessomevulnerabilityby exposing
proxy sener IP addressto Web clients (or the “client-sidé
proxy) to allow it to interactwith the sener proxy.

Theuseof customprotocolin GPRSV¢balsorequiresaddi-
tional mechanismdor security Protocolssuchas WAP-based
wirelesstransportiayer security(WTLS) protocolcanbe used
to provide privacy, dataintegrity, and authenticatiorover the
wirelesslink [4]. WTLS closelyresemblesecuresoclet layer
(SSL)/transportayer security(TLS) protocol,yetis optimized
for useover low bandwidthwirelesslinks and suits resource
constrainednobile devices.

A proxy sener like GPRSV¢bis quite vulnerableto denial
of serviceattackssinceit providesresourcentensie services.
This potentialsecurityhazardcanbe limited to someextentby
ensuringthat only clientsfrom the wirelessnetwork cancon-
nectto the proxy, thuslimiting theloadanindividual clientcan
generaten anattemptto stane others.Otherarchitecturabnd
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relatedpolicy issuesalsoneedscarefulconsideratiorwhende-
ploying proxiesasit impactstheoverallreliability of asolution.
InternetRFC 3238[37] dealswith mary sucharchitecturabnd
policy issuedor proxy deploymentin theInternet.

IX. CONCLUSION

Our work hasexploredthe causef TCPandHTTP under
performancen a GPRServironment.Due to high lateng in
GPRSiIlinks, the needfor lateng mitigation was highlighted,
leadingto the designof the GPRSV¢b proxy systema pair of
cooperatingroxiespositionedeithersideof thewirelesslink.

We have describedur implementatiorandresultsof a per
formanceevaluationof the prototypesystem.We have shovn
thatthecollective suiteof optimizationtechniquesmplemented
by GPRSWeb canleadto substantiafeductionsn meanpage
downloadtimes.

We arerecordingfull tcpdump tracesof all GPRStraf ¢
generatethy ourusercommunitywhichwill assisin evaluating
systemscalabilityandresultinguserexperiencerom usingthe
proxy system.n thefuture,we alsointendto useour tracesof
userbrowsingactivity andthecorrespondingenerresponse
accuratelyreplayuseractiity, enablingusto preciselyevaluate
theperformancegainstheseechniqueganofferin thepresence
of realdynamicallychangingWeb content.
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