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One factor that has limited the use of Bluetooth as a networking technology for publicly
accessible mobile services is the way in which it handles Device Discovery. Establishing
a Bluetooth connection between two devices that have not seen each other before is slow
and, from a usability perspective, often awkward. In this paper we present the implemen-
tation of an end-to-end Bluetooth-based mobile service framework designed specifically to
address this issue. Rather than using the standard Bluetooth Device Discovery model to
detect nearby mobile services, our system relies on machine-readable visual tags for out-
of-band device and service selection. Our work is motivated by the recent proliferation of
cameraphones and PDAs with built-in cameras. We have implemented the described frame-
work completely for Nokia Series 60 cameraphones and demonstrated that our tag-based
connection-establishment technique (i) offers order of magnitude time improvements over
the standard Bluetooth Device Discovery model; and (ii) is significantly easier to use in a

variety of realistic scenarios. Our implementation is available for free download.

I. Introduction

Bluetooth is increasingly becoming integrated into a
variety of mobile devices, making its way into cell
phones, laptop computers and PDAs. The rapid adop-
tion of Bluetooth has led many to suggest that it will
act as a key enabling technology, driving the deploy-
ment of mobile services. Although today Bluetooth
is typically used in a limited fashion (e.g. to transfer
files between a user’s laptop and their PDA, or to con-
nect their wireless headset to their mobile phone), it
has the potential to do much more. For example, pub-
licly accessible Bluetooth-enabled devices in shops
could enable consumers to query whether a product
is currently in stock using their mobile phone and
Bluetooth-based active posters could distribute mobile
content (e.g. 1-minute music samples of a band’s lat-
est album) to users’ PDAsS.

One factor that has limited the use of Bluetooth
as an underlying networking technology for publicly
accessible mobile services is that its device discov-
ery model is inappropriate for this kind of interaction
(see Section I1). In this paper we describe the imple-
mentation of an end-to-end Bluetooth mobile service
framework designed specifically to address this issue.
Our implementation has a number of novel features:

1. Visual tags are used for out-of-band device se-
lection, bypassing the standard Bluetooth device
discovery model.

2. The same visual tags are also used for service
selection, enabling users to choose between the
multiple services or content downloads offered
by a single Bluetooth device.

3. Unlike many research prototypes our system is
built entirely on commaodity hardware, demon-
strating that our technique is immediately appli-
cable to a variety of existing devices.

We demonstrate that our system for out-of-band Blue-
tooth connection establishment is (i) an order of mag-
nitude faster than the conventional Bluetooth Device
Discovery model; and (ii) that, in a variety of realistic
usage scenarios, it is significantly easier to use.

Our work is motivated primarily by the recent pro-
liferation of cameraphones. The Nokia 3660 cam-
eraphone, for example, is a fully programmable de-
vice (running a general purpose OS) that incorpo-
rates a camera and has Bluetooth capability. Tens of
millions of Bluetooth-enabled cameraphones have al-
ready been shipped globally, with market trends show-
ing that the rapid adoption of such devices is set to
continue for the foreseeable future [8]. By running
our software on their cameraphone, a user can simply
“point and click” at a tag representing a Bluetooth ser-
vice. The connection is set up immediately, eliminat-
ing the need for device discovery entirely. Our imple-
mentation is freely downloadable over the web [14]
allowing users to try it for themselves on their ex-
isting cameraphones. Note that, although this paper
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specifically describes our cameraphone-based imple-
mentation, the work is also applicable to the increas-
ing number of PDAs with Bluetooth capability and
built-in cameras (e.g. Sony Clie, Palm Zire).

The remainder of this paper is structured as fol-
lows. Section Il gives a brief outline of the parts of the
Bluetooth specification that are relevant to this paper:
device discovery is considered in Section II.A; ser-
vice discovery is described in Section 11.B. Section |11
considers using Bluetooth to connect two devices that
have not seen each other before and argues that, in
scenarios such as this, the current-generation Blue-
tooth device discovery model suffers from a number
of usability problems. We describe the implementa-
tion of our visual-tag based Bluetooth mobile service
framework in Section V. Realistic usage scenarios,
in which our device discovery technique offers sig-
nificant advantages over the conventional Bluetooth
Device Discovery model, are presented in Section V.
A performance evaluation of our system running on
Nokia 36x0 cameraphones is presented in Section VI.
Security issues surrounding the use of visual tags to
encode device names are considered in Section VII.
Related work is described in Section VIII. We con-
clude and give directions for future work in Sec-
tion IX.

II. A Bluetooth Primer

Bluetooth is an open standard for low-power, short-
range networking that is based on a frequency-
hopping spread-spectrum scheme in the 2.4 GHz
band [1]. This section serves to briefly outline the
parts of the Bluetooth specification that are relevant
to the rest of this paper. Readers already familiar with
the technical details of Bluetooth may wish to skip
straight to Section 1II.

II.LA. Inquiry and Device Discovery

The Bluetooth Baseband Specification [1] describes
point-to-point connection establishment as a two step
procedure. Firstly, Inquiry is performed to discover
other Bluetooth devices in the neighborhood. During
this phase, the inquiring device learns its neighbors’
Bluetooth Device Addresses (BD_ADDRs) and fre-
guency synchronization information. Secondly, Pag-
ing is performed to establish an actual connection with
(some of) the discovered device(s).

Inquiry is an asymmetric process: a device wish-
ing to perform inquiry enters the Inquiry state; devices
waiting to be discovered must be in the Inquiry Scan
state. The inquiring device repeatedly sends packets

over a pre-defined Inquiry [frequency] Hopping Se-
guence in an attempt to locate other Bluetooth de-
vices nearby. Devices in the Inquiry Scan state that
hear these inquiry packets respond with a packet con-
taining, amongst other information, their BD_ADDR.
Whilst the precise technical details of Inquiry are be-
yond the scope of this paper, the Bluetooth specifica-
tion requires the Inquiry Hopping Sequence to be tra-
versed multiple times to ensure all inquiry responses
have been collated. In an error-free environment, the
inquiry phase must last for 10.24s if it is to discover
all devices [1, 19]. In a noisy or error-prone environ-
ment, inquiry can last much longer than this (see Sec-
tion VI).

Bluetooth Device Discovery starts by performing
Inquiry and then contacts discovered devices to re-
trieve their Device Names. After an inquiry phase,
paging is performed to establish a connection with
each of the discovered devices; Name Discovery itself
then consists of a simple request/response protocol.
All this adds to the latency a user experiences when
they select “discover Bluetooth devices” on their PDA
or phone.

II.B. Service Discovery

The Service Discovery Protocol (SDP) provides a
mechanism for applications to discover which Blue-
tooth services are provided by a remote device and
to determine the attributes of those services. The at-
tributes of a service include the type or class of ser-
vice offered and the mechanism or protocol informa-
tion needed to access the service. To perform service
discovery, a device establishes an L2CAP connection®
and uses this to talk to a remote device’s SDP server.

A client will typically perform a two-stage pro-
cess to obtain service information. Firstly, a Ser-
vice Search Request is issued by the client, specifying
which classes of service it is interested in (e.g. generic
printing services). The client sends the Service Search
Request to the SDP server, which responds by return-
ing a list of service handles that identify the services
available on the remote device that match the client’s
service search request. Secondly, the client may per-
form a Service Attribute Transaction to find out more
about one of the available services. During this pro-
cess, the client sends a Service Attribute Request con-
taining a service handle and a list of the service at-
tributes requested. The SDP server responds with the
values of those attributes.

1L2CAP is Bluetooth’s datagram-based Logical Link Control
and Adaption Protocol.
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An example of a service attribute is the Protocol
Descriptor List which identifies the communications
protocols over which the service is running and pro-
vides protocol-specific parameters. A client uses this
information to connect to a service.

III. Usability Issues Regarding De-
vice/Service Discovery

Having briefly introduced Bluetooth, we now con-
tinue by considering usability issues arising from its
device discovery model. Consider the following com-
mon scenario: Alice wants to share a picture by trans-
ferring a JPEG file from her cameraphone to Bob’s
cameraphone; Alice and Bob’s cameraphones have
not seen each other before. In order to affect this trans-
fer Alice must perform the following actions:

Select photo: Use the menu system on her phone to
select the picture to transfer via Bluetooth.

Device Discovery: Wait whilst a list of Bluetooth de-
vice names appears on the phone’s display.

Device Selection: Select the device name corre-
sponding to Bob’s cameraphone.

From a usability perspective, this scenario high-
lights three significant issues. Firstly, the device dis-
covery phase takes a significant amount of time. In
a realistic environment it is not uncommon for device
inquiry and name discovery to take in excess of 30
seconds (see Section VI). This delay is by far the
dominant time-cost for the whole transaction, dwarf-
ing the time taking to transfer the small JPEG file.

Secondly, device selection requires Alice to know
the device name of Bob’s phone. If Bob has not
thought carefully about giving his device a distin-
guishable name (or, more likely, has left the manufac-
turer’s default device name unchanged), Alice is likely
to see strings such as “My Phone” or “Nokia 3660”.
In an environment with many Bluetooth-enabled de-
vices it may be unclear which name corresponds to
Bob’s phone.

Thirdly, the list of device names Alice has to choose
from may be long. Even if Alice knows the name of
Bob’s phone it may take considerable time to scroll
through their device name list and select it. Even
today, in crowded places such as train stations, it is
common for device discovery to find as many as 10-
15 neighboring Bluetooth devices. As Bluetooth be-
comes more widely deployed, this problem will be ex-
acerbated.

ITII.A. Context Awareness

The usability issues described above all indicate a lack
of context-awareness in the standard Bluetooth device
discovery model. There are a number of common
scenarios where a user knows exactly which physical
Bluetooth device they want to connect to. However,
they have no way to communicate this contextual in-
formation to the devices themselves.

In the scenario above, for example, Alice is able to
point to Bob’s cameraphone but has no way of telling
their own phone that “this is the physical device |
would like to connect to”. Instead, the connection has
to be established by means of the Bluetooth Device
Name associated with Bob’s phone: a somewhat ar-
bitrary string of characters which the users may not
know (despite being able to identify the physical de-
vice itself).

III.B. Tag-Based Device Discovery

In contrast, by using visual tags to identify devices and
services, Alice can simply point their cameraphone at
Bob’s phone and click in order to establish a connec-
tion with it. In our framework Bob’s cameraphone
has a tag attached to it: either physically printed on
the device itself, or displayed on the device’s screen
(perhaps as the default wallpaper). Then, to transfer
the photo, Alice performs the following sequence of
actions:

Select photo: As before, Alice uses the menu system
on their phone to select the picture to transfer via
Bluetooth.

Select Physical Device: After selecting a picture to
transfer, Alice aims their cameraphone at the tag
on Bob’s cameraphone and presses the select but-
ton on their phone’s keypad.

The tag is decoded yielding the Device Address of
Bob’s cameraphone. A Bluetooth connection is ini-
tiated immediately and the selected picture is trans-
ferred. By encoding Device Addresses in visual tags,
we provide two significant benefits to the user:

1. The time taken to establish the connection and
initiate the picture transfer is an order of mag-
nitude faster than performing Device Discovery
(see Section V1).

2. The Bluetooth Device Name is abstracted from
the user.

In many ways the use of visual tags in our system is
analogous to the use of hyperlinks in hypertext doc-
uments. Just as hyperlinks hide URLs from readers,
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Figure 1. [Left] A Visual Tag encoding a 48-bit
BD_ADDR and 15 bits of application-specific data;
[Right] Using the tag reader on a Nokia 3650 camera-
phone.

we use tags to hide device naming information from
users. Using our technology, a user can focus on per-
forming the task in hand—connecting two physical
devices to access a mobile service—rather than hav-
ing to establish a connection via (arbitrarily chosen)
device names.

IV. System Architecture

In this section we focus on technical details, describ-
ing our implementation of a tag-based service selec-
tion and connection establishment protocol. We start
by describing the format of the visual tags themselves
(Section IV.A) and outlining the implementation of
our phone-based tag reading software (Section IV.B).
In Section IV.D, we describe how visual tags are used
to facilitate Bluetooth device and service selection.

IV.A. Tag Format

Initially based on TRIP [4] and SpotCodes [13], our
visual tags are circular barcodes with 4 data-rings and
21 sectors. A visual tag, large enough to be detected
by our cameraphone tag reading software, is shown
in Figure 1[left]. Bits in the data rings are encoded
by using a white block to indicate a value of 1 and a
black block to indicate a value 0. The outermost ring
contains a sync-marker (the bit pattern 11), used to
specify the orientation of the tag, and a 5-bit check-
sum which is used to detect decoding errors. The
checksum is encoded using the bit pattern 00 to rep-
resent a 0 and the bit pattern 10 to represent a 1. This
ensures that the sync marker is uniquely identifiable
by preventing the bit pattern 11 from occurring any-
where else in the outer ring. The checksum is en-
coded in a clockwise direction with the most signif-
icant bit located directly after the sync-marker. In the
3 inner data-rings, bits are assigned to sectors radially,

outside-in and in a clockwise direction. The most sig-
nificant bit of data is located in the outer-most data
ring of the sector below the first bit of the sync-marker.
Of the 63 bits of data encoded in each tag, 48 bits
specify a Bluetooth Device Address (BD_ADDR) and
the remaining 15 bits are used for application-specific
purposes.

Our circular tags are designed to work well with the
low-resolution fixed-focal-depth cameras found on to-
day’s cameraphones. Crucially, the individual bits are
large enough to be reliably decoded from distances at
which the camera’s lens gives a sharp image. In con-
trast we found that familiar linear (e.g. UPC) barcodes
are unsuitable for decoding on cameraphones: when
the phone is positioned near to a linear barcode, the
image is out of focus and cannot be decoded; at dis-
tances large enough to capture sharp images, the res-
olution is insufficient to make out individual bars.

IV.B. Tag Reader

We have implemented tag reading software for Nokia
Series 60 cameraphones. When running, the reader
turns the cameraphone’s display into a viewfinder: a
live video feed continually capturing frames from the
phone’s embedded camera. The phone performs real-
time image processing, locating and decoding tags
in every frame. Whenever a tag is visible in the
viewfinder and has been decoded successfully, it is
highlighted with a red cross-hair on the phone’s dis-
play (see Figure 1[right]). If multiple tags are de-
tected in a single frame, the tag nearest the center of
the viewfinder is highlighted with a red cross-hair. We
adopt standard GUI terminology, saying that the high-
lighted tag has the focus. Pressing the select button on
the phone’s keypad indicates that the user wishes to
establish a connection to the mobile service specified
by the highlighted tag.

The cameraphone-based tag reading software is im-
plemented as a native Symbian-OS application, writ-
ten in C++. When running on Nokia Series 60 cam-
eraphones the tag reading software runs at 15 frames-
per-second with very low latency. We have found that
a high frame rate and low latency is essential to usabil-
ity. Without these properties a user finds it difficult to
aim the cameraphone at a particular tag.

IV.C. Connection Establishment

Once a tag containing a device’s BD_ADDR has been
decoded by our tag recognition software, Bluetooth
connection establishment can be performed in the
usual way. For example, in the image-transfer sce-
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nario of Section 11, the sending phone would proceed
as usual by: (i) connecting to the device specified by
the BD_ADDR (decoded from the tag); (ii) perform-
ing service discovery to find the receiving phone’s
OBEX server [1]; and (iii) connecting to the OBEX
server and sending the picture via an OBEX PUT.
Thus we see that tag-based device discovery is a com-
ponent that can be seamlessly slotted into existing
applications, replacing the standard Bluetooth device
discovery model whilst leaving the rest of the applica-
tion’s Bluetooth interactions unchanged.

IV.D. Tag-Based Content Selection

In Section | we hinted at a publicly accessible mo-
bile service that enables users to download music clips
onto their PDA or phone. In this section we consider
how applications such as this may be realized in prac-
tice.

The basic principle is that a single mobile service
can expose multiple choices to a user by means of
multiple tags. In the case of the music download ser-
vice, for example, the user would be presented with a
number of tags—one for each track. The user simply
clicks on the tag corresponding to their preferred track
and it is downloaded onto their phone.

Recall that, as well as encoding a 48-bit
BD_ADDR, our visual tags also have room for 15-bits
of application-specific data. To facilitate tag-based
content selection, we use these application-specific
bits to encode a unique identifier. In the case of the
music download service, each tag encodes the same
BD_ADDR (since all the tracks are accessed by means
of a connection to the same physical device). How-
ever, each track’s tag has a different bit pattern in
its application-specific data-block. Once a connec-
tion has been established to the device specified by
the decoded BD_ADDR, the application-specific bits
are used to specify which track to download.

We have implemented a mobile phone applica-
tion that facilitates tag-based content/service selec-
tion. The application incorporates the tag reading
software and begins by prompting users to select a tag
(as described in Section 1V.B). Once a tag has been
selected the application extracts the BD_ADDR and
attempts to establish a Bluetooth connection with the
mobile service.

The mobile service itself runs a simple HTTP dae-
mon. Once the phone has connected to the remote
device, it uses the standard Bluetooth Service Discov-
ery Protocol (SDP) to locate and connect to the HTTP
server: first a Service Search Request is performed,
yielding the service-handle corresponding to the web-

Tag
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Figure 2: A diagrammatic view of the data-transfers
involved in our tag-based content browsing applica-
tion.

server; secondly a Service Attribute Transaction is
used to retrieve the Protocol Descriptor List, provid-
ing the phone with the protocol and channel number
over which the web-server is running. Our current
implementation assumes that the web-server will be
running over Bluetooth’s RFCOMM layer (a transport
protocol which emulates an RS232 serial port) [1].

When the phone has established a Bluetooth con-
nection to the web-server it sends an HTTP-GET mes-
sage, specifying the application-specific bits decoded
from the selected tag as part of the requested URL. In
return, the web-server sends an HTTP-response con-
taining the requested file. The phone stores the re-
ceived file in the usual way and possibly performs an
action on it (e.g. executes it) depending on the phone’s
security settings and the file’s MIME type.

The complete transaction, from clicking on a tag
to receiving the requested file on the phone, is shown
diagrammatically in Figure 2. Data transmitted vi-
sually by means of a tag is indicated with a dashed
line; solid thin lines show Bluetooth Service Discov-
ery (SDP over L2CAP); solid thick lines show the
content transfer itself (HTTP over RFCOMM). Note
that using HTTP to transfer files to the phone is by
no means the only the option. We could, for exam-
ple, have used Bluetooth’s Object EXchange (OBEX)
protocol [1] to equally good effect.

V. Usage Scenarios

In this section we describe two realistic usage scenar-
ios that highlight the advantages of using visual tags
to access Bluetooth mobile services. The applications
described have both been implemented.

V.A. Stock Querying

The simple stock querying mobile service is designed
for deployment in a large shop (e.g. a DIY store or
supermarket). Figure 3 shows the architecture of the
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Figure 3: Architecture of the stock-query mobile ser-
vice.

system. On entry to the shop, the user sees a large
poster advertising the mobile service. They run our
tag-based content browser on their cameraphone and
click on the tag displayed on the poster. Using the
connection establishment and content delivery mech-
anism described in Section IV.D, a Java applet? is
downloaded to the phone (from a nearby Bluetooth-
enabled web-server) and executed. The Java applet
displays a combo-box on the phone’s display with
which a user can enter/select an item in the stock
database. On selecting an item, the applet displays
how many are currently in stock and the number of
the aisle in which the product is located.

In our current implementation the Java applet is
self-contained, incorporating a snapshot of the stock
database; with careful compression, thousands of
products can be stored in the applet. Every five
minutes or so, the PC recompiles a new applet con-
taining up-to-date information derived from the stock
database. The main advantage of adopting this
mobile-agent approach is that once the Java applet
is downloaded onto the phone there is no need for
further network connectivity; queries are performed
entirely on the phone. This allows the user to walk
freely around the shop, performing product queries on
their phone without having to worry about remaining
within Bluetooth range of the mobile service.

The benefit of our visual-tag technology in this
application is the speed and simplicity with which
a Bluetooth connection may be established. If the
mobile service was accessed via the standard Blue-
tooth device discovery model (presumably by printing
a Bluetooth Device Name on the poster and provid-
ing instructions describing how to connect to it) the
user would be exposed to the issues described in Sec-
tion I11. The key is that, in this scenario, a user knows
exactly which service they want to connect to—that
is, the one advertised on the poster. By clicking on a

2 Java pedants may point out that, technically, we should really
use the term “Midlet” here.

visual tag, the user is able to communicate this contex-
tual information directly to their phone, saving them
time (by eliminating slow Bluetooth Device Inquiry)
and making the system as a whole more usable (since
the user is spared from having to navigate a potentially
long list of Bluetooth Device Names on their phone’s
small display).

V.B. Mobile-Game Vending Machine

The mobile-game vending machine allows users to
browse a selection of Java games and download se-
lected games onto their cameraphone. The vending
machine consists of a Bluetooth-equipped PC con-
nected to a flat panel LCD display. In a realistic
deployment, the PC would be hidden from the user
with the display mounted in a prominent position and
shielded from damage behind a sheet of glass.

The LCD display shows a selection of animated
clips of mobile phone games with a tag next to each
one. To select a game and download it onto their
phone the user runs our tag-based content browser and
uses their cameraphone to click on the appropriate tag.

The Bluetooth-equipped PC that runs the vending
machine application may be connected to the Internet.
This allows the company responsible for maintaining
the machine to connect remotely and dynamically up-
date the selection of games offered.

Whilst the vending machine example raises the is-
sue of payment, this is not something we want to dis-
cuss at length in this paper. There have been a great
many proposals for secure mobile payment schemes,
any of which could be integrated into our vending ma-
chine application. The purpose of this case study is
twofold: firstly, it demonstrates the advantages of us-
ing tags for content selection (as distinct from device
selection); secondly, by using tags on an active dis-
play we make it very easy for the vending machine
company to update the machine with the latest games.

To expand further on the first of these points, con-
sider designing a mobile-game vending machine with-
out using tags. In this case the user would have to (i)
connect to the service using the standard Bluetooth
Device Discovery model (exposing the user to the is-
sues described in Section I11); and (ii) select a specific
game to download?. Thus we see that, in this scenario,
the tags offer a dual benefit. Not only do they elimi-

3There are a number of ways in which a user could select a
game. If a touchscreen is available, for example, a user could
select a game by pressing the screen with their fi nger. If no input
devices are available, however, a user could select from alist of
game titles displayed on their cameraphone’s screen. This second
scenario is explored further in Section V1.
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Figure 4: [Left]: Distribution of times taken to complete experimental task using Bluetooth alone (50 trials);
[Right]: Distribution of times taken to complete experimental task using visual tags (50 trials). Both figures are

histograms with a bin-size of 1s.

nate the time-consuming Bluetooth device discovery
and selection process, they also provide the user with
an easy way to tell the vending machine which game
they require.

V1. Performance Evaluation

We compared the performance of our tag-based de-
vice/service/content selection technique against the
standard Bluetooth Device Discovery model. As a test
application we designed two versions of a Bluetooth-
based active poster designed to distribute mobile con-
tent to a user’s cameraphone/PDA. The first version
of the poster contains six tags, each advertising a dif-
ferent piece of content®. Clicking on a tag initiates
a Bluetooth connection and downloads the requested
content onto the user’s device.

The second version of the poster does not make
use of visual tags; instead, it contains instructions ex-
plaining how to select and download content using the
standard Bluetooth Device Discovery model. To fa-
cilitate interaction with this poster we implemented a
tagless version of our mobile service/content browser.
This application (i) performs standard Bluetooth De-
vice Discovery, prompting the user to select which de-
vice they want to connect to; (ii) connects to the spec-
ified device and queries it for a list of available ser-
vices/content; (iii) displays the list of services/content
on the phone’s display, prompting the user to select
one; and (iv) downloads the selected content from the
mobile service onto the user’s device. The name of the
Bluetooth device providing the service (“test-service-

“For the purposes of the experiment it doesn’t matter what the
content is. In areal-life deployment content may be Java applets,
music clips, HTML pages etc.

01”) is displayed clearly on the poster so the user
knows which of the discovered devices to connect to.

To ensure that our experiment is a fair compari-
son it is essential that we use “best known methods”
for Bluetooth Device Discovery in our tagless service
browser. For this reason we implemented the applica-
tion directly on top of the cameraphone’s native OS,
Symbian, and leveraged Symbian’s existing Bluetooth
Device Discovery dialog. The Symbian dialog in-
corporates a number of features designed specifically
to reduce the device discovery latency experienced
by the user: (i) Name Discovery is performed to-
gether with Inquiry, with names being resolved whilst
other BD_ADDRs are still being discovered; (ii) de-
vice names are displayed on the phone’s screen as
soon as they are discovered—if the device the user is
looking for happens to be found early on in the discov-
ery procedure they have the option to abort device dis-
covery immediately and select their required device.

The experiments were conducted using Nokia 3650
and 3660 cameraphones and a Bluetooth-enabled
desktop PC (Linux 2.4.20-28.9 running the Bluez
Bluetooth stack) to simulate the mobile service. Us-
ing both tag-based and tagless versions of the poster
each piece of content was downloaded 50 times.

In the case of the tag-based poster we measured (i)
the time between running the tag-reading application
and the user selecting the tag; (ii) the time to initi-
ate an L2CAP connection and perform service discov-
ery (using standard Bluetooth SDP); and (iii) the time
taken to establish an RFCOMM connection with the
mobile service (once SDP has revealed the channel on
which to connect).

In the case of the tagless poster we measured (i) the
time between starting Bluetooth device discovery and
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the user selecting the correct device from the resulting
list; (ii) the time taken to establish an L2CAP connec-
tion and perform SDP; (iii) the time taken to establish
an RFCOMM connection; and (iv) the time taken to
display the list of available downloads on the phone’s
screen and for the user to select one.

A group of four users performed the content down-
loads. We made sure that the users were familiar with
both Bluetooth and the Ul of the Nokia cameraphones
before starting the experiment. Between each run of
the experiment we performed a hard reset of the cam-
eraphone. This ensured that no (BD_ADDR, device
name) pairs had been cached by the phone, simulat-
ing the scenario where the devices had not seen each
other before (as is often the case when accessing pub-
lic mobile services). The experiments were all con-
ducted in an office environment containing 6 discover-
able Bluetooth devices (mobile phones and PCs) and
several 802.11-enabled PCs. We believe that this en-
vironment accurately models places were mobile ser-
vices are likely to be deployed (e.g. airports, coffee
shops).

In the remainder of this section we present the re-
sults of our experiments, using them to evaluate our
framework against three separate criteria: speed, us-
ability and scalability.

VI.A. Speed

Figure 4 compares the distributions of the times taken
to establish a Bluetooth connection using both our
visual-tag framework Fig. 4[Right] and the standard
Bluetooth version of the service browser Fig. 4[Left].
It is clear to see that using visual tags to perform
out-of-band device and service selection offers a sig-
nificant benefit to users. With the tag-based content
browser users completed the task in an average of
1.77s (standard deviation 0.47s). Using the standard
Bluetooth version of the app the task was completed
in an average of 17.12s (with a standard deviation of
8.65).

This result can be explained with reference to Fig-
ure 5, which shows a breakdown of the individual
subtasks involved in performing the content down-
load task. As expected, the major difference between
the two systems is in the time taken to retrieve the
BD_ADDR of the mobile service: here the visual-
tag based system, which retrieves its BD_ADDR by
decoding a tag, outperformed the standard Bluetooth
Device Discovery model on average by a factor of 24.

Recall that the Bluetooth specification gquotes the
worst case latency of inquiry time as 10.24s (see Sec-
tion I1). In reality our experiments show that users
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L2CAP/SDP | 092 | 039 | 1.05 0.60

RFCOMM | 0.28 | 0.10 | 0.27 0.13

List Selection | 0.00 | 0.00 | 2.03 0.45

Figure 5: Comparing the time breakdown of the sub-
tasks performed across the two systems. (The table
and graph present two different views of the same
data.)

experience an average latency greater than this. The
reasons for this disparity are twofold. Firstly, the spec-
ification’s worst case latency is a theoretical result
guoted assuming an error-free environment; secondly,
it does not include the time to perform name discov-
ery (required to display Bluetooth device names on
the phone’s screen).

In contrast, the average time to click on a tag us-
ing the cameraphone is very small: 0.56s (standard
deviation 0.19s). The reason this time is so small can
be explained by noting that the phone takes about 3s
to load and initialize our service browser applications.
(This setup time, deliberately excluded from our mea-
surements, is the same for both the tag-based and tag-
less versions of the software; indeed, all applications
running on the phone incur similar start-up latency.)
During this 3s setup delay the user has ample time to
aim the camera at their chosen tag. As soon as the tag-
reader starts up, the tag is immediately detected (high-
lighted with a red cross-hair) and the user clicks®.

To gauge the magnitude of this effect we ran an-
other experiment in which users were instructed not
to start aiming the cameraphone at a tag until the

We refer the interested reader to our downloadable imple-
mentation [14] in case they would like to verify this result for
themselves.
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application had initialised. Under these conditions
the average time taken to click on a tag (and for the
BD_ADDR to be decoded) increased to 1.5s. On this
basis we conclude that, even on devices with negli-
gable application initialisation delay, our results still
hold.

The times taken for the two systems to establish an
L2CAP connection are very similar. Given that, as
part of Inquiry, a device learns clock-synchronization
information from discovered devices [1], this result is
surprising. One would expect the Bluetooth-only ver-
sion of the service browser to perform better in this
respect (due to the fact that it performs Inquiry imme-
diately before connection establishment). It could be
that the Symbian Bluetooth stack does not use clock-
synchronization information learned during Inquiry as
efficiently as it could. However, since the time to es-
tablish an L2CAP connection (in both cases) is small
compared to the time to perform Device Discovery,
our main result (order of magnitude improvement in
task completion time) continues to hold even if we
drop the L2CAP connection time in the “Bluetooth
Only” case to 0.

The other major difference between the two sys-
tems is that the tag-based version of the application
does not require the user to select the content to down-
load from a list. Recall that service selection is per-
formed by clicking on 1 of the 6 different tags on the
poster. The single tag click serves both to initiate the
Bluetooth connection and specify which content is re-
quested.

VLB. Usability

For the purposes of this section, we take the average
number of button presses required to complete the task
as a crude measure of usability [17]. The tag-based
system requires only one button press (to notify the
system that the required tag has been acquired). Once
a tag has been selected there is no further input re-
quired from the user. In contrast, the standard Blue-
tooth version of the application requires an average
of 10 button presses to navigate two separate list con-
trols: one containing discovered Bluetooth Devices,
the other containing a list of items that can be down-
loaded.

We have conducted an in-depth study of usabil-
ity issues surrounding visual tag-based applications.
This work has been written up in a separate publica-
tion [18].

VI.C. Scalability

The standard Bluetooth version of the application
scales badly both as a function of the number of dis-
coverable Bluetooth devices in the neighborhood and
also as a function of the number of options provided
by a mobile service. Increasing both these parameters
leads to longer lists for users to select from, increasing
the number of button presses required to make selec-
tions and thus decreasing the usability of the system.

Furthermore, increasing the number of Bluetooth
Devices in the neighborhood causes Device Discovery
time to increase as O(n). This is not due to the inquiry
phase itself but to the fact that name discovery must be
performed for each of the BD_ADDRSs discovered by
inquiry.

VII. Security Issues

Although security is not the main thrust of this paper,
in this section we briefly consider the two main se-
curity issues arising from accessing mobile services
using visual tags and Bluetooth.

VII.A. Authentication

A common concern regarding the use visual tags to es-
tablish connections to mobile services is the “Man-in-
the-Middle attack™. In this scenario, an attacker some-
how replaces a visual tag on (say) an active poster with
a new tag that points to their malicious device. Users
that click on the tag will then unwittingly connect to
the malicious service rather than the genuine one.
The Man-in-the-Middle attack is a well studied
problem that must always be considered when de-
veloping connection-establishment protocols. There
has been a great deal of work on using digital sig-
natures for secure authentication, preventing Man-in-
the-Middle attacks [16]. We propose using similar
schemes when establishing Bluetooth connections to
mobile services. For example, on connection, a mo-
bile service could send a message containing a dec-
laration of their identity and their public key. This
message would be signed by a trusted party (e.g.
\eriSign). When the phone receives this message
from a mobile service, the signature would be veri-
fied on the phone (using the public key of the sign-
ing authority) and a message displayed on the phone
screen displaying the name of the service provider—
e.g. “This mobile service is provided by ServerCorp,
do you wish to continue?”. The user could then decide
whether to continue to access the service, depend-
ing on whether they trust ServerCorp. This is exactly
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the same model used to provide secure authentication
for all e-commerce transactions that take place on the
web.

VILB. Privacy and Encryption

There are a number of reasons why one may want a
user’s interactions with a mobile service to remain pri-
vate. Consider, for example, the issue of downloading
paid content (e.g. the mobile-game vending machine
example of Section V.B). In this instance the suppliers
of the vending machine want to ensure that an eaves-
dropper that has not paid for the content cannot obtain
a game for free by snooping another customer’s Blue-
tooth transaction.

The obvious solution is to apply Bluetooth’s
connection-level encryption [1]. If the system de-
signer does not feel that this is satisfactory we note
that there is a huge body of literature on session-key
establishment and encryption [16]. These standard
techniques can be applied to our HTTP/RFCOMM
Bluetooth sessions. In a realistic environment, tried
and tested protocols such as HTTPS could be em-
ployed to provide both authentication and privacy
guarantees. Most of today’s mobile phones and PDAS
already have built-in support for HTTPS.

VIII. Discussion and Related Work

We are not the first to realize that there are a num-
ber of scenarios in which the Bluetooth Device Dis-
covery model is less than ideal. Motivated by a de-
sire to eliminate the time- and power-costs associated
with Bluetooth Device Discovery, Hall et al propose
using RFID tags to “wake-up” a sleeping Bluetooth
radio and transmit a device’s BD_ADDR [7]. Our im-
plementation achieves the same time and power ben-
efits as Hall but also also offers a number of dis-
tinct advantages. Firstly, since we rely entirely on
commodity hardware, our work is immediately ap-
plicable: there is no need to augment existing de-
vices with RFID readers®, instead our implementa-
tion can be downloaded and immediately deployed
on the hundreds of millions of cameraphones and
camera-enabled PDAs that have already shipped glob-
ally. Secondly, the combination of visual tags on an
active display provides a functionality that cannot be

SWhilst some manufacturers are incorporating RFID readers
into mobile devices, there are currently no such products in the
consumer market space. Current offerings are targetted at spe-

cifi ¢ industrial applications (e.g. ruggedized phones for fi eld en-

gineers).

duplicated by RFID—a PC can generate tags on-the-
fly, dynamically updating the list of services offered to
users (see Section V.B). Thirdly, our work considers
both Bluetooth device discovery and service selection
whereas Hall et al consider only the former.

At this point it is worth drawing one further com-
parison between RFID technology and visual tags that
we believe to be important. Whereas RFID tags are
typically small embedded devices hidden from human
view, optical tags are, by their very nature, visible
to users. This raises an important question regard-
ing RFID-based device and service discovery: how
does a user know to hold their mobile-device against
an (invisible) RFID tag? Clearly the RFID solution
also requires some kind of visual symbol or printed
text in order to alert the user to the existence of the
mobile service. In contrast, visual tags are a single
technology serving the dual purposes of (i) encoding
machine-readable data; and (ii) advertising the exis-
tence of mobile services to a human users.

Woodings et al have proposed using IrDA to by-
pass Bluetooth Device Discovery [19]. In their sys-
tem, an IrDA connection is established and used to
transmit the BD_ADDR of a remote device. Once
the BD_ADDR has been transferred, the IrDA con-
nection is closed and a Bluetooth connection is initi-
ated. Woodings shows that the resulting time taken to
establish a Bluetooth connection when using IrDA in
this fashion, is several times faster than relying on the
standard Bluetooth Device Discovery model. In many
ways, the comparison between our work and this re-
search is similar to the comparison between our work
and RFID-based Bluetooth connection establishment
procedure outlined above. Firstly, we have shown that
visual tags provide a convenient mechanism for both
device discovery and service selection. Whilst IrDA
allows Bluetooth device discovery to be bypassed,
it is unclear how the technology could also be used
for service selection. Secondly, as with RFID tags,
some kind of visual symbol or text would be required
anyway to alert the user to the presence of a Blue-
tooth/IrDA mobile service. This is something that vi-
sual tags provide for free.

The performance evaluation sections of both
Hall’s [7] and Woodings’ [19] papers are weak, re-
lying on numbers taken directly from the Bluetooth
specification, combined with results derived by ex-
perimentally testing subcomponents of the proposed
systems in isolation. To our knowledge, our paper is
the first attempt to quantify the benefits of out-of-band
Bluetooth connection-establishment as measured by
real users working with a real end-to-end systems im-
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plementation in a realistic environment.

Many other researchers have noticed the potential
of the camera as an appealing input medium for inter-
action. Much of the work in this area involves fixed
cameras trained on users [6]. This approach, pio-
neered by VideoPlace [12], has proved fruitful in ar-
eas such as gesture recognition [5] and location-aware
computing [9]. In contrast, cameraphones are more
suited to the approach often taken by the augmented
reality community in which hand-held cameras are
pointed at objects in the world. A variety of aug-
mented reality systems based on optical tags have al-
ready been developed [10]. These systems influenced
our design to a large extent.

Near Field Communication (NFC) [2] is a wire-
less networking technology that operates over ranges
of a few centimeters. Like RFID tags, NFC has also
been proposed as a mechanism for quickly establish-
ing other types of wireless communication between
devices (e.g. 802.11 or Bluetooth). Although thereisa
great deal of industrial interest in NFC, the technology
is still in its infancy and is yet to achieve acceptance
in the marketplace.

A number of projects have explored the use of tags
to associate physical objects with URLS. A pioneering
example is HP’s Cool Town project [11] which consid-
ers a variety of different tagging mechanisms, includ-
ing barcodes. The contribution of our work in this
area is (i) the application of the technique to Bluetooth
device discovery and service selection; and (ii) a ro-
bust tag-based connection-establishment implementa-
tion that runs on commodity hardware.

The circular tags used in this paper were initially
inspired by TRIP [4] tags. For the purposes of this re-
search we made a number of changes from the original
TRIP specification. In particular: (i) we increased the
number of bits encoded in a single tag (by adding ex-
tra data rings); and (ii) added an explicit sync-marker,
rather than taking the TRIP approach of reserving
particular bit-patterns within the data bits themselves
to specify tag orientation. Our 4-ring tags are also
closely based on the authors’ previous work on Spot-
Codes [13]. Indeed, the cameraphone reader for the
4-ring tags described in this paper exploits many of
the same image-processing techniques as the 2-ring
SpotCode reader.

Semacodes are square 2D barcodes designed for en-
coding URLSs that can be read by cameraphones [3]. A
cameraphone-based application is available that reads
a Semacode, extracts the encoded URL and down-
loads the corresponding web-page using the phone’s
built-in web browser. Again, the novelty of our

work here is the application of visual tags to a dif-
ferent domain area—namely, Bluetooth device dis-
covery and service selection. In the early stages of
this research, we evaluated the Semacode platform
as a possible underlying tag-technology for Bluetooth
connection-establishment and found it unsuitable, pri-
marily due to the unreliability of the reader implemen-
tation. Furthermore, we noticed that, due to a lack
of real-time feedback, users found it difficult to click
on Semacodes—the reader software simply reported a
“decode failure” for more than 30% of attempted tag
decodes. Whilst we recognize that other tag formats
could be used to facilitate Bluetooth connection estab-
lishment, the lack of reliability and robustness of ex-
isting offerings forced us to implement our own cus-
tom solution.

Patel and Abowd have proposed augmenting hand-
held devices (e.g. PDAs and mobile phones) with
lasers [15]; data modulated over the laser is used
to trigger a photosensitive (active) tag in the envi-
ronment. The advantages of our work over this are
(i) we use commodity hardware; (ii) we can interact
with both active tags and passive tags; and (iii) unlike
photosensitive tags, which require physical hardware,
computers can generate an arbitrary number of visual
tags dynamically, writing them to a display.

We do not claim that our tag-based connection-
establishment procedure makes the standard Blue-
tooth Device Discovery procedure completely redun-
dant. Indeed, there are a large class of applications
where a user wants their phone to periodically perform
device discovery, sometimes connecting to Bluetooth
services without even leaving their pocket (e.g. auto-
matically synchronizing email when a user is in prox-
imity of their PC). In this scenario, Bluetooth’s Device
Discovery and SDP provide just the right functional-
ity. Our work specifically targets one particular use-
case: the user-driven connection of a mobile device to
a publicly accessible mobile service. In this scenario
we believe our approach delivers real benefits.

IX. Conclusions and Further Work

We have shown that visual tags can be used to initiate
Bluetooth connections with mobile services, provid-
ing order-of-magnitude time improvements over the
standard Bluetooth Device Discovery model. Further-
more, we have shown that tags can be used for service
selection, providing users with a convenient way to
choose from a selection of content downloads or mo-
bile services.

One of the strengths of our approach is that it

Mobile Computing and Communications Review, Volume 1, Number 2 11



relies entirely on commodity hardware. Hundreds
of millions of Bluetooth-enabled cameraphones and
camera-enabled PDAs have already been shipped
globally [8], with market trends showing that the rapid
adoption of such devices is set to continue for the fore-
seeable future. Our Nokia Series 60 cameraphone im-
plementation is available for download [14].

We do not believe that printed tags are competing
with RFID and NFC for the prize of “universally ac-
cepted connection establishment technology”. Instead
we observe that each offers complementary tradeoffs
in terms of cost, data capacity, interaction distance,
client-device compatibility and visibility. We predict
that all three of these technologies will ultimately be
integrated into mobile applications to provide con-
sumers with the flexibility and functionality they re-
quire.

The research issues surrounding the development
of mobile services draw on a variety of computer
science disciplines including networking, security,
human-computer-interaction and ubiquitous comput-
ing. We strongly believe that, when developing frame-
works for mobile services, the computer science re-
searcher should “design-in” relevant ideas from each
of these areas from the outset; only then will we
develop systems that are secure, reliable, practical
and, equally importantly, usable. We have attempted
to embody this principle in our research by com-
bining traditional network-based service discovery
protocols (Bluetooth’s SDP) with concepts inspired
by human-computer-interaction research and context-
aware computing (visual tags).
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