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ABSTRACT

Specification-based intrusion detection systems, the main
defense mechanism proposed so far for Advanced Meter-
ing Infrastructures, do not provide a comprehensive protec-
tion against the wide spectrum of possible attack scenar-
ios. Challenging aspects in this context include the need
for timely detection and for novel attack scenario modeling
techniques.
This paper introduces METIS , a novel two-tier anomaly-

based intrusion detection framework that targets such chal-
lenges. The framework provides a continuous and fully dis-
tributed processing of network traffic by relying on the data
streaming processing paradigm. Attack scenarios can be
specified by means of the traffic features they affect and their
resulting patterns of malicious activities. We overview the
framework, presenting the novel detection technique, and
provide results from a case study.
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C.3 [Computer Systems Organization]: Special-Purpose
and Application-Based Systems; C.2.4 [Computer Sys-
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1. INTRODUCTION
Advanced Metering Infrastructures (AMIs) are composed

of communication-enabled metering devices that share data
and are remotely controlled by energy utilities. Despite the
limited number of real attacks documented so far, a con-
siderable amount of possible attack vectors has been uncov-
ered (e.g., by means of penetration testing). Even though
specification-based Intrusion Detection Systems[1] (IDSs),
the main defense mechanism proposed so far, may detect
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some attacks, they are not suited to provide a comprehen-
sive protection against all possible attack scenarios, espe-
cially considering the manual labor required by a security
expert to tune such systems to specific installations. More
concretely, they might fail in detecting malicious activity re-
siding in between the boundaries of a device’s normal behav-
ior (e.g., they might detect a malicious firmware that sup-
presses consumption readings but probably miss a firmware
that lowers bills by slightly reducing reported consumption
readings).

Challenges and contributions. We identify two main chal-
lenges for an IDS used in the context of AMIs. As discussed
in [1], the AMI network consists of several independent net-
works and a centralized IDS would not have access to the
overall traffic. Moreover, its processing capacity could easily
be exhausted by the big, fluctuating volume of data gener-
ated by AMIs’ devices. For these reasons, the IDS should
(1) process data in a fully distributed and parallel manner
in order to detect malicious activity timely and (2) avoid
expensive per-site customization, by providing an efficient
way to specify how malicious activities should be detected.

We presentMETIS1, an anomaly-based IDS that provides
continuous and fully distributed analysis of AMIs traffic. It
relies on a novel two-tier detection method in which gen-
eral attack scenarios are specified by means of (i) the traffic
features they involve (and their inter-dependencies) and (ii)
how the resulting patterns of suspicious events should be
interpreted. We overview the framework, presenting its pro-
cessing model and its detection technique, showing its use
and also providing results from a case study.

2. METIS - OVERVIEW

Continuous and distributed traffic analysis. We aim at
the design of an IDS that processes data in an online fash-
ion in order to detect malicious activities timely. The need
for continuous processing is also motivated by the evolving
nature of AMIs, where new devices are deployed on a daily
basis. We identify data streaming [4] as a suitable process-
ing paradigm for the analysis of AMIs’ data flows. With
data streaming, on-line analysis is performed by means of
directed acyclic graphs of operators referred to as Continu-

ous Queries. Operators provide functionality such as data
filtering, aggregation and joining. Data streaming allows for

1Named after the mythology figure standing for good coun-
sel, advice, planning, cunning, craftiness, and wisdom.
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Figure 1: AMI architecture and METIS processing

overview.

distributed and parallel processing that can scale accord-
ingly to (i) the increasing number of devices deployed in the
network and (ii) the increasing number of attack scenarios
being monitored.

Two-tier detection. One of the critical aspects of a defense
framework is the way the possible adversary goals need to
be specified. To this end, we introduce a novel two-tier
detection method in which attack scenarios are specified by
the device’s traffic features they affect and by the pattern of
suspicious events they produce.
Figure 1 presents how the traffic analysis is carried out

for a sample AMI composed by Smart Meters (SMs) and
Meter Concentrator Units (MCUs) in charge of collecting
energy consumption readings. Briefly speaking, METIS is
composed of two main modules. The Device Modeler an-
alyzes each device’s traffic and spots suspicious or missing
events applying an outlier detection method. The Device

Modeler relies on a lightweight, yet efficient analysis tech-
nique, in which the traffic features that characterize the at-
tack are expressed by means of a Bayesian Network. The
secondary analysis is performed by the Pattern Matcher,
which processes such alerts and requires the user to specify
which patterns should be classified as an attack. Such anal-
ysis could be performed at dedicated servers, thus relying
on more expensive analysis and correlation of the observed
alerts.

3. CASE STUDY
Fine grained consumption readings reveal detailed infor-

mation about household activities [3]. In an energy exfil-
tration attack scenario, an attacker that gains admin access
to an MCU, requests a given SM to report its consumption
readings. Notice that a specification-based IDS might fail
in detecting such malicious activity if the MCU is actually
allowed to retrieve such data from the target SM.
We monitor the traffic of approximately 1, 000 SMs con-

nected to 40 MCUs during the months of September to De-
cember 2012. We inject 40 simulated energy exfiltration at-
tacks (introducing unauthorized consumption readings) dur-
ing the month of December. The Device Modeler ’s Bayesian
network and the Pattern Matcher ’s continuous query are
shown in Figure 1. The traffic features we take into account
are the smart meter ID (S), the hour (H ) and the number of
requests (R) observed for each MCU. The Pattern matcher

Figure 2: Local Outlier Factor applied to the

Bayesian network probabilities.

looks for MCUs reporting at least five suspicious requests
during a period of one week.

From our evaluation, the framework is able to detect most
of the injected attacks. Figure 2 presents the result of the
outlier detection method (Local Outlier Factor [2]) and shows
which consumption readings are marked as suspicious. Ap-
proximately 8% of the events observed at the MCUs are
classified as suspicious by the Device Modeler (4, 000 out of
50, 000), while the Pattern Matcher provides a True Positive
Rate of approximately 91% (36 attacks are detected).

4. CONCLUSION
We propose a two-tier, anomaly-based intrusion detection

framework that deals with the security and induced compu-
tational challenges of AMIs. We also present a case study
that shows it can be flexible for the user to use and can
achieve high detection rates. We plan to extend our research
considering the detection of a variety of scenarios, including
those whose detection is only possible through distributed
evidence.
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