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@ Who's winning the phishingarm's race?
@ The mechanicf phishing
@ Rock-phishattacks
@ Phishing-vebsitelifetimes

@ Non-cmperation when counteringphishing
o Compaing lifetimesfor di erent feeds
o Estimatingthe cost of phishingattacks

© Evaluatingthe “wisdom' of PhishTank's crowd
@ PhishTank vs. proprietary feeds
o Userparticipation in PhishTank

@ Disrupting PhishTank's veri cation system
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Who's winning the phishing arm's race? The mechanicsof phishing
Rock-phish attacks
Phishing-website lifetimes

Technicalrequirementdor phishingattacks

o Attackerssendout spamimpersonatingbankswith link to
fake website
@ Hosting optionsfor fake website
e Freewebspace
(http://www.bankna mef ree spacesi te nane. conds ignin /)
s Compomisedmachine
(http://www.exampl e.com/ user/images/www.b ankname.com/)
s Registereddomain (banknamewvariant. con) whichthen
points to free webspaceor compomisedmachine

o Personaldetail recovery
s Completedforms forwardedto a webmailaddress
s Storedin atext le on the spoof website
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Defendingagainstphishingattacks

@ Proactivemeasures
o Web browsermechanismdo detect fake sites, multi-factor
authenticationproceduresyestrictedtop-leveldomains,etc.
s Not the focusof our reseach
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Defendingagainstphishingattacks

@ Proactivemeasures
o Web browsermechanismdo detect fake sites, multi-factor
authenticationproceduresyestrictedtop-leveldomains,etc.
s Not the focusof our reseach
@ Reactivemeasures
¢ Bankstally phishingURLs
@ Reported phishingURLsare addedto a blacklist, which is
disseminatedria anti-phishingtoolbars
s Bankssendtake-dowvn requeststo the free webspaceoperatar
or ISP of compromisedmachine
¢ If a maliciousdomainhasbeenregistered banksaskthe
domainnameregistra to susgendthe o ending domain
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Rock-phish attacks
Phishing-website lifetimes

Data collectionmethadology

@ Phishingwebsiteavailability

¢ Severalorganizationscollate phishingreports; we selected
reports from PhishTank

s PhishTank DB recads phishingURLsand relieson volunteers
to con rm whethera site is wicked

@ 33710 PhishTank reports overs8 weeksealy 2007

@ We constructedour own testing systemto continuouslyquery
sitesuntil they stop respndingor change

@ Caveatsto our data collection

¢ Sitesremovedbefare appeaing in PhishTank are ignored
@ We do not follow web-pageredirectas
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Rock-phish attacks
Phishing-website lifetimes

Rock-phishattacks are di erent!

@ "Rock-phish'gangoperatedi erent to “adinary' phishingsites
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Rock-phishattacks are di erent!

@ "Rock-phish'gangoperatedi erent to “adinary' phishingsites
© Purchaseseveralinnocuous-soundinglomains(e.g.,
lof80.info )
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Rock-phishattacks are di erent!

@ "Rock-phish'gangoperatedi erent to “adinary' phishingsites
© Purchaseseveralinnocuous-soundinglomains(e.g.,
[0f80.info )
@ Sendout phishingemail with URL
http://www.volks  bank. de.ne tw.0id3 614061. lo f80.i nfo/vr
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Rock-phishattacks are di erent!

@ "Rock-phish'gangoperatedi erent to “adinary' phishingsites
© Purchaseseveralinnocuous-soundinglomains(e.g.,
lof80.info )
@ Sendout phishingemail with URL
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Rock-phishattacks are di erent!

@ "Rock-phish'gangoperatedi erent to “adinary' phishingsites
© Purchaseseveralinnocuous-soundinglomains(e.g.,
lof80.info )
@ Sendout phishingemailwith URL
http://www.volks  bank. de.ne tw.0id3 614061. lo f80.i nfo/vr
© Gang-hostedNS serverresolveslomainto IP addressof
one of severalcompomisedmachines
© Compomisedmachinesrun a proxy to a back-endserver
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Rock-phishattacks are di erent!

@ "Rock-phish'gangoperatedi erent to “adinary' phishingsites
© Purchaseseveralinnocuous-soundinglomains(e.g.,
lof80.info )
@ Sendout phishingemailwith URL
http://www.volks  bank. de.ne tw.0id3 614061. lo f80.i nfo/vr
© Gang-hostedNS serverresolveslomainto IP addressof
one of severalcompomisedmachines
© Compomisedmachinesrun a proxy to a back-endserver
@ Serverloadedwith many fake websites(around 20), all of
which can be accessedrom any domainor comgomised
machine
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Rock-phishattacks (cont'd.)

@ Rock-phishstrategyis more resilientto failure
s Dynamicpool of domainsmapsto anotherpool of IP addresses
@ Alsoincreaseconfusionby splitting the attack components
overdisjoint autharities

s Registras seenon-bankdomains
s Compomisedmachineownersdon't seebank webpages
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Phishing-website lifetimes

"Fast- ux' phishingdomains

@ Rock-phishgang'sstrategyis evolvingfast

o In afast- ux variant, domainsresolveto a setof 5 IP
addresse$or a shat time, then abandonthem for another5

@ Burn through 400 IP addresseper week, but the upside(for
the attacker) is that machinetake-davn becomesmpractical

o Fast- ux strategydemonstrategust how cheapcompomised
machinesare
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Who's winning the phishing arm's race? The mechal of phishing
Rock-phish attacks
Phishing-website lifetimes

Rock-phishsite activity per day

® Rock domains operational

70 7 & Rock IPs operational
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Rock-phis cks
Phishing-website lifetimes

Newand removedock-phishlPs per day

® Rock IPs added
¢ Rock IPs removed
15 —
10 —
5 —
0 —

I I

Mar Apr
Carelation coe cient r: 0.740
Synchronized=) automatedreplenishment @ UNIVERSITY OF
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Who's winning the phishing arm's race? The mechanicsof phishing
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Phishing-website lifetimes

Newand removedock-phishdomainsper day

35 s Rock domains added

¢ Rock domains removed
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Who's winning the phishing arm's race? The mechanicsof phishing
Rock-phis cks
Phishing-website lifetimes

Rock-phishdomainand IP removalper day

35 7. Rock domains removed

¢ Rock IPs removed
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Carelation coe cient r: 0.142
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Who's winning the phishing arm's race?

The mechanicsof phishing
Rock-phish attacks
Phishing-website lifetimes

Phishing-wbsitelifetimes

Sites Meanlifetime (hrs) Medianlifetime (hrs)

Non-rack 1695
Rock domains 421
Rock IPs 125
Fast- ux domains 57
Fast- ux IPs 4287

617 195
947 551
1718 255
1962 1110
1386 180
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Who's winning the phishing arm's race? The mechal
Rock-phish at
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Histogramof phishing-sitdifetimes
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Who's winning the phishing arm's race? The mechanicsof phishing

Rock-phish attacks
Phishing-website lifetimes

And now for somecurve tting
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Figure: CDF of websitelifetimesfor non-rack (left), rock domains
(center) and rock-phishlPs (right).

Lognamal Kolmogaov-Smirnov
Std err. Std err. D p-value
Non-rock 3.011 0.03562 1.467 0.02518 0:03348 0:3781
Rock domains 3.922 0.05966 1.224 0.04219 0:06289 0:4374
Rock IPs 3.434 0.1689 1.888 0.1194 0:09078 0:6750
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Breakingdown site lifetimes

@ Phishingsite lifetimesvary greatly but canwe make senseof
the di erences?
@ We havealreadyestablishedhat the rock-phishgangare more
e ective than other attackers
@ Do somebanksperfam better than others?
s Do somelSPsresmpnd better than others?

o |ldentifying exceptionalperfamers(both good and bad) could
encouragemprovedresmpnsetimes
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Number of phishingsitesper bank
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Who's winning the phishing arm's race? The mechanicsof phishing
Rock-phish attacks
Phishing-website lifetimes

Phishing-sitdifetimesper bank (only banks>= 5 sites)
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The mechal
Rock-phish at
Phishing-website lifetimes

"Clued-up'e ect on freehost & registra take-davn times

Who's winning the phishing arm's race?

of phishing
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Comparing lifetimes for di erent feeds
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@ Non-cmperation when counteringphishing
o Compaing lifetimesfor di erent feeds
o Estimatingthe cost of phishingattacks
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Comparing lifetimes for di erent feeds

Non-cooperation when countering phishing STt i (s 6 (P FEES

Non-camperationwhencounteringphishing

@ The phishing-vebsitelifetimesjust presentedare longerthan
thosereported by banksand take-dovn companies

o We collectedfeedsof phishingURLsfrom two take-davn
companiesa brand owner, the Anti-Phishing Working Group
and PhishTank

o Usingthis wider perspective, we can explainthe dispaity:
websitesunknavn to the bankstake much longerto be
removed

@ Sowe haveexaminedthe feedsfrom two take-dovn
companiesgcalledA and B, in greaterdetail during
October{Decemter 2007
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. . P Comparing lifetimes for di erent feeds
Non-cooperation when countering phishing Estimating the cost of phishing attacks

How onebanksu ers whentake-davn companiegion't
shae phishingURLs

A's client Al
Ordinary phishing sites Mean lifetime (hours) Median lifetime (hours)

664 Others 1st Others 1st
62:4 22:9
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Mean di erence (hours)

Others 1st
56:2
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Comparing lifetimes for di erent feeds
Estimating the cost of phishing attacks

Non-cooperation when countering phishing

Most bankssu er whenphishingURLsare not shaed

A's 53 clients attack ed during Q4 2007

Ordinary phishing sites Mean lifetime (hours) Median lifetime (hours) Mean di erence (hours)

B's 66 clients attack ed during Q4 2007

Mean lifetime (hours) Median lifetime (hours) Mean di erence (hours)

1540 Others 1st

80
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% websites identified

Non-cooperation when countering phishing

Comparing lifetimes for di erent feeds
Estimating the cost of phishing attacks

Populaity of phishingtarget a ects gainfrom shaing

A's client banks
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Comparing lifetimes for di erent feeds

Non-cooperation when countering phishing BT i (s 6f (FIss) A

Long-livedphishingwebsitescausedoy not shaing URLs

N __
-

O A's client banks
o @ B's client banks
—

% websites lasting > 1 week
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A unaware B unaware
All sites A aware sites sites All sites B aware sites sites
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. . P Comparing lifetimes for di erent feeds
Non-cooperation when countering phishing Estimating the cost of phishing attacks

Rock-phishwebsitelifetimesdeppendon A andB's e ort

—A's clients
0 -B's clients
I I

Oct Nov Dec
Day attacked by rock phish
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Comparing lifetimes for di erent feeds

Non-cooperation when countering phishing Estimating the cost of phishing attacks

Userresmnseto phishing

o Webalizerdata
@ Web pageusagestatistics are sometimesset up by defaultin a
world-readablestate
s Givesdaily updatesof which URLsare visited
s We canview how manytimes a “thank you' pageis visited
¢ We automaticallychecled all reported websitesfor the
Webalizerpackage,revealingover 700 sites
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Comparing lifetimes for di erent feeds

Non-cooperation when countering phishing Estimating the cost of phishing attacks

Userresmnseto phishing

o Webalizerdata
@ Web pageusagestatistics are sometimesset up by defaultin a
world-readablestate
s Givesdaily updatesof which URLsare visited
s We canview how manytimes a “thank you' pageis visited
¢ We automaticallychecled all reported websitesfor the
Webalizerpackage,revealingover 700 sites

@ On-sitetext les

s We retrievedaround two dozentext les with completeduser
detailsfrom phishingsites
@ 200 of the 414 responsesappeaed legitimate
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Non-cooperation when countering phishing

Comparing lifetimes for di erent feeds
Estimating the cost of phishing attacks

Userresmpnsedo phishingsitesovertime

# victims

site

25 1

20

15

10

Userresponses

0 -

= mean lifetime

II-I—I
0 1 2 3 4 5

Days after phish reported

Tyler Moore

8:5 victims

+8°5 victi ion:
A hrs 8:5 victims before detection
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Comparing lifetimes for di erent feeds

Non-cooperation when countering phishing Estimating the cost of phishing attacks

Estimatingthe cost of phishingattacks

@ Havingmeasurechow many phishingsitesexist, how long
they stick around, and how many peoplegive away their
details, we can estimatethe lossesdueto phishing
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Non-cooperation when countering phishing Estimating the cost of phishing attacks

Estimatingthe cost of phishingattacks

@ Havingmeasurechow many phishingsitesexist, how long
they stick around, and how many peoplegive away their
details, we can estimatethe lossesdueto phishing

o DISCLAIMER Costis the product of severafuzzy estimates

Q 6lhrs B85yelims 4 g5 yictims on 1st day = 30 “ims.
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Comparing lifetimes for di erent feeds

Non-cooperation when countering phishing Estimating the cost of phishing attacks

Estimatingthe cost of phishingattacks

@ Havingmeasurechow many phishingsitesexist, how long
they stick around, and how many peoplegive away their
details, we can estimatethe lossesdueto phishing

o DISCLAIMER Costis the product of severafuzzy estimates

Q 6lhrs B85yelims 4 g5 yictims on 1st day = 30 “ims.

@ PhishTankidenti ed 1438 bankingphishingsites, which
implies9347p.a.

© Upon examiningother feeds,we concludePhishTank identi es
just 34.9% of phishingsites

Q We therefae estimate 3327 = 26800 phishingwebsitesp.a.
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Non-cooperation when countering phishing Estimating the cost of phishing attacks

Estimatingthe cost of phishingattacks

@ Havingmeasurechow many phishingsitesexist, how long
they stick around, and how many peoplegive away their
details, we can estimatethe lossesdueto phishing

o DISCLAIMER Costis the product of severafuzzy estimates

Q 6lhrs B85yelims 4 g5 yictims on 1st day = 30 “ims.

@ PhishTankidenti ed 1438 bankingphishingsites, which
implies9347p.a.

© Upon examiningother feeds,we concludePhishTank identi es
just 34.9% of phishingsites

Q We therefae estimate 3327 = 26800 phishingwebsitesp.a.

@ Gatner estimatecost of identity theft to be $572 per victim
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Non-cooperation when countering phishing Estimating the cost of phishing attacks

Estimatingthe cost of phishingattacks

@ Havingmeasurechow many phishingsitesexist, how long
they stick around, and how many peoplegive away their
details, we can estimatethe lossesdueto phishing
o DISCLAIMER Costis the product of severafuzzy estimates
Q 6lhrs B85yelims 4 g5 yictims on 1st day = 30 “ims.
@ PhishTankidenti ed 1438 bankingphishingsites, which
implies9347p.a.
© Upon examiningother feeds,we concludePhishTank identi es
just 34.9% of phishingsites
Q We therefae estimate 3327 = 26800 phishingwebsitesp.a.
@ Gatner estimatecost of identity theft to be $572 per victim
Q Estimated loss= 30 ¥&ims. 26800sites $572= $46(m
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Comparing lifetimes for di erent feeds

Non-cooperation when countering phishing Estimating the cost of phishing attacks

Estimatingthe cost of phishingattacks (cont'd.)

o Notesregading the $460mannuallossestimate

s Ignaresrock-phishattacks, which accountfor around half of
phishingspam

o Lessthan Gatner's estimatethat 3.5m peoplefall victim to
identity theft at annualcost of $2 Bn

s Much of the gap can be attributed to rock-phish,keyloggers,
and other causesof identity theft not relatedto phishing

@ Microsoft Reseech estimated2m victims (vs. our 800k
estimate) usinga completelydi erent technique
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Non-cooperation when countering phishing Estimating the cost of phishing attacks

Estimatingthe cost of phishingattacks (cont'd.)

o Notesregading the $460mannuallossestimate

s Ignaresrock-phishattacks, which accountfor around half of
phishingspam
o Lessthan Gatner's estimatethat 3.5m peoplefall victim to
identity theft at annualcost of $2 Bn
s Much of the gap can be attributed to rock-phish,keyloggers,
and other causeof identity theft not relatedto phishing
@ Microsoft Reseech estimated2m victims (vs. our 800k
estimate) usinga completelydi erent technique
o We cansimilaly estimatelossescausedby not shaing feeds
s Compae the lifetimesof phishingwebsitesknown to A and B
to the lifetimes of websitesunknown to them
@ This time di erence is a direct consequencef not shaing
feeds UNIVERSITY OF
CAMBRIDGE
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Comparing lifetimes for di erent feeds

Non-cooperation when countering phishing Estimating the cost of phishing attacks

What is the cost of non-cmperation?

o Total exposureof A's 53 targeted clientsduring Q4 2007:
8:5 victims

74 h
G s 24 hrs

+ 85 victims) 7106sites $572= $117m
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Non-cooperation when countering phishing Estimating the cost of phishing attacks

What is the cost of non-cmperation?

o Total exposureof A's 53 targeted clientsduring Q4 2007:
8:5 victims

74 h
G s 24 hrs

+ 85 victims) 7106sites $572= $117m

e 2219 websitesimpersonatingA's clients missedby A:

8:5 victi )
(1122 139) hrs S VUMS  55195ites  $572= $44m
24 hrs
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Non-cooperation when countering phishing Estimating the cost of phishing attacks

What is the cost of non-cmperation?

o Total exposureof A's 53 targeted clientsduring Q4 2007:
8:5 victims

74 h
G s 24 hrs

+ 85 victims) 7106sites $572= $117m

e 2219 websitesimpersonatingA's clients missedby A:

8:5 victi )
(1122 139) hrs S VUMS  55195ites  $572= $44m
24 hrs

o 2205websitesfound by A 40:9 hoursafter other sources:

409 hrs  SRVICIMS 5 o oc sites  $572= $1am
24 hrs
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Non-cooperation when countering phishing Estimating the cost of phishing attacks

What is the cost of non-cmperation?

o Total exposureof A's 53 targeted clientsduring Q4 2007:
8:5 victims

74 h
G s 24 hrs

+ 85 victims) 7106sites $572= $117m

e 2219 websitesimpersonatingA's clients missedby A:

8:5 victi )
(1122 139) hrs S VUMS  55195ites  $572= $44m
24 hrs

o 2205websitesfound by A 40:9 hoursafter other sources:

409 hrs  SRVICIMS 5 o oc sites  $572= $1am
24 hrs

UNIVERSITY OF
@Y CAMBRIDGE

e $62mof A's clients' $117mput at risk
during Q4 2007is dueto not shaing feeds
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PhishTank vs. proprietary feeds
User participation in PhishTank
Evaluating the ‘wisdom' of PhishTank's crowd Disrupting PhishTank's veri cation system

Outline

© Evaluatingthe “wisdom' of PhishTank's crowd
@ PhishTank vs. proprietary feeds
o Userparticipation in PhishTank

@ Disrupting PhishTank's veri cation system
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PhishTank vs. proprietary feeds
User participation in PhishTank
Evaluating the ‘wisdom' of PhishTank's crowd Disrupting PhishTank's veri cation system

PhishTank

@ Online communily establishedn 2006 usingthe "wisdomof
crovds'to ght phishing
@ Userscontribute in two ways
© Submitreports of susgectedphishingsites
@ Vote on whetherothers' submissionsre really phishingor not

A UNIVERSITY OF
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Tyler Moore An Empirical Analysis of Phishing Attack and Defense




PhishTank vs. proprietary feeds
User participation in PhishTank
Evaluating the ‘wisdom' of PhishTank's crowd Disrupting PhishTank's veri cation system

PhishTank's open feedvs. company'sclosedfeed

Ordinary phishing websites Rock-phish domains
PhishTank Company PhishTank Company
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PhishTank vs. proprietary feeds
User participation in PhishTank
Evaluating the ‘wisdom' of PhishTank's crowd Disrupting PhishTank's veri cation system

Veri cation speed: PhishTank vs. company

@ Voting introducessigni cant delays to veri cation
@ 46 hr averagedelay (15 hr median)
@ Company by contrast, usesemploeesto verify immediately
s Impact can be seenby examiningsitesreported to both feeds

PhishT ank  Ordinay phishingURLSs Rock-phishdomains
Company Submission Veri cation Submission Veri cation

Mean (hrs) 0:188 159 124 247

Median (hrs) 0:0481 109 9:37 20:8

[ UNIVERSITY OF
’ CAMBRIDGE

Tyler Moore An Empirical Analysis of Phishing Attack and Defense



PhishTank vs. proprietary feeds
User participation in PhishTank
Evaluating the ‘wisdom' of PhishTank's crowd Disrupting PhishTank's veri cation system

PhishTank data collection

o We examinedreports from 176366 phishingURLssubmitted
betweenFelruary and Septemizr 2007

@ 3798 usersparticipated, casting881511 votes
e =) 53 submissionsand 232 votesper user.But ...
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PhishTank vs. proprietary feeds
User participation in PhishTank
Evaluating the ‘wisdom' of PhishTank's crowd Disrupting PhishTank's veri cation system

Densiy of usersubmissionand votes
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# submissions per user # votes cast per user

o Top two submitters(93588 and 31910) are anti-phishing
organizations

@ Someleadingvotersare PhishTank moderatas {

the 25 moderatas cast 74% of votes 5 UNIVERSITY OF

CAMBRIDGE




PhishTank vs. proprietary feeds
User participation in PhishTank
Evaluating the ‘wisdom' of PhishTank's crowd Disrupting PhishTank's veri cation system

Userpaticipation in PhishTank follows power law

P 8
m 1% -
8 ° g
5 .
T o 1]
N g o
2 4
2 8- IS
% S ®
Qo
= g3
5et01  Bet02  5e+03  5et04. ~ 5e+01  Bet02  5e+03 50404
Number of submissions x Number of votes cast x
Power-lav dist. Kolmogaov-Smirnov
Xmin D p-value
Submissions 1.642 60 0:0533 0:9833
Votes 1.646 30 0:0368 0:7608 UNIVERSITY OF

CAMBRIDGE
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PhishTank vs. proprietary feeds
User participation in PhishTank
Evaluating the ‘wisdom' of PhishTank's crowd Disrupting PhishTank's veri cation system

Userpaticipation in PhishTank follows power law

@ What doesa power-law distribution meanin this context?
o A few highly-activeuserscarry the load
s Most usersparticipate very little, but their aggregated
contribution is substantial

@ Why do we cae?
o Power-law distributionsappea often in real-world contexts,
including many types of sccial interaction
s This suggestsskewed participation naturally occursfor
crowd-sourcedapplications
o Power laws invalidate Byzantinefault tolerance{ subverting
one highly active participant can underminesystem

UNIVERSITY OF
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PhishTank vs. proprietary feeds
User participation in PhishTank
Evaluating the ‘wisdom' of PhishTank's crowd Disrupting PhishTank's veri cation system

Rock-phishattacks and duplicatesubmission$o
PhishTank

@ Rock-phishgangsendsout unique URLs
http://www.volks  bank. de. netw. oi d3614061. lof 80.in fo /vr

@ Wildcard DNS confuseshishing-rejrt collatars

@ 120662 PhishTank reports (60% of all submissions)

¢ Reducedo just 3260 uniquedomains

s 893 usersvoted 550851 times on thesedomains,wasting
users'resourceghat could be focusedelsewhere
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PhishTank vs. proprietary feeds
User participation in PhishTank
Evaluating the ‘wisdom' of PhishTank's crowd Disrupting PhishTank's veri cation system

Miscategoizationin PhishTank

@ Nealy all submitted URLsare veri ed asphishing{ only 3%
are voted down asinvalid

@ Many Jinvalid' URLsare still dubious{ 419 scams,malware
hosts, mule-recruitmentsites

o Evenmoderatas sometimesget it wrong{ 1.2% of their
submissionsre voted down

o PhishTank rewriteshistory whenit is wrong, sowe could
identify 39 falsepositivesand 3 false negatives
s Falsepositivesincluderealinstitutions: ebay.com, ebay.de,
53.com, nationalcity.com
¢ Falsenegativesincludea rock-phishdomainalreadyvoted

down previously UNIVERSITY OF

CAMBRIDGE
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PhishTank vs. proprietary feeds
User participation in PhishTank
Evaluating the ‘wisdom' of PhishTank's crowd Disrupting PhishTank's veri cation system

Doesexperiencamprove useraccuracy?

50
|

Bl Invalid submissions

l B Disputed votes
- o

Tyler Moore An Empirical Analysis of Phishing Attack and Defense

40

20 30
| |

Percentage

10

1

m
up M

21

11 100

101

1001
10000

10001
100000

100001




PhishTank vs. proprietary feeds
User participation in PhishTank
Evaluating the ‘wisdom' of PhishTank's crowd Disrupting PhishTank's veri cation system

DisruptingPhishTank's veri cation system

e CanPhishTank's open submissiorand voting policiesbe
exploitedby attackers?

@ Other anti-phishinggroupshavebeentargetedby DDoS
attacks
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DisruptingPhishTank's veri cation system

e CanPhishTank's open submissiorand voting policiesbe
exploitedby attackers?

@ Other anti-phishinggroupshavebeentargetedby DDoS
attacks

o Attacks on PhishTank

© Submitting invalid reports accusinglegitimate websites.
@ Voting legitimate websitesas phish.
@ Voting illegitimate websitesas not-phish.

s Sel sh attacker protects her own phishingwebsitesby voting
down any accusatey report asinvalid
¢ Underminingattacker goesafter PhishTank's credibility by

launchingattacks 1&2 repeatedly
UNIVERSITY OF

CAMBRIDGE
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PhishTank vs. proprietary feeds
User participation in PhishTank
Evaluating the ‘wisdom' of PhishTank's crowd Disrupting PhishTank's veri cation system

Simplecountermeasureson't work

© Placeupper limit on the votes/submissiongrom a singleuser
o Power-law distribution of participation meansthat restrictions
would underminethe hardest-working users
s Sybil attacks
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Simplecountermeasureson't work

© Placeupper limit on the votes/submissiongrom a singleuser
o Power-law distribution of participation meansthat restrictions
would underminethe hardest-working users
s Sybil attacks

@ Requireusersto paticipate carectly n times befae counting
contribution

¢ PhishTank develogrstell us they implementthis
countermeasure

s Since97% of submissiongre valid, attacker can quickly build
up reputation by voting “is-phish'repeatedly{ thereis no
hona amongthieves

¢ Savvyattacker can minimize positive contribution by only

voting for rock-phishURLs
UNIVERSITY OF
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Simplecountermeasureson't work (cont'd.)

@ Ignae any userwith more than n invalid submissions/votes

s Power-law distribution of participation meansthat good users
make many mistakes

s Onetop valid submitter, antiphishing alsohasthe most
invalid submissiong578)
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Simplecountermeasureson't work (cont'd.)

@ Ignae any userwith more than n invalid submissions/votes

s Power-law distribution of participation meansthat good users
make many mistakes

s Onetop valid submitter, antiphishing alsohasthe most
invalid submissiong578)

© Ignae any userwith mare than x% invalid submissions/votes

s Power law still causesproblems{ attackerscan pad their
‘good' statisticsto alsodo bad

¢ Signi cant collateraldamage{ ignaing userswith > 5% bad
submissionsvipes out 44% of usersand 5% of phishingURLs
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Simplecountermeasureson't work (cont'd.)

@ Ignae any userwith more than n invalid submissions/votes

s Power-law distribution of participation meansthat good users
make many mistakes

s Onetop valid submitter, antiphishing alsohasthe most
invalid submissiong578)

© Ignae any userwith mare than x% invalid submissions/votes

s Power law still causesproblems{ attackerscan pad their
‘good' statisticsto alsodo bad
¢ Signi cant collateraldamage{ ignaing userswith > 5% bad
submissionsvipes out 44% of usersand 5% of phishingURLs
© Usemoderatas exclusivelyif susgect an attack
s Moderatas alreadycast 74% of votes,soit might work OK
¢ Silencingthe wholecrowd to root out attackersis intellectually

unsatisfying,though UNIVERSITY OF
CAMBRIDGE
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Lessondor securecronvd-sourcing

© The distribution of userparticipation matters

s Skewed distributionssuchas power laws are a natural
consequencef userparticipation

s Carupting a few key userscan underminesystemsecuriy

¢ Sincegood userscan participate extensivelybad userscantoo
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Lessondor securecronvd-sourcing

© The distribution of userparticipation matters

s Skewed distributionssuchas power laws are a natural
consequencef userparticipation

s Carupting a few key userscan underminesystemsecuriy

¢ Sincegood userscan participate extensivelybad userscantoo

@ Crowd-sourceddecisionsshouldbe di cult to guess

s Any decisionthat can be reliably guessedan be automated
and exploitedby an attacker

¢ Underlyingaccuracyof PhishTank (97% phish) makes
boosting reputation by guessingeasy
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Lessondor securecronvd-sourcing

© The distribution of userparticipation matters

s Skewed distributionssuchas power laws are a natural
consequencef userparticipation

s Carupting a few key userscan underminesystemsecuriy

¢ Sincegood userscan participate extensivelybad userscantoo

@ Crowd-sourceddecisionsshouldbe di cult to guess

s Any decisionthat can be reliably guessedan be automated
and exploitedby an attacker

¢ Underlyingaccuracyof PhishTank (97% phish) makes
boosting reputation by guessingeasy

© Do not make userswork harder than necessy

s Requiringusersto vote multiple times for rock-phishis a bad

useof the crowd's intelligence UNIVERSITY OF

CAMBRIDGE
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Conclusions

o Empiricallyexaminingattacks leadsto manyinsights!

o We haveestablishedhat thereis wide dispaity in phishing
websitelifetimes

e Banksshoulddemandtake-davn companieshae URL feeds

@ We havealsoseenattackersinnovate: rock-phishsitesoutlive
ordinary phishingsitesthrough cleveradaptationsin strategy

@ While leveragingthe wisdomof crowds soundsappealing, it
may not always be appropriate for information securiy tasks

e For more, seehttp://www.cl.cam.ac.uk /~twm29/and
http://www.lightbluetouc hpaper.o rg/
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