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 for(k = 0; k < 132; ++k)
 {   a = rotl(l_key[i] + a + b, 3);
     b += a;
     b = rotl(l[j] + b, b);
     l_key[i] = a; l[j] = b;

     i = (i + 1) % 44;
     j = (j + 1) % t;
 }

���������	
�

���������$������#��#��# � ��!��!�"���/���
#�;���������#���3�����

for(k = 0, t--; k < 132; ++k)
{   a = rotl(l_key[i] + a + b, 3);
    b += a;
    b = rotl(l[j] + b, b);
    l_key[i] = a; l[j] = b;

    i = (i == 43 ? 0 : i + 1);
    j = (j == t ? 0 : j + 1);
}

��������	
�

������������#��������3������� ��#����������#���#�

���$������������"������/�� #�#����� � �������!#�������

��
�������$!������!���$���(�(�����������$ 



�����$�����)���(���������#���(
#define byte(x,n)   ((byte)((x) >> (8 * n)))

...
store register, long word [out]

load  register, long word [x]
r_shift register, 8*n
….

#define byte(x,n)   *(((byte*)&x) + n)

...
store register, long word [out]

load  register, byte [x + n]
….
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#define RND01(a,b,c,d,w,x,y,z)
{  register unsigned long t02, t03, 

t04, t05, t06, t07, t08, 
t10, t11, t12, t13, t16, 
t17, t01;

t01 = a   | d  ; t02 = c   ^ d  ; 
t03 =     ~ b  ; t04 = a   ^ c  ; 
t05 = a   | t03; t06 = d   & t04; 
t07 = t01 & t02; t08 = b   | t06; 
y   = t02 ^ t05; t10 = t07 ^ t08; 
t11 = t01 ^ t10; t12 = y   ^ t11; 
t13 = b   & d  ; z   =     ~ t10; 
x   = t13 ^ t12; t16 = t10 | x  ; 
t17 = t05 & t16; w   = c   ^ t17; 
}

���(#���������9&���������!;��)���(���9&)����/������#!�

�����#!!�������#����!;�(����#���9&����������������!#!��

��	!!������������������#�#������������!�����#������'"���*

#define sb1(a,b,c,d,e,f,g,h)

t1 = ~a       ; t2 = b ^ t1;
t3 = a | t2   ; t4 = d | t2;
t5 = c ^ t3   ; g = d ^ t5;
t7 = b ^ t4   ; t8 = t2 ^ g;
t9 = t5 & t7  ; h = t8 ^ t9;
t11 = t5 ^ t7 ; f = h ^ t11;
t13 = t8 & t11; e = t5 ^ t13
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t0 = b xor (not a)
t1 = c xor (a or t0)
g = d xor t1
t2 = b xor (d or t0)
t3 = t0 xor g
h = t3 xor (t1 and t2)
t4 = t1 xor t2
f = h xor t4
e = t1 xor (t3 and t4)
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t[-4] = 1
t[-3] = a
t[-2] = b    start list with 5
t[-1] = c    ‘primitive’ terms
t[0]  = d

t[1]  = t[-4] xor t[-3]
t[2]  = t[-2] ^ t[1]
t[3]  = t[-3] | t[2]
t[4]  = t[ 0] | t[2]
t[5]  = t[-1] ^ t[3]
   g  = t[ 0] ^ t[5]  - got one
t[7]  = t[-2] ^ t[4]
t[8]  = t[2] ^ g
t[9]  = t[5] & t[7]
   h  = t[8] ^ t[9]   - got two
t[11] = t[5] ^ t[7]
   f  = h ^ t[11]     - got three
t[13] = t[8] & t[11]
   e  = t[5] ^ t[13]  - got all four!

����
�� ����
���.������#��6$�!������)���

��
�#���/����#�������#��������"�8�' ������3��*

��H���#���!$���3��"$�!�������#�-

� #����#����#����������#�����#
!�����#������"��.�����(������
$���(�	�?D��������

� "���#���!�����#�������"��.�����(������
#���"����#!��� ��#���

� !��!;��(��"��D�"D�(�������#3������
�#�!���

� �"�#��#�!��$��������#��#��#����"���#
��� �����!$����������#�!�����
���#����(��$� $��

� �"�����#�!��#���#���!$��������3��

� �����/��;����$�����/#�� #��"$�������/����"�����(��� ��3���
���.��

� 	"�����$����(����"�����3��#���#������#�&EE���I����D����#��#�!�$ ��
�"��������
���.��



����
�� ����
���.������#��6$�!������)����
t[-4] = 1
t[-3] = a
t[-2] = b    start list with 5
t[-1] = c    ‘primitive’ terms
t[0]  = d

t[1]  = t[-4] xor t[-3]
t[2]  = t[-2] ^ t[1]
t[3]  = t[-3] | t[2]
t[4]  = t[ 0] | t[2]
t[5]  = t[-1] ^ t[3]
   g  = t[ 0] ^ t[5]  - got one
t[7]  = t[-2] ^ t[4]
t[8]  = t[2] ^ g
t[9]  = t[5] & t[7]
   h  = t[8] ^ t[9]   - got two
t[11] = t[5] ^ t[7]
   f  = h ^ t[11]     - got three
t[13] = t[8] & t[11]
   e  = t[5] ^ t[13]  - got four!
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RC6 Rijndael MARS Twofish CRYPTON CRYPTON v1 CAST E2

Key Setup (128) 1632 305:1389 4316 9376 531:1369 744:1270 4333 9473

Encryption speed (128) 94.8 68.4 69.4 67.5 54.1 53.8 40.4 37.3

Decryption speed (128) 113.3 72.7 68.1 66.5 54.1 54.5 40.4 37.0

Mean speed (128) 103.2 70.2 68.7 67.0 54.1 54.1 40.4 37.2

Serpent HPC DFC SAFER LOKI FROG DEAL MAGENTA

Key Setup (128) 2402 120749 7166 4278 7430 1416182 8635 30

Encryption speed (128) 26.9 17.9 15.6 14.9 12.0 10.6 10.9 3.9

Decryption speed (128) 28.0 16.0 15.4 15.0 11.7 11.5 10.8 3.9

Mean speed (128) 27.4 16.9 15.5 14.9 11.8 11.0 10.9 3.9
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Rijndael CRYPTON RC6 Serpent MARS CAST SAFER MAGENTA
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RC6 Rijndael MARS Twofish CRYPTON CAST E2 Serpent
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RC6 MARS Rijndael Twofish CRYPTON CAST E2 Serpent
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