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Who am |, Where do | Come from, Why should you listen ...

| am

» A Security Expert
» 2000+ exploits in the automotive domain and elsewhere.
» Specialized in the convergence of Safety and Security
» Leading Expert on
» Countering Cyber Attacks targeted Supply Chain Infiltration
» Cyber Physical Attacks
» Leader of:
» 5 Cyber Security aspects of CAV research activities
» 2 Telecoms Security
» 2 Hardware Security
» 39+ years of verifying security systems in hardware

> | do security where it can’t afford to fail

Peter Davies
Thales
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The RESAuto Project ...

RESAuto will

» Demonstrate Digitally Secure by Design in
» complex interconnected systems which are subject to international regulatory and legal controls, with
» conflicting through-life objectives of safety, privacy and access to data (competition law).

RESAuto has

» Access to data-points that will allow numeric corroboration of potential impacts of a CHERI-based solution.

» The costs of achieving the objectives are understood and controlled across the industry with examples such as the
introduction of UNECE Cyber management (2021-2022) providing key data points.

» RESAuto has access to global insurance industry actuarial tables relating to the automotive sector.
» Access to key UK and international players to achieve impact.
» UK, German, French, US, Asian automakers, their Tier suppliers AND their engineering toolchain suppliers
» Silicon, SiC designers and fabs for CPUs, Al processors, Sensors, Compound, Powertrain and Energy Electronics
» Auto, transport, power, healthcare, defence

The RESAuto project team is led by Thales-UK, a world leading UK company in CNI and loT with global reach and track
record of working with academic partners to commercialise UK research.
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I What | will talk about [RESAuto] ...

» Looking at the economic benefits and disbenefits of the CHERI approach in engineering based
and often regulated industries.

» Implications for skills, power consumption, safety criticality.

» Complex supply chains considering how benefits and disbenefits manifest:

» |P suppliers (eg chip vendor)

E Systems
% Integrator

» Product suppliers (eg T1)
» and Systems integrators (eg OEM)

» Why Auto?
» Costed and monitored through life on and off vehicle cyber management plan

» Unaffordability of cyber major factor in withdrawing, delaying vehicles during 2023
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Some Framing Remarks ...

Sqftware eats the world what’s left is data

Six decades into the computer
revolution, four decades since the
invention of the microprocessor, and two
decades into the rise of the modern >
Internet, all of the technology required to o ;;;;w ‘“"‘%\’

fransform industries through software o =
finally works and can be widely delivered oot :ac = g
at globalscale. = =
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e_ R 103 exabytes of data is generated by vehiclesevery day” —IBM 2015

Projected loT Market Size by Sector in 2022

Intelligent Buildings

ConsumerElectronics.

Smart Cities & Public Transport

Manufacturing & Supply Ghain

Gonstruction
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Framing Remarks — The Problem ...

We have never before attempted to achieve anything that mattered in a
system of the scale and complexity of the one we are now relying on.

>
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A complex, hyper-connected, bottom-up system with emergent properties for which there
is no guiding mind.

A system yielding its benefits at scale.

Price sensitive, worldwide and mobile system with vast amounts of data.

Owned by no-one but in which both strict and contract liability apply and must coexist.
Multi vendor with legal obligations not to exclude suppliers from the supply chain.
Increasingly integrated with global information and management networks.

Intertwined and interconnected components which interact.

Adaptive behaviour according to history or feedback

Self organization

Emergence which is not always predictable, centrally controlled or engineered

Constantly changes appearing dispositional and lacking causality

Extreme ‘cascading’ behaviour, power laws can be observed — minor input changes can
result in major output changes.

TRUSTED & GLOBAL & INSIGHT

I_ ©Thales 2024 - This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in part or disclosed without the prior written consent of Thales

THALES



Framing Remarks — The Problem ...

We have never before attempted to achieve anything that mattered in a
system of the scale and complexity of the one we are now relying on.

» Multi vendor with legal obligations not to exclude suppliers from the supply chain.

mergence which 1s not always predictable, centrally controlled or engineere

» Constantly changes appearing dispositional and lacking causality

» Extreme ‘cascading’ behaviour, power laws can be observed — minor input changes can
result in major output changes.
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Some Observations ...

» Security professionals are particularly bad at describing the quality of

mechanisms without ever concerning itself with their effectiveness ;

» Security involves understanding what you have and how it will fail.
Poisoning and evasion attacks are not new but essential to

understanding Machine learning and Al ;

» How making a system strong against one type of event will make it

brittle against others;
TRUSTED & GLOBAL & INSIGHT
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I Cyber Resilience, Methods and Evidence ...

-
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One of the key tenets of any operational
Cyber Resilient methodology must be
that itshould generate evidence in a

style and of form that can be taken fo
court.

‘Digital forensics
is meant to be
based on
science, not
supposition’

\

/
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I Cyber is Not Academic - And The Law Is ...

Criminal Law Civil Law
* Purpose: punitive + deterrent (for breaching a specified *  Purpose: restorative and (where necessary) compensatory

requirement to protect others/society)

L * Govern legal relations between persons (legal and/or natural):
* State vslegal person (organisation) or natural person

. o e . . ] H L .
(individual): ‘vertical’ + adversarial horizontal’ + adversarial

* Key stages: e  Examples:

» Investigation » Commercial or personal contracts
» Prosecution » Obligations of road users to each other
» Punishment/sanction » Civil obligations arising under statute or regulations
e Who? » Insurance confracts (n.b. can’t insure against criminal
penalties)
» Legislators Civil Courts and Tribunals
» Police *  Arbitration/Adjudication etc
» Regulators * [Civil ‘penalties’ — a hybrid]

» Criminal Courts — Judges (sometimes juries) . o L. .
Potential for parallel criminal and civil risks arising from same factual event

Your Cyber Resilience Strategy Must Be Robust In The Face Of Both Of These

TRUSTED & GLOBAL & INSIGHT and Internationally
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* Probability and ‘how safe?’ (inc HSWA issues)
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I Datapoints ...
» We have used datapoints from significant actual industrial code bases
» 500+ person years, 2.5m+ lines of code,
» Refined and efficient engineering processes
» MISRA C/ C++and CERTC
» Regulated industries including telecoms, finance, transport, aerospace,

space and defence
» Develop an initial set of economic hypotheses for discussion with the automotive and

other industries rather than simply asking them what they think.
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I Metrication ...

» Access metrication of
» Currently anticipated costs of achieving cyber safety together with
» Costs of insuring business outcome
» Actually
» Measure how the costs of achieving cyber resilience might be affected were a CHERI
like solution to be available
» Where and how would hardware security need to be integrated into the engineering

and business activities to realise these cost benefits.
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I Supply Chain ...

» Based on datapoints from eg. the Spectre and Meltdown cyber-attacks we have also
been looking at how benefits at one point in the supply chain might not necessarily
manifest for other points ie. we have been looking at some of the dysfunctionalities of

markets containing this type of solution.
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I Hardware Cyber Security and Cross layer Exploits ...

Spectre

Side channel loading /
bypassing

Precursor: Precursor:
Dark Silicon Tech Issue Sensitivity of memory

(reliability, leading edge) technologies (reliability,
— more SW-controlled leading edge)
PM

Some recent HW based attacks exploiting ‘bugs’ in the HW / microarchitecture
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Hardware Cyber Security — Contradictory Objectives ...
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Many of today’s automotive systems do not consider security concerns at system level
(distributed & security concept separated ECUs) — w/o the awareness of “unsecurity”, the
system safety will be undermined !
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Hardware Cyber Security and Reliability ...

EM Reliability Trojan — positive edge CLK current pumping

TDDB Reliability Trojan — Pulse Degradation
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Reliability Trojans — playing against the reliability community
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I Hardware Cyber Security and Trusted Execution Environments ...
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None of the TEEs consider the reliability concerns of the system that they are
part of level and without this awarenes, system security will be undermined !
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I Some Questions We Have Asked ...

» Can the CHERI solution reduce the software engineering skillset or are
we moving the problem from a skill set/software issue to a design issue?

» Does CHERI provide a more efficient way to diagnose memory errors
prior to going to market, in essence, can it be used as a diagnostic tool in
addition to other static analysis tools?

» How can we examine if CHERI can be directly deployed?

» How will the solution affect future products or services?

» What are the social and economic benefits realised by the solution?

» How to assess potential productivity increase through the use of the
solution?

» How is it possible to provide a level of assurance that adopting the CHERI
framework will enhance the systems Cyber Resilience?

» What are the use cases for CHERI and how may they benefit from it?

» CHERI lengthens/ pads pointer addresses in memory, could padding

create future emergent problems?
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I More Questions We Have Asked ...

What performance overhead does CHERI generate and will these
performance overheads ultimately increase energy consumption
for example in cloud data centres?

» Is the CHERI solution compatible with other chips in the same
system? What if one of the chips failed and needed to be
replaced? Would CHERI still work?

» What are the benefits of CHERI in a standalone system versus a
complex (interconnected) system?

» Can CHERI be used as an addition to existing diagnostic tools to
highlight weaknesses in existing static analysis tools?

» CHERI claims it can separate CPU compartments, would this
method allow a third party to write code without having access to
other areas?

» Does CHERI provide an effective digital twin of a legacy system
that is capable of generating memory errors in run
time/operation?
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'FLINT
Calls for global ‘data extradition
treaties’ after Brighton road tragedy

FLINTU.K. whistle-blower network calls full-

time on shoddy cyber management plans

Peter Davies
Director Security Concepts

peter.davies@uk.thalesgroup.com
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