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Abstract: This paper discusses the challenges in networking posed by the emerging field of ubiquitous networking and the
deployment of heterogenous wireless networks. It reveals three fundamental problems in future networking: network interface
management, interface co-existance, and support for adaptive mobility. It describes a testbed to conduct experiments
in heterogeneous environments, including low and high mobility scenarios. It presents a scheme that improves handoff
performance in an overlay network model. The paper concludes with a discussion of the work in progress, and the key issues

that need to be addressed for achieving ubiquitous networking.

1 Introduction

Mobile devices and deployment of new wireless access
networks and services will continue to proliferate in the
next few years. By 2005, it is expected that there will
be a billion mobile communication devices worldwide;
sixty percent of Internet access will be from mobile de-
vices and half of the traffic on mobile networks will
be data [1]. Market research indicates that capability
to access services anywhere-anytime through different
wireless access networks using a mobile communication
device will attract significant attention.

Since 1991, Mark Weiser’s vision [2] of ubiquitous
computing — the deployment of environments where
computing and communication capabilities are highly
immersed with users — has evolved in number of forms:
cellular phones, laptops, and PDAs with various wired
and wireless access networks. However, networking ca-
pability in mobile scenarios is still limited, and ubiqui-
tous networking is not yet a reality.

What would it be to have ubiquitous access to ser-
vices on-the-move? We can imagine a world where
John, who moves from his office in Cambridge, U.K.
to the company headquarters in New York, travels
through heterogeneous environments before reaching
his destination. During his journey, John uses his mo-
bile device to access different information services using
a range of wireless technologies. A primary challenge
for this to come true is that John needs to maintain
networking capability all the time (while he is driving,
on the train, and at the airport): ubiquitous networking
is a fundamental requirement in future environments.

Of course, there are many issues to address before
this becomes a reality. The example above simply
demonstrates that evolution of ubiquitous networking
will demand integration between diverse network sys-
tems, applications, and services. Seamless mobility
in hybrid and integrated environments is an interest-

ing and open research problem that needs to be ad-
dressed. However, for this to happen, it demands a
seamless inter-network handoff mechanism to keep con-
nectivity as devices move across environments, while
still minimising any disruption to ongoing flows during
switchovers. A mechanism that enables this has to ex-
hibit a low handoff latency, incur little or no data loss
(even in highly mobile environments), scale to large
inter-networks, adapt to different environments, and
act as a sealant between heterogeneous environments
and technologies without compromising on key issues
related to security and reliability.

Indeed, the complexity of mobile application services
will increase exponentially with users’ demand. Future
Mobile Broadband Services [20] will encapsulate ser-
vice areas such as Tele-Medicine, Intelligent Transport
Systems (ITS), and Mobile Geographical Information
Systems (mGIS) that will demand an always-on con-
nectivity with high Quality of Service (QoS) require-
ments. To support these services, what is needed is a
mechanism that can allow seamless mobility between
technologies and environments.

A traditional and well-known approach to address
this issue is the use of Mobile IPv4 (MIPv4) protocol
(see [11,13]). The protocol can tackle both local-area
and wide-area mobility across wired and wireless net-
works. In recent years, MIPv4 has emerged as a pri-
mary driver to enabling seamless roaming, mainly due
to the continous expansion of the mobile Internet, and
specifically due to its compatibility with IP. However,
there exist certain limitations in MIPv4 that can be
overcome using Mobile IPv6 (MIPv6), such as: no for-
eign agents, avoidance of the traditional problem linked
to triangular routing and tunneling, and also security
issues [13]. However, this still does not solve all prob-
lems. Movement detection mechanism in MIPv6 [3] is
not particularly suited for inter-network handoffs [7].
Hence, certain improvements remain to be seen.
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Figure 1: MIPv6-based GPRS-WLAN Testbed Im-
plementation.

These include:

e Network Interface Management. In a mul-
timode mobile device — device with multiple air
interfaces to access different wireless networks — a
single network interface cannot provide the con-
nectivity (and desired QoS) at all times. Besides,
the current version of MIPv6 also does not per-
mit the assignment of the home address to mul-
tiple network interfaces in a mobile device. This
means that management of multiple network in-
terfaces will have to be controlled by a handoff
scheme supported in the mobile device.

e Interface Co-existence. Multiple network inter-
faces can co-exist to improve QoS of the end-to-
end connections and to minimise handoff effects
in heterogeneous environments. A mobile device
might benefit by using multiple interfaces, espe-
cially in overlap areas when it is about to handoff.
It can make use of multiple links simultaneously
to achieve better data rates and mitigate the ef-
fects of vertical handoffs. However, augmenting
this feature into mobile devices is not simple, new
rules will have to be defined and the MIPv6 pro-
tocol extended to support such handoffs.

e Support for Adaptive Mobility. Mobile hosts
can have different sets of rules/policies that are
constructed based on certain environment condi-
tions. For example, mobility support in an office
environment is not as critical as in a highly mobile
enviroment such as when travelling in a train or a
car. Hence, mobile clients should be able to decide
if a transparent mobility management is required
and to what extent.

We have implemented a testbed to conduct experi-
ments to evaluate these issues, and several others en-
demic to mobility in heterogeneous environments. Our

current investigation over the testbed involves the eval-
uation of a client-assisted handoff scheme. Further-
more, work-in-progress deals with some other network-
supported and proxy-assisted enhancements.

2 Mobile-IPv6 based WLAN-GPRS Testbed
Implementation

In this section, we will describe the initiatives we have
taken for evaluating Mobile IPv6 based vertical and
horizontal handoff schemes and other performance is-
sues in heterogeneous spaces. As part of the Cam-
bridge Open Mobile Systems (COMS) project [19], we
have implemented a Mobile-IPv6 based GPRS-WLAN
testbed (see figure 1).

The cellular GPRS network infrastructure currently
in use with the testbed is a Vodafone UK’s production
GPRS network [7]. The WLAN access points (APs)
are IEEE 802.11b APs located at different locations of
the William Gates Building housing both University of
Cambridge Computer Laboratory and Laboratory for
Communication Engineering. The APs provide full in-
building coverage to WLAN users. This setup gives
us the opportunity to evaluate indoors spaces with no-
madic users moving at low speeds. Additionally, ac-
cess points with extended range antennas have been
provisioned, to give an outdoor coverage for spatially
co-located zones (e.g. an average extended coverage of
500 meters).
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Figure 2: The testbed recreates a highly mobile out-
door networking scenario.

Further, the GPRS infrastructure offers base stations
(BSs) that are directly linked to the SGSN (Serving
GPRS Support Node) which is then connected to a
GGSN (Gateway GPRS Support node). In the current
Vodafone configuration, both SGSN and GGSN nodes
are co-located in a single CGSN (Combined GPRS
Support Node) [24]. A well provisioned virtual pri-
vate network (VPN) connects the Lab network to that
of the Vodafone’s backbone via an IPSec tunnel over



the public Internet. A separate “operator-type” RA-
DIUS server is provisioned to authenticate GPRS mo-
bile users/terminals and also assign IP addresses.

For user access to the wireless testbed, the mobile
node (e.g. laptops, PDAs) connects to the local WLAN
network, the node is also simultaneously connected to a
GPRS phone/card using a bluetooth wireless link (or a
serial point-to-point link). The mobile node is Mobile-
IPv6 (MIPv6) enabled, which means we also have a
MIPv6 home agent in our network (see figure 1) to serve
all our mobile nodes. For thorough testing purposes,
we have the latest GPRS-WLAN phones/cards from a
number of manufacturers.

The GPRS-WLAN testbed, in addition to a num-
ber of nomadic clients, also has a Sentient Car that
recreates a highly mobile scenario for outdoors (see fig-
ure 2). The Sentient Car is contexrt-aware; it has a
priori information of its location using a GPS (Global
Positioning System) tracking system and its velocity
using speed sensors. This information is then available
to a computer terminal, which is also fully equipped
with GSM/GPRS and WLAN connections. Using the
Sentient Car (see figure 3), we are able to conduct
many novel and complex experiments for understand-
ing performance-critical issues related to mobility. Fur-
ther, this enables us to uncover how well protocols and
applications can scale over such heterogeneous environ-
ments.

3 A Client-Assisted Handoff Scheme

In the previous section we described the testbed that we
will use for evaluating mobility-related performance is-
sues in heterogeneous environments. In this section, we
discuss the adaptation of a novel client-assisted hand-
off scheme that is used to improve handoff mechanism
between IEEE 802.11b base stations [6] which can be
suitably adapted for hybrid scenarios.

The scheme exposed in [6] allows a mobile client to
control the handoff process, decide the best link based
on signal strength, and to enable timely handoffs be-
tween different point of attachments for mobile hosts
moving in MIPv6-enabled WLANs. The solution has
been designed for the client-side, thus allowing the mo-
bile host the freedom to make its own informed decision
on the link to join. This is especially advantageous for
a hetereogeneous environments where the network in-
frastructure is usually proprietary in nature.

Furthermore, for the network infrastructure to assist
mobile hosts in heterogeneous handoffs, the cost factor,
complexity in signalling, and network policies may not
be favourable for an “all-IP” network paradigm. Some
examples of network-assisted handoff improvements are
shown in [23] and [15]. These proposals are for homo-
geneous environments, unfortunately, they cannot deal

Figure 3: The Sentient Car for Context-Aware Net-
working.

with the complexity posed by hybrid wireless scenarios.

We have implemented and tested the client-assisted
handoff algorithm for vertical handovers after some
modifications [5]. For horizontal environments, the
handoff mechanism utilises link-layer beacons from
nearby IEEE 802.11b wireless access points to detect
available point of attachments. However, a number of
factors would affect the handoff decision in the mobile
client. Firstly, router advertisements (RAs) —part of
the IPv6 neighbour discovery protocol- from nearby
routers are trapped as soon as they arrive to the net-
work stack, and cached in the mobile host to determine
the best link (based on signal strength). Secondly, the
mechanism also considers the TCP connection state to
provide further intelligence to the mobile host during
the handoff decision. This is rather important when the
mobile host is located in a boundary of two overlapping
cells within the same network.

However, for the mechanism to be used in a het-
erogeneous network environment, important consider-
ations have to be made. Firstly, multiple network in-
terfaces have to be taken into account. Furthermore,
each interface has its own set of characteristics which
will influence the handoff decision. Switching between
different network technologies requires additional in-
formation to provide the mobile host with even more
intelligence during the handoff procedure. Secondly,
caching router advertisements works well when net-
work cell boundaries are typically overlapped. This is
particularly true for upward vertical handoff case (i.e.
WLAN—GPRS). In an overlay model, RA caching has
to occur for the network above the current one. For
example, in the testbed presented, RAs from (virtu-
ally pervasive) GPRS can be cached a priori, avoiding
the need to wait — or look up — during handoff (e.g.
WLAN—GPRS) leading to complete elimination of the
detection time in the new network (i.e. GPRS) — this
implies an improvement in the overall handoff latency.



Additionally, TCP connection state can also be taken
into account to execute or delay the handoff. For exam-
ple, the mobile host can wait for more time in WLAN
before handing off to GPRS if a specific flow is ongo-
ing (because of security or cost reasons). Hence, in an
overlay model TCP connection state is an important
input for adaptive mobility.

In the implementation, the handoff module is hooked
to the neighbour discovery module (ndisc.o) of the IPv6
stack [3]. RAs from overlayed networks are first re-
ceived by the network stack, which are then passed to
the handoff module. The handoff module checks if the
RA corresponds to an upper layer network (i.e. GRPS)
and caches it. Also, the module checks for RAs that
have expired and makes the update using the most-
recent RA.

Table 1: Mean Detection Time with and without RA
caching

| Scheme Used | Mean Detection Time |

MIPv6 (Fixed RA: 300-400ms) 551.33ms
MIPv6 (with Handoff Module) 1.21ms

We have evaluated the performance of our handoff
module for RA caching. In this test, we allowed RAs
from GPRS to be cached and we force handoffs (i.e.
WLAN-GPRS) periodically, by setting a timer in the
handoff module, while simultaneously dowloading a file
from a http server — representing the correspondent
node. Table 1 shows the mean detection time in an
inter-network handoff with and without the module.
We can observe that using the module leads to almost
complete elimination of the detection time. The re-
duction from 550 ms to about 1 ms on average is a
substantial improvement in mean detection time, and
hence, overall handoff latency. Note, however, this ben-
efits only the handoff latency during upward vertical
handoffs.

The introduction of multiple network interfaces to
support mobility across heterogeneous networks can
also have implications with power consumption in mo-
bile devices. Other approaches may propose to avoid
using multiple interfaces simultaneously. However, this
is certainly a disadvantage since an important function
of our client-assisted handoff mechanism — the router
advertisement cache — is deemed useless. Nevertheless,
our handoff mechanism can still minimise the effect of
such disruptions, especially on TCP connections where
TCP’s retransmissions can be particularly distasteful
to the overall user experience.

4 \Work in Progress

The testbed we have implemented will be used to con-
duct experiments for evaluating schemes that improve
vertical handoffs, transport layer enhancements, and
schemes to aid MIPv6 over a fully-integrated GPRS-
WLAN testbed for a number of mobility-related
scenarios. We are currently evaluating the following
issues:

e Effective Handoff Control. A mobile node may
use different available schemes to detect when its
link-level point of attachment has moved from one
IP subnet to another. The client-based handoff
scheme that we have implemented works well, and
can be easily extended for overlay networks. How-
ever, there are issues that determine the effec-
tiveness of a handoff scheme: a handoff process
control, decision for the best link, and finally the
handoff execution. Problems with handoff control
are somewhat more complicated in hybrid environ-
ments. Since the control process has to monitor
multiple interfaces, and also use them simultane-
ously, it has to decide the best instant of when it
can safely execute the handoff. Further, the deci-
sion process is compounded since handoff execu-
tion is simply not restricted to simple policies, but
to a complex set of rules. For example, a hand-
off agent in a mobile client can also decide based
on the link load, QoS support, security, user pref-
erences, or rules derived from some other physi-
cal context variables. We believe a scheme which
takes all this into account will obviously optimise
user experience in heterogeneous spaces.

e Handoff decision rules. Most of the current
horizontal handoff schemes operate based on cer-
tain link-layer information, mainly signal strength.
However, this is not by itself sufficient to assist the
handoff process in hybrid environments. Although
signal quality has to be interpreted in an overlay,
future multimode nodes will receive signal strength
information from multiple interfaces, and so hand-
offs need not to be based on this exclusively. The
decision can depend on some other information, for
example, a handoff agent in a highly mobile mul-
timode device can implement a rule-base, which
underpins its decision based on, for instance, the
overall link characteristics, security, link cost, and
robustness.

o Context-Awareness and Mobility. Operating
conditions change as mobile clients move. This is
particularly true for highly mobile hosts that not
only keep changing their location, but also their di-
rection and velocity. The Sentient Car [16] (figure



3) provides an excellent example. Context condi-
tions in mobile devices can have a direct bearing
on the flows’ end-to-end performance, the handoff
schemes implemented and to the overall user con-
nectivity. A mobile device context involves aspects
such as physical context variables (e.g. device lo-
cation, movement direction, velocity etc.), applica-
tion characteristics and, of course, user-based pref-
erences. Hence, any sophisticated handoff mecha-
nism meant for hybrid environments must contem-
plate using context-awareness in future implemen-
tations. For example, based on the exact position
(e.g. available from a GPS system) and velocity
information available to a mobile host (e.g. speed
sensors), a co-located proxy in the infrastructure
can assist mobility by tracking and accurately pre-
dicting when a handoff should occur. Once it is
equipped with this information, it can communi-
cate this to the correspondent nodes, which in turn
can assist flow adaptation even before a handoff
occurs.

5 Related Work

Related research on vertical handovers conducted some
years ago, as part of the BARWAN project [4], builds
on a 4-network wireless overlay network. Handoffs
make use of a MIPv4 solution, using a multicast address
in the mobile host (the care-of-address) to receive ad-
vertisements from potential access points in the overlay.
However, scalability is a fundamental constraint for this
solution; managing multicast address is a complex task,
and in an environment with hundreds of mobile hosts
this can become a huge limitation. Furthermore, hand-
off latency is bounded by the time needed for the mo-
bile host to discover that it has moved in or out of a
network in a wireless overlay. In contrast, our client-
based handoff scheme improves latency by controlling
and forcing the handoff, using a router advertisement
cache.

In the MosquitoNet project [14], two flow-based
handoff mechanisms are built typically as extensions
to Mobile IPv4. The first mechanism supports multi-
ple packet delivery methods and adaptively selects the
most appropiate one to use, typically relying on the
characteristics of each flow. The other, however, en-
ables mobile hosts to make use of multiple network in-
terfaces simultaneously, and controls the selection of
the most appropriate network interfaces on ongoing
flows. Both approaches are based on traffic flow details
that construct the selection policies. However, an in-
teresting extension to these approaches can make use of
other information such as device context, layer-2 trig-
gers, and the TCP connection information, rather than
simply relying on data flow characteristics.

Mobility is currently a hot topic in the IETF. They
have three main protocols to manage mobility: MIPv6
[13], Hierarchical MIPv6 [23], and Fast Handover Pro-
tocol [15]. The primary driver of these proposals, as
well as ours, is to minimise the effects of handoffs in
mobile networking.

MIPv6 [12] can be particularly disadvantageous dur-
ing high mobility scenarios. An approach here can
make use of a scheme similar to those used in micro-
mobility protocols that reduce the handoff latency
and improve performance under high mobility scenario.
Micro-mobility protocols are broadly aimed at improv-
ing transparent mobility at the subnet level of a net-
work domain. A. T. Campbell et al. [8] gives a nice
survey of micro-mobility protocols. Seamoby [9], re-
solves complex interaction of parameters and protocols
needed for seamless handoffs. The two main issues be-
ing currently dealt in Seamoby are the dormant mode
host alerting problem (i.e. paging) and context trans-
fers between nodes in an IP access network (i.e. hand-
off).

6 Conclusions

We reviewed networking needs for future mobile envi-
ronments. Especially, the need for a seamless handoff
mechanism to efficiently roam in heterogeneous envi-
ronments was highlighted. To that end, we consider our
testbed implementation as an important step, to de-
velop further mobility related research, and understand
its effects on existing applications and protocol stacks.
We envisage Mobile IPv6 as our base for the design and
implementation of novel handoff algorithms over all-IP
— wired and wireless networks. A Mobile IPv6 client-
based handoff mechanism has been implemented, which
improves performance for horizontal handoffs in IEEE
802.11b based subnets. Currently, similar schemes are
being developed to suitably adapt to vertical handoffs.

Some other critical aspects should also be accounted
for while designing next-generation inter-system and
inter-network handoff algorithms. Issues such as mul-
tiple network interface management, link adaptation,
physical context-effects, and impact of vertical hand-
offs on transport layer and applications need to be ad-
dressed. Our work-in-progress points towards these is-
sues.

Finally, we believe multimode mobile terminals aug-
mented by novel handoff mechanisms can improve per-
formance by offering seamless roaming in hybrid envi-
ronments. Designers, however, need to be very careful
in implementing such handoff schemes, as these mech-
anisms might involve certain judicious trade-offs. More
importantly, mechanisms here need to exhibit low la-
tency, incur little or no data loss, scale typically to
large networks and user base, adapt to different en-



vironments, and act as a convergence point between
heterogeneous spaces and technologies. Our on-going
work explores at least one such handoff scheme.
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