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Background Evaluation

Comprehensive security can only be ensured if all the
code that an application executes 1s protected: any
unprotected code, including shared-object library code,
becomes a potential attack surface.

For evaluation of Janitizer, we provide hybrid binary
implementations of

a) memory address sanitiser — JASan

Soundness b) forward and backward Control-flow Integrity (CFI)
scheme — JCFI

We use different static analyses such as liveness, scalar
evoultion and cross-block control-flow target analysis to

Existing static or dynamic binary security
tools either lack in code coveragel!l or
soundness!?), or incur high performance

overheadl?!. Performance  Code Coverage improve performance and precision of these scheme.
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