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TLS

RSA SHA

Network buffers

Untrusted network (TCP, UDP, …)

Crypto 
Algorithms

Project Everest
Verified Secure Components
in the TLS Ecosystem

QUICECDH AES



miTLS 1.3

EverCrypt

HACL*
(Poly1305, Curve25519, 

Chacha20, etc.)

ValeCrypt
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EverParse



F*: A general purpose 
programming
language
and verification 
tool
Z3: SMT solver

kreMLin
Compiler from 
(a subset of)
F* to C

Verification Tools and Methodology

val nbytes 16 →
u32 →
nbytes len →
nbytes 32 ∧ →

ST unit
requires λ → ∈ ∧ ∈ ∧ ∈
ensures λ →

let in
let in
modifies ∧

Math spec in F*
poly1305_mac computes a 
polynomial in GF(2130-5), 
storing the result in tag, 
and not modifying anything 
else

Efficient C implementation
Verification imposes no 
runtime performance 
overhead

void
poly1305_mac(uint8_t *tag, uint32_t len, uint8_t *msg, uint8_t
*key)
{

uint64_t tmp [10] = { 0 };
uint64_t *acc = tmp
uint64_t *r = tmp + (uint32_t)5;
uint8_t s[16] = { 0 };
Crypto_Symmetric_Poly1305_poly1305_init(r, s, key);
Crypto_Symmetric_Poly1305_poly1305_process(msg, len, acc, 

r);
Crypto_Symmetric_Poly1305_poly1305_finish(tag, acc, s);

}

Efficient ASM 
implementation

procedure{:quick}{:public}{:exportSpecs} Poly1305(
ghost ctx_b:buffer64,
ghost inp_b:buffer64,
ghost len_in:nat64,
ghost finish_in:nat64)
lets

ctx @= rdi; inp @= rsi; len @= rdx; finish @= rcx;
h0 @= r14; h1 @= rbx; h2 @= rbp;
ctx_in := (if win then rcx else ctx);
inp_in := (if win then rdx else inp);
n := 0x1_0000_0000_0000_0000;
p := n * n * 4 - 5;

modifies
rax; rbx; rcx; rdx; rsi; rdi; rbp; rsp; r8; r9; r10; r11; r12; r13; r14; r15;
efl; mem;

ensures
finish_in == 0 ==>

modp(h210) == poly1305_hash_blocks...



Everest in Action, so far

Production deployments of Everest Verified Cryptography



So what is this F* thing anyway?



Two camps of program verification tools



F*: Bridging the gap











Beyond pure code: weakest preconditions



Beyond pure code: weakest preconditions



Beyond Pure Code

Effects



Effectful programs 
with Hoare-style Specifications

STExn
True



Effectful programs 
with Hoare-style Specifications

STExn



Exploiting Expressiveness & Extensibility
Low*: A subset of F* that compiles to C



Low* to C

And to support compilation to C, in nearly 1-1 correspondence, for auditability of our generated code

Designed to allow manipulating a C-like view of memory

Pointer arithmetic
Stack allocation

Erased 
specification





But SMT-based proofs can go awry



And can be at a low level of abstraction



Automated (implicit?) theorem proving



Enter Metaprogramming



Domain-specific languages, 
ad hoc proof automation,
extensibility



Domain-specific languages, 
ad hoc proof automation,
extensibility

elaborator reflection



A passive compiler pipeline

Parsing & 
Desugaring Typechecker Extraction aka

Code generation

Higher-order 
Unification Normalizer SMT Encoding



Scripting components with a metaprogram

Parsing & 
Desugaring Typechecker Extraction aka

Code generation

Higher-order 
Unification Normalizer SMT Encoding



Scripting a language implementation
from within the language



From F*  to Meta-F*, 
In three easy steps



Some terminology



Recovering proof structure from WPs



Proof-state: A collection of typed holes



Metaprograms are proofstate transformers

• Uses an existing F* effect for non-termination: Dv
• The type of the state is an abstract type: proofstate
• error is the type of exceptions

State + Exception + Non-termination monad



Metaprogramming as a user-defined effect

• Standard definitions of return, bind, get, raise
• Exceptions reset the state



Metaprogramming as a user-defined effect

put



F* extended with meta-programs



Abstraction for efficient execution



Abstraction for efficient execution



Step 2

Primitive operations on 

Meta

Inl

“Goal is not an arrow”



Step 3

Reflecting on syntax

unquote Meta



Step 3

Reflecting on syntax (but, better)



Putting it together

id Type
Type

Type

Type



And can be at a low level of abstraction

Remember this?



Metaprogramming mutually inverse 
parsers and formatters



Putting it together

f

assert
𝑥: 𝑛𝑎𝑡, ℎ: 𝑥 > 1 ⊢ _ ∶ (𝑥 ∗ 𝑥 > 𝑥)



SMT: Just one of F*’s tactic primitives
Meta

f

assert

𝑥: 𝑛𝑎𝑡, ℎ: 𝑥 > 1 ⊢ _ ∶ (𝑥 ∗ 𝑥 > 𝑥)



But SMT-based proofs can go awry

Remember this?



SMT + Tactics for more automated, robust proofs

• Prior manual proof required 41 steps of explicit 
rewriting lemmas (!)



Partial evaluation for Low* productivity
val compress:
a:sha_alg -> state a -> array u8 -> Stack unit

let state a = function
| SHA2_224 | SHA2_256 -> array u32
| SHA2_384 | SHA2_512 -> array u64

This could be compiled 
as a union. However, 
this is not idiomatic.
Instead, we rely on 
partial evaluation:

let compress_224 =
FStar.Tactics.(synth_by_tactic (specialize (compress SHA2_224)
[`% ... ]))

let compress_256 =
FStar.Tactics.(synth_by_tactic (specialize (compress SHA2_256)
[`% ... ]))

let compress_384 =
FStar.Tactics.(synth_by_tactic (specialize (compress SHA2_384)
[`% ... ]))

let compress_512 =
FStar.Tactics.(synth_by_tactic (specialize (compress SHA2_512)
[`% ... ]))



Higher-order combinators



// Write once; this is not Low*
noextract inline_for_extraction
let mk_compress_blocks (a: hash_alg)
(compress: compress_st a)
(s: state a)
(input: blocks)
(n: u32 { length input = block_size a * n })

=
C.Loops.for 0ul n (fun i ->
compress s (Buffer.sub input (i * block_size a) (block_size a)))

// Specialize many times; now this is Low*
let compress_blocks_224 = FStar.Tactics.(synth_by_tactic (specialize SHA2_224) [`%...])
...
let compress_md5 = FStar.Tactics.(synth_by_tactic (specialize MD5) [`%...])
...

An example of a higher-order combinator



Language extensions / DSLs in userland



Executing tactics (reminder)



Executing metaprograms natively



Dynamic loading of plugins



Execution across language boundaries



Some takeaways

improve


