PROTECTING PRIVACY IN
COMPUTERIZED MEDICAL INFORMATION

FOREWORD

The Clinton administration’s health care reform proposal, announced by the
President on September 22, 1993, places substantial reliance on telecommuni-
cations and information technology to reduce costs and improve health care
delivery. By linking computerized health information through a national net-
work, the proposal envisions a system that would allow an efficient exchange of
information to improve patient care and expand resources for medical research
and education, while lowering health care costs. While automation may or may
not achieve these goals, it will raise serious questions about individual privacy
and proper use of the health care information system. This report analyzes the
implications of computerized medical information and the challenges it brings
to individual privacy.

In its analysis, the report examines: 1) the nature of the privacy interest
in health care information and the current state of the law protecting that
information; 2) the nature of proposals to computerize health care information
and the technologies available to both computerize and protect privacy in the
information; and 3) models for protection of health care information.

This study was requested by the Senate Subcommittee on Federal Services,
Post Office, and Civil Service, and the House Subcommittee on Government
Information, Justice, and Agriculture. The Subcommittees asked the assistance
of the Office of Technology Assessment in confronting the issue of confidentiality
of health care information in a fully automated medical environment. OTA drew
upon the contribution of participants at two workshops, and received valuable
assistance from officials of the U.S. Department of Health and Human Services,
the National Institute of Standards and Technology, the French Ministry of
Health and the European Economic Community, as well as a broad range of
individuals and professional organizations from the medical community, public
interest groups, industry, and academia.

OTA appreciates the participation of the advisory panelists, workshop par-
ticipants, Federal agency officials, and interested citizens, without whose help
this report would not have been possible. The report itself, however, is the sole
responsibility of OTA.

ROGER C. HERDMAN, Director

Program Ref: Industry, Telecommunications, and Commerce Program
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1 INTRODUCTION, SUMMARY, AND OP-
TIONS

Computerization of health care information, while offer ing new opportunities to
improve and streamline the health care delivery system, also presents new chal
lenges to individual privacy interests in personal health care data. Technical
capabilities to secure and maintain confidentiality in data must work in tandem
with legislation to preserve those privacy interests while making appropriate
information available for approved uses.

1.1 BACKGROUND AND STUDY APPROACH

Previously, the Office of Technology Assessment has ex plored the need to pro-
tect the confidentiality and integrity of data and information that is processed
and transmitted using communications and computer technology. (See footnote
1) OTA’s objectives for this study were to:

e examine the technology enabling the computerization and networking of
medical information,

o identify privacy issues arising from computerization,
e examine the law dealing with privacy in medical information, and

e examine models and rules to protect privacy, and determine whether new
technologies can ensure privacy in the area of medical records.

To accomplish these objectives, OTA sought the opinions, attitudes, and
perceptions of the stakeholders in academia, medicine, and the legal profession;
researchers in computer and informa tion system security; government agen-
cies; and public interest groups. This was accomplished through interviews,
correspondence, and public participation in two workshops. (See footnote 2)

OTA explored the issue of privacy in comput erized medical information by
addressing ques tions such as:

e What are the issues with respect to privacy in paper systems for health
information? How will these issues change with computerization? What
new issues will arise?

e To what extent can technology address the confidentiality and privacy
of computerized health care information? What are the limita tions of
the technologies? Are the most serious threats to privacy internal to the
computer systems designed for this information, external to them, or both?



o What is the impact of creating a large databank of easily accessible health
care information? What kind of uses will there be for the information?
Will additional demands for in formation be spurred by its ready avail-
ability? How must these demands for information be dealt with?

¢ How must underlying issues, such as the perceived need for a unique pa-
tient identifier, the content of the patient record, and patient consent to
disclosure of information, be addressed?

o How has the law traditionally dealt with concerns about privacy in medical
information? What role might new legislation play in addressing these
concerns?

1.1.1 What Is Health Care Information?

The Institute of Medicine report, The Computer- Based Patient Record: An
Essential Technology for Health Care (see footnote 3) (hereinafter referred to
as the ”IOM report”) recommends that health care professionals and orga-
nizations should adopt the computer-based patient record for use in online
systems as the standard for medical and all other records related to patient
care. Computer-based patient records would replace the present system of pa-
per records. Whether on paper or in electronic form, the information contained
in patient records is the core of what is often understood to be “health care
information,” information about patients generated and maintained throughout
the health care industry in providing health care services (see figure 1-1). But
the patient record, generated and maintained by the health care provider and
the patient in the course of the patient’s health care, is only a part of the health
information collected and maintained on individuals. (See footnote 4) Parties
who are not directly involved in patient care also gather and maintain health
care information, and are often referred to as second ary users of the informa-
tion. (For further discussion of secondary users of health care information, see
box 2-F, and ch. 2). Among these are educational institutions, the civil and
criminal justice systems, pharmacies, life and health insurers, (see foonote 5)
rehabilitation and social welfare programs, credit agencies and banking centers,
public health agencies, and medical and social researchers (see figure 1-2).

As aresult, in exploring appropriate ways to protect privacy, proposed defini-
tions of what constitutes ”health information” or "health care information” vary,
but tend to consider health care information to be inclusive of more than the
patient record itself. The American Medical Association’s (AMA’s) Proposed
Revisions to its Model State Bill on Confidentiality of Health Care Information
defines the term ”confidential health care information” as:

information relating to a person’s health care history,
diagnosis, condition, treatment, or evaluation, regardless of whether



such information is in the form of paper, preserved on microfilm or
stored in computer-retrievable form.

The American Health Information Management Association’s Health Infor-
mation Model Legislation Language refers to "health care information” even
more broadly as:

. any data or information, whether oral or recorded in any
form or medium, that identifies or can readily be associated with
the identity of a patient or other record subject; and 1) relates to a
patient’s health care; or 2) is obtained in the course of a patient’s
health care from a health care provider, from the patient, from a
member of the patient’s family or an individual with whom the pa-
tient has a close personal relationship, or from the patient’s legal
representative.

This report will refer to health care information as defined in this manner.
This definition includes a range of medical information generated, gathered,
and stored about individuals. It recognizes that the full range of health care
information must be protected.

1.2 THE NEED FOR PRIVACY IN HEALTH CARE IN-
FORMATION

Health information and the medical record include sensitive personal informa-
tion that reveals some of the most intimate aspects of an individual’s life. In
addition to diagnostic and testing information, the medical record includes the
details of a person’s family history, genetic testing, history of diseases and treat-
ments, history of drug use, sexual orientation and practices, and testing for
sexually transmitted disease. Subjective remarks about a patient’s demeanor,
character, and mental state are sometimes a part of the record.

The medical record is the primary source for much of the health care infor-
mation sought by parties outside the direct health care delivery relationship,
such as prescription drug use, treatment outcomes, and reason for and length of
hospital stay. These data are important because health care information can in-
fluence decisions about an individual’s access to credit, admission to educational
institutions, and his or her ability to secure employment and obtain insurance.
Inaccuracies in the information, or its improper disclosure, can deny an indi-
vidual access to these basic necessities of life, and can threaten an individual’s
personal and financial well-being.

Yet at the same time, accurate and comprehensive health care information is
critical to the quality of health care delivery, and to the physician- patient rela-
tionship. Many believe that the efficacy of the healthcare relationship depends



on the patient’s understanding that the information recorded by a physician
will not be disclosed. Many patients might refuse to provide physicians with
certain types of information needed to render appropriate care if patients do
not believe that information would remain confidential. (See footnote 6) (For
adiscussion of the distinction between the terms ”privacy” and ”confidentiality”
and for definitions of these terms for purposes of this report, see box 1-A) In
addition to serving the physician- patient relationship and the delivery of per-
sonal health care, this information is a source of important data for insurance
reimbursement. When aggregated, it can assist in monitoring quality control
of healthcare delivery by providing resources for medical research. The lack of
proper protections for privacy could lead to (and has, in some cases) the physi-
cian’s withholding information from a record, maintaining a second complete
record outside of the computerized system, or at the extreme, creating a market
for health care delivered without computer documentation. (See footnote 7)
Safeguards to privacy in individual health care information are imperative to
preserve the health care delivery relationship and the integrity of the patient
record.

Many interests compete in the collection, use, and dissemination of medical
records. In the case of United States of America v. Westinghouse Electric, the
Court of Appeals for the Third Circuit set guidelines to be used by a court in
weighing the individual’s privacy interest in medical records against the need
for public agency access to information.

Thus, as in most other areas of the law, we must engage in the delicate
task of weighing competing interests. The factors which should be considered
in deciding whether an intrusion into an individual’s privacy is justified are
the type of record requested, the information it does or might contain, the
potential for harm in any subsequent nonconsensual disclosure, the injury from
disclosure to the relationship in which the record is generated, the adequacy
of safeguards to prevent unauthorized disclosure, the degree of need for access,
and whether there is an express statutory mandate, articulated public policy or
other recognizable public interest militating toward access. (See footnote 8)

Similarly, whatever the technology employed to computerize medical infor-
mation, decisions about data privacy also involve striking a balance, in this case
between the individual’s right to privacy against the cost of security, the inher-
ent impediment security measures present to the ready accessibility of data, and
the societal benefits of access to information. On the basis of the Institute of
Medicine’s report and the consensus among stakeholders that computerization
will go for ward, OTA did not analyze the question of whether computerization
of patient information is appropriate to the interests of individual privacy.



1.3 THE COMPUTERIZATION OF MEDICAL RECORDS

While some aspects of the health care industry continue to rely on a paper
record system, in recent years, individual medical practices and institutions
have computerized parts of their recordkeeping. Computer software vendors
have developed systems to streamline record-keeping and administrative func-
tions. Traditionally, how ever, computer systems for patient information have
been largely associated with medical centers, hospitals, or offices. Departments
within these facilities have been linked to provide for access and exchange of
information among practitioners and administrators within an institution. Cur-
rently, however, the health care industry is moving toward linking these institu-
tions through a proposed information infrastructure (computers and information
system) and the communications networks.

The IOM report advocates computerization of patient records and health
care information in online systems to improve the quality of patient care, ad-
vance medical science, lower health care costs, and enhance the education of
health care professionals. It envisions that the computerized patient record will
”provide new dimensions of record functionality through links to other data
bases, decision support tools and reliable transmission of detailed information
across substantial distances.” (See footnote 9)

Linkages would allow transfer of patient data from one care facility to an-
other (e.g., from physician office to hospital) to coordinate services, and would
allow collation of clinical records of each patient over a period of time among
providers and at various health care sites. (See footnote 10) This would pro-
vide a longitudinal record, one that forms a cradle-to-grave view of a patient’s
health care history. (See footnote 11) The IOM report further envisions ex-
traction of data by secondary users (policymakers and clinical researchers) from
data in the computer-based patient record. The Report of the Workgroup for
Electronic Data Interchange (see footnote 12) similarly envisions electronically
connecting the health care industry by an integrated system of electronic com-
munication networks that would allow any entity within the health care system
to exchange information and process transactions with any other entity in the
industry. This capability, the workgroup asserts, could lead to a reduction of
administrative and health care delivery costs.

As a result of the linkage of computers, patient information will no longer be
maintained, be accessed, or even necessarily originate with a single institution,
but will instead travel among a myriad of facilities. As a result, the limited
protection to privacy of health care information now in place will be further
strained. Existing models for data protection, which place responsibility for
privacy on individual institutions, will no longer be workable for new systems
of computer linkage and exchange of information across high-performance, in-
teractive networks. New approaches to data protection must track the flow of
the data itself.



Smart cards have been proposed as a means to computerize and maintain
health care information. A smart card is a credit card-sized device containing
one or more integrated circuit chips that can store, process and exchange in-
formation with a computer (see figure 1-3). Smart card systems are used on a
limited basis in some areas of the United States for medical purposes. They are
used on a wide scale in France, and are being tested in other European countries
to facilitate delivery of health care services. Smart cards can function in two
ways: 1) to store information, which can be accessed when a patient presents
the card to a health care practitioner, and/or 2) as an access control device,
carrying out security functions to maintain a more secure and efficient access
control system for health care information computer systems.

Some describe smart cards as the ultimate in a distributed database that
can meet the needs for access control and consent to disclosure, but critics
cite shortcomings of the cards with respect to patient privacy. Among these
is the proposal that such a system involve a backup database of information
that is contained on each card, which would arguably present many of the same
privacy problems that an online system would have. (See footnote 13) (For a
discussion of the privacy challenges presented by online systems and smart card
systems, see box 1-B). Some are concerned that individuals may not even know
the content of the information they are carrying on the card. (See footnote
14) Others worry that the card marks a step in a move toward a national
identification card, and that individuals will at some point be asked to present
a card for identification purposes that contains a tremendous amount of highly
personal information. (See footnote 15)

1.3.1 Computerization of Health Care Information by Private Com-
panies

In addition to efforts by the health care industry to establish an online com-
puter network of patient records, private companies have begun to act on the
commercial incentive to collect health care data. Information is, in some cases,
gathered on specific individuals to assist the insurance underwriting industry; in
other cases, companies offer such computer services as health insurance claims-
processing, office management, or patient billing. (See box 2-F.) These com-
panies use the medical information made available to them by gathering and
selling aggregate information, usually without patient knowledge or consent (al-
though with the knowledge of a participating physician). These practices, for
the most part, are currently legal, although the businesses in question operate
under no regulatory guidelines regarding security measures, use of patient iden-
tifiers, requirements for training of personnel about privacy concerns, company
confidentiality policies, or protocols for gathering, selling, or transferring data.
Aware of public concerns about privacy, these companies have taken steps to ad-
dress the issue of confidentiality in the data through security and confidentiality



measures, employee education, and personnel and confidentiality policies.

1.3.2 Security and Confidentiality Measures

For online computer systems, security is generally provided by use of user iden-
tification names and passwords, and by user-specific menus to control access
to functions and to limit access of the user to the information he or she legit-
imately needs. In addition to these measures, some systems use audit trails
to record significant events on a system that may be inspected and traced to
when a suspicious event occurs. Supple menting these technological measures,
organizational education, policies, and disciplinary actions attempt to ensure
that confidentiality is maintained within the system. Smart cards can also play
a role in system security, functioning as an access control device, serving the
security functions that are normally carried out by the user, including entering
passwords and PINs (personal identification numbers). A more extensive dis-
cussion of the use of smart cards for access control is in chapter 3, and a further
discussion of computer security measures is in appendix A.

A major focus of security and confidentiality measures is preventing privacy
invasion by trusted insiders. Prosecutions of U.S. Federal Government employ-
ees for unlawful disclosure of personal information indicate the risk of invasion
of privacy perpetrated by trusted insiders, who, motivated by financial incen-
tives to supplement their income, sell personal information. While resources can
be directed toward minimizing risk of abuse of information by insiders, no sys-
tem can be made totally secure through technology, and the greatest perceived
threat to privacy in medical information exists in the potential for abuse of au-
thorized internal access to information by persons within the system, whether
paper or computer based.

1.4 PROTECTION FOR PRIVACY IN HEALTH CARE
INFORMATION

Privacy in health care information has been protected through primarily two
sources:

1. in the historical ethical obligations of the health care provider to maintain
the confidentiality of medi cal information; and

2. in a legal right to privacy, both generally and specifically, in health care
information.

The present system of protection for health care information offers a patch-
work of codes; State laws of varying scope; and Federal laws applicable to only



limited kinds of information, or information maintained specifically by the Fed-
eral Government. The present legal scheme does not provide consistent, com-
prehensive protection for privacy in health care information, whether it exists
in a paper or computerized environment.

1.4.1 Ethical Sources

The physician’s (see footnote 16) confidentiality obligation can be found in the
Oath of Hippocrates, written between the Sixth Century B.C.E. and the First
Century B.C.E. The Hippocratic Oath provided that what the physician saw
or heard in the course of treatment ”which should not be published abroad”
would be kept in confidence. Later codes of medical ethics included language
addressing the issue of confidentiality of information. The American Medical
Association’s Code of Ethics has evolved since its adoption; the obligation to
preserve patient confidentiality remained in the 1980 code, but without guide-
lines about how to respond to requests for information from second ary users of
medical information, such as researchers, police, and Federal agencies. Recent
AMA policy statements set forth in more detail the responsibilities of physicians
with regard to confidentiality of patient information and issues surrounding the
medical record. In its Code of Medical Ethics, Current Opinion, 1992, the
AMA states its belief that the information disclosed to a physician during the
course of the relationship between the doctor and patient is confidential to the
greatest possible degree, and outlines particular instances when the obligation
to safeguard patient confidences is subject to exceptions for legal and ethical
reasons. Professional ethical codes do not possess the force of law, but may
be enforced through bodies such as the disciplinary board of the professional
organization, or may serve as evidence of a provider’s breach of his or her legal
duty to maintain confidentiality.

1.4.2 Legal Origins

Although the Bill of Rights does not specifically set forth a right to privacy,
a right to privacy in information has been upheld by the Supreme Court in a
series of cases beginning in the 1950s. The Court looked to the first amendment
and due process clause, the fourth amendment protection against unreasonable
searches and seizures and the fifth amendment protection against self incrimina-
tion as sources of the right. A later case, Griswold v. Connecticut (see footnote
17), talked of the zone of privacy created by the first, third, fourth, fifth and
ninth amendments. However, in two cases decided in 1976, the court did not
recognize a constitutional right to privacy that protected erroneous information
in a flyer listing active shoplifters, or one that protected the individual’s interest
with respect to bank records. (For further discussion of the Supreme Court’s
analysis of a right to privacy, see box 2-B).
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1.5 FEDERAL LAW

While some Federal laws address the question of privacy in certain information
collected and maintained by the Federal Government, no Fed eral statute de-
fines an individual’s specific right to privacy in his or her personal health care
information held in the private sector and by State or local governments. At the
Federal Government level, the Privacy Act of 1974 (see footnote 18) specifically
endorses the finding that privacy is a fundamental constitutional right. Designed
to protect individuals from Federal Government disclosure of confidential infor-
mation, the Privacy Act prohibits Federal agencies (including Federal hospitals)
from disclosing information contained in a system of records to any person or
agency without the written consent of the individual to whom the information
pertains, and stipulates that Federal agencies meet certain requirements for the
handling of confidential information.

In addition to the requirements of the Privacy Act, Federal law, by statute
and implementing regulations, prescribes confidentiality require ments for records
of patients who seek drug or alcohol treatment at federally funded facilities. As
these regulations have the full force and effect of Federal law, they supersede
State laws on confidentiality in the area of drug or alcohol treatment. Provisions
of the Social Security Act also prohibit disclosure of information obtained by
officers or employees of the Department of Health and Human Services, except
as prescribed by regulation.

1.6 STATE LAWS AND REGULATIONS

At common law, States have recognized an action for invasion of privacy in
the tort law. Individuals may bring an action for defamation when medical
records containing inaccurate information are disclosed to an unauthorized per-
son, when that information would tend to affect a person’s reputation in the
community adversely. Courts have also demonstrated a willingness to apply the
ethical standards of the medical profession to compel physicians to maintain
the confidentiality of information they obtain in the course of treating their
patients, by enforcing those standards as part of the contractual relationship
between physicians and their patients.

There is significant variation in the nature and quality of State laws regarding
privacy in health care information. Among the States that have regulations,
statutes, or case law recognizing medical records as confidential and limiting
access to them, these are not consistent in recognizing computerized medical
records as legitimate documents under the law, and generally do not address
the questions raised by such computerization. The range of medical privacy laws
does not address the practice of compiling medical information about patients
(with or without their consent or the identification of personal information) for
sale to businesses with a financial interest in the data.
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This patchwork of State and Federal laws addressing the question of privacy
in personal medical data is inadequate to guide the health care industry with
respect to obligations to protect the privacy of medical information in a com-
puterized environment. It fails to confront the reality that, in a computerized
system, information will regularly cross State lines, and will therefore be subject
to inconsistent legal stand ards with respect to privacy. The law allows devel-
opment of private sector businesses dealing in computer databases and data
exchanges of patient information without regulation, statutory guidance, or re-
course for persons who believe they have been wronged by abuse of data. These
laws do not address the questions presented by new demands for data prompted
by computerization, and the obligations of secondary users in accessing and
maintaining data. Lack of legislation in this area will leave the health care
industry with an uneven sense of their responsibilities for maintaining privacy.

1.6.1 The Effect of Computers on the Question of Privacy

All health care information systems, whether paper or computer, present con-
fidentiality and privacy problems. Among these problems are administrative
errors that release, misclassify, or lose information; compromised accuracy of
information; misuse of data by legitimate users; malicious use of medical in-
formation; unauthorized break-ins to medical information systems; and uncon-
trolled access to patient data. Computerization can reduce some concerns about
privacy in patient data and worsen others; but it also raises new problems. While
computers offer security measures that are not available to paper systems, com-
puterization also presents concerns about privacy and confidentiality that fall
into the following categories:

o Computerization enables the storage of a very large amount of data in a
small physical space, so that an intruder can systematically obtain large
amounts of data (more than could likely be stolen on paper records) once
access to the electronic records is gained.

e Networking of computer information systems makes information accessible
anywhere at any time to anyone who has access. Computers and computer
networks enable a large number of people to handle or have access to
information and allow for surreptitious modification, deletion, copying, or
addition of data.

e New databases can be created, maintained, and expanded with ease, and
computers make it possible to link data sets in ways that produce new
information that was not originally intended. (See footnote 19)

e The computer’s ability to transmit large volumes of data instantaneously
make the potential dissemination of medical information limitless, so that
the distribution of private information will be easy and inexpensive.
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The increased quantity and availability of data and the enhanced ability that
computerization provides to link these data raise privacy concerns about new
demands for information for purposes beyond providing health care, paying for
it, or assuring its proper delivery. Among these concerns is that information
more easily gathered, exchanged, and transmitted will be sought and acquired
by more parties for uses not connected to health care delivery—parties that may
have little concern about the confidentiality of the data in their possession and
individual privacy.

1.7 SPECIAL POLICY PROBLEMS RAISED BY COM-
PUTERIZATION

A computer-based patient record of the type recommended by the Institute of
Medicine study— in which the record is linked among records or record systems
of different provider institutions and to other databases and sources of infor-
mation, including medical practice guidelines, insurance claims, and disease
registries/and databases that contain scientific literature, bibliographic and ad-
ministrative information (see footnote 20)-requires resolution of policy issues,
such as the use of a unique patient identifier, informed patient consent to infor-
mation disclosure, standardization, and new demands for access by secondary
users. It is important to resolve these issues at the outset of the computeriza-
tion process, so that system designers can build into software the appropriate
mechanisms to implement privacy policy.

1.7.1 The Unique Patient Identifier

Proponents of computerized medical information recommend the use of a unique
patient identifier to be assigned to a patient at birth and remain permanently
throughout the patient’s lifetime. A unique patient identifier, it is believed,
would assure appropriate, accurate information exchange among approved par-
ties, prevent fraud and forgery in reimbursement, and ensure accurate linkage
of information. While a variety of approaches to establishing such an identifier
have been proposed, the one most often mentioned is the use of the Social Secu-
rity number as the most efficient and cost-effective way of identifying patients.
Privacy advocates strongly object to this proposal. They cite the increasing
use of the number in the private sector, and the power of the number to act as
a key to a variety of information in both the public and private sector and to
facilitate linkage of information. (See footnote 21) Proponents of its use believe
that, with appropriate precautions, the integrity of the Social Security number
can be maintained. Although there is a belief that the Social Security number
is now a de facto national identifier (even though this is prohibited by law),
use of the number as a unique patient identifier still requires close examina-
tion. The use of the Social Security number as a unique patient identifier has
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far-reaching ramifications for individual health care information privacy that
should be carefully considered before it is used for that purpose.

1.7.2 Informed Patient Consent to Information Disclosure

Because computerization of medical informa tion creates the potential for in-
creased demands for data for purposes beyond providing health care, paying for
it, or assuring its proper delivery, computerized medical information challenges
present practices for providing informed consent to disclosure.

Informed consent to disclosure of information generally involves four main
elements:

1. information about what data is to be disclosed must be given to the pa-
tient,

2. the patient must understand what is being disclosed,
3. the patient must be competent to provide consent, and

4. the patient’s consent must be voluntary.

The present approach to providing ”informed consent” challenges the con-
cept with respect to disclosure to the patient, patient competence, and patient
comprehension about what is being disclosed. In spite of the requests made of
them to authorize disclosure of medical information for medical and nonmedical
purposes, patients traditionally have difficulty gaining access to inspect their
own medical records, and laws governing patient access to records are neither
universal nor uniform.

It is argued by some that without knowledge of what is contained in the
record, patients’ consent to disclosure cannot be said to be informed per se.
In taking responsibility for the care of a patient, physicians have been granted
broad discretion to withhold information from the patient that he or she deems
to be potentially harmful.

Recent articles indicate a change in thinking about this approach, and the po-
sition of the American Health Information Management Association (AHIMA)
reflects the balance of opinion as reflected by the literature. AHIMA’s posi-
tion is that the computerized health care record, and its potential for increased
use both within and beyond the health care relationship, requires that patients
have greater access to their medical record, coupled with a general atmosphere
of increased patient education and involvement in his or her own health care.
Resolution of the question of patient access to one’s record so that consent to
disclosure is, in fact, informed, is critical to confronting privacy concerns about
the computerized health record.
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The element of voluntariness is also challenged by the present scheme of
providing informed consent. Medical information is usually required to provide
health care reimbursers with sufficient information to process claims. Since
individuals are, for the most part, not able to forego health care reimbursement
benefits, they really cannot make a meaningful choice whether or not to consent
to disclosure of their health care information. Some commentators suggest that
alternative schemes to deal with the need to disclose patient information might
be adopted.

1.7.3 Standards

Industry organizations are developing standards for patient-record content, data
exchange formats, vocabulary, patient-data confidentiality, and data systems se-
curity. Standardization of medical information in both content and format is
believed to be important to the computerization effort. Content uniformity
would assure data completeness for medical practitioners. In addition, third-
party payers could process claims readily on the basis of the medical, financial,
and administrative information at their disposal; and secondary users of the in-
formation, such as researchers, utilization review committees, and public health
workers, could anticipate the nature of the information available to them. For-
mat standards would assure uniform and predictable electronic transmission of
data.

Standards for patient-data confidentiality and data systems security would
ensure that patient data are protected from unauthorized or inadvertent dis-
closure, modification, or destruction. Primary and secondary users of health
care data are working to agree on common levels of data protection so they can
benefit from use of automated patient information.

1.7.4 Outbound Linkages to Secondary Users and the Problem of
Increased Demand

The Institute of Medicine report foresees broad connectivity in a computerized
records system, meaning that the record or record system will establish links or
interact effectively with provid ers’ systems and databases. In addition to link
ages that will connect clinical records of a single patient to create a longitudinal
patient record, the report foresees external linkages to other databases and other
sources of information. These linkages might include databases that contain
scientific literature and bibliographic information, administrative information,
medical practice guidelines, insurance claims, and disease registries. The IOM
report acknowledges that outbound linkages create additional concerns about
maintaining privacy and require tight security measures.

In addition to the question of security and privacy in the linked information,
the larger question arises as to the appropriateness of access to information
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by certain parties. Policy decisions at the Federal and State levels have, over
time, made medical records and health care information, as it exists in paper
record form, available to utilization review agencies, medical researchers, judi-
cial proceedings, public health agencies, licensing agencies and, in some cases,
employers. The power of computers to allow gathering, storage, exchange, and
transmission of data could prompt increased demands for use of medical infor-
mation beyond the traditional uses.

1.8 MODELS FOR PROTECTION OF COMPUTERIZED
MEDICAL INFORMATION

Health professional organizations, privacy advocates, and academics specializ-
ing in health information privacy have proposed legislative schemes and prac-
tice guidelines to protect privacy in medical information. These initiatives are
generally based on fundamental principles of fair information practices. These
principles, which have been implemented in the Privacy Act for the protection
of federally maintained information, are as follows:

1. No personal data recordkeeping system may be maintained in secret.

2. Individuals must have a means of determin ing what information about
them is in a record and how it is used.

3. Individuals must have a means of prevent ing information about them
obtained for one purpose from being used or made available for other
purposes without their consent.

4. Individuals must have a means to correct or amend a record of identifiable
information about themselves.

5. Organizations creating, maintaining, using, or disseminating records of
identifiable personal data must assure the reliability of the data for their
intended use and must take reasonable precautions to prevent misuses of
the data.

Health care information protection schemes usually provide individuals with
certain rights:

1. The proposals address concerns about privacy in personal medical infor-
mation on individuals.

2. Individuals are given the right to access much of the personal information
kept on them.

3. Limits are placed on the disclosure of certain personal information to third
parties.
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4. Health care personnel are required to request information directly from
the individual to whom it pertains, whenever possible.

5. When health care personnel request personal information from an indi-
vidual, the individual must be given notice as to the authority for the
collection of data, whether the disclosure is mandatory or voluntary.

6. The individual may contest the accuracy, completeness, and timeliness of
his or her personal information and request an amendment.

7. The health care personnel must decide whether to amend the information
within a fixed time, usually 30 days after receiving a request.

8. The individual whose request for change is denied may file a statement of
disagree ment, which must be included in the record and disclosed along
with it thereafter.

9. The individual is given a means of seeking review of a denied request.

Chapter 4 discusses the provisions of the Massachusetts State Code on In-
surance Information and Privacy Protection, Ethical Tenets for Protection of
Confidential Clinical Data, the Uniform Health Care Information Act (imple-
mented in Montana and Washington), and Model Legislation Language of the
American Health Information Management Association, and their applicability
to new health care information privacy legislation. While these principles form
the foundation for information privacy protection, any new legislation must
also reflect the develop ment of distributed processing, sophisticated database
management systems, and computer networks; and the wholesale use of mi-
crocomputers that characterize the kind of system envisioned for health care
information. New legislation must also take into account access to records and
security of information flows.

Current legislation at the State and Federal level for protection of privacy
in medical information is limited in its application to individual institutions;
the ease with which information will be transmitted between institutions re-
quires that the law track the information, wherever it may reside. Technology
may facilitate the policy goals of such a protection system. A system of audit
trails and user identification codes can assist in the identification of points of
unauthorized access.

1.9 CONGRESSIONAL OPTIONS

As computerization of patient records goes forward, Federal legislation is nec-
essary to address issues of patient confidentiality and privacy. (See footnote 22)
The present system of protection is a patchwork of State laws, which do not take
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into account a computerized system in which information will be frequently and
easily transferred across State borders.

Option la. Congress may wish to allow computerization to go forward
under the present State and Federal systems of protection.

No computer system can be made entirely secure. Privacy in health care
information, whether electronic or paper, is protected by a range of various
Federal (see footnote 23) and State laws. These laws are often inadequate,
and in some States do not exist. The introduction of computerized medical
records entails transfer of that information among participants in the health
care delivery system located in different States and operating under different
State laws.

If not modified, the present patchwork of laws regarding patient health care
information will likely require that resolution of issues of individ ual privacy
and improper use of medical informa tion be left to State legislatures and State
courts. They would also require that the health care industry educate itself, on a
State-by-State basis, about its obligations to secure and keep confidential medi-
cal records. After a period of allowing the system to work in this way, Congress
may find itself re-evaluating the question of State versus Federal legislation.

Option 1b. Enact a comprehensive health care information privacy law.

As the greatest concerns about privacy lie in the potential for abuse of in-
formation by authorized parties with appropriate access to a computer system,
legislation providing criminal and civil recourse for illegally obtaining or dis-
closing records containing individually identifiable information to persons not
entitled to receive it could address the problem of information brokering and
illegal trafficking of health care information. The law would provide appropriate
sanctions to deter such activities.

Such legislation would:

1. Define the subject matter of the legislation, ”health care information,”
broadly, including the range of information generated, collected and main-
tained about individual patients;

2. Provide criminal and civil sanctions for improper possession, brokering,
disclosure, or sale of health care information with penalties sufficient to
deter perpetrators;

3. Establish rules for patient education about information practices as ap-
plied to health care information, including access to infor mation, amend-
ment, correction and dele tion of information, and creation of data bases;

4. Establish requirements for informed consent by patients to disclosure of
health care information;
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5. Structure the law to track the flow of health care information, incorporat-
ing the ability of computer security systems to alert supervisors to leaks
and improper access to information so that the law can be applied to the
information at the point of abuse, not simply to one "home” institution;
and

6. Establish protocols for access to health care information by secondary
users, and determine their rights and responsibilities in the information
they access.

As part of this legislative effort, Congress may want to commission an in-
vestigation of abuses of medical information to pinpoint the nature and scope
of abuses in this area, and to provide empirical evidence of the problem in the
United States.

Option 2. Monitor standard setting

Congress may wish to monitor and/or participate in efforts to set standards
for the content of the medical record and the minimum level of security and con-
fidentiality in computerized medical record systems, to assure that technological
standards will facilitate privacy policy goals. This task could be delegated to
a special task force made up of technology, privacy, and health information ex-
perts. Or it could be delegated to a committee charged with ongoing review of
medical information privacy issues.

Option 3. Establish a special committee or commission to oversee the pro-
tection of health care data; to provide ongoing review of privacy issues arising in
the area of health care information; to keep abreast of developments in technol-
ogy, security measures, and information flow; and to advise the Congress about
privacy matters in the area of health care information.

Computer systems for medical information and the security measures avail-
able for those systems are in constant development, and legislation is challenged
by a technology that changes quickly. Demands for data change with ”need” and
tend to increase over time; simply relying on each individual’s efforts to monitor
and protect his or her privacy are useless because, in most cases, they can act
only after damage has occurred. A committee or commission to oversee data
protection in medical data could be modeled on proposals for a broader Data
Protection Board, (see footnote 24) but with a focus on health care informa-
tion. A committee or commission could monitor and evaluate implementation
of statutes and regulations enacted to protect privacy in health care informa-
tion; it could continue research into areas of concern about privacy in health
care information to supplement mechanisms by which citizens could question
propriety of information collected and used by the health care industry. In this
way, it would provide a measure of protection prior to the establishment and
development of new data bases and new uses for medical data. Such an entity
would add a layer of protection to a legislative scheme by serving as a watch-
dog for potential encroachment on individual privacy in medical information,
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and serve as an early warning system to ensure that the legislative process is
dynamic enough to deal with emerging problems. (See footnote 25)

One function of such a committee or commission might be to formulate guide-
lines for parties involved in computerization of medical information, whether
for purposes of health care delivery or for commercial use of data, including an
outline of the responsibilities of secondary users of information in maintaining
security and confidentiality of the data.

Computer security measures can only provide a certain level of protection for
data in a computer system. Technology alone cannot completely secure a sys-
tem, but appropriate operation standards and data security policies can further
improve the protection of data. A regulatory scheme mandating such measures
could establish a threshold of protection for computerized medical data. Such a
scheme could include procedures for informing the patient about record keeping
practices, disclosure of patient information, release of data to secondary users,
examination, correction and amendment of the patient record by the patient, as
well as provisions for internal and external review. Secondary users of informa-
tion, such as medical researchers and public health agencies would be required
to meet certain criteria in handling information it receives. Criminal sanctions
could exist for failing to comply with regulations for maintenance of the system
according to regulations.

Various efforts have been made in the private sector to gather and aggregate
medical data. As such compilation of data is largely invisible and done without
the knowledge or permission of the patient, a committee or commission could
examine the propriety of the activity in terms of individual privacy. If the
activity is considered appropriate, a regulatory scheme would be neces sary to
protect individual privacy.

1.10 FOOTNOTES

1 In 1986, the Senate Committee on Governmental Affairs and the House Committee
on the Judiciary, Subcommittee on Courts, Civil Liberties and the Administration of
Justice, requested that OTA examine the impact of new technological applications,
such as the computerized matching of two or more sets of records, networking of com-
puterized record systems, and computer-based profiles on individuals for balancing the
privacy of citizens with management efficiency and law enforcement. In response to
that request, OTA prepared the report Electronic Record Systems and Individual Pri-
vacy, OTA-CIT-296 (Washington, DC: U.S. Government Printing Office, June 1986).
That report found that privacy is a significant and enduring value held by Americans,
and that the courts have not determined adequate constitutional principles of informa-
tion privacy. It concluded that the advances in information technology enable Federal
agencies to process and manipulate information with great speed.

A 1987 Office of Technology Assessment report, Defending Secrets, Sharing Data:
New Locks and Keys for Electronic Information, OTA-CIT-310 (Washington, DC: U.S.

20



Government Printing Office, October 1987), examined the vulnerability of communica-
tions and computer systems, and technology for safeguarding information. The report
recognized that government agencies, the private sector, and individuals are using so-
phisticated communications and computer technology to store, process, and transmit
information that needs to be protected.

2 OTA workshops, ”"Emerging Privacy Issues in the Computerization of Medical In-
formation,” July 31, 1992; and ”Designing Privacy in Computerized Health Care In-
formation,” Dec. 7, 1992.

3 Institute of Medicine, The Computer-Based Patient Record: An Essential Technol-
ogy for Health Care, Richard S. Dick and Elaine B. Steen, eds., (Washington, DC:
National Academy Press, 1991), p. 51. This is a publication of the Committee on
Improving the Patient Record, Division of Health Care Services.

4 Joan Turek-Brezina, Chair, Department of Health & Human Services Task Force on
the Privacy of Private Sector Health Records, personal communication, April 1993.

5 Some commentators contend that health care claim reimbursement processing has
become such a major and integral part of the delivery of health care that health care
insurers are among the primary users of patient information. In figure 1-1, the Ameri-
can Health Information Management Association shows billing and reimbursement as
a primary use of patient records.

6 U.S. Privacy Protection Study Commission, Personal Privacy in an Information
Society (Washington, DC: U.S. Government Printing Office, 1977), p. 28.

7 OTA Workshop, July 31, 1992, op. cit., footnote 2.
8 638 F.2d 570 (3rd Cir. 1980).

9 Institute of Medicine, op. cit., footnote 3, p. 51.
10 Ibid.

11 Ibid., p. 45.

12 U.S. Department of Health and Human Services, Workgroup for Electronic Data
Interchange, Report to the Secretary, July 1992.

13 Criticism of the smart card approach stems largely from the proposal that such a
system involves a backup database of information that is already contained on the card.
In and of themselves, smart cards may well offer some solutions to protecting privacy if
information contained on them is properly segmented. Sheri Alpert, ” Medical Records,
Privacy and Health Care Reform,” prepublication draft, June 29, 1993. A version
of this paper will appear in the November/December issue of The Hastings Center
Report. For further discussion of smart cards, see ch. 3.

14 Marc Rotenberg, Director, Washington Office, Computer Professionals for Social
Responsibility, personal communication, December 1992.

15 David Flaherty, ” Privacy, Confidentiality and the Use of Canadians Health Infor-
mation for Research and Statistics,” Canadian Public Health Administration, vol. 35,
No. 1, p. 80, 1992.

16 The Oath of Hippocrates applies to physicians. Psychologists, nurses, and others
referred to as ”health care providers” operate under different, perhaps less comprehen-
sive, strictures. Steven Brooks, Manager, Medical Information Management, Aetna
Health Plans, personal communication, April 1993.
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17 381 U.S. 479, 85 S. Ct. 1678 (1965).
18 The Federal Privacy Act of 1974, 5 U.S.C. Sec. 552a (1988).

19 Ontario Commission of Inquiry into the Confidentiality of Health Information,
Report of the Commission, Ontario, Canada, September 1980, vol. 2, pp. 160-166.

20 Institute of Medicine, op. cit., footnote 3, p. 44.

21 William M. Bulkeley, ”Get Ready for Smart Cards in Health Care,” The Wall
Street Journal, May 3, 1993, p. B11.

22 OTA Workshop, Dec. 7, 1993, op. cit., footnote 2.

23 Federal law protects privacy in only those medical records maintained by the Federal
Government, e.g., records maintained on Medicare and Medicaid patients. Those
Federal laws do not protect the records of the same patients maintained by their
private physician or held by their hospital.

24 Hearing before the Subcommittee on Social Security and Family Policy of the Com-
mittee on Finance, U. S. Senate, on Privacy of Social Security Records, Feb. 28, 1993,
U.S. Government Printing Office, Washington, DC: 1992, testimony of Marc Roten-
berg, Director, Washington Office, Computer Professionals for Social Responsibility.
See also, David H. Flaherty, ” Ensuring Privacy and Data Protection in Health and
Medical Care,” prepublication draft, Apr. 5, 1993. Such a board has been estab-
lished in several foreign countries, including Sweden, Germany, Luxembourg, France,
Norway, Israel, Austria, Ireland, United Kingdom, Finland, Ireland, the Netherlands,
Canada, and Australia. For an analysis of data protection in certain of these countries,
see David A. Flaherty, Protecting Privacy in Surveillance Societies (Chapel Hill, NC:
The University of North Carolina Press, 1989).

25 Discussion of a larger scale Data Protection Board reviewing data privacy issues
generally is beyond the scope of this inquiry. However, literature discussing proposals
for a Data Protection Board is illustrative of the nature and function of oversight
bodies for privacy in personal data.
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2 THE RIGHT TO PRIVACY IN HEALTH CARE
INFORMATION

The report of the Institute of Medicine (hereafter referred to as ”the IOM re-
port”), claims that computers, high-performance networks, and technologies
that allow electronic storage, transmission, and display of medical images will
improve the quality of patient care, advance the science of medicine, lower health
care costs, and enhance the education of health care professionals. The IOM
study cites ways in which computerization of patient records could improve the
quality of patient care by offering a way to improve the ease of access to patient
care data. Computerized patient records could facilitate integration of patient
information over time and from one care provider to another. They could make
medical knowledge more accessible to practitioners, and they could support deci-
sion making by practitioners. (See footnote 1) With respect to medical research,
the IOM report states that computerization could improve data and access to
data by researchers, and research findings could be provided to practitioners
over medical information computer systems. (See footnote 2)

Computerization is seen also as a way to assist in lowering health care costs.
The IOM report argues that improved information could reduce redundant tests
and services carried out when test results are not available to the practitioner.
Administrative costs could be reduced by electronic submission of claims and
the ability to generate reports automatically. Practitioner productivity could
be improved in three ways:

e reduce the time required to find missing records or to wait for records
already in use,

e reduce the need for redundant data entry, and

e reduce the time needed to enter or review data in records. (See footnote
3)

The Computer-based Patient Record Institute (CPRI), an organization of
public and private sector entities concerned with the computerization of patient
records, was established in response to a recommendation of the IOM report.
(See footnote 4) Its purpose is to facilitate development, implementation, and
dissemination of the computer-based patient record, and its vision is the use of a
comprehensive, longitudinal patient record to provide all clinical, financial, and
research data. The computer-based patient record would contribute to more
effective and efficient care through:

e access to lifetime health data collected and contained across the continuum
of care;
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e support for quality of health care delivery;

e ready access to knowledge bases to support clinical practice, administra-
tion, education, and research;

e patient participation in health status determina tion; and

e wellness and disease prevention.

The Workgroup for Electronic Data Interchange (hereafter referred to as
"WEDI”) envisions electronically connecting the health care industry by an
integrated system of electronic communication networks that would allow any
entity within the health care system to exchange information and process trans-
actions with any other entity in the industry. According to its report, such a
system could reduce administrative and health care delivery costs. Electronic
process ing of insurance and managed-care administrative transactions, such as
claims, eligibility checks, and coordinating benefits, could streamline pay ers’ op-
erations and reduce the administrative tasks of providers. Clinical applications,
such as computerized patient records, test results, and outcome studies, might
assist providers in ensuring high-quality care without unnecessary or duplicate
procedures. (See footnote 5)

While endorsing the adoption of the computer- based patient record and elec-
tronic data interchange for health care, these reports acknowledge the concerns
about privacy that such systems raise. The IOM study notes that, ”the comput-
erization of most types of record keeping, as well as the recent well-publicized
cases of inappropriate access by computer hackers, has increased concerns about
the misuse of personal information.” (See footnote 6) Among the concerns cited
by the IOM study are security features of computer-based patient record sys-
tems, the lack of generally accepted standards for protection of computer-based
medical data across States, and the potential for invasion of patient privacy
presented by a personal identification number for all patient records.

The Report of the Work Group on Computerization of Patient Records to
the Secretary of the U.S. Department of Health & Human Services (see footnote
7) echoes the concerns of the IOM study. The Work Group on Computerization
Report asserts that linkages between systems will significantly enhance access
to patient information, thereby offering tremendous potential for improving the
quality and efficiency of health care delivery. With enhanced access, however,
come concerns about confidentiality and the protection of patient privacy. While
patient data is already shared among those who deliver and pay for care, the
health information infrastructure envisioned by the Work Group on Computeri-
zation Report would make patient information accessible to care givers, payers,
and others, and would create new opportunities for abuse unless protection for
patient privacy is built into its design and use.

24



The WEDI Report discusses in depth the serious implications for privacy
raised by the use of computer databases linked electronically for information
exchange. The report clearly states that:

[t]he electronic technology itself holds intrinsic threats to main-
tenance of personal privacy. The same technology that made it pos-
sible to transmit data from one computer to another, whether those
computers are in the same room or on opposite sides of the globe,
also permits violations of data integrity and data security.

It goes on to assert that:

[t]he establishment of the types of data repositories envisioned for
health care claims processing to effect administrative savings should
be accompanied by promulgation of significant patient rights regard-
ing the accuracy of personal information maintained and the extent
to which it is shared with others. The need for security and confi-
dentiality of patient information should not be subject to individual
organizational determination of need. Security and confidentiality
must be preserved and protected. They must not be compromised
for expedience or the ”bottom line.”

The WEDI Report examines the complex state of the law regarding privacy
and confidentiality in such information, and cites the need to streamline the
protection of patient information as one of the key steps the industry must take
to implement electronic data interchange efficiently. Recent surveys demon-
strate that the concerns voiced in these reports reflect a broad concern among
the American public about privacy in their personal information. A joint Lou
Harris/Equifax survey indicated that 79 percent of Americans feel their per-
sonal privacy is threatened, and some segments of the population fear that
consumer information will be more vulnerable by the year 2000. Most Amer-
icans also specifically acknowledge the dangers to privacy of present computer
uses. According to the survey, two-thirds of the public believes that personal
information in computers is not adequately safeguarded, and a significant por-
tion of the American public no longer has confidence in the way industry treats
personal information. Almost 9 of 10 Americans surveyed believe that com-
puters have made it much easier for someone to improperly obtain confidential
personal information about individuals. (See footnote 8)

In an earlier poll, conducted by Time and CNN in 1991, 93 percent of re-
spondents asserted that companies that sell personal data should be required to
ask permission from individuals in advance. California’s Privacy Rights Clear-
ing house, the first privacy hotline in the Nation, logged more than 5,400 calls
within 3 months of its inception in November 1992. (See footnote 9)
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These concerns are well founded. A market exists for the sale of personal
information from both public and private sources, encouraged by financial in-
centives for staff to supplement their income through unauthorized disclosures
of personal information. Prosecutions of U.S. Federal Government employees for
unlawful disclosure of personal information indicate the risk of invasion of pri-
vacy perpetrated by trusted insiders. Those indicted include current or former
employees of the Social Security Administration, the Internal Revenue Service,
local police officers accessing the FBI’s National Crime Information Center, and
a number of information brokers. In most of these instances, employees were
bribed by information brokers and private investigators representing private
clients. (See footnote 10) Anecdotal evidence in this country, and formal in-
vestigative work overseas, indicates that abuse of information, and specifically
medical information, is widespread. (See boxes 2-A, 2-B, and 2-C)

In addition, increasingly interconnected, affordable, fast, online systems en-
able the building of electronic dossiers. Macworld magazine reported that it
investigated 18 business leaders, politicians, Hollywood celebrities, and sports
figures, primarily in the State of California where most public records are online.
The investigation sought all legally accessible data available from four commer-
cial and two governmental data suppliers. Investigators were able to obtain the
following kinds of information: birth dates, home addresses, home phone num-
bers, social security numbers, neighbors’ addresses and phone numbers, driving
records, marriage records, voter registration, biography, records of tax liens,
campaign contributions, vehicles owned, real estate owned, commercial loans
and debts, civil court filings, corporate affiliations, public records for criminal
court filings, fictitious business names, records of bankruptcies, insider trading
transactions, trusts, deeds, and powers of attorney. To obtain this information,
investigators spent an average of only $112 and 75 minutes per subject. (See
footnote 11)

2.1 WHY IS PRIVACY IN HEALTH CARE INFORMA-
TION IMPORTANT?

Health care information relates to profoundly personal aspects of an individ-
ual’s life. The medical records kept by physicians and hospitals about patients
may include identifying information, x-ray films, EKG and lab test results,
daily observations by nurses, physical examination results, diagnoses, drug and
treatment orders, progress notes and post-operative reports from physicians,
medical history secured from the patient, consent forms authorizing treatment
or the release of information, summaries from the medical records of other in-
stitutions, and copies of forms shared with outside institutions for insurance
purposes. But in addition to objective observations, diagnoses, and test results,
medical records may also contain subjective information based on impressions
and assessments by the health care worker. Medical records may also include
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impressions of mental abilities and psychological stability and status; lifestyle
information or suppositions (including sexual practices and functioning); di-
etary habits, exercise and recreational activities (including dangerous ones life
insurers would want to know about); religious observances and their impact
on treatment decisions; alcohol and drug use; and comments on attitudes to-
ward illness, physicians, treatments, compliance with therapy and advice, etc.
(See footnote 12) Staff comments about the patient’s character or demeanor are
sometimes included in the record. Increasingly sophisticated diagnostic tools
yield more and more detailed, and potentially sensitive information about a
person’s body—genetic research and testing results in information that not only
indicates a patient’s present condition but also enables prediction of his or her
future medical condition and the prospect of developing specific medical prob-
lems.

Medical information can affect such basic life activities as getting married,
securing employment, obtaining insurance, or driving a car. (See footnote 13)
Medical conditions have served as the basis for discriminatory practices, making
it difficult to participate in these activities. (See footnote 14) Because of its
highly sensitive nature, improper disclosure of medical information can result
in loss of business opportunities, compromise to financial status, damage to
reputation, harassment, and personal humiliation. However, defining what is
”sensitive” in a record may be difficult, since the definition may depend on the
intended use of a record. (See footnote 15)

Yet at the same time, the integrity of the patient record and the disclosure
by the patient to the physician of information necessary to establish an accu-
rate diagnosis is desirable to attain the best clinical outcome. Simply stated,
disclosure of medical information by the patient, free of the fear of improper
disclosure, is necessary to obtaining good quality medical care. An environment
must be maintained in which this kind of disclosure is possible. In its testimony
to the U.S. Privacy Commission, the American Medical Association stated, ” Pa-
tients would be reluctant to tell their physicians certain types of information,
which they need to know in order to render appropriate care, if patients did not
feel that such information would remain confidential.” (See footnote 16) More
recently, the AMA Code of Medical Ethics stated:

The confidentiality of physician-patient communications is desirable to as-
sure free and open disclosure by the patient to the physician of all information
needed to establish a proper diagnosis and attain the most desirable clinical
outcome possible. Protecting the confidentiality of the personal and medical
information in such medical records is also necessary to prevent humiliation,
embarrassment, or discomfort of patients. At the same time, patients may have
legitimate desires to have medical information concerning their care and treat-
ment forwarded to others. (See footnote 17)
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2.2 UNREGULATED COMPUTERIZATION AND MAR-
KETING OF HEALTH CARE INFORMATION

In addition to the widespread problem of information brokering and abuse
of authorized access to computerized information within a large public sector
database of sensitive information, the private sector has begun now to respond
to a strong commercial incentive to aggregate medical information. In some
instances, such as that of the Medical Information Bureau, (see footnote 18)
information is gathered and banked solely for the purpose of assisting the in-
surance industry in making coverage exclusions in their policies. In other cases,
companies offering such computer services as health insurance claims processing,
office management, or patient billing, take advantage of their access to medical
information (see box 2-D). In these instances, aggregate information is gathered
and sold, usually without patient knowledge or consent. At this time, there is
no law prohibiting these practices. (See footnote 19) The businesses involved
in these ventures operate under no regulatory guide lines regarding security
measures, employee practices, or licensing requirements.

2.3 POTENTIAL FOR INCREASED DEMANDS FOR
COMPUTERIZED INFORMATION

The IOM study discusses in some detail the increasing demand by multiple users
for access to patient care data. (See footnote 20) According to the report, infor-
mation must be shared among many professionals who are involved in delivery
of health care. In addition to these persons, administrators and managers of
health care institutions require information to monitor quality of care and allo-
cate resources. To develop budgets, measure productivity and costs, and assess
market position, managers of institutions seek to link financial and patient care
information.

Quality assurance activities also involve access to information. Among those
organizations involved in such activities are the Joint Commission on Accred-
itation of Healthcare Organizations (JCAHO). Third party payers carry out
quality monitoring and evaluations. The best known is perhaps the Medicare
peer review organization program administered by the Health Care Financing
Administration. Increased Federal involvement in health care has resulted in
greater need by the government for medical information. Programs that pay for
health services legitimately require review of individual medical information as
part of the payment process. In 1992, Medicare alone paid over $ 126 billion for
health services. (See footnote 21)

Related programs for quality control and to limit fraud, abuse, and waste
have needs for medical records. In addition, records are maintained by agencies
that operate health programs such as the Department of Veterans Affairs, the
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Department of Defense, Indian Health Service, and the Public Health Service.
(See footnote 22)

Demands for information come not only from review bodies, third-party
payers, outside billing and computer services, and government, but also from
employers, insurers, and others who use health care information for nonhealth
purposes. Some suggest that, as the supply of computerized personal medical
information increases, there may be a demand for access to information that
is not currently authorized. Will investors seek "medical reports” on the chief
executive officers of companies in which they are considering investing? Will the
media seek to determine what prescription drugs celebrities are taking? Will
direct marketers, or market researchers, have access to information about pa-
tients’ prescription and nonprescription drug use, either from medical records
or from pharmacies? To what extent might employers demand medical infor-
mation? (See footnote 23) The Report of the Work Group on Computerization
of Patient Records recognizes that:

as capability for storage and analysis of personal records increases
and the cost of collection decreases, the demand for such informa-
tion by providers, payers, policymakers, and researchers will likely
multiply. There may be pressure to collect more data than is strictly
necessary for a given purpose—collected data may then be maintained
in a large database where it may be vulnerable to misuse. (See foot-
note 24)

Others are concerned that extensive access to medical records and health
care information may pose a threat to privacy, and that safeguards against
unauthorized access are meaningless if authorized access is so broad. (See foot-
note 25) Still others point out that, once any kind of information is compiled
for whatever legitimate goal, the impulse to access that information for another
well-meaning purpose is strong. (See footnote 26) The technology of computer-
ization and security makes it possible to monitor information flow in computer
systems, and enables society to enforce clear value choices as to whom informa-
tion should properly be made available. (See footnote 27) Some suggest that
this presents an opportunity for a reassessment of the question of authorized
access, who should have it, and under what circumstances. (See footnote 28)
Resolution of these issues would allow software developers to design systems in
which access and security provisions for appropriate secondary users become a
part of the computer system. (See footnote 29)

2.4 ISSUES RAISED BY COMPUTERIZATION

In view of the report by the Krever Commission, discussed in box 2-B, and
from anecdotes of the kind presented in box 2-A it is clear that it is easy to gain
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access to, copy, remove, and destroy paper patient records. However, computers
create new and more clearly defined problems about confidentiality and privacy
than exist in paper record systems, and also bring longstanding confidentiality
and privacy issues into sharper focus. Computerization of data with appropriate
security measures can address the problem of confidentiality in sensitive medical
information. Security alone, however, cannot solve the problem of patient pri-
vacy. The maintenance of medical information on computers also worsens some
problems and raises new and complex issues not confronted in a paper environ-
ment. Legislation to address concerns about privacy in this information must
apply to paper records, to computerized ones, and to the period of transition
between paper and computers.

As discussed earlier, electronic storage and management of medical informa-
tion is believed to provide certain advantages in the delivery of health care:

e It could allow for greater mobility of patient treatment within the health
care system, which could foster competition for patients among health
care providers.

e Use of an electronic system could potentially increase the speed with which
patient medical histories could be accessed, thereby speeding treatment,
particularly in medical emergencies.

e It has been suggested that computer records are better protected through
computer security measures, thus eliminating the potential for abuse pre-
sented by paper records.

e Some suggest that the computer record allows greater control by part of
record-keepers over patient information so that information based on need-
to-know can be released to third-party payers, utilization review boards
and other appropriate parties, replacing the current practice of releasing
the entire patient record to process one insurance claim. (See footnote 30)

However, computerization of health care information raises other concerns:

e Computer technology makes the creation of new databases and data entry
easy, so that databases can be created and maintained read ily. This could
result in a proliferation of data and information that is easily searchable.

e Computerization allows for storage of large amounts of data in a very
small physical medium. An intruder into a database can retrieve large
amounts of data (most likely far more than could be stolen on voluminous
paper records) once access is gained.

e Computers provide for the possibility of ”invisible theft”—stealing data
without taking anything physical- so that patients and providers remain
unaware that the data has been stolen, altered, or abused.
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e Computers allow for the possibility of ”invisible” modification, deletion,
or addition of data. (See footnote 31)

e Computers create the potential for the easy linking of data that were not
intended to be collated. (See footnote 32)

e Computers allow a large number of people to handle or access data; the
potential vulnerability of the data to large-scale intrusion is significantly
increased in a computerized environment. (See footnote 33)

In sum, computer systems create easy opportunities to compile and maintain
large amounts of information and to use it in ways that were never intended by
the person who provided it. (See footnote 34) The compilation of data and the
ease with which the information contained in the databank can be transferred
by computer make access to that information easier and more attractive to a
wider group of people. (See footnote 35)

2.5 RIGHT TO PRIVACY IN HEALTH CARE INFOR-
MATION

Privacy in health care information has tradition ally been protected through
ethical codes and through State and Federal laws. In addition, the Supreme
Court has found sources for a right to privacy in health care information in the
Constitution (see box 2-E).

2.5.1 Ethical Origins

The historical origin of the health care provider’s obligation to protect the con-
fidentiality of patient information is traced to the Oath of Hippocrates, written
between the Sixth Century B.C.E. and the First Century A.C.E. which states:

What I may see or hear in the course of the treatment or even
outside of the treatment in regard to the life of men, which on no
account one must spread abroad, I will keep to myself. . .

Confidentiality requirements for physicians were formulated differently in
later ethical codes. Thomas Percival’s code of medical ethics, published in 1803
included the language:

Secrecy and delicacy, when required by peculiar circumstances,
should be strictly observed. And the familiar and confidential inter-
course, to which the faculty are admitted in their professional visits,
should be used with discretion and with the most scrupulous regard
to fidelity and honor.
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The first code of Ethics of the American Medical Association, adopted in
1847, was based on Percival’s Code. The Code’s provisions on confidential-
ity repeated the language of Percival’s Code without substantive change, and
continued:

The obligation of secrecy extends beyond the period of profes-
sional services—none of the privacies of personal and domestic life,
not infirmity of disposition or flaw of character observed during pro-
fessional attendance, should ever be divulged by [the physician] ex-
cept when he is imperatively required to do so. The force and neces-
sity of this obligation are indeed so great, that professional men have,
under certain circumstances, been protected in their observance of
secrecy by courts of justice.

The American Medical Association’s (" AMA”) Principles of Medical Ethics
expand on the ethical confidentiality obligation, requiring physicians to ”safe-
guard patient confidences within the constraints of the law.” (See footnote 36)
In addition, the AMA’s Council on Ethical and Judicial Affairs issued guidelines
for maintaining confidentiality of health information in the Electronic Data In-
terchange environment. These guidelines require that the physician and patient
consent to release of patient-identifiable clinical and administrative data to any
entity outside the medical care environment. The guidelines also state that the
release of confidential health information should be confined to the specific pur-
pose for the release, and the recipient of the information should be advised that
further disclosure is not authorized.

The AMA’s Code of Ethics evolved from 1847 until the version drafted in
1980, in which confidentiality is covered in the fourth of eight principles.

A physician shall respect the rights of patients, colleagues, and
of other health professionals, and shall safeguard patient confidences
within the constraints of the law.

The obligation to preserve patient confidentiality remained in the 1980 code,
without any specific guidelines about how to respond to requests for information
from researchers, police, Federal agencies, or other potential users of informa-
tion. Nor is the term ”patient confidence” defined.

Recent policy statements of the AMA more clearly detail the responsibilities
of physicians to protect patient rights to confidentiality and the medical records.
In the Code of Medical Ethics (Current Opinions, 1992), the AMA expresses
its belief that the information disclosed to a physician during the course of
the relationship between physician and patient is confidential to the greatest
possible degree.
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The patient should feel free to make a full disclosure of informa-
tion to the physician in order that the physician may most effectively
provide needed services. The patient should be able to make this
disclosure with the knowledge that the physician will respect the
confidential nature of the communication. The physician should not
reveal confidential communications or information without the ex-
press consent of the patient, unless required to do so by law.

The document sets forth particular instances when the obligation to safe-
guard patient confidences is subject to exceptions for legal and ethical reasons:

Where a patient threatens to inflict serious bodily harm to an-
other person and there is a reasonable probability that the patient
may carry out the threat, the physician should take reasonable pre-
cautions for the protection of the intended victim, including notifi-
cation of law enforcement authorities. Also, communicable diseases,
gun shot and knife wounds, should be reported as required by ap-
plicable statutes or ordinances. (See footnote 37)

Other providers and organizations maintaining records have established stan-
dards to protect the confidentiality of health information. The American Hos-
pital Association’s Patient’s Bill of Rights states that the patient has the right:

. . . to expect that all communications and records pertaining to
his/her care will be treated as confidential by the hospital and any
other parties entitled to review certain information in these records.

2.6 FEDERAL LAW PROTECTING PRIVACY IN MED-
ICAL RECORDS

The Federal Privacy Act: The Federal Privacy Act of 1974, 5 U.S.C. Section
552a (1988) protects individuals from nonconsensual government disclosure of
confidential information. The Act prohibits Federal agencies, including Federal
hospitals, from disclosing information contained in a system of records (see
footnote 38) to any person or agency ”without prior written consent of the
individual to whom the record pertains” unless the disclosure or further use
is ”consistent with” the purpose for which the information was collected. (See
footnote 39) The purpose of the Privacy Act is ”to provide certain safeguards for
an individual against an invasion of privacy.” (See footnote 40) The Act contains
major requirements concerning collection, maintenance and dissemination of
personal information. Agencies must:

1. Permit an individual the right to determine what records pertaining to
him are collected, maintained, used, or disseminated by such agencies.
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2. Permit an individual to prevent records pertaining to him obtained by
such agencies for a particular purpose from being used or made available
for another purpose without his consent.

3. Provide a procedure by which an individual may request the correction or
amendment of information pertaining to them.

4. Be subject to civil suit for damages that occur as a result of willful or
intentional action that violates any individual rights under the Act. The
Privacy Act permits exemptions from the requirements for re cords pro-
vided in the Act only in those cases where there is an important public
policy need for such exemption as determined by statutory authority (e.g.,
law enforcement).

Thus, the Privacy Act requires Federal agencies to collect, maintain, use,
or disseminate any record of identifiable personal information in a manner that
ensures that such actions are for a necessary and lawful purpose, that the infor-
mation is current and accurate for its intended use, and that adequate safeguards
are provided to prevent its misuse. Hospitals operated by the Federal Govern-
ment are bound by the Privacy Act’s requirements with respect to the disclosure
of the medical records of their patients. Also, medical records maintained in a
records system operated pursuant to a contract with a Federal agency are sub-
ject to the provisions of the Privacy Act. For example, hospitals that maintain
registers of cancer patients pursuant to a Federal contract or to federally funded
health maintenance organizations are subject to the Privacy Act. (See footnote
41)

Alcohol and Drug Abuse Laws: Two Federal statutes prescribe special
confidentiality rules for the records of patients who seek drug or alcohol treat-
ment at federally funded facilities. (See footnote 42) These statutes and their
implementing regulations apply strict confidentiality rules to oral and written
communications of ”records of the identity, diagnosis, prognosis, or treatment
of any patient which are maintained in connection with the performance of any”
educational, rehabilitative, research, training, or treatment program relating to
drug or alcohol abuse. (See footnote 43) The regulations define a patient’s record
as ”any information, whether or not relating to a patient, received or acquired
by a federally assisted alcohol or drug program.” (See footnote 44) In essence,
these restrictions provide for a higher level of confidentiality and allow limited
exceptions for release of patient information. These exceptions, however, allow
disclosure with the prior written consent of the patient (if the consent meets
certain requirements prescribed by regulation). (See footnote 45) These regula-
tions have full force and effect of Federal law, so that they supersede State laws
on confidentiality.

Section 1106 of the Social Security Act: This statute prohibits disclo-
sure of any file, record, or other information obtained by the officers or employees
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of the Department of Health and Human Services except as prescribed by reg-
ulation. This prohibition also applies to officers and employees of any agency,
organization, or institution that contracts with the Secretary (intermediaries
and carriers) during the course of carrying out the contract. The regulations
that implement section 1106, 42 C.F.R. secs. 401.101-401.152, supplement and
are consistent with the regulations that implement the Federal Freedom of In-
formation Act. (See footnote 46)

2.7 SOURCES OF THE CONFIDENTIALITY OBLIGATION-
STATE COMMON LAW

Defamation. Defamation is the false written or oral communication to some-
one other than the defamed of matters that concern a living person and tend to
injure that person’s reputation. (See footnote 47) Medical records may contain
information that is inaccurate and that, if published, would tend to affect a per-
son’s reputation in the community adversely. Thus, conceivably, disclosure by a
hospital to an unauthorized person would result in an action for defamation. A
qualified privilege may exist where information is transmitted to a third party
with a proper motive or purpose and with the exercise of reasonable care that
the information was true. (See footnote 48)

Breach of Contract. Courts have, of late, demonstrated a willingness to
apply the ethical standards of the medical profession to compel physicians to
maintain the confidentiality of information they obtain in the course of treating
their patients. As discussed above, the ethical standards of the AMA prohibit
physicians in most situations from revealing a confidence entrusted to them by
a patient during treatment. Further, the Medical Practice Acts of many States
require physicians to maintain the confidentiality of their patients’ medical infor-
mation, and the AMA has published standards of hospital conduct that require
hospitals to protect their patients’ privacy. (See footnote 49) Some courts now
appear willing to enforce these standards as part of the contractual relationship
between physicians and their patients.

In Hammonds v. Aetna Casualty and Surety Co., (see footnote 50) the court
held that a physician breached an implied condition of his physician-patient
contract when he disclosed medical information to a hospital’s insurer without
the patient’s consent. The court emphasized the rights of patients to rely on the
ethical standards of confidentiality as on an express warranty. Similarly, in Doe
v. Roe (see footnote 51) the court found both breach of contractual covenant to
keep statements in confidence and a tortuous invasion of privacy when defendant
published a book including an extensive transcript of statements made by the
plaintiff patient during treatment.
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2.8 SOURCES OF CONFIDENTIALITY OBLIGATION-
STATE STATUTES

There is tremendous variation in the number and quality of State laws on med-
ical confidential ity. While it may be difficult to generalize about the adequacy
of State medical confidentiality laws, a report of the Committee on Government
Operations of the House of Representatives concluded in 1980 that ”most States
do not have well defined, modern laws on the confidentiality of medical records.”
(See footnote 52) A survey of State statutes governing privacy in medical records
published by Robert Ellis Smith emphasizes this point. (See footnote 53)

These statutes, however, do not address the flow of medical information to
secondary users outside the treatment process, who are deemed to legitimately
have access to the information. They do not address the responsibilities of
third-party payers in handling this information, nor do they impose rules about
the use of medical information by secondary users of that data: parties that use
medical records for nonmedical purposes. This patchwork of law addressing the
question of privacy in personal medical data is inadequate to guide the health
care industry in carrying out its obligations in a computerized environment.

Furthermore, States are not consistent in their acknowledgment of the com-
puterized medical record, and do not confront the problems presented by com-
puterization. Some States continue to require that patient records be maintained
in writing. Moreover, State law does not address the growing segment of the
information industry that seeks to compile (whether with or without patient
names or identifiers) medical information about patients for sale to interested
corporations. (See footnote 54) As the WEDI Report to the U.S. Department
of Health and Human Services states:

Myriad laws and regulations require providers to maintain health informa-
tion in a confidential manner. . . [Clonfidentiality has historically been ad-
dressed at the state level, with each state crafting its own unique approach. The
state rules are superimposed on a federal regulatory frame work. The result: a
morass of erratic law, both statutory and judicial, defining the confidentiality
of health information. (See footnote 55)

2.9 INADEQUACY OF EXISTING PROTECTION SCHEME
AND THE NEED FOR FEDERAL LEGISLATION

Legal and ethical principles currently available to guide the health care industry
with respect to obligations to protect the confidentiality of patient information
are inadequate to address privacy issues in a computerized environment that
allows for intra- and interstate exchange of information for research, insurance
and patient care purposes. Lack of legislation in this area will leave the health
care industry with little sense as to their responsibilities for maintaining confi-
dentiality. It also allows for a proliferation of private sector computer databases
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and data exchanges without regulation, statutory guidance, or recourse for per-
sons wronged by abuse of data.

The scheme, as it exists, does not adequately take into account the tremen-
dous outward flow of information generated in the health care relationship today
(see box 2-F and figure 2-1). This problem has always existed, but was not as
serious because medical records were only occasionally used outside the medical
treatment process. The expanded use of medical records for nontreatment pur-
poses exacerbates the short comings of existing legal schemes to protect privacy
in patient information. The law must address the increase in the flow of data
outward from the medical care relationship by both addressing the question
of appropriate access to data and providing redress to those that have been
wronged by privacy violations. Lack of such guidelines, and failure to make
them enforceable, could affect the quality and integrity of the medical record
itself.

Further, the reservation of regulation of these matters to the States does not
address the growing reality that this information will increasingly be transferred
or accessed across State lines. As a result, health care providers, third party-
payers, and secondary users of medical information will remain uncertain as to
the law under which they are operating. The WEDI Report echoes this concern:

The regulatory framework governing providers’ disclosure of patient-identifiable
health information is flawed. It dictates different disclosure rules for different
types of providers. These rules may conflict within a given state and among
different states. The great variance in disclosure rules creates inconsistent stan-
dards for providers and offers inconsistent protection to patients. Some states
offer little protection for health information, while others offer protection for
the initial disclosure of information but ignore the problem of subsequent dis-
closures. (See footnote 56)

This lack of clarity could lead to increased litigation over medical confiden-
tiality issues and the obligations of parties with access to the information.

Patient awareness that records are maintained on computers, absent the as-
surance of a clear law protecting the confidentiality of those records, could lead
to deterioration of the traditionally confidential ”physician-patient” relation-
ship. (See footnote 57) Some contend that this breakdown could well lead to
patients’ withholding information critical to their care, thus jeopardizing their
own health as well as denying the health care system (including physicians,
nurses, hospitals, third-party payers, and researchers) information they may le-
gitimately want and need, and that society has already deemed appropriate to
give them. It could also place physicians in the difficult ethical position of decid-
ing whether or not to enter sensitive information into the record at the patient’s
request (or maintaining a separate, noncomputer-based record), or the extreme
of this situation, the development of a ”black market” health care system that
does not participate in the computerized exchange of patient information. (See
footnote 58) Yet others argue that while patients do express concern about the
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privacy of their records in general, there is a body of medical literature that has
found no significant patient concerns with the privacy of computerized medical
records within private medical settings. (See footnote 59) While patient con-
cerns may be lessened when their medical records are stored in the computers of
their personal physicians, patients may be more concerned with records stored
in the large, national databases that are proposed as a part of recent health care
initiatives. (See footnote 60)
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3 SYSTEMS FOR COMPUTERIZED HEALTH
CARE INFORMATION

Implementation of a system for computerized medical information involves tech-
nological and nontechnological elements. Among the technological aspects of
such a system are the online or off-line approaches to maintaining and process-
ing information, computer security systems, and standards for computerization
of medical information and the content of the medical record. From an ad-
ministrative and policy standpoint, computerization of health care information
requires foolproof identification of patients and patient information, policies to
clarify questions of ownership and access to patient records, and practices for
obtaining informed consent from patients for release and use of their personal
data.

3.1 THE TECHNOLOGY OF COMPUTERIZED HEALTH
CARE INFORMATION

Early research into computerization of medical information focused on adminis-
trative record keeping, laboratory management, and electrocardiographic anal-
ysis. In addition to these uses, one of the goals of this research has been the
creation of an electronic, computer-based patient record. Computer systems for
health care information records consist of four essential elements:

Hardware , including a central processing unit, mass storage devices, commu-
nication channels and lines, and remotely located devices (e.g., terminals
or microcomputers with or without local area networks) serving as hu-
man /computer interfaces;

Software , including operating systems, database management systems, com-
munication and application programs;

Data , including databases containing patient information; and

Personnel , to act as originators and/or users of the data; health care pro-
fessionals, paramedical personnel, clerical staff, administrative personnel,
and computer staff. (See footnote 1)

These elements have traditionally been contained within each medical in-
stitution, and each department within the medical facility has been linked to
provide access to information by health care practitioners and administrators
working at the facility. Privacy and security concerns have been addressed by
the individual institution. Recently, however, faced with rising costs and in-
creasing demands for more cost-effective delivery of services, the medical com-
munity is considering a system that links computers among institutions. Such
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an approach, an online system, would tie together computer systems in hos-
pitals, private practitioners’ offices, health maintenance organizations, health
libraries and research resources, and third-party payers. Information about the
individual patient could be transferred among these facilities, with the intent
of eliminating paperwork and lowering administrative costs, while raising the
level of patient care. (See footnote 2) Linkage of these computer systems would
expand access and broaden security and privacy concerns.

A smart card system has also been considered as the primary means of
storing and maintaining the patient record, or for use as an access control device
to assure confidentiality in an online system, or some combination of the two.
(See footnote 3)

Smart card systems for health care have been implemented extensively in
France. Other European countries have pilot projects to test this technology
for maintenance of health care data. Smart cards can be used in two ways: for
storage of medical information, and for enhancing security of online computer
systems. Smart cards are considered by some as a way of giving the patient
maximum control over the confidentiality of his or her health care information.
However, depending on how smart cards are used, they too raise concerns about
privacy.

Whatever the technology employed to maintain medical information, deci-
sions about privacy in data involve balancing the individual’s right to privacy
against the cost of security, and the impediment that security measures impose
on the accessibility of data. Individual rights must also be balanced against
public interests in informa tion such as those for medical research. (See foot-
note 4) Technology controls improper access from outside the system, but the
greater concern for abuse is improper actions by persons authorized to access
the computer system from within an institution. (See footnote 5) No system
can be made totally secure through technology.

3.1.1 Online Systems

The Institute of Medicine (IOM) report discusses the potential for linking data
in terms of ”connectivity”— a term denoting the potential to establish links or to
interact with any source or database that may improve the care of the patient.
The report identifies three interfaces important for such interactions: 1) the
interface between the record and other repositories or potential repositories
of information that may be useful in providing patient care, 2) the interface
between the record systems of different provider institutions, and 3) the interface
between the record and a practitioner.

The ability to link these kinds of data depends on new network technologies
that are built on communications, computing, information and human resource
capabilities, and integration of computing and communications technologies to

44



enable transmission of text, images, audio and video. The information infras-
tructure enabling these developments include communications net works, com-
puters, information and the people who use these resources and create informa-
tion.

Communications networks are interconnected and interoperable public and
private communications networks (”public” networks refer to those networks,
such as the public switched telephone network, that are open to use by anyone
(common carriers); ”private” networks refer to those that are limited to use by
a specific group of people meeting certain criteria, such as corporate networks
or ”value added networks”) providing services ranging from high to low speed,
allowing a range of uses anytime, anywhere. They also involve agreed-upon
technical standards for piecing together the network and having all the elements
work together; the capacity to transmit information at both low and high speeds,
in a variety of data formats, including image, voice, and video; and multiple
mechanisms to support the electronic transfer of funds in exchange for services
received.

Computers include specialized computers resident on the communications
networks to provide intelligent switching and enhanced network services, per-
sonal computers and workstations, including machines that respond to hand-
written or spoken commands and portable wireless devices that are easy to use
and that can be easily accessed by users, and distributed computer applications
that are widely accessible over the network.

Information includes public and private databases and digital libraries that
store material in video, image, and audio formats, and information services
and network directories that assist users in locating, synthesizing and updating
information.

From a health care perspective, a high-performance computing network is
believed to allow linkage of hospitals, doctors’ offices, and community clinics
through high-speed networks. Patient records, including medical and biolog-
ical data, would be available to authorized health care professionals anytime,
anywhere over these net works, allowing health care providers to access immedi-
ately, from any location, the most up-to-date patient data. This data would in
the future include not only textual records but would also incorporate medical
images (e.g., x-ray and magnetic resonance imaging) from clinical or laboratory
tests. From an administrative standpoint, such a system could enable efficiency
gains and cost savings. Most often cited is the projected savings in adminis-
trative costs involved in processing an estimated five million health care claims
per day. It is believed that a network would allow improved management of
and access to health care-related information and reduce costs for processing
insurance claims through electronic payment and reimbursement. High-speed
networks would also enable medical collaboration through use of interactive,
multimedia telemedicine technologies over distances. (See footnote 6) The ex-
tensive linking of computers through high performance, interactive networks
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that enable instantaneous exchange of information challenges existing schemes
for data protection, which place responsibility for confidentiality on each insti-
tution. Information will no longer be maintained, accessed, or even necessarily
originate from a single institution, but will instead travel among a myriad of
institutions, so that new systems for data protection must track the flow of the
data itself.

3.2 SECURITY IN ONLINE SYSTEMS

In online systems, security is generally provided through the use of user iden-
tification names and passwords. User identification names can be defined in a
variety of ways, including different combinations of segments of the patient’s
name and number sequences. Passwords are, theoretically, known only to the
user and are periodically changed. More advanced technological solutions to the
problem of access control include use of smart cards, or biometric control de-
vices such as scanners that read finger-prints, retinas, or speech patterns. These
devices provide heightened security, but at higher cost. (See footnote 7)

In addition to user identification names and passwords, systems may also
be equipped with user-specific menus to control access to functions and thereby
limit user access only to particular parts of the patient record that the user
legitimately needs to carry out his or her job. Thus, an administrator may
have the ability to view only accounting and demographic data and have no
access to medical data. Indicators, or flags, can be used to define the level of
interaction in a particular functional or domain area. For example, flags can
control whether data can be accessed to be read or updated only; whether data
can be corrected only on the same date of entry; whether data can be updated
at a later date; and whether data can be validated or a process activated. Policy
decisions may be made that certain kinds of information need not be accessible
to all health care personnel. Thus, software can be implemented that suppresses
and restricts access to certain categories of data. (See footnote 8)

Because a networked system allows access to data from a number of termi-
nals, terminals may be left by the operator during a data entry session after the
password has been entered and at a sensitive point in a query of the data entry
process. This problem may be addressed by a mechanism for quick storage of
information, and time-out features so that any idle terminal unused for input for
a fixed period of time will automati cally revert to the password entry screen.
(See footnote 9)

Some systems make use of audit trails, records of significant events (login,
user authentication, and authorization, activities of specific users) that may
be checked when something of a suspicious nature occurs. Audit trails can
reveal irregular patterns of access and allow detection of improper behavior by
legitimate or nonlegitimate users. (See footnote 10)
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Equally as important in supplementing the technological measures taken
to address the problem of maintaining a secure networked system are organiza-
tional education efforts, policies, and disciplinary ”actions” to ensure the ethical
behavior of persons inside the computer system who have authorized access to
the information. In addition, organizational committees are often established
to oversee and make decisions about compliance with regulations about data,
legal concerns, and ethical considerations regarding the transfer and release of
information.

3.2.1 Smart Cards

A smart card is a credit card-sized device containing one or more integrated
circuit chips, which perform the functions of a microprocessor, (see footnote 11)
memory, and an input/output interface. Smart cards can perform two major
roles:

1. they can provide a medium for storing and carrying personal information;
and

2. they can process information that enhances the security of many online
computer systems, thus acting as a means for accessing information in a
network of computers. (See footnote 12)

Definitions of what constitutes a smart card differ. Generally, a smart card
encompasses off-line technology that is able to activate devices at the point of
use. The traditional smart card, invented in 1974, is embedded with a mi-
crochip, which allows it to exchange information with a computer. The super
smart card is battery- powered, contains a keyboard and display, and has a 64K
EEPROM (Electrically Erasable Programmable Read Only Memory) (see foot-
note 13) reprogrammable memory chip and microprocessor for internal power.
(See footnote 14)

The smart card reader/writer device is also a major component of the smart
card system. The main purpose of the reader/writer device is to provide a
means for passing information from the smart card to a larger computer and
for writing information from the larger computer into the smart card. The
reader /writer device provides power to the smart card and physically links the
card’s hardware interface to the larger computer. Since the smart card’s micro-
processor can control the actual flow of information into and out of the card’s
memories, the reader/writer device’s role may be minimal. Some smart card
systems incorporate reader/writer devices that perform calculations and other
functions. It is generally the smart card itself that determines if and when data
will be transferred into and out of the smart card’s memories.
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3.3 SMART CARDS AS A MEANS OF INFORMATION
STORAGE. (See footnote 15)

The capacity of smart cards to store information has increased to 800 printed
pages. In addition to this expansive memory, the smart card can ensure that the
information stored in its memory is secure. The memory of a smart card can be
divided into several zones, each with different levels of security and requirements
for access, as required for a specific application. The smart card microprocessor
and its associated operating system can keep track of which memory addresses
belong to which zones and the conditions under which each zone can be accessed
(see figures 3-1 and 3-2).

A confidential zone could be used to store an audit trail listing all trans-
actions, or attempted transactions, made with the card. The confidential zone
could have a password known only to the card issuer, who could examine the his-
tory of the card for evidence of misuses of the system. To prevent any attempts
to modify the card’s audit trail, the confidential zone could have a read-only
access restriction, so that the system could write to the zone, but information
could not be changed from the outside.

A usage zone could be used for storage of information that is specific to the
smart card application and that requires periodic updates and modification. For
example, the date of the card bearer’s last access to the host computer or the
amount of computer time used could be stored in the usage zone. Depending
on the sensitivity of the data, a password could be required for this zone. The
usage zone could have both read and write access protected by a password.

A public zone could hold nonsensitive information, such as the card issuer’s
name and address. The public zone could have read-only access, without a
password.

Crucial secret information can be maintained in separate protected mem-
ory locations through the use of the smart card’s memory zones. It may also
be possible to produce a smart card that would ensure that the entire secret
zone will be destroyed if any attempt is made to access the data in that zone;
information located in that zone could be used only by the microprocessor it-
self. Information such as passwords, cryptographic keys, and other information
which should never be readable outside of the smart card could be located here.
The smart card’s capacity for distinct memory zones also allows for the allo-
cation of separate memory zones for individuals so that, for example, only the
card bearer could access the usage zone, and only the card issuer could access
the confidential zone.

Care providers would be equipped with a reader, microcomputer, and neces-
sary software. Each provider would be given an accreditation card to gain access
to the smart card of patients. This card defines the zones to which access is
allowed. A Personal Identification Number (PIN) would also have to be entered
before the smart card could be accessed (like those used by bank automatic
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teller machines and credit cards.)

3.4 SMART CARDS AS A MEANS OF ACCESS CON-
TROL

A smart card can be used as part of an access control system to protect sensi-
tive data. Appendix A discusses generally the basic access control concepts of
cryptography, user authentication, and device authentication. A smart card can
be used to perform the encryption operations needed for authentication rather
than a cryptographic device attached to (or inside of) a terminal (see figure 3-
3). A smart card is intended to remain in the possession of its sole user, who is
responsible for its protection, as opposed to a cryptographic device kept at the
site of the terminal, which may be vulnerable to tampering. The cryptographic
operations performed by a smart card are believed to possess the potential to
improve security.

In addition, the smart card is capable of encrypting short strings of data
used in authentication procedures. Several encryption algorithms are currently
available in smart cards and implementations of the Data Encryption Standard
have been developed for smart cards.

3.5 THE SMART CARD AS A CARRIER OF MEDI-
CAL DATA

The concept of a patient card and the portable medical record was originally
born in the 1970s, but it took several years, until the mid 1980s, to implement
the operation. (See footnote 16) The frequently used definition of a patient card
is:

a plastic card of credit-card size upon which is printed
legible information; it may also carry part or all of the patient’s
medical record in micro

or digital form. A card that carries only medical information is referred
to as a ”dedicated” patient card. Non-dedicated cards may carry insurance
information, financial or credit data, educational data, etc., in combination
with medical information. (See footnote 17)

Several countries are currently attempting to implement such a health care
card (see box 3-A on the French Smart Card System for Health Care). In
Australia, proposals for implementation of such a system provide that:

Patients will be able to elect to have a life-long health care record in elec-
tronic form, which will contain a summary of all relevant health care information
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from the date of birth until death. Included will be entries from general prac-
titioners, specialists and consultants, radiologists, laboratories, nursing care,
hospitals, physiotherapists, psychologists, occupational therapists, dental care
etc. The total record will be carried by the patient on a ”Health Card” the
size of a plastic credit card. Copies will also be kept by the last doctor seen
and by a ”national back-up service” (a nongovernment organization) which will
maintain a network of back-up centers throughout the country. This electronic
record will have several levels of security restriction which will control who will
have access to what part of each encounter. (See footnote 18)

In the Australian approach, the smart card will collate all patient information—
administrative, hospital, and doctor related records.

Pilot projects have been implemented in France, Great Britain, (see footnote
19) Sweden, and Italy, which use the smart card in a different manner, storing
limited kinds and amounts of information (see box 3-B). In the United States,
card systems are proposed as one solution to the need to contain costs, stream-
line paperwork, and increase availability of health care services. (See footnote
20)

Smart card technology is often cited as a possible solution to the problem
of privacy in computerized medical data. In lieu of a computerized, central
database, or a linked network of information, smart cards would allow individ-
ual patients to maintain their own medical records, and would empower the
patient with the ability to consent to any access to the data by authorization of
access to the card. The smart card, as a patient-borne record, would represent
a distributed database with the advantage that real-time access to information
is available only with the informed consent of the patient (with the excep-
tion, probably, of emergency information). (See footnote 21) This is contrasted
with the acknowledged risk of computer network penetration by the determined
“hacker” who, if successful, could have access to thousands, even millions, of
clinical records. The restriction of access to different kinds of data of different
levels of sensitivity enabled through use of security codes arguably heightens
the patient’s personal control over the data. (See footnote 22)

However, critics of such a system cite short comings of the card’s ability
to protect patient privacy in medical information. Concerns have been raised
about patient compliance with carrying the card. (See footnote 23) The pro-
posed solution to such compliance problems is the creation of a back-up database
containing the patient information, such as that proposed in the Australian plan
(see discussion on pages 58-61). (See footnote 24) Such a database would, ar-
guably, present many of the same problems as an online computerized system.
Others have noted that while the smart card allows for control over the informa-
tion while it is in the patient’s possession, it is entirely possible that the patient
will not know the nature of the information he or she is carrying. (See footnote
25) In addition, without further laws to the contrary, the carrier of the patient
card could be completely dependent on the judgment of health care adminis-
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trators to determine what information should be accessed by which health care
provider, insurer or other third party. (See footnote 26) Concerns remain, also,
about security of information at the host. (See footnote 27) Yet another concern
is that patients will not want information about psychic and mental diseases,
ATDS tests, abortions, venereal diseases, or genetic anomalies recorded on the
card. As a result, there is concern about whether a smart card will contain a
comprehensive medical record, or an abbreviated version of the record with its
attendant limitations.

Some also contend that, while the patient data serves to document the pro-
cess of patient care, it would be inappropriate to eliminate the hospital or office-
based record of care because that record is also part of the process information
of the health care provider. The proposed 1994 Accreditation Manual for Hos-
pitals released by the Joint Commission on Accreditation of Healthcare Organi-
zations (JCAHO) emphasizes the ever-increasing role of information in patient
care processes as a way of measuring the quality and efficiency of health care
delivery. Given this scenario, the card would more likely serve as the patient’s
personal copy, or would serve as an access control tool, but would not be the
sole source of patient information. (See footnote 28) From the stand point of
health care research, questions remain to what extent this system would hin-
der epidemiologists’ efforts to examine the course of diseases through access to
medical records. (See footnote 29) Still others indicate their uneasiness with a
system of identification cards containing large amounts of personal information
to be carried by individuals, and the implications such a system may have for a
large scale national identification card system. (See footnote 30)

3.6 THE UNIQUE PATIENT IDENTIFIER

Proposals for establishing a unique patient identifier have been the subject of
much discussion. Proponents of the computerized patient record recommend
the use of a unique patient identifier that is assigned to the patient at birth
and remains permanently throughout the patient’s lifetime. Theoretically, an
identifier might allow appropriate information exchange between approved par-
ties in the course of delivery of health care, and may ensure that accessed,
entered or altered records correspond to the proper patient. The assignment
of such a unique number might also prevent problems of fraud and forgery in
the reimbursement process. It could also facilitate linkage of information for
administrative, statistical, and research purposes.

A variety of systems for assigning such a number have been proposed, in-
cluding some combination of parts of the Social Security number, segments of
the patient’s name, digits from the patient’s date of birth, and the latitude and
longitude coordinates of the patient’s place of birth, or place of issuance of the
number. (See footnote 31) The most often mentioned, and what is often argued
to be the most expeditious solution, is the use of the Social Security number
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itself. (See footnote 32) While recognizing that problems exist in the assign-
ment of the Social Security number while avoiding duplication and preventing
forgery, many see this established system of a unique number for individuals to
be the most efficient and cost effective way of dealing with the problem of the
unique patient identifier. (See footnote 33)

In spite of the ease with which proponents believe that such a system might
be put in place, and the advantages of such a system to facilitate record linkages
that might permit improved delivery of health care and reimbursement, privacy
advocates strongly criticize the proposal. (See footnote 34) Concerns about the
proliferation of the use of the Social Security number for purposes unrelated to
the administration of the Social Security system, and the power of the number
to act as a key to uncovering and linking a vast amount of information held both
by the government and private companies, (see footnote 35) have been voiced
by many in a variety of contexts. Following passage of the Social Security
Act in 1935, the narrowly drawn purpose of the Social Security number was to
provide the Federal government with means of tracking earnings to determine
the amount of social security taxes to credit to each worker’s account. Over the
years, however, the use of the number as a convenient means of identifying people
has grown, so that the Social Security number has been used by government
agencies and the private sector for other purposes. (See footnote 36)

As a result of this expanded use of the Social Security number, the number
now facilitates the ability of large institutions to compare databases. It allows
outsiders (including private detectives, computer hackers, or other strangers) to
move from database to database, from credit bureau to insurance company to
grocery store to publisher, to find out detailed marketing, financial, and medical
information about an individual, so that a very detailed dossier on the individual
can be created.

The Court of Appeals for the Fourth Circuit in Greidinger v. Davis (see foot-
note 37) noted that since the passage of the Privacy Act, an individual’s concern
about his Social Security number’s confidentiality and misuse has become more
compelling. The court discussed at some length the potential financial harm
that can result from the number falling into the hands of an unscrupulous in-
dividual. At least as important, however, is the court’s recognition that other
illegal uses of the number include ”unlocking the door to another’s financial
records, investment portfolios, school records, financial aid records, and medi-
cal records.” (See footnote 38) While the adoption of any patient identification
number should be carefully considered, use of the Social Security number as a
unique patient identifier presents special privacy problems. Proposals to adopt
the Social Security number, as opposed to some other unique patient identifier,
should be closely scrutinized and alternative proposals considered as decisions
are made about computerization of medical information.

Proponents of the use of such an identifier believe that, if appropriate safe-
guards are used, the integrity of the Social Security number can be maintained.
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One suggestion is use of encryption to protect the number. (See footnote 39)
Others argue that the solution to the problems presented by use of the Social
Security number is not to devise an alternative system, but to create and enforce
a policy that addresses the abuses to which the number may be subject. (See
footnote 40)

The experience of Ontario, Canada with unique patient identifiers in deliver-
ing health care benefits is useful. (See footnote 41) All Canadian provinces have
some type of health identification numbers. While some are permanent num-
bers, some change in the course of an individual’s lifetime. Only the province of
Prince Edward Island uses the Federal social insurance number, a number akin
to the Social Security number in the United States, for health purposes.

Ontario introduced a system of unique, life time, 10-digit health numbers
for all individuals in 1990. Privacy advocates in Ontario wanted to ensure the
use of the new numbers for health- related purposes only, and to prevent their
emergence as a universal unique identifier for residents of the province, as they
believed had been the case with the social insurance number. (See footnote 42)

In response to these concerns, the Ontario legislature enacted the Health
Cards and Numbers Control Act, which specifies that ”"no person shall require
the production of another person’s health card or collect or use another person’s
health number.” The numbers can be used to provide health resources funded
by the province and for ”purposes related to health administration or planning
or health research or epidemiologic studies.” (See footnote 43)

3.7 STANDARDS FOR COMPUTERIZED MEDICAL IN-
FORMATION

According to the IOM, in order to implement a computerized system for health
care information, three kinds of standards must be developed: content, data-
exchange, and vocabulary; patient data confidentiality; and data and system
security. (See footnote 44) It is believed that these are necessary for trans-
mitting complete or partial patient records, and that they are essential to the
aggregation of information from many sources, either for longitudinal records for
individual patients or for databases of secondary records to be used for research
or epidemiologic purposes.

Content standards are to provide a description of the data elements that
will be included in automated medical records, with the intent that uniform
records will be produced no matter where or in what type of health care setting
the patient is treated. Data-exchange standards are formats for uniform and
predictable electronic transmis sion of data, establishing the order and sequence
of data during transmission. Vocabulary standards establish common definitions
for medical terms and determine how information will be represented in medical
records. These standards are intended to lead to consistent descriptions of a
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patient’s medical condition by all practitioners. (See footnote 45) Currently, the
terms used to describe the same diagnosis and procedures sometimes vary. Data
and system security standards are to ensure that patient data are protected from
unauthorized or inadvertent disclosure, modification, or destruction. Health
care providers, hospital administrators, researchers, policymakers, and insurers
must agree on common levels of data protection before they can benefit from
the widespread use of automated patient information. (See footnote 46)

Two kinds of standards must be developed for the content of computer pa-
tient records. One is a minimum data set that applies to all computer patient
records; the second is content standards for specific kinds of computer patient
records. Establishment of these standards would allow effective use of the pa-
tient record data by clinical and nonclinical users because record content would
be consistent among various institutions and practitioners. There is also an
effort to establish a specific meaning for data elements; data elements would be
used to collect the same pieces of information in all record systems. Compos-
ite clinical data dictionaries would enable users to translate data from different
systems to equivalent meanings.

Standardization of medical information in both content and format is be-
lieved to be of utmost importance in establishing a computerized system. (For
discussion of standard development efforts, see box 3-C). The completeness of
patients’ records for subsequent users depends in part on agreement among
users about uniform core data elements. Without such uniformity, what one
patient-record user views as complete data may be considered incomplete by
another. Data completeness implies that systems will accommodate the cur-
rently expected range and complexity of clinical data and that they will permit
new data fields to be added and obsolete data to be identified. Standardiza-
tion of medical information facilitates gathering, exchanging, and transmitting
data. The combined effect of data compatibility provided by standards, cou-
pled with networked computer information systems and the capacity to maintain
enormous databases of personally identifiable information presents tremendous
challenges to privacy.

While progress in development of standards in any of these categories is
limited, efforts to develop security and confidentiality are in their early stages.
(See footnote 47) Although there is general agree ment that this issue is critical,
only one of the four standard setting organizations is addressing this topic.
Work began in November 1991, and an early draft of the standards is being
developed. The progress and decisions of standard setting organizations that are
establishing minimum standards for confidentiality deserve careful examination,
so that technology can best serve the protection of privacy.

The discussion of standardization of computer ized medical information in-
cludes the issue of patient record content, i.e., what information constitutes
the patients’ record. Standardization of the patient record content would allow
health care practitioners, third-party payers, and second ary users of medical
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data to know what information would be available for patients under their care.
Physicians and other medical personnel would know what personal identifica-
tion, clinical and other data would be available for making medical decisions,
even on a patient’s first visit, or if an emergency situation arose. Third-party
payers could process claims faster on the basis of standard and readily available
medical, financial and administrative forms and information. Secondary users
of medical data, such as researchers, utilization review committees, and pub-
lic health workers, could anticipate the nature of the information available for
research and policy decisions.

The nature and scope of the medical record highlights the question ”what is
medical information.” (See footnote 48) The paper record is currently a reposi-
tory for a wide array of information, including:

e the patient’s name, address, age, and next of kin; names of parents;
e date and place of birth;

e marital status;

e religion;

e history of military service;

e Social Security number;

e name of insurer;

e complaints and diagnosis;

e medical, social and family history;

e previous and current treatments;

e inventory of the condition of each body system;

e medications taken now and in the past;

e use of alcohol and tobacco; diagnostic tests administered; and

o findings, reactions, and incidents. (See footnote 49)

Some argue that the record should include a tremendously broad range of in-
formation: demographic, environmental, clinical, financial, employment, family
history, health history. Such an inclusive record would ensure the ready avail-
ability of information to health care workers and researchers. It would also,
they argue, place all such information under the umbrella of whatever legal
protections are afforded to medical records and information. (See footnote 50)
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The response to this argument is that accumulation and storage of so much
personal information would lead only to a greater chance for abuse as well as ac-
cess to information by persons who do not really have a legitimate need to know.
(See footnote 51) While plans exist to compile a ”womb to tomb” longitudinal
record, including all information from pre-birth to death, some advocate data
destruction after an appropriate period of time. Medical information neces-
sary to treat certain conditions can be reconstructed adequately to assure good
quality medical care, they believe, so that massive amounts of highly personal
and sensitive information need not be warehoused throughout the patient’s life-
time. This approach, they believe, balances the medical "need-to- know” with
the privacy interests of the patient. (See footnote 52) The decisions of organi-
zations charged with establishing standards for patient record content deserve
special scrutiny, as the medical record would be a significant subject for any
legal protection of medical information.

3.8 INFORMED CONSENT TO DISCLOSURE OF IN-
FORMATION

Because of the sensitive nature of health care information, physicians generally
must obtain patient consent before disclosing patient records to third parties.
(See footnote 53) The theory of informed consent to release of information orig-
inates in the concept of informed consent to medical treatment. Medical and
research codes, as well as Federal regulations, have traditionally emphasized the
elements of disclosure, voluntariness, comprehension, and competence to con-
sent. (See footnote 54) For there to be informed consent to medical treatment,
the act of consent must be genuinely voluntary, and there must be adequate
disclosure of information to the patient about what is to be done. Patients
must comprehend what they are being told about the procedure or treatment,
and be competent to consent to the procedure. (See footnote 55)

On the basis of this model, if informed consent requires communication of
information and comprehension by the patient of what he or she is being told,
informed consent to disclosure of medical information is arguably possible only
when patients are familiar with the data contained in their records, so that they
understand what they are consenting to disclose. Because many patients are
neither granted access to their medical records, nor apprised of which portions
of the record are accessible to others, most patients are ill-equipped to make
intelligent choices about authorizing disclosures. (See footnote 56)

The general rule is that the owner of the paper on which the medical record
is maintained is the ”owner” of the record. (See footnote 57) Some States have
statutes that specify that health care facilities own the medical records in their
custody. At the same time, physicians, even if not covered by statute, are con-
sidered the owners of the medical records generated by them in their private
offices. How ever, ownership of a medical record is a limited right that is pri-
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marily custodial in nature. Licensing statutes and statutes governing contracts
(e.g., health insurance contracts) place limits on the right of ownership in the
record. Moreover, the information contained in the record is often characterized
as the patient’s property. (See footnote 58)

Early in the twentieth century, when sole practitioners dominated the med-
ical profession, the typical medical record consisted of a ledger card noting the
date of visit, the course of treatment, and the fees charged. The specializa-
tion of health care, the rise in clinical and outpatient care, and increased pa-
tient mobility have fostered greater interaction between the average individual
and the health care system. In addition, the decline of the long-term, one-on-
one physician-patient relationship made necessary more comprehensive medical
records to provide continuity and communication within the medical community.
The use of the medical record as a general source of information for decisions and
control in nontreatment contexts also has proliferated. Access to the medical
record has become vital to institutions which once had a marginal interest—but
no legitimate need—for such personal information. Further, the medical record
has assumed primary importance in Federal Government-mandated medical
community audits of physician competency and performance and in insurance
company assessments of an applicant’s eligibility for health and life insurance.
The medical record plays a role in insurance claims processing and in public
and private efforts to detect medical fraud. Private employers, educational in-
stitutions, credit investigators, and law enforcement agencies also use personal
medical information. Advances in information technology has matched this ris-
ing demand for medical records. It is this pervasiveness of disclosure and the
potential for new demands for information that increases the patient’s need to
ensure the accuracy of the information contained in his or her medical record.
With a right of access to the record, patients would have an opportunity to
refuse consent to the release of information, challenge the accuracy of informa-
tion, or request deletion of information irrelevant to the concerns of the party
requesting disclosure. (See footnote 59)

In spite of the requests made of them to authorize disclosure of medical
information for medical and nonmedical purposes, patients traditionally have
been unable to inspect their own records, and laws governing patients’ access to
records are not universal or uniform. (See footnote 60) Because of the absence of
limitations of these regulations, individuals are routinely denied access to their
health information. This traditional lack of patient access to health records is
based on the rationale that the physician, in accepting responsibility for the
patient’s health, needs broad discretion to withhold medical information that
the physician deems harmful to the patient. (See footnote 61) The justification
for this right on the part of the physician has been to protect patients from
information that would be detrimental to their health. (See footnote 62) How-
ever, this approach to the patient record arguably conflicts with patient rights
and autonomy. (See footnote 63)
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Traditionally, the medical rationale for withhold ing information in the chart
has been patient psychopathology or medical paternalism. Both rationales fail
to address the issue of rights. Patients have rights because they are people.
If we believe in individual freedom and the concept of self-determination, we
must give all citizens the right to make their own decisions and to have access
to information that is widely available to those making decisions about them.
(See footnote 64)

While the majority of States grant individuals a legal right to see and copy
their medical records by statute, regulation or judicial decision, (see footnote
65) laws regulating patient access to health records are not uniform or even
universal. Federal regulations for substance abuse programs, (see footnote 66)
” Confidentiality of Alcohol and Drug Abuse Patient Records,” specifically per-
mit individuals access to their own health records. Subpart B, Section 2.23
states: ”These regulations do not prohibit a program from giving a patient ac-
cess to his or her own records, including the opportunity to inspect and copy any
records that the program maintains about the patient.” Section 483.10(b)(2) of
the new regulations for nursing facilities grants residents access to their records
within 24 hours, and grants residents the right to obtain photocopies within two
working days. Only 27 States have statutes requiring providers to make health
records available to patients, and the majority of these statutes fall under hos-
pital licensing acts. On the Federal level, the Privacy Act of 1974 provides for
direct access to information under most circumstances. (See footnote 67)

Indeed, the Privacy Protection Study Commission, established by the Pri-
vacy Act, recommended that, ”[u]pon request, an individual who is the subject
of a medical record maintained by a medical care provider, or another responsi-
ble person designated by the individual, be allowed access to that medical record
including an opportunity to see and copy it.” (See footnote 68) The American
Health Information Management Association (AHIMA) has taken the position
that patients should have access to the information contained in their health
records. The basis for establishment of this right is so that patients can:

1. be knowledgeable about the nature of their disease or health status and
understand the treatment and prognosis;

2. be educated about their health status to enable them to participate ac-
tively in their treatment process and in wellness programs;

3. provide a history of their medical care to a new health care provider;

4. ensure the accuracy of documentation in the health record with regard to
diagnoses, treatment(s), and their response to treatment(s);

5. verify that the documentation in the health record supports the provider’s
bill for services; and
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6. be informed of the nature of the information being released to third parties
such as insurers, when authorizing disclosure of their health information.
(See footnote 69)

The AHIMA recommends limitations on access where patients are adjudi-
cated incompetent, where the health care provider has determined information
would be injurious to the patient or other persons,70 where State law specifi-
cally precludes access, and where minors are governed by legal constraints. (See
footnote 71)

Patient access to their medical record is seen by some as part of a broader ef-
fort to expand and regularize regimes for ensuring informed consent from health
care recipients to disclosure of medical information. In addition to patient un-
derstand ing of the contents of his or her medical record, some believe that
individuals have a right to learn in considerable detail what will be done with
their personal information at the time of initial contact with a health or medical
organization or other care giver, even if many of the disclosures are mandatory.
(See footnote 72) Some commentators suggest that patient consent forms for
disclosure of information should be required to contain a check list detailing
what information can be released, to whom it may be sent, for what purpose it
may be used, and for what period of time. (See footnote 73)

Today, blanket consent forms are commonly used in health care. Patients
are generally asked to sign such a form upon his or her entering the health
care facility, and the form essentially states that the facility may release med-
ical information concerning the patient to anyone it believes should have it or
to certain named agencies or organizations. These agencies include insurance
companies and the welfare department, and other cost and quality monitoring
organizations. Usually no restriction is placed on the amount of information
that may be released, the use to which these parties may put the information,
or the length of time for which the consent form is valid. (See footnote 74)

Much of the debate about what constitutes informed consent centers on
how much information is enough and how much is too much. Some argue
that giving persons a long list of information about potential uses of their data
would be an unwieldy process, since it would involve setting out all primary
and secondary uses of the information. Such a requirement, they believe, would
result in administrative confusion, if individuals exercise a right to reject or
accept various uses. (See footnote 75) Yet others recommend at minimum ”a
policy decision not to honor statements of unrestricted scope.” (See footnote
76) Resolution of questions of patient access and requirements for informed
consent at the outset of establishment of computer system would enable software
developers to incorporate appropriate software and access controls directly into
new systems.
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3.8.1 Alternatives to Informed Consent

Because informed consent must be voluntary, some argue that in the present
health care system, and likely in future health care plans, the concept of in-
formed consent is largely a myth and the mechanism of informed consent has
no force. Medical information is most commonly required to provide health
care reimbursers with sufficient information to process claims. Individuals for
the most part are not in a position to forego such benefits, so that they really
have no choice whether or not to consent to disclose their medical information.
An alternative approach to informed consent is the notion that an individual
gains access to medical benefits in exchange for reason able use of certain med-
ical information by the system for prescribed purposes. Once that reason able
use is determined, the system must then protect the use and the confidentiality
of the information. Informed consent would then be required of individuals only
when information about them were to be put to some extraordinary use.
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4 DESIGNING PROTECTION FOR
COMPUTERIZED HEALTH CARE INFOR-
MATION

Health care workers, insurers, medical records specialists, and privacy advo-
cates believe that as computerization of health care information proceeds, new
Federal legislation is needed to protect individual privacy in that information.
(See footnote 1) New legislation should address not only concerns about the
computerized medical record, but also health care information stored in data
systems.

In these respects, new legislation for computerized health care information
can be modeled on codes of fair information practices. However, new legisla-
tion should also anticipate the challenges that computerization of health care
information presents with respect to possible new demands for data and link-
ages, creation of new databases, and changing technologies and requirements for
computer security. Such legislation should also reflect technological capabilities
to secure data and track data flow. It should provide for enforcement of these
practices, and allow individuals redress for wrongful access and use of medical
information, both in criminal and civil actions.

Based on an analysis of current State statutes and legislative models and
initiatives, effective and comprehensive health care information legislation would
have to do the following:

e Define the subject matter of the legislation, "health care information,” to
encompass the full range of information collected, stored, and transmitted
about individuals, not simply the content of the medical record.

e Define the elements that constitute violation of health care information
privacy and provide criminal and civil sanctions for improper possession,
brokering, disclosure, or sale of health care information with penalties
sufficient to deter perpetrators.

e Establish requirements for informed consent.

e Establish rules for educating patients about information practices; access
to information; amendment, correction, and deletion of information; and
creation of databases.

e Establish protocols for access to information by secondary users, and de-
termine their rights and responsibilities in the information they access.

e Structure the law to trace the information flow, incorporating the ability
of computer security systems to warn and monitor leaks and improper
access to information so that the law can be applied to information at the
point of abuse, not just to one "home” institution.
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e Establish a committee, commission, or panel to oversee privacy in health
care information.

While no single proposal or scheme for data protection adequately addresses
all of the needs of a health care information protection system, many offer mod-
els on which health care information legislation might be based. This chapter
examines principles of fair information practices, and their strengths and limi-
tations in protecting privacy in computerized health care information. It then
discusses specific data protection initiatives (see box 4-A and discussion below)
and the applicability of their provisions to the needs of health care data pro-
tection. This discussion also includes aspects of proposals made by experts in
computer privacy issues and certain legislative initiatives.

4.1 FAIRINFORMATION PRACTICES AND THE PRI-
VACY ACT

Proposals for protection of personal health data, whether maintained on com-
puters or otherwise, have largely been based on a system of fair information
practices. These proposals have been suggested by such organizations as the
American Health Information Management Association and the American Med-
ical Association. The Uniform Health Care Information Act (UHCIA) and sys-
tems for treating specific kinds of health care information, such as the provisions
of the Massachusetts code are also applicable. (For a discussion of several ini-
tiatives for protection of privacy in health care information, see box 4-A. The
full texts of these initiatives are in Appendix B.) The basic principles of fair
information practices were stated in Computers and the Rights of Citizens, a
report published by the U.S. Department of Health, Education and Welfare in
1973. The report identified five key principles:

1. There must be no secret personal data record-keeping system.

2. There must be a way for individuals to discover what personal information
is recorded and how it is used.

3. There must be a way for individuals to prevent information about them,
obtained for one purpose, from being used or made available for other
purposes without their consent.

4. There must be a way for individuals to correct or amend a record of
information about themselves.

5. An organization creating, maintaining, using or disseminating records of
identifiable personal data must assure the reliability of the data for its
intended use and must take reasonable precautions to prevent misuses of
the data.
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These principles are clearly evident in the provisions of the Privacy Act of
1974 (”?Privacy Act”), which ”adopts the accepted privacy principles as policy
for Federal agencies.” The law gives individuals the right to access much of
the personal information about them kept by Federal agencies. It places limits
on the disclosure of such information to third persons and other agencies. It
requires agencies to keep logs of all disclosures, unless systems of records are
exempt from the Privacy Act. (See footnote 2)

The Federal Privacy Act also gives an individual the right to request an
amendment of most records pertaining to him or her if he or she believes them
to be inaccurate, irrelevant, untimely, or incomplete. (See footnote 3) The
agency must acknowledge the request in writing within 10 days of its receipt.
It must promptly (no time limit is specified) make the requested amendment or
inform the individual of its refusal to amend, the reasons for the refusal, and
the individual’s right to request a review by the agency head. If the individual
requests such a review, the agency head has 30 days to render a decision. Should
the agency head refuse to amend the information, the individual can file a
concise statement of his disagreement with the agency decision. There after,
the agency must note the dispute in the record and disclose this fact, along
with the individual’s statement, whenever the record is disclosed.

The Federal Privacy Act further provides that the individual can pursue his
disagreement, and indeed any noncompliance by an agency, with a civil suit
in Federal District Court. He or she can obtain an injunction against a non-
complying agency, collect actual damages for an agency’s willful or intentional
noncompliance, and be awarded attorney’s fees and costs if he or she ”substan-
tially prevails” in any such action. Agency personnel are criminally liable for
willful noncompliance; the penalty is a misdemeanor and a fine of up to a $5,000.

The Federal agencies also have a responsibility to collect only relevant in-
formation on individuals, to get the information directly from the individual
whenever possible, and to notify the individual of several facts at the time the
information is requested. Willful failure to comply with the notification require-
ment may result in civil and criminal liability.

The Privacy Act also covers agencies’ ”systems of records” and requires an

annual, nine- point report to be published in the Federal Register. The report
must contain information such as categories of records maintained; their routine
use; policies on their storage and retrieval; and other agency procedures relating
to the use, disclosure, and amendment of records. Agencies also have extensive
rule-making duties to implement each component of the law.

The Act is limited, however, in several significant ways. Some believe that
a system of notification through the Federal Register is cumbersome and bur-
densome to the individual who, practically speaking, does not regularly review
the register, so that notification is not effective. The Act also places the bur-
den of monitoring privacy in information and redressing wrongs entirely with
the individual, providing no government oversight mechanism for the system.
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In addition, the Act itself is limited in its application to ”routine use” of the
record, which refers to disclosure of records, not how the collecting agency uses
those records internally. Many commentators have noted that the penalties pre-
scribed in the Act are inadequate, (see footnote 4) and others comment that
the Act contains no specific measures that must be in place to protect privacy
so that it cannot be used to describe what technical measures must be taken to
achieve compliance. (See footnote 5)

Fair information practices and the provisions of the Privacy Act form the
bases for most initiatives to protect medical information. Characteristics com-
mon to these proposals are:

1. They pertain to personal medical information on individuals.

2. Individuals are given the right to access much of the personal information
kept on them.

3. Limits are placed on the disclosure of certain personal information to third
parties.

4. Health care personnel are required to request information directly from
the individual to whom it pertains, whenever possible.

5. When a government entity requests personal information from an indi-
vidual, laws require the individual to be notified of the authority for the
collection of data, whether the disclosure is mandatory or voluntary.

6. The individual may contest the accuracy, completeness, and timeliness of
his or her personal information and request an amend ment.

7. The health care personnel must decide whether to amend the information
within a fixed time, usually 30 days after receiving a request.

8. The individual whose request for change is denied may file a statement of
disagree ment, which must be included in the record and disclosed along
with it thereafter.

9. The individual can seek review of a denied request.

An earlier OTA report, Electronic Record Systems and Individual Privacy
(1986) (see footnote 6), noted that the Privacy Act of 1974 did not consider the
distributed processing, sophisticated database management systems, computer
networks, and the wholesale use of microcomputers that will be used for medical
information. To the extent that medical information protection is based solely
on the Privacy Act and principles of fair information practices, it fails to consider
these developments and the complexity of current computer network technology.
It is apparent that protecting personal information in a computerized environ-
ment involves, at minimum, access to records, security of information flows, and
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new methods of informing individuals of where information is stored, where it
has been sent, and how it is being used (see box 4-A).

4.2 FEATURES OF HEALTH CARE PRIVACY LEGIS-
LATION

Congress has acted in other areas to protect the confidentiality of nongovern-
mental records. The Right to Financial Privacy Act, (see footnote 7) the Family
Educational Rights and Privacy Act of 1974 (popularly known as the Buckley
Amendment) (see footnote 8) to protect the privacy of records maintained by
schools and colleges, the Fair Credit Reporting Act (see footnote 9) to protect
the privacy of consumers in the reporting of credit information, and the Fed-
eral Videotape Privacy Protection Act (see footnote 10) all serve this purpose.
In addressing concerns about the privacy of health care information through
legislation, Congress may wish to make the following provisions:

Provision 1: Define the subject matter of the legislation, ”health care in-
formation” to encompass the full range of medical information collected, stored,
and transmitted about individuals, not simply the medical record.

” Appropriate data protection should. . .cover the entire range of personal
data systems involved in health care, not just the clinical record used for pri-
mary treatment.” (see footnote 11) This assertion reflects the broad range of
identifiable personal information maintained in health care settings, including
administrative, clinical, diagnostic, educational, financial, laboratory, psychi-
atric, psychosocial, quality control, rehabilitative, research, risk management,
social service, and therapeutic records. (See footnote 12) To be effective, leg-
islative protection of "health information” should address the full scope of this
information.

The Ethical Tenets for Protection of Confidential Clinical Data (”Ethical
Tenets”) define the subject of protection, ”clinical data” as including ”all rel-
evant clinical and socioeconomic data disclosed by the patient and others, as
well as observations, findings, therapeutic interventions and prognostic state-
ments generated by the members of the healthcare team.” Legislative propos-
als, however, define health care information in different ways. The Model State
Legislation on Confidentiality for Health Care Information of the American
Medical Association refers to ”confidential health care information,” defining it
as information relating to a person’s health care history, diagnosis, condition,
treatment, or evaluation, regardless of whether such information is in the form
of paper, preserved on microfilm, or stored in computer-retrievable form. The
language of this legislation is particularly helpful because it provides that health
care records be recognized by law when in electronic form.

The American Health Information Management Association’s (AHIMA’s)
Health Information Model Legislation, while also defining "health care informa-
tion” broadly, specifically refers to it as data or information, whether oral or
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recorded in any form or medium, that can be associated with the identity of a
patient or other record subject; and—

e relates to a patient’s health care; or

e is obtained in the course of a patient’s health care from a health care
provider, from the patient, from a member of the patient’s family or an
individual with whom the patient has a close personal relationship, or
from the patient’s legal representative.

This language acknowledges health care information in its broadest terms
as being information relating to or collected in the course of a patient’s health
care, and does not limit it to where it resides. Arguably, health care information
(be yond the contents of the medical record) located in such places as student
files, pharmacy computers, public health agencies, and lawyers offices is covered
by this definition. The scope of AHIMA’s proposed legislation would provide
coverage to information as it flows through a complex computer network through
which it is accessed by a variety of primary and secondary users.

Provision 2: Define the elements comprising invasion of privacy of health
care information, and provide criminal and civil sanctions for improper pos-
session, brokering, disclosure, or sale of health care information with penalties
sufficient to deter perpetrators.

The Massachusetts law on Insurance Information and Privacy Protection
provides that a person who knowingly and willfully obtains information about an
individual from an insurance institution, insurance representative, or insurance-
support organization under false pretenses shall be fined not more than $10,000
or imprisoned not more than 1 year, or both.

The Privacy Act provides guidelines to address the problem of information
brokering and abuse of information accessed by authorized persons within a
data system. (See footnote 13) The Act provides criminal sanctions for officers
or employees of an agency who have possession of or access to records that
contain individually identifiable information that may not be disclosed under
the provisions of the Privacy Act. If a person discloses the material to any
person not entitled to receive it, he or she is guilty of a misdemeanor and subject
to a fine of up to $5,000. Similar sanctions apply when an officer or employee
of an agency willfully maintains a system of records without satisfying notice
requirements, or when a person requests or obtains any record of an individual
from an agency under false pretenses. (See footnote 14)

The Uniform Health Care Information Act, which has been enacted into law
in Montana and Washington, provides criminal sanctions for illegally obtaining
health care information. Persons obtaining health care information maintained
by a health care provider by means of bribery, theft, or misrepresentation of
identity, purpose of use, or entitlement to the information are guilty of a mis-
demeanor under the Act. Persons found guilty are subject to criminal penalties
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of imprisonment for not more than 1 year, or a fine not exceeding $10,000, or
both. A person presenting a false disclosure authorization form or certification
to a health care provider is also guilty of a misdemeanor and is subject to sim-
ilar criminal penal ties. Civil recourse is available to persons harmed by the
violations under the Act. The court may award damages for pecuniary losses
and punitive damages if the violation results from willful or grossly negligent
conduct. The court may also assess attorney’s fees.

The Federal Privacy of Medical Information Bill of 1980 (which was not en-
acted into law) prohibited requesting or obtaining access to medical information
about a patient from a medical care facility through false pretenses or theft. It
imposed higher penalties on those who did so for profit or monetary gain. The
bill also authorized civil suits for actual and punitive damages and equitable
relief against officers and employees of Federal and State governments, by any
patients whose rights had been knowingly and negligently violated.

The AHIMA Model Legislation provides that anyone who requests or ob-
tains health care information under false or fraudulent pretenses is subject to
a $10,000 fine or imprisonment for 6 months. Anyone who obtains health care
informa tion fraudulently or unlawfully and intentionally uses, sells, or transfers
the information for some monetary gain is subject to fines of not more that
$50,000 and imprisonment for 2 years. The AHIMA Model Legislation also
provides for civil remedies and monetary penalties. Among the civil money
penalties provided for is a fine of not more that $1,000,000 if it is found that vi-
olations of the provisions have occurred in such numbers or with such frequency
as to constitute a general business practice. In the discussion about health care
information privacy, commentators and stake holders indicate that for legisla-
tion to be mean ingful, penalties for improper access, possession, brokering,
disclosure, or sale of information must be stringent enough to deter perpetra-
tors. (See footnote 15) Provisions or penalties such as those set forth in the
AHIMA Model Legislation might be more likely to deter information brokers
who might otherwise include fines and penalties in their cost of doing business.

Provision 3: Establish requirements for informed consent.

The Massachusetts law on Insurance Information and Privacy Protection
details the required elements for disclosure authorization forms used in connec-
tion with insurance transactions. The provisions for disclosure authorization
set forth in this statute are applicable to requirements for informed consent of
health care information generally. According to the Massachusetts law, the dis-
closure authorization form must (1) be written in plain language; (2) be dated;
(3) specify the types of persons authorized to disclose information about the
individual; (4) specify the nature of the information authorized to be disclosed;
(5) name the institution to whom the individual is authorizing information to
be disclosed; (6) specify the purposes for which the information is collected;
(7) specify the length of time authorization shall remain valid; and (8) advise
the individual, or a person authorized to act on behalf the individual, that the
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individual or his authorized representative is entitled to receive a copy of the
authorization form. (See footnote 16)

Provision 4: Establish rules for educating patients about information prac-
tices; access to information; amendment, correction and deletion of information,
and creation of databases.

The Privacy Act contains specific provisions about the right of access of indi-
viduals to records maintained by a Federal agency. The Act establishes agency
requirements for maintenance and collection of information. Agencies maintain-
ing records must limit the information collected to that which is relevant and
necessary to accomplish the stated purpose. Individuals who supply informa-
tion to an agency must be informed as to the purpose of the information, the
uses that may be made of the information, who authorized the collection of the
information, and the effects on the individual of not providing the requested
information. An agency is required to make public a notice of the existence and
character of the system. (See footnote 17) Only a notice in the Federal Register
is required by the Privacy Act, which many believe does not adequately inform
the patient population about information uses and practices.

By contrast, under the Massachusetts law on Insurance Information and
Privacy Protection, insurers are obligated to provide a description of informa-
tion practices to applicants and policy- holders when applying for coverage and
renewing or reinstating policies. The notice must include:

1. whether personal information may be collected from persons other than
the individual proposed for coverage;

2. the type of personal information that may be collected and the sources
and investigative techniques that may be used to collect it;

3. the type of disclosure without authorization that is permitted by the law
and the circumstances under which the disclosure may be made; and

4. information about patient rights to access, amend, correct, and delete
information.

This law provides for individuals to access information maintained about
themselves by insurers. It also provides that an individual has a right to have
factual errors corrected and any misrepresentation or misleading entry amended
or deleted. The statute states that within 30 business days from receipt of a
written request to correct, amend, or delete any personal information that their
insurer shall either do so or reinvestigate the disputed information and notify the
individual of the grounds for refusing the request. The insurer must also notify
persons and institutions that have received or provided the information. When
a correction is not made, the subject is permitted to file a statement setting
forth what he or she believes to be is the correct, relevant, or fair information,
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and provide a statement of reasons why he or she disagrees with the insurer’s
refusal to change it.

The Ethical Tenets also provide for access by the patient to health care
information maintained in his or her file. Like the Massachusetts code, they
require that patients be involved and informed about the recordkeeping process.
Patients are deemed owners of the information provided during the course of the
medical care as well as of the clinical data related to clinical care. (See footnote
18) Patients must be kept informed of the location, practices, and policies for
information maintained in electronic medical data. The Ethical Tenets define
"kept informed” as providing a description and explanation of the record storage
and access rules and exceptions defined in the operating policies of data centers.
The Tenets require that these policies be explained to the patients, including
the basic rule that patients are the owner of their own records, and should
describe the exceptions such as ”regulatory agency functions,” or in the case
of emergency, the authorization of the data center’s security officer to release
"key data” to the attending physician. Patients must be notified of special
authorizations, such as those for researchers seeking clinical information that in
cludes patient identifiers. (See footnote 19)

The Uniform Health Care Information Act (UHCIA) also requires that a
health care provider inform the patient about information practices, including
a notice that is to be posted in the health care facility that states:

We keep a record of the health care services we provide for you.
You may ask us to see and copy that record. You may also ask us
to correct that record. We will not disclose your record to others
unless you direct us to do so or unless the law authorizes or compels
us to do so. You may see your record or get more information about
it at. . . .(see footnote 20)

The UHCIA sets forth the requirements and procedures for the patient’s
examination and copying of his or her record. Within 10 days of a patient’s
request, the provider must make the information available for examination or
provide a copy to the patient, or inform the patient that the information does not
exist, cannot be found, or is not maintained by the provider. Special provisions
cover delays in handling the request, and the provider’s obligations in providing
explanations of codes or abbreviations. Providers can also deny the request;
the statute sets forth the circumstances under which they may do so. These
include when the health care information would be injurious to the health of
the patient, when it might endanger the life or safety of an individual, or when
it might lead to the identification of an individual who provided information in
confidence. Special provisions are made for access to health care information
by a patient who is a minor.

Special provisions are made for requests for correction or amendment of a
record by a patient for purposes of accuracy or completeness. When a request
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is made, the provider must make the correction; inform the patient if the record
no longer exists or cannot be found; make provisions for making the changes
if there is a delay; or inform the patient in writing of the provider’s refusal to
correct or amend the record as requested, the reason for the refusal, and the
patient’s right to add a statement of disagreement and to have that statement
sent to previous recipients of the disputed health care information. Specific
procedures for making changes to the record are also provided for.

Provision 5: Establish protocols for access of information by secondary
users, and determine their rights and responsibilities in the information they
access.

The Ethical Tenets address the handling of data by secondary users referred
to as a ”secondary clinical record”; i.e., the data derived from the primary
patient record for administrative, fiscal, epidemiologic, and other purposes out-
side the primary patient/provider relationship. According to the Tenets, these
records are created for a ”limited purpose, are not a part of the patient’s treat-
ment, and not a part of the professional communication to contribute to the
care of the patient.” For instance, a physician may be required to report in-
formation to an insurance company to assess a disability. The Tenets provide
that ”[i]dentified secondary clinical records shall receive confidential treatment”—
i.e., those records including patient identifiers such as name, address, telephone
number, or Social Security number. (See footnote 21)

The Ethical Tenets provide that identified secondary records are to be used
only for the purpose for which they were provided, and specifically require that
they be destroyed or masked as promptly as possible once the task is accom-
plished. The Ethical Tenets provide for release of data for public health or
research purposes. If the release of primary or secondary data is deemed de-
sirable or appropriate for these purposes, patients must grant informed consent
and formal authorization before information will be released.

Trubow (see footnote 22) suggests specific obligations for secondary users
of personal information. The holder of a record should notify the data subject
about the records in his or her possession or control. The recordholder should:

1. disclose the purpose for which the information was collected;
2. explain the primary and parallel uses of the information;

3. provide to the individual subject a procedure to examine, challenge, and
correct the information; and

4. give the individual an opportunity to deny any designated parallel uses.
Trubow recommends that the record-holder be allowed to use the informa-

tion only for those uses of data to which the individual subject has been notified
and not to which he or she has objected. The record-holder may not make any
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secondary use of personal information without the individual’s express consent.
These notice requirements, coupled with provisions similar to those of the Ethi-
cal Tenets for destruction of information after use, would adequately notify the
individual subject about use of other data and could reduce the probabilities of
creating new databanks of health care information outside the patient/provider
relationship.

Provision 6: Structure the law to track the information flow, incorporating
the ability of computer security systems to monitor and warn of leaks and
improper access to information so that the law can be applied to the information
at the point of abuse, not to one "home” institution.

Existing legislation and proposals for protection of health care information
place responsibility for data protection on each institution. As discussed in
chapter 2, the ability to transfer and exchange information among institutions
so that there is no single point of origination or residence for the information
makes such an approach unworkable. Legislation should take advantage of the
technological ability to track data flows and maintain auditing records of each
person who accesses information, at what location, and at what time. (See
discussions of computer security measures in ch. 3 and Appendix A.) Monitoring
information access and abuse in this way allows the flexibility needed to monitor
all institutions and users along the chains of access.

The Canadian Commission d’Acces a I'Information issued a specific set of
minimum requirements for the security of computerized health care records.
The commission indicated that its mandatory rules on health care information
applied to mainframe computers, the machines of the suppliers of computer
services, and to microcomputers. In addition to the designation of a responsible
person to implement and enforce security measures and maintain their currency
(preferably with the assistance of a committee), it prescribed, in detail, technical
procedures for user identification and authentication, and the creation of ”access
profiles” for the type of personal information specific users need to perform their
duties. The rules further prescribe for such matters as site security and audit
trails. Application of such a set of minimum requirements to institutions using
health care information would enable tracking of information flow and access
and allow for shared responsibility to protect health care information among
institutions using it.

Brannigan’s approach to protecting privacy in clinical information is through
the use of ”technical tools.” (See footnote 23) These tools include both ” machine-
based” and ”people-based” precautions, including concepts such as ”need to
know,” encryption, audit trails, read/write limitations, physical keys, and pass-
words. (See footnote 24)

Brannigan looks to the National Practitioner Data Bank (NPDB), a large
computer system operated by UNISYS as a contractor to the Public Health Ser-
vice. NPDB operates by collecting reports on physicians submitted by autho-
rized reporters, consolidating them and sending them, on request, to authorized
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institutions.

The NPDB process would be analogous to a single request for a patient’s
entire computer- based medical record, as opposed to a clinical inquiry on a
specific visit. As such, it makes a reasonable technical analogy to the proposed
transmission of computer-based medical records.

Confidentiality of the data is a major concern. After analyzing the technical
data protection tools in the NPDB and identifying discontiniuties in the system,
Brannigan set forth a list of technical provisions needed for a reasonably secure
multi- institutional system for sharing patient records:

1. control authorized requesters by use of restricted request software needed
to access the database;

2. protect passwords used to identify individual requesters;

3. route requests through a secure electronic mail system that eliminates
direct electronic connection to the data bank;

4. allow searches only by patient name, and prevent random browsing of the
data bank;

5. provide an audit trail to the individual subject;
6. maintain a secure data facility not connected to the health institution;

7. allow responses to be sent in a secure manner, only to pre-approved ad-
dresses; and

8. provide the individual subject a way to monitor disputed, incorrect, or
unneeded data.
In addition, the system might include:

9. encryption and transmission through secure electronic mail to a mailbox
accessible only to users with authorized decryption software;

10. permit searches only for authorized purposes; and

11. searches allowed only with the permission of that patient. (See footnote
25)

Industry established standards, as discussed in chapter 3, could also be in-
corporated into legislation. Compliance with technical requirements for assuring
confidentiality could be required by law, with sanctions for failure to meet stan-
dards.

Provision 7: Establish a committee, commission, or panel to oversee pri-
vacy in health care information.
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One approach to addressing the problem of maintaining privacy in computer-
ized medical records is the establishment of a committee on health care informa-
tion privacy. Such a committee could be modeled in some aspects on proposals
for a data protection board. (See footnote 26) Legislation alone cannot address
all of the privacy problems created as a result of quickly changing and devel-
oping computer technology. A committee could serve a more dynamic function
and could assist in implementing the health care information privacy policies
set out in legislation. Data protection boards have been instituted in several
foreign countries, including Sweden, Germany, Luxembourg, France, Norway,
Israel, Austria, Iceland, United Kingdom, Finland, Ireland, the Netherlands,
Canada, and Australia. (See footnote 27)

The responsibilities and functions suggested for a data protection board
are particularly applicable to the issues of health care information privacy and
can be implemented in the following ways. A health care information privacy
committee could:

—_

. identify health care information privacy concerns, functioning essentially
as an alarm system for the protection of personal privacy;

2. carry out oversight to protect the privacy interests of individuals in all
health care information-handling activities;

3. develop and monitor the implementation of appropriate security guidelines
and practices for the protection of health care information;

4. advise and develop regulations appropriate for specific types of health
care information systems. (Staff members of such a committee could thus
become specialists in different types of health care information systems
and information flows);

5. monitor and evaluate developments in information technology with respect
to their implications for personal privacy in health care information; and

6. perform a research and reporting function with respect to health care
information privacy issues in the United States.

As part of its responsibilities, the health care information privacy committee
could also monitor the establishment and use of computer systems for health
care data in the private sector, and make recommendations on the potential
expansion of the content of the medical records and different uses of health care
data. The committee could closely watch the progress of the technology for
health care data and storage, and track the development of technical capabilities
and security measures.

A committee could help avoid the need to deal with privacy problems ”after
the fact,” that is, after new uses have been established for data and new inroads
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made into individual privacy in health care information, by taking a prospective
approach to addressing privacy concerns. Some suggestions have been made that
a committee of this type be established within a division of the Department of
Health and Human Services. Others suggest that this such a committee operate
independently from any Federal agency. (See footnote 28)
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to grant an individual access to his or her record, civil action may be brought. The
court will order the agency to comply with the provisions of the Act, and will require
the government to pay attorneys’ fees and litigation costs. In cases when an agency
fails to properly maintain an individual’s record according to the provisions of the Act,
damages of at least $10,000 will be awarded. 5 U.S. Code, Sec. 552(a); Public Law
93-579, Sec. 552a(g).

18 The Tenets make the distinction that the physician is deemed owner of the infor-
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pretation of the data collected. This provision addresses concerns about professional
privacy. Other health care workers may be included under this protection.

19 The Federal Privacy of Medical Information Act (H.R. 5935), introduced before the
96th Congress in 1980, provided that a medical care facility shall, on request, provide
any individual with a copy of the facility’s notice of information practices and shall
post in conspicuous places in the facility such notice or a statement of availability of
such notice and otherwise make reasonable efforts to inform patients (and prospective
patients) of the facility of the existence and availability of such notice. Sec. 113(b).

20 The Federal Privacy of Medical Information of 1980 (H.R. 5935) proposed a similar
notification practice. In Sec. 113, it provided: A medical care facility shall prepare a
written notice ofinformation practices describing:

1. the disclosures of medical information that the facility may make without the
written authorization of the patient;

2. the rights and procedures . . . including the right to inspect and copy medical
information, the right to seek amendments to medical information, and the
procedures for authorizing disclosures of medical information and for revoking
such authorizations; and

3. the procedures established by the facility for the exercise of these rights.

21 Under these provisions, the identified secondary record also refers to unique identi-
fiers of the care-providing physician, healthcare team, and institution, which are also
entitled to the right to privacy under the Tenets.

22 George B. Trubow, ”Protocols for the Secondary Use of Personal Information,”
Report of the Roundtable on Secondary Use of Personal Information, The John Mar-
shall Law School Center for Informatics Law, Chicago, IL, prepublication draft, Feb.
22, 1993.

23 Vincent M. Brannigan, op. cit., footnote 5.

24 Brannigan notes that one characteristic of these tools is that they can pre-exist any
legal structure or be established as the result of one. ”[T]he legal system can either
follow or force a technology.” Ibid.

25 Vincent M. Brannigan, ” Protection of Patient Data in Multi-Institutional Medical
Computer Networks: Regulatory Effectiveness Analysis,” to be published in Proceed-
ings of the 17th Annual Symposium of Computer Applications in Medicine Care,
November 1993.
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26 Such a board was supported by the Office of Technology Assessment in its 1986
study of Electronic Record Systems and Individual Privacy. In its discussion of the
issue, OTA cited the lack of a Federal forum in which the conflicting values at stake
in the development of Federal electronic systems could be fully debated and resolved.

27 Kevin O’Connor, ”Information Privacy: Explicit Civil Remedies Provided,” Law
Society Journal, March 1990, pp. 38- 39. In his article, ”Protocols for the Secondary
User of Personal Information,” Professor George Trubow voiced the opinion of partic-
ipants in a roundtable discussion of the issue convened by the Center for Informatics
Law at the John Marshall Law School in Chicago that an independent Federal and/or
State oversight agency, similar to European models, would be necessary to issue reg-
ulations more specifically identifying information practices and to process complaints
of noncompliance. Op. cit., footnote 22.

28 OTA Workshop, op. cit., footnote 1.
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APPENDIX A: SELECTED TOPICS IN

COMPUTER SECURITY

Originators of existing computer-based patient record systems have been
faced with the problem of ensuring their systems will provide high levels of clin-
ical access and utility for their personnel and still maintain the security and
confidentiality of patient information. Data security and confidentiality remain
a central concern as the health care industry contemplates full automation and
implementation of a networked computer system for individual health care in-
formation. (See footnote 1) The need for information security and trust in
health care information computer systems, as in computer systems generally,
is described in terms of three fundamental goals: confidentiality, integrity, and
access. (See footnote 2) Confidentiality involves control over who has access to
information. Integrity assures that information and programs are changed only
in a specified and authorized manner, that computer resources operate correctly
and that the data in them is not subject to unauthorized changes. A system
meeting standards for access allows authorized users access to information re-
sources on an ongoing basis. (See footnote 3) The level of security provided
may vary from one application to another. (See footnote 4) For example, se-
curity in computer systems containing classified national security information
may have different specifications than a computer system designed for a non-
defense manufacturing company. Security in health care information systems
would likely be designed somewhere along this spectrum. The emphasis given
to each of the three requirements (confidentiality, integrity, and access) depends
on the nature of the application. An individual system may sacrifice the level
of one requirement to obtain a greater degree of another. For example, to allow
for increased levels of availability of information, standards for confidentiality
may be lowered. Thus, the specific requirements and controls for information
security can vary. (See footnote 5) Applications linked to external systems will
usually require different security controls from those without such connections
because access is more open.

A security policy is the framework within which an organization, e.g., a
hospital, outpatient clinic, mental health facility, or health insurance company,
establishes needed levels of information security to achieve, among other things,
the desired confidentiality goals. A policy is a statement of information values,
protection responsibilities, and organizational commitment for a system. It is
a set of laws, rules, and practices that regulate how an organization manages,
protects, and distributes sensitive information. (See footnote 6) A policy is
implemented by taking action guided by management control principles and
utilizing specific security standards, procedures, and mechanisms. (See foot-
note 7) A security policy, to be useful, must state the security need (e.g., for
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confidentiality—that data shall be accessed only by authorized individuals) and
also address the circumstances under which that need must be met through
operating standards. Institutions must access the threats to a system, assign a
level of concern to each, and state a policy in terms of which threats are to be
addressed. (See footnote 8)

Management controls are administrative, technical, and procedural mecha-
nisms that implement a security policy. Some management controls are con-
cerned with protecting information and information systems, but the concept
of management controls is more than merely a computer’s role in enforcing se-
curity. Management controls are exercised by users as well as managers. An
effective program of management controls is necessary to cover all aspects of
information security, including physical security, classification of information
gauged to the desired levels of confidentiality and access, means of recovering
from breaches of security, and training to instill awareness and user acceptance.
There are trade-offs among controls. If technical controls are not available, pro-
cedural controls might be used until a technical solution is found. (See footnote
9) Nevertheless, technical controls are useless without procedural controls and
robust security policy.

Breaches in security sometimes occur by outside sources, but most often
by ”insiders”—individuals authorized to use the system. According to the re-
port of the Workgroup for Electronic Data Interchange to the Secretary of the
U.S. Department of Health and Human Services, the Health Care Financing
Administration (HFCA) believes that the security technology available to sys-
tems developers is adequate to protect against breaches by an outside source,
and does not consider a breach of the system by outsiders a great concern.
HFCA'’s concern lies with breaches of the system by ”insiders,” individuals who
are authorized to use the system. (See footnote 10) Access control alone cannot
prevent violations of the trust people and institutions place in individuals. In-
side violations have been the source of much of the computer security problem in
industry. Technical security measures may prevent people from doing unautho-
rized things, but cannot prevent them from misusing the capabilities with which
they are entrusted to allow them to perform their job function. Thus, to prevent
security problems resulting from violations of trust, one must depend primarily
on human awareness of what others in an organization are doing and on sepa-
ration of duties, as in regular accounting controls. (See footnote 11) But even a
technically sound system with informed, watchful management and responsible
users is not free of vulnerabilities. The risk that remains must be managed by
auditing, backup, and recovery procedures supported by alertness and creative
responses. Moreover, an organization must have administrative procedures in
place to bring suspicious actions to the attention of responsible persons who
can-and will-inquire into the appropriateness of such actions. (See footnote 12)
In addition to these precautions, damage can also be avoided through close per-
sonnel checks to avoid hiring employees with questionable backgrounds in areas
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where sensitive data are available, periodic analysis of the computer system and
the sensitivity of its data, and separation of critical duties between employees.

4.3.1 Technical Safeguards

Technical safeguards, along with administrative and procedural measures, are
best established within the system application or program, e.g., medical record
system software, instead of relying on the network infrastructure for security.
These technical provisions include the following:

Cryptography: can be used to encode data before transmission or while stored
in a computer, provide an electronic signature and/or to verify that a
message has not been tampered with. Cryptography can be used to 1)
encrypt plain text to provide confidentiality 2) authenticate a message to
ensure integrity and to prevent fraud by third parties, and 3) create a
digital signature that authenticates a message and protects against fraud
or repudiation by the sender. (See footnote 13)

Personal identification and user verification techniques: help ensure that
the person using a communication or computer system is the one autho-
rized to do so and, in conjunction with access control systems and other
security procedures, that authorized users can be held accountable for
their actions.

Access control software and audit trails: can help protect information sys-
tems from unauthorized access and keep track of each user’s activities.

Computer architecture: may be specifically designed to enhance security.

Communications linkage safeguards: can hamper unauthorized access to
computers through phone lines or other networks. (See footnote 14)

4.4 CRYPTOGRAPHY

Cryptography is one method of protecting data vulnerable to unauthorized ac-
cess and tampering. Cryptography, along with electronic signatures, can be
used to protect confidentiality and integrity.

Confidentiality of information can be provided through encryption. Encryp-
tion (see footnote 15) is a process of encoding a message so that its meaning is
not obvious; decryption transforms an encrypted message back into its normal
form. (See footnote 16) When a message is encrypted, it is encoded in a way
that can be reversed only with the appropriate key. (See footnote 17) Main-
taining confidentiality requires that only authorized parties have the decrypting
key.
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Integrity can be provided through message authentication. An ”authentic”
message is one that is not a replay of a previous message, has arrived exactly
as it was sent (without errors or alterations), and comes from the stated source
(not forged or falsified by an impostor or fraudulently altered by the recipient).
Encryption algorithms can be used to authenticate messages, but encryption in
itself does not automatically authenticate a message.

Message authentication techniques are based either on public or secret knowl-
edge. Authentication techniques based on public knowledge can check again-
sterrors, but not against malicious modifications. Message authentication using
secret parameters means that a message cannot be forged unless the secret pa-
rameters are compromised or one of the parties is doing the forging.

Digital Signatures-The trend away from paper- based systems into auto-
mated electronic systems has brought about a need for a reliable, cost-effective
way to replace the handwritten signature with a digital signature. Encryp-
tion or message authentication alone can only safeguard against the actions of
third parties. They cannot fully protect one of the communicating parties from
fraudulent actions by any other, such as forgery or repudiation of a message
or transaction. Nor can they resolve contractual disputes between two parties.
Like a handwritten signature, a digital signature can be used to identify and
authenticate the originator of the information. A digital signature can also be
used to verify that information has not been altered after it is signed, providing
for message integrity.

In August 1991, NIST proposed the Digital Signature Standard (DSS) as
a Federal Information Processing Standard (FIPS), suitable for use by corpo-
rations, as well as civilian agencies of the government. The DSS specifies a
Digital Signature Algorithm (DSA) for use in computing and verifying digital
signatures. NIST suggests that DSA can be used in such applications as elec-
tronic mail systems, legal systems, and electronic funds transfer systems. Some
controversy surrounds NIST’s choice of the DSS techniques. (See footnote 18)

Encryption Algorithms—The original form of a message is known as plain-
text, and the encrypted form is called ciphertext. Messages are encrypted using
mathematical algorithms implemented in hardware or software, and secrecy is
provided through use of cryptographic keys. These keys are seemingly random
sequences of symbols. The encryption algorithm is a mathematical process that
can transform plain text into ciphertext and back again, with each transfor-
mation depending on the value of the key. Symmetric ciphers use the same
key for encryption and decryption. One key, known to both the sender and
receiver of a message, is used to both encrypt and decrypt the message. Sym-
metric keys present problems of key distribution, since secrecy in the key must
be maintained by both parties to the communication. The traditional means of
key distribution—through couriers— places the security of the cipher system in
the hands of the courier(s). Courier-based key distribution presents challenges
when keys need to be changed often.

87



Asymmetric ciphers use different but related keys. One key is used to en-
crypt and another to decrypt a message. (See footnote 19) A special class of
asymmetric ciphers are public-key ciphers, in which the ”public” encrypting key
need not be kept secret to ensure a private communication. Rather, Party A
can publicly announce his or her public key, PKA, allowing anyone who wishes
to communicate privately with him or her to use it to encrypt a message. Party
A’s ”secret” decrypting key (SKA) is kept secret, so that only A or someone
else who has obtained his or her decrypting key can easily convert messages
encrypted with PKA back into plaintext.

Determining the secret decrypting key is difficult, even when the encrypted
message is available and the public key is known; in practice only authorized
holders of the secret key can read the encrypted message. If the encrypting key
is publicly known, however, a properly encrypted message can come from any
source, and there is no guarantee of its authenticity. It is thus crucial that the
public encrypting key be authentic. An impostor could publish his or her own
public key, PKI, and pretend it came from A in order to read messages intended
for A, which he or she could intercept and then read using his or her own secret
key, SKI.

Therefore, the strength of a public key cipher system rests on the authenticity
of the public key. A public key system can be strengthened by providing means
for certifying public keys via digital signature, a trusted third party, or other
means. (See footnote 20)

Techniques for encrypting messages based on mathematical algorithms vary
widely in the degree of security they provide. The various algorithms differ in
the following ways:

e The mathematical sophistication and computational complexity of the
algorithm itself. More complex algorithms may be harder for an adversary
to break.

e Whether the algorithm is for a symmetric cipher or for an asymmetric
one.

e The length of the key used to encrypt and decrypt the message. Generally,
for an algorithm of a given complexity, longer keys are more secure.

o Whether the algorithm is implemented in software or hardware.

o Whether the algorithm is open to public scrutiny. While some argue that
users have more confidence in an algorithm if it is publicly known and
subject to testing, the National Security Agency and others assert that
secret algorithms are more secure. (See footnote 21)

Data Encryption Standard (DES)-The U.S. Data Encryption Standard (DES)
is a well-known example of a symmetric cryptosystem and probably the most
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widely known modern encryption algorithm. DES was developed to protect
unclassified computer data in Federal computer systems against passive and ac-
tive attacks in communication and computer systems. (See footnote 22) DES is
the result of a National Bureau of Standards initiative to create an encryption
standard. Based on an algorithm developed by IBM, DES was officially adopted
as a Federal Standard in November, 1977, and endorsed by the National Secu-
rity Agency. (See footnote 23) After over 10 years of the public scrutiny, most
experts are confident that DES is secure from virtually any adversary except
a foreign government. (See footnote 24) DES is a private key cryptographic
algorithm, which means that the confidentiality of the message, under normal
conditions, is based on keeping the key secret between the sender and receiver
of the message. (See footnote 25) DES specifies a cryptographic algorithm that
converts plaintext to ciphertext using a 56-bit key. Encryption with the DES
algorithm consists of 16 "rounds” of operations that mix the data and key to-
gether in a prescribed manner. The goal is to so completely scramble the data
and key that every bit of ciphertext depends on every bit of the data plus every
bit of the key. (See footnote 26)

In early 1993, the executive branch announced its policy to implement a new
encryption device called ” Clipper Chip,” discussed in box A-1.

RSA-RSA is a patented public key encryption system that has been in use
since 1978. It was invented at the Massachusetts Institute of Technology (MIT)
by Ronald Rivest, Adi Shamir, and Leonard Adelman. These three inventors
formed RSA Data Security, Inc. in 1982, and obtained an exclusive license for
their invention from MIT, which owns the patent. The firm has developed pro-
prietary software packages implementing the RSA cipher on personal computer
networks. These packages, sold commercially, provide software-based commu-
nications safeguards, including message authentication, key management, and
encryption. RSA relies on the difficulty of factoring large numbers to devise
its encryption codes. Asymmetric cipher systems (like RSA) are more efficient
than symmetric ones for digital signatures. (See footnote 27)

4.4.1 Personal Identification and User Verification

The purpose of user verification systems is to ensure that those accessing a
computer or network are authorized to do so. Personal identification techniques
are used to strengthen user verification by ensuring that the person actually is
the authorized user. (See footnote 28) Authentication technology provides the
basis for access control in computer systems. If the identity of a user can be
correctly verified, legitimate users can be granted access to system resources.
Conversely, those attempting to gain access without proper authorization can
be denied. Once a user’s identity is verified, access control techniques may be
used to mediate the user’s access to data.

The traditional method for authenticating users has been to provide them
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with a secret password, which must be used when requesting access to a partic-
ular system. However, authentication that relies solely on passwords has often
failed to provide adequate protection for computer systems for a number of rea-
sons, including careless use and misuse—e.g., writing passwords on the terminal,
under a desk blotter, etc. Where password-only authentication is not adequate
for an application, a number of alternative methods can be used alone or in
combination to increase the security of the authentication process. User verifi-
cation systems generally involve a combination of criteria, such as something in
an individual’s possession, e.g., a coded card or token (token-based authentica-
tion), something the individual knows, e.g., a memorized password or personal
identification number (password authentication), or some physical characteristic
of the user, e.g., a fingerprint or voice pattern (biometric authentication). (See
footnote 29)

Token-based authentication requires the system user to produce a physical
token that the system can recognize as belonging to a legitimate user. These
tokens typically contain information that is physically, magnetically, or elec-
tronically coded in a form that can be recognized by a host system. The most
sophisticated tokens take the form of ”smart cards,” and contain one or more
integrated circuits that can store and, in some cases, process information. (See
footnote 30) Token-based systems reduce the threat from attackers who at-
tempt to guess or steal passwords, because the attacker must either fabricate a
counterfeit token or steal a valid token from a user and must know the user’s
password.

Biometric authentication relies on a unique physical characteristic to verify
the identity of system users. Common biometric identifiers include fingerprints,
written signatures, voice patterns, typing patterns, retinal scans, and hand ge-
ometry. The unique pattern that identifies a user is formed during an enrollment
process, producing a template for that user. When a user wishes to authenti-
cate access to the system, a physical measurement is made to obtain a current
biometric pattern for the user. This pattern is compared to the enrollment
template in order to verify the user’s identity. Biometric authentication devices
tend to cost more than password or token-based systems because the hardware
required to capture and analyze biometric patterns is more complicated. How-
ever, biometrics provide a very high level of security because the authentication
is directly related to a unique physical characteristic of the user that is diffi-
cult to counterfeit. At the same time, passwords, authentication tokens, and
biometrics are subject to a variety of attacks.

New technologies and microelectronics, which are more difficult to counter-
feit, have emerged to overcome these problems. These technologies have also
enabled the merging of the identification criteria, so that one, two, or all the cri-
teria can be used as needed. Microelectronics make the new user identification
methods compact and portable. Electronic smart cards now carry prerecorded,
usually encrypted access control information that must be compared with data
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that the proper authorized user is required to provide, such as a memorized
personal identification number or biometric data like a fingerprint or retinal
scan. (See footnote 31) Merging criteria allows authentication of the individual
to his or her card or token and only then allows access to the protected com-
puter or network. This can increase security since, for example, one’s biometric
characteristics cannot readily be given away, lost, or stolen. Biometrics permit
automation of the personal identification/user verification process.

4.5 ACCESS CONTROL SOFTWARE AND AUDIT TRAILS

Once the identity of a user has a been verified, it is still necessary to ensure that
he or she has access only to the resources and data that he or she is authorized
to access. For host computers, these functions are performed by access con-
trol software. Records of users’ accesses and online activities are maintained as
audit trails by audit software. Access control methods include user identifica-
tion codes, passwords, login controls, resource authorization, and authorization
checking. These methods, as well as use of audit trails and journaling tech-
niques, are discussed in box A-2.

4.6 COMPUTER ARCHITECTURE

The computer itself must be designed to facilitate good security, particularly for
advanced security needs. For example, it should monitor its own activities in a
reliable way, prevent users from gaining access to data they are not authorized
to see, and be secure from sophisticated tampering or sabotage. However, while
changes in computer architecture will gradually improve, particularly for larger
computer users, more sophisticated architecture is not the primary need of the
vast majority of current users outside of the national security community. Good
user verification coupled with effective access controls, including controls on
database management systems, are the more urgent needs for most users. (See
footnote 32)

4.7 COMMUNICATIONS LINKAGES SAFEGUARDS

Computers are vulnerable to misuse through the ports that link them to telecom-
munication lines, as well as through taps on the lines themselves. As computers
are linked through telecommunication systems, the problem of dial-up misuses
by hackers may increase.

For purpose of this study, of particular interest in the area of medical in-
formation are port protection devices. (See footnote 33) One means of limiting
misuse via dial-up lines has been dial-back port protection devices. Newer secu-
rity modems are microprocessor-based devices that combine features of a modem
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with network security features, such as passwords, dial-back, and /or encryp-
tion, and offer added protection. For some computer applications, misuse via
dial-up lines can be dramatically reduced by use of dial-back port protection
devices used as a buffer between telecommunication lines and the computer. In
addition to these dial-back systems, security modems can be used to protect
data communication ports. These security modems are microprocessor-based
devices that combine features of a modem with network security features, such
as passwords, dial-back, and/or encryption. (See footnote 34)
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MODEL CODES FOR PROTECTION

OF HEALTH CARE INFORMATION
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Ethical Tenets for Protection of Confidential Clinical Data 119-126

Uniform Health Care Information Act (As codified in Chapter 16, Part 5 of
the Montana Code) 127-138

The American Health Information Management Association’s Health Infor-
mation Model Legislation Language 139-152
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