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Abstract

In this thesisl try to shav that traditional transportprotocols(suchas TCP) poorly
matchtherequirement®f todays applications.

Firstly, | developtwo new userlevel protocolsusing Application Layer Framing
(ALF) [20] conceptsn orderto testthishypothesisA simpleremotdogin programand
aprotocolto deliver mailing lists usingmulticast.In both cased amableto shav that
applicationlevel protocolsutilise lessnetwork resourceshantheir traditionalcounter
partsaswell asproviding improvedresponsienesso theuser

Thedevelopmentanddeploymentof new protocolsis bothdifficult andtime con-
suming. | considera nev mechanisnfor the deploymentof protocols. Ratherthan
attemptingto deploy themin the endsystemsnew protocolsentitiesaredynamically
deployedinto the network. Theseprotocolentitiesare calledproxyletsandarewritten
in the programminganguagelava. A wholeinfrastructurefunnelVeéb, [34], hasbeen
built to allow the deploymentof proxylets A numberof diverseapplicationsarethen
built aroundproxyletsto shav benefitswhich canbe derived from sucha scheme.ln
orderto make the funnelVébinfrastructureuseful, whenglobally deployed, a routing

infrastructuras designedandpatrtially built.



Abstract



Contents

1

Intr oduction 19
1.1 Chapteroutline . . . . .. ... ... 22
1.2 DISCUSSION. . . . . . v i e e 23
1.3 ExperimentaResults. . . .. ... ... ... ... ... .. ..., 25
Simple login (slogin) 29
2.1 Introduction. . . . . . . . . . . ... 29
2.2 SlaginProtocolOverview . . . . . . . . . 32
2.3 Slagin ProtocolRequirements . . . . . . .. ... ... ... ..... 33
2.4 TheSlaginProtocol. . . . .. ... ... ... .. ... . . 34
241 PacketFormat . ... .. ... ... ... ... ... .. ... 34
242 Data. . ... ... .. .. 36
2.4.3 TheSlaginProtocol. . . . . ... ... ... .. ........ 37
2.5 Implementatiodssues . . . . ... ... ... ... . 0. 38
251 Controlpaclets. . . ... ... ... ... .. ... ... .. 38
2.5.2 Retransmission. . . . ... ... ... ... .. o 40
2.5.3 Bind andconneciproblemswithUDP . . . . . . ... ... .. 40

254 UserPrivileges . . . . ... . ... 42



10 Contents

255 Testing . . . .. ... 43
256 Security. . . ... 43
2.6 Experiments. . . . . .. ... 46
2.7 Results . . . . . ... e a7
2.8 Enhancements. . . .. . . ... .. ... ... a7
2.9 DISCUSSION. . . . . . 48
210 Conclusions. . . . . . . . e e 49
3 MMD: Multicast Mail Delivery 51
3.1 Introduction. . . . . .. . . ... .. 51
3.2 DesignBasics. . . . . . ... 54
3.3 TheStructure . . . . . . . . . . .. 55
3.4 TheProtocol. . . . ... ... . ... . . 56
3.4.1 Statusmessage. . . . . . . .. e 57
3.42 NACKmMeSsage . . . . . . . . . i i it 57
3.4.3 Datamessage . . . . . . . . .. e 58
3.4.4 Retransmissioscheme . . . . . ... ... .. .. ...... 59
3.5 RelatedWork . . . . . . .. ... 63
3.6 DISCUSSION. . . . . . o e 63
3.7 Conclusions. . . . . . . .. 64
4 JavaRadio: an application level active network 67
4.1 Introduction. . . . . . . .. .. .. e 67
4.2 Proposafor Mobile ProtocolStacks . . . . ... ... ... .. .... 68

4.2.1 ApplicationChoice. . . . . ... ... ... ... ... ... 69



5

Contents 11

4.2.2 Significance. . . . . . ... e 70
4.3 ExperimenDescription. . . . . . .. ... L oo 71
4.4 ComponenDVErVIeN . . . . . . o v i it e e e e e 73
4.4.1 YAAT - YetAnotherAudioTool . . . ... ........... 73
4.4.2 ProxySener . . . . . . . . e 75
4.4.3 Controlinterface . . . . ... ... ... ... ... ..... 76
4.4.4 ProtocolSener . . . . .. ... 76
4.5 Implementatiorissues . . . . . . . ... 77
451 Portability. . . . ... ... 77
452 Stability. . . . ... 77
453 Threads. . . . . . .. .. .. . ... 78
45.4 HeaderProcessing. . . . . ... ... ... ... 78
4.6 ExperimentaDutcomes . . . . . . .. . ... ... ... ... 81
4.6.1 LocalAreaExperiment. . . . ... ... ... ... ...... 82
4.6.2 WideAreaExperiment. . . . . . . . ... ... 82
4.6.3 MulticastReception . . . . .. ... ... 84
4.7 RelatedWork . . . . . .. . e 84
4.8 DiscussionandConclusions. . . . ... ... ... ... ... .. 85
Application Level Active Networking 89
5.1 Introduction. . . . ... . .. . ... ... 89
52 ALAN Overview . . . . . . . i i 92
5.2.1 BasicALAN . . ... ... . . .. 92
5.2.2 ALAN Enhancements. . . . ... ... ... ......... 95
53 Proxylets . . . . . . . 97



12

Contents
5.3.1 Design . . . ... e 97
5.3.2 Implementation. . . . . ... ... ... ... ... ..., 98
5.3.3 Lessondearnedromdeployment . . . . . ... ... ... .. 100
5.3.4 Futuredirections . . . . . . ... ... o 101

5.4 ExecutionEnvironmentfor Proxylets -

EEPs. . . . . e 102
541 Design . . . ... e e 102
5.4.2 Implementatiodssues. . . .. ... ... ... ........ 104
5.4.3 Lessondearnedromdeployment . . . . . ... ... ... .. 105

5.5 ControllingProxylets -

Thegraphicaluserinterfaces . . . . . .. ... ... ... ....... 106
5.6 SystenProxylets . . . . . . . ... ... 107
56.1 Routing........... ... . ... ... ... . . ... 108
5.6.2 ErrorHandling . . ... ... .. ... ... ... ...... 109
5.7 PerformancéMeasurements. . . . . . . ... ... 110
571 EEPLocation. ... ... ... ... .. . ... 110
5.7.2 ProxyletLoadTime. . . . .. ... ... .. ... ....... 110
5.7.3 ExecutionTime. . . ... ... .. ... . . ... ... ..., 111
58 Chaging . . . . .. . 113
59 RelatedWork . . . . . .. ... ... 114
510 Deployment . . . . . . . .. 115
511 Proxylets . . . . . . o 116

5.12 Conclusions. . . . . . . . . . 117



Contents 13

6 An Architecture for Application Layer Routing 119
6.1 Introduction. . . . . ... . . .. . . ... 119
6.2 ApplicationLayerActive Networking . . . ... ... ... ...... 121

6.2.1 WWW cacheproxylet . . ... ... ... ... ........ 121
6.2.2 TCPbridge . . . ... ... . ... . . . . 122
6.2.3 VOIPgatavay ... ... .. ... .. .. ... 123
6.2.4 Multicast . . ... ... ... ... ... 124
6.3 ApplicationLayerRoutingArchitecture . . . . . . ... ... ... .. 124
6.4 DISCOVEINY . . . . . e 127
6.4.1 Discoveryphase . . . .. ... ... ... 127
6.5 Routingexchanges. . . . .. ... ... .. ... .. .. . .. ... 132
6.5.1 Connecwitymesh . . . ... ... .. ... .......... 133
6.5.2 Snoopingfor networkstate. . . . . .. .. ... ... ... 134
6.5.3 SelfOrganisingApplication-level Routing- SOCAR . . . . . .. 134
6.6 RelatedWork . . . . . ... .. .. ... . 138

7 Conclusion 141
7.1 FutureWork . . . . . . . e 146

A Glossary 149

B Flakeway 155
B.1 Implementation. . . . . . . . .. ... 158
B.2 Conclusions. . . . . . .. ... e 161

C TCP Evolution 163



14

Cl

C.2

Contents
Applicationmodifications. . . . . .. .. ... .. ... . .. ... 163
C.1.1 Netscape multiplestreams . . . . .. ... ... ....... 164
C.1.2 HTTP-singleconnection . . . . . ... ... ......... 164
Implementatiormodifications . . . . ... ... ... ......... 165
C.2.1 TransactioifCPT/TCP . . ... ... ... ... .. ..... 165
C.22 LargeWindows . . . . . . . . . . . e 165
C.2.3 Selectve Acknowledgement SACK . . . . ... ....... 165
C.2.4 CongestiorControl. . . . . ... ... .. ... ........ 166
C.2.5 UnreliableDelivery. . . . .. ... ... ... ... ...... 166

D RC4Implementation 169



List of Figures

2.1

3.1

4.1

4.2

4.3

4.4

4.5

4.6

5.1

5.2

6.1

B.1

B.2

B.3

B.4

B.5

sloginpacletformat . . ... ... ... ... .. .. ... ..., 34
TheStructureof MMD . . . . . . . ... .. 55
Framaevork . . . . . . . . . . 73
YetAnotherAudioTool. . . . ... ... ... .. ... ... . ..., 74
Controlinterface . . . . . .. ... ... . . . .. ... 76
RTPheader. . . . . . . . . . . .. . 79
HeaderProcessingn C . . . . . . . . . .. ... ... . . ....... 79
HeaderProcessingnJava . . . .. ... . ... ... ... ...... 80
Text COmpression . . . . . . . . . i i 93
Interfaceimplementedoy aproxylet . . . . ... ... ... ... ... 99
Text Compression . . . . . . . . e 122
Possibleactions. . . . . . ... ... . 156
ExamplePacketcounttable. . . . . ... ... .. ... ........ 157
ExampleTimesequenceéable . . . . ... ... ... ......... 157
PingTrace.UCL-INRIA . . ... ... .. ... ... ... ..... 158
Flakewayworkstation. . . . . .. . ... ... .. ... ... ... .. 159



16

List of Figures

B.6 Networkconfiguration . . . . .. .. ... ... ... .........

D.1 rc4.h

D.2 rc4d.c



List of Tables

2.1 sloginstatetransitions. . . . . . ... ... o
51 Compressiomimes. . . . . . . . o i e e

6.1 TermsinthePadhyeTCPEquation. . . .. ... ... .........



18

List of Tables



Chapter 1

Intr oduction

We arestifledin the procesof developingnew moreefficientnetwork protocolsdueto

theincreasinddifficulty in deployment.

In the statemenabove andin thetitle “network-wide protocols”,the protocolsare
not end-to-endransportor network protocolsin thetraditionalsense.They areproto-
colswhich arespecificto anapplicationbuilt, for example,on top of a connectionless
transporfprotocolsuchastheUserDatagranProtocol(UDP)[70]. Theseareprotocols
which areimplementedoy applicationsasopposedo protocolssuchasTransmission
Control Protocol (TCP) [72] which are traditionally provided by the host operating
system.

We argue that mary networking applicationsareill suitedto using traditional
transporprotocolssuchasTCPR In AppendixC is arepresentatilist of eitherchanges
thathave beermadeto TCPorworkaroundsvhenusingTCP. We suggesthatit is more
efficientto implementprotocolsthatmapdirectly ontoanapplications requirements.

If high performancen termsof raw throughpuis notarequirementthenamech-
anismfor speedingip thetestinganddeploymentof anapplicationspecificprotocolis

to build it into theapplication.Thusthe protocolis implementedn “userspace’rather



20 Chapterl. Introduction
thanthetraditionalapproacthof building it into theoperatingsystem.Thisis calledAp-
plicationLayerFraming(ALF) [20]. It is typically fasterto sendoutanew application

thanto shipa new operatingsystem.

If the hypothesighat building applicationspecificprotocolshasvalue,thenthe
next problemis: How aretheseapplicationspecificprotocolsdevelopedanddeployed?
New protocolsareoftenshunnedor a numberof reasonsThe maindifficulty is time:
the time to implement,the time to test, the time to deplgy. It is rarefor softwareto
be shippedwithout anomaliesor bugs. Network protocolsoften go througha “bake-
off” [73] processwvheredifferentimplementorantesttheirimplementationsagainst
eachother Specificationsespeciallyin protocolareascan be difficult to follow and

implement‘correctly”. Therfore thereis alsothetimeto redeplg.

Henceeaseof deploymentof new protocolsis a key componentof their being
adopted. My work focuseson this issueof deployment. By building two protocols
usingUDP asthetransporino operatingsystemmodificationsshouldberequired.Al-
thoughsomebugsin implementation®f UDP werefound, protocolsbuilt entirelyin
userspacearegenerallyfasterto deploy thanprotocolsrequiringoperatingsystemm-

plementationainddeployments.

To help simplify the creationof userspaceprotocolsaninitial examinationwas
madeto specifybuilding blockswhich couldbeused[32]. As partof this examination
two applicationspecificprotocolswerebuilt usingApplication Layer Framing(ALF)
[20] concepts.

Ratherthanfocuson theimplementatiorof the protocolsit becameapparenthat

deploymentwasthe key. Whatif only a singleimplementationcould be usedby all

applicationswhich requireda particularprotocol thenthe goal of rapid protocol de-



21

ploymentcouldbe met.

Using Java [9], a relatively new programminglanguageat the time, someex-
perimentswvere performedto createprotocol stackswhich could thenbe dynamically

downloadedpon demandijnto endsystemsoy applications.

Theseaxperimentsveresuccessfuh termsof performancehowever, specifyinga
generalAPI from applicationto protocolstackwasnotasimpleprocessTheseparation

of theapplicationfrom the protocolstackprovedto bedifficult.

Insteadof attemptingto downloadcodeinto an endsystemto aid in the deploy-
mentof a protocola whole protocolentity was downloadedinto the network. In the
experimentghatwere performedthe endsystemstackswerenot modifiedin ary sig-
nificantway. This led to the developmentof Application Level Active Networking

(ALAN).

Thusthe rapid deploymentof protocolswas achieved by loading dynamiccode
into the “network”. This is not loading codeinto routersas adwocatedby the active
network community[83]. In theactive networking modelthis codecanthenmanipulate
pacletstravelling throughtheseroutersandthesemanipulationscanbe consideredo

betransparento theendsystems.

In the caseof ALAN programsnamedproxyletsareloadedinto nodeson a net-
work. Thesenodesarenotrouters.In anoptimalsituationthey would be placedin the
coreof thenetwork. Normally the proxyletswould be explicitly placedinto the pathof
aflow. Thistoois atvariancewith the usualactive networkingideas,in which paclets

canbetransparentlynanipulated.
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1.1 Chapter outline

The initial work in this thesis,Chapters2 and 3 were doneas part of larger project,
the Hipparch([5] project. Otherprojectmemberswere consideringanotheraspeciof
the problem,automategrotocolcomposition[23]. My initial work consistedf hand
building integral applicationsand protocols. This was doneto both verify that there
was a benefitfrom this approachaswell astrying to determinewhat could be learnt
and extractedto form building blocks of future ALF applications. We considertwo
classicnetwork applications Chapter2 describesan ALF basedemotelogin protocol
calledslogin. As anenhancemertdvertheapplicationgelnetandrlogin availableatthe
time, slogin alsosupportecencryption.In Chapter3 MMD describes MulticastMail
Delivery protocolwhich wasdevelopedfor the delivery of mailing lists. Both pieces
of work develop protocolswhich aretightly matchedo the applicationgequirements.
Theseprotocolsaremoreefficientin termsof paclet exchangethantheir TCP equva-
lents. Unfortunatelythereis the addedcomplexity of having to design,verify andtest
theseprotocols

The JavaRadioChaptey Chapterd, describesa mechanismn which the protocol
stackitself canbe dynamicallyloadedby anapplication.It wasalsoan experimentto
discoverif the thenrelatively new Java programminganguagecould be usedfor real
time processingThework in this Chaptemwaspresentect the HipparchWorkshopin
1997in UppsalaSweder35].

Chapter5 on Application Level Active Networking describesan infrastructure
calledfunnelV¢b[34], whichwasdesignedandbuilt to testsomeof theideaspresented.

Thework in this Chapterappearedn the Journalof ComputemNetworks[36].

The penultimateChapter Chapter6, describes naturalextensionto Application



1.2. Discussion 23
LayerActive Networking - ApplicationLayerRouting. Thiswork waspresentectthe

the InternationaMorkshopon Active Networkingin 2000in Tokyo, Japan.

ThelastChapteyChapter7, is theconclusion.

1.2 Discussion

Thetwo mainapplicationsare: slogin (a simplelogin program)andMMD a multicast
mail delivery programwhich usedareliablemulticastprotocolto deliver mail to email
list. An infrastructurelakeway (AppendixB) wasalsobuilt to testthe slogin program.

We were able to shav with the slogin and MMD programsthat thereis indeed
a benefitto be derved from fitting an applicationsrequirementslirectly to its own

associategbrotocol.

It may be consideredhatthis approachs limited asthereis a lot of extra effort
involved in building a protocolfor eachapplicationas opposedo just using TCP or
equialent. In orderto aid in the building of suchapplicationswe suggestedsome
possiblebuilding blocks[32].

At this point ratherthanbuild a toolkit to constructALF style applications] be-
camemoreinterestedn the propositionthatvery few peoplewould ever needto design
an ALF basedprotocol. Consideran applicationsucha ftp. How mary peoplehave
actuallywritten an ftp client or daemon?Considerthe mostwidely usedprotocolon
the Internet,currently HTTP [25]. The W3C consortiumactually provide alibrary to
implementthis protocol.

The next stepwasto considerbuilding protocollibrarieswhich could be usedby
applications. The challengeswvere to develop a genericAPI for an arbitrary set of

protocolstacksanddealwith versioncompatibility. For example,specifyinga generic
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protocolAPI is atricky processf outof orderdeliveryis required.
Thetraditionalapproacho a protocollibrary mayhave beento designan APl and

implementa numberof protocols.In the protocollibrary ideal wantedto addresghe

ubiquitousversionmismatchproblemwith protocolstacks.

Hence,the ideaof a dynamicprotocol stackwasconceved. In orderto address
the protocol mismatchproblem, why not dynamicallyload a protocol stackinto an
applicationat runtime? This solves mary problems;only one implementationof a
protocol, perhapsavailable from the appropriatestandard$ody. Thereis anissue:

how is the protocolstackmadeprocessomdependent?

At this time a new programminganguage,Java, wasbecomingpopular A pos-
sible solution seemedo be use Java asit could be compiledinto processomeutral
byte codes.Therewassomeconcernat thetime thatsinceJaza wasaninterpretedand
garbagecollectedlanguaget could not meetthe performanceequirement®f alarge
setof applications.

However, Java had a lot to offer in termsof codeportability. The holy grail of
a single portableimplementatiorof a protocolwith no versionincompatibility issues
wastoo tantalisingto beignored.Thoughtherewasstill theissueof performance.

In orderto investigateghe performanceharacteristicef usingJazawith arealistic
application,an audio playouttool waswritten (Chapter4). In orderto testthe RTP
compliantplayouttool anaudioencodemvasalsowritten. It turnedout thatfor areal
time applicationsuchasaudioplayoutJava metthe performanceriteria.

The next stepshouldhave beento definean API for protocol stacks. However,
it becameapparenthat it would be more beneficialto startplacingthe codein the

network, henceALAN (Application Level Active Networking). A numberof papers
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have beenwritten s this area[35], [31], [36], and[33].

Having built anALAN infrastructurat waspossibleto seethattherewerebenefits
in sucha schemeHowever, a significantlimitation in the systemis thatit is arequire-
mentto know beforehandhelocationof EEP's (ExecutionEnvironmentfor Proxylets,
the nodeson which the active codeexecutes).Having to know the locationof EEPS
beforerunning codeis not a solutionwhich scales. Thereforesomeinitial work was
donein the areaof Application Layer Routing(ALR) [33]. A two stageschemewas

designedandimplementedhataddressetheissuesof discovery androuting.

The original ideawasto build tailoredapplicationspecificprotocols.In orderto
pursuethis goalthe final outcomewasa mechanisnto placecodeinto the network to

aid theperformanceinddeploymentof applications.

1.3 Experimental Results

One major problemwith the work presenteds being able to demonstratehat ALF
and ALAN provide ary benefitover traditional networking paradigms. One way of
demonstratingpenefitis to measurean existing systemandthencompareagainstthe

new proposedsystem.

In theslogin work (chapterR)it is possibleto reasorthatlessresourceareusedfor
anslogin sessiorover anequialentrlogin sessionlIn orderto testthe slogin protocol
andto comparet againstthe rlogin protocola testingharnessvasbuilt. The testing
harnessflakeway, is describedn AppendixB. Flakewaywasintroducednto the path
of aconnectiorandits purposewvasto delayor droppaclets. Reorderingcouldalsobe
achieved; reorderingis a subsef delay A novel featureof flakewaywasthatit does

not usea randomdrop probability Rathery is it tabledriven. Eacharriving paclet is
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manipulatedin termsof delayor beingdropped)by beingcomparedagainsta table
which determinesiow a pacletis modified. This givesdeterministicoehaiour across
testruns.If theinput pacletsareidenticalacrosgestrunstheresultsareidentical. The

tablesusedto drive flakeway were derived from actualpaclet traces. The reasoning
is that the only time any major variancewill be seenin the performanceof slogin

againstrlogin, will be whenthereis somelevel of lossand sometransmissiordelay

Therewill benoperceptibledifferencen performancenalLAN with nolossor delay

Thereforein orderto testslogin againsttraditionalapplicationssuchasrlogin a wide

areatestneedsto be performed. The conditionsin the global Internetare continually
changing.It would not really prove arything if we wereto saythatata particulartime

slogin performed‘better” thanrloginin awide areatest.In orderto beableto generate
repeatablaestsflakeway was built. The tablesfor driving flakeway were derved by

runningpingsto sitesin remotecountries.The delay reorderingandlossesverethen

usedio driveflakeway. Variousfactorssuchasvariablepacletsizesandextraloadwere

not takeninto account.Flakeway turnedout to be an extremelyusefultool for testing
theslogin protocolasit wasbeingdeveloped.For example the connectiorsetupphase
could be fairly exhaustvely testedbe delayingor droppingthe initial pacletson a

connectionUnfortunatelyit is not possibleto justify thatslogin performedbetterthan

rlogin by just performingtestrunsthroughflakeway.

A similar problemexists with the MMD work (chapter3). It is difficult to shov

experimentallythatthis schemas superiorto the standardlistribution schemes.

In boththesloginandtheMMD casat is shovn thatprotocolscanbedesignednd

deployedusingALF principlesthatarebettermappedo theapplicationgequirements.

The subsequenwvork in Application Level Application Networking (ALAN) and
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Application Layer Routing(ALR) (Chapters and6) alsoexhibit this propertythatit
is difficult to prove they areanimprovementover currentnetworking technologies.
| have notbeenableto prove thatapplicationspecificprotocolsarethebestor only
way to deploy new applicationsl have beenableto demonstrat¢hattherearebenefits
from building applicationspecificprotocols.l have alsobeenableto demonstrat¢hat

it is possibleto deploy new protocolsby placingthemdynamicallyinto the network

ratherthanin theendsystems.
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Chapter 2

Simple login (slogin)

2.1 Intr oduction

TCPis a generalpurposecommunicatiorprotocolthatattemptgo satisfythe require-
mentsof adiversesetof applicationslt is astreambasedrotocolthattransferstreams
of octets. The reliable transmissiorof dataprovided by TCP simplifies application
writing, whichis why TCPis traditionallyusedby mostinternetapplicationgequiring
reliabledelivery. An exampleof suchapplicationis remotelogin wherethe two pop-
ular programsin useon the Internet: telnet[74] andrlogin [45] areboth TCP based.
This is despitethe fact that a streambasedprotocoldoesnot usuallymapeasilyonto
the paclet basednatureof an applicationsuchasremotelogin. This usuallyresults
in failing to provide the correcttradeoff betweendelayandthroughputhat meetsthe

applicationneeds.

In a remotelogin application,oneend of the connectiontransmitstext typed by
theuserwhile the otherendof the connectiorgeneratesutputbasedn thetypedtext

aswell aspossiblyechoingbackwhatit hasreceved.

Humanuserscanreadandgeneratelata,throughtyping, atvery low ratesthatare
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definitely lower thanthatsupportedy mostnetworkstoday Hencelow lateng rather
than a high datathroughputis the main requirementof a remotelogin application.
However, thereare occasionsvhena word processingapplicationmay needto send
severalkilobytesof datato updatethe display

In anattemptto reducethe numberof pacletsexchangedandhencekeeptheload
on the network to a minimum, TCP implementationsisetwo mechanismsdelayed
ACK andthe Naglealgorithm[12, 63] 1. Thegoalis to reducethe numberof paclets
exchangedy increasingheamountof informationcarriedin eachpaclet. Effectively
thisis achiaved by delayingthe transmissiorof pacletsto allow moreinformationto
becarriedin eachpaclet.

For along delaypath,usingTCP decreasetheresponsienes®f theremotelogin
connection.This is awell known sideaffect of the delayedACK andthe Naglealgo-
rithm. ThedelayedACK typically doesnotincreasehelateng. However, in situations
whereno dataneeddo be sentback,the delayedACK will causdateng.

Ontheotherhand theNaglealgorithmtypically meanghatatleasttwo RTT times
will passbeforetheechoof acommands receved. The Naglealgorithmis simpleand
elegant. On paclet transmissiorif thereis no datain the transmitqueuethenthe data
is sentimmediately However, if thereis datain thetransmitqueuethenthe new datais
gueueduntil thearrival of the ACK for theoutstandinglataor theretransmissiotimer
expires. So a delayis imposedon the transmitqueueto allow time for more datato
build up in thetransmitqueue.Whenthe ACK arrivesor theretransmitimer expires,
all queueddatacanbe sentin onepaclet.

Oneof the examplesfrom the Naglerequestfor commentgRFC [63]) is a link

Lt shouldbe notedthatthereareinstancesvherethe Naglealgorithmcaninteractextremelybadly
with applicationg59]



2.1. Introduction 31
with a roundtrip time of 5 seconds.The usergenerate®4 characterswith an inter
charactegapof 200ms.Thefirst charactewill besentimmediatelywhile theother23
charactersvill bequeuedawaitingthe ACK for thefirst characterTyping23characters
will take 4.6 secondsvhichis lessthanthe 5 secondroundtrip time. Whenthe ACK
for the first characterarrives all 23 characterswill be sentin the samepaclet. The
numberof pacletssenthasbeenreducedo a minimum of 2 paclets,consideringthe
no losssituationwhereno pacletshave beenlost, asopposedo 24 datapaclets. The
time to getthe ACK in the Nagle casewill be atleast10 seconds.If eachcharacter
is sentin its own paclet the time to getan ACK will be 24*.200+ 5 = 9.8 seconds.
Soin this exampleusingthe Naglealgorithmsavesthe sendingof 22 datapacletsand
only costsan extra 200ms. For the userin the Nagle caseit will take 5 secondgor
thefirst characteto be echoedand10 secondsfterthefirst charactebeingtyped(or
9.8 secondsafterthe secondcharacteibeingtyped)for therestof the charactergo be
echoed.In the non Nagle caseassumingno loss,the echowill appearafteroneRTT
delay whichis muchmoreacceptabléo theuser However, sendingonly onedatabyte
perpacletis extremelyinefficientin termsof link usage With a 20 byteIP headeland
a 20 byte TCP headera 41 byte paclket containingonly onebyte of datais inefficient
in termsof link utilisation. Underheary network congestionmary smalldatapaclets

will increasehe congestion.

Slagin is a programthat hasits communicationsstack built with consideration
of the requirement®f the application. Slagin was built to shav that a handcrafted
protocol could be mademoreresponsie than TCP and still doesnot costtoo much

more than TCP in termsof link utilisation. Encryptionis a value addedfeatureof

slogin.
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The building of slogin alsofacilitatedthe identificationof the tools neededfor
building speciallytailored protocolsfor specific applications. One of the intended
outcomedrom this work wasto ultimately generatea setof building blocks. These
building blockscouldthenbe usedto build the next generatiorof applicationspecific
protocols. This direction was ultimately not pursued. Although a paperattempting
to defineuseful building blocks was written in 1996: “Some Lessond_earnedfrom

VariousALF andILP Applications”[32].

2.2 Sogin Protocol Overview

Theslogin programis relatively simple. It usesits own paclet formaton top of UDP.

The paclet format containsheaderfields that allow the building of a reliable proto-
col. Variousideasfrom TCPimplementationgreusedsuchasdelayedACKs andthe
mechanisnfor calculatingthe RTT. The slogin programgeneratesnore pacletsthan
anequialentremotelogin programusingTCPbecauséheNaglealgorithmis notused.
The Naglealgorithmin TCPis not just for remotelogin applicationsbut alsofor ary

applicationthatgenerateafew bytesatatimethatcanbeamortisednto largerpaclets.
The Naglealgorithmis inappropriateor remotelogin session®ver long delaypaths.
In orderto keepthe responsdime to a minimum, the slogin protocol sendspaclets
themomentcharacteraregeneratedby the user Thisincreaseshe numberof paclets
generatedhowever, in defenceof this stratay, a singleusertyping a characterevery
200mscanonly generaté characterpersecondesultingin 5 pacletspersecond An

importantaspectof the slogin protocolis that eachpaclet carriesall of the datathat
hasnot yet beenacknavledged. Henceary paclet losswill not necessarilyresultin

anextra RTT of delay Thisis anotherboostto the responsienesof the protocol. A
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TCPimplementatiorcannot make the decisionto carry all datathathasnot yet been
acknavledgedin its pacletsbecaus@asagenerapurposeorotocolit doesnotknow the
shapeof thetraffic generatedby the application.On the otherhanda speciallytailored
protocolcantake full advantageof suchknowledge. While the TCP protocolrequires
20 bytes,assumingno options, the slogin protocoluses7 bytes(currently more are
usedfor easeof implementationplus 8 bytesof UDP headeto give atotal of 15bytes;
a saving of 5 bytesper paclet. The comparatire headersizesare not givento imply
that slogin is betterthen TCP becauset usesfewer bytes. It just illustratesthat an

equialentnumberof bytesis used.

2.3 Sogin Protocol Requirements

The goal of slogin is to develop a UDP-basedransportprotocolthatis optimisedfor
remotelogin applicationsover long delaylinks. A secondrequiremenis the useof

encryptionfor securitypurposesA numberof goalsareidentifiedfor the protocol.

1. Most importantly from the userpoint of view, the protocol needsto be more

responsre thanthetraditionalprogramssuchasrlogin or telnet.

2. It is alsoimportantthat the numberof bytesexchangedusingslogin is not sig-
nificantly morethanthe numberof bytesexchangedvhenusingTCP basedro-

grams.

3. It is alsoa goalto achieve betterinterruptandexpediateddataprocessing.The
rlogin programusesTCP’s urgentpointer(URG) to performexpediteddatapro-
cessing. Onesignificantdravback of this approachs that the URG pointeris

exactly that: a pointerinto the stream. A particularpointin the byte streamis
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Figure2.1: slogin paclet format

marked asbeingurgent. Dependingon the TCP implementatiorthe urgentbyte

is not necessarilyleliveredbeforearny otherdata.

2.4 The Slogin Protocol

2.4.1 Packet Format

Thepacletformatis rathersimple. It is madeup of four fieldsfollowedby anoptional
payload(Figure2.1).

Figure2.1shownstheslogin paclet format. The packet headeiis muchlargerthan
it needdo be. Eachfield is keptasafour bytequantityfor easeof implementationThe
type field canbe reducedto threebits asthereareonly six paclet types. The length
field canalsoberemoredasUDP givesthelengthof the paclet. Soall in all theheader
canbe reducedby slightly morethan5 bytes. Eachpaclet containsthe samefixed
sizeheaderfor simple parsingindependenbf the paclet type. Thoughcontroversial,
thereis no versionfield in the paclet format. Slagin utilizes the simple expedientof

usinga new UDP port for major versionchangeswhich is simplerthanthe useand
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checkof aversionnumberfield. Suchdecisionforcesary slogin versionto alwaysuse
afixedUDP port. However, thereis no requiremento checkversionfieldsnor support
backward compatibility. Thereis no interoperabilityconcern.

A numberof fields that are usually presentin transportprotocolsare missingin
slogin. Thereis no ID field to associatgaclketswith sessions.Instead,the hostand
portfieldscontainedn the UDP headelareusedfor thatpurpose.

Slagin paclets have no additionalchecksumapartfrom the checksumprovided
by UDP. However, a checkbyteis placedat the end of the payloadto aid with the
authenticatiorof paclets. As both TCP and UDP usethe samechecksumalgorithm,
both slogin andrlogin pacletshave the sameprotectionagainstdatacorruption. The
additionalcheckbytein the slogin paclets provides extra protectiondespiteits main

purposebeingauthenticatiomatherthanprotection.

The pacletformathasthefollowing fields:

Paclkettypes

Thereare7 paclettypesin slogin:

1. CR- ConnectiorRequest Value0O

A connectiorrequespaciet.

2. CC- ConnectionConfirmation- Valuel

A connectiorconfirmationpaclet.

3. DATA - DataPacket - Value2

A datapaclet.
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4. CONTROL - Control Packet - Value3

A controlpaclet.

This paclet type corveys out of bandinformationsuchasinterruptcharacters,

terminalsize, flow controlinformationandterminaltype.
The currentimplementatiordoesnot supportthis paclettype.

5. DR - DisconnecRequest Value4

A disconnectequespaclet.

6. DC - DisconnecConfirm- Value5

A disconnectonfirmationpaclet.

7. RESET- Reset Valueb

A resetpaclet.

AcknowledgementNumber

Thisfield acknavledgesthelastbyterecevedfrom the peer

Length
This field specifiesthe length of the paclet. It is a redundanfiield asthe UDP API

providesthe sameinformation.

Sequenc&lumber

Thisis thesequenc@umberof thefirst byte of datacontainedn the paclet.

2.4.2 Data

Thepayloadis encryptedoy the RC4 streancipher Thereis alsoanadditionalcheck-

bytetrailing the datato facilitatepaclket authentication.
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2.4.3 The Slogin Protocol
An slogin sessiorcanbein oneof four states:IDLE, CONNECTING,CONNECTED
andDISCONNECTING.
Thesimplestway to describethe protocolis to examinethe connectiorsetuppro-
cessandthe connectiorteardown processaswe stepthroughthe protocolstateson the

sener sideof theconnection.

ConnectiorSetup

Thesenersideof theconnectiorstartsn anIDLE stateawaitinga ConnectiorRequest
(CR) paclet. Theclientsidesendsa CR paclketandmovesto the CONNECTINGstate.
On receiptof the CR paclet, the sener sendsa ConnectionConfirmation(CC) paclet

to the client and movesto the CONNECTEDstate. Oncethe client recevesthe CC

paclet, it alsomovesto the CONNECTEDstate.

Any of the pacletscanbelostin thisinterchangelt is up to theclientto retrans-
mit CR pacletsuntil eithera timeout period expiresor a CC paclet is receved. On
the sener sidenotimerswill be startedoncethe CR paclet hasbeenrecevedandthe
sener hasmovedto the CONNECTEDstate. This is consistentwith the datatrans-
missionpart of the protocolthat doesnot usekeepalive timerswhenno datais left
to be acknavledged.This designmakesthe initiator of the connectiorresponsibldor
driving the statetransitionsof its peerandreduceshe numberof pacletsexchanged.
However, thereis aflaw associateavith thisdesign.If aCR pacletis sentto thesener
afterwhich the client dies,thereis no way to remove the stateof the connectiorheld
by the sener. In practicethis situationrarely arisesandwhenit doesthe amountof
memoryusedto hold the protocol control block is small. More importantly this de-

signmakesslogin extremelyvulnerableto denialof serviceattackssimilarto the SYN
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attackusedagainsfTCP senerssuchasWWW seners.

ConnectionTeardavn

A connectiorteardavn canbeinitiated by eitherside of the connection.The initiator
of the teardavn sendsa DisconnectRequestDR) paclet to the peerand movesto
the DISCONNECTINGstate. On receptionof the DR, the peersendsa Disconnect
Confirmation(DC) paclet to theinitiator and movesto theidle state. As soonasthe

initiator recevesthe DC paclet, it alsomovesto thelDLE state.

StateTransitions

Table 2.1 shaws the statetransitionsof the slogin protocol. The first columnlists all
the protocol paclet typeswhile the first row lists all the protocol states. Eachtable
entry shows the protocolresponséo receving a particularpaclet at a particularstate.
Eachresponsentry consistof two rows. Thefirst row shavs the paclet to be sentin
responseif arny. Thesecondow shovsthenext statetransition,if arny.

For example,if anendpointecevesaDR paclketwhilein theCONNECTEDstate,
it will senda DC pacletandmoveto the IDLE state.If it recevesary subsequendC
pacletswhile still in theIDLE state |t will continuesendingDC pacletsbut it will stay

in the IDLE state.

2.5 Implementation Issues

2.5.1 Control packets

As statedbefore,therlogin programusesTCP’s urgentpointer (URG) to performex-
pediteddataprocessingDependingon the TCP implementatiorthe urgentbyte might

not be deliveredbeforethe ordinarydata. Slagin wasoriginally designedo useCon-
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STATES IDLE CONNECTING | CONNECTED| DISCONNECTING
PACKET TYPES
CR CC RESET CC RESET
CONNECTED IDLE IDLE
CcC RESET RESET
CONNECTED IDLE
DATA RESET RESET RESET
IDLE IDLE
CONTROL RESET RESET RESET
IDLE IDLE
DR DC RESET DC RESET
IDLE IDLE IDLE
DC RESET RESET
IDLE IDLE IDLE
RESET
IDLE IDLE IDLE

Table2.1: slogin statetransitions

trol Packetsto dealwith expediateddataprocessingControlPacketswill carryspecial
dataandinformationthatneeddsmmediatedelivery to the otherendof the connection.
Interruptandflow control characteraswell asinformationrelatedto changesn the
sizeof theusers xtermwill be typically transmittedusing Control Packets. However,

theslogin usageof a sendandwait protocolinsteadof a windowing protocolresoled
theissueof expediateddataprocessingvithouttheneedto implementControl Packets.
An interruptcharacters typically usedto stopthe currenttransactionlf anapplication
is generating lot of outputin responséo ausers commandit is necessaryo stopthe
transmissiorof the remainingoutputuponthe receiptof the interrupcharacter Typi-

cally in the TCP situationlargeamountsof datawill betransmittecbeforetheinterrupt
is processedIn the slogin caseat mostonenetwork buffer will be sentaftertheinter-

ruptcharacters sent.Thisis aninterestingsideeffect of usinga sendandwait protocol

insteadof awindowing protocol.
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2.5.2 Retransmission

Slagin usespaclet retransmissiono dealwith pacletloss. Whenever a pacletis sent,
the senderexpectsto receve an acknaviedgemenfrom its peer If anacknavledge-
mentdoesnot arrive theneitherthe original paclet or its acknavledgemenhasbeen
lost. To breakthe deadlockdueto paclet loss,the sendersetsa timer oncea paclet
hasbeensent. If the timer expiresbeforean acknavledgemenhasbeenreceved, the
pacletwill beretransmittedTo dealwith the casewhenthe peerdisappear$or what-
ever reasona paclet canbe retransmittedor a specificnumberof timesafter which
the connectionwill beclosed.

To implementtheabove mechanisnthreeparametersieedto be specified:

e Thevalueof theinitial retransmissioimer. Thistime is selectecbasedon the
roundtrip time. The exponentiallyweightedmoving average(EWMA) from

TCPis used.

e Thevalueof the subsequesnetransmissiotimers. Thesetimersare exponen-

tially bacled off.

e Themaximumnumberof retransmissionsThis valueis setto 11. A pacletwill

beretransmitted. 1 timesafterwhich the connectiorwill beclosed.

2.5.3 Bind and connectproblemswith UDP

A TCP connections uniquelydefinedby a pair of identifierseachidentifying oneend
of the connection.Eachidentifier containsa 4 octetsIPv4 addressanda 2 octetsport
number Well knowvn TCP servicesare available on well known ports. For example
telnetusesTCP port513. All telnetconnectionsuseport numberof 513 at the sener

endandcanuseary port numberat the client end. The addresseandportsareused



2.5. Implementatiorissues 41
to deliver pacletsto the correctprocessin mary systemgheway thisis implemented
is to a have a processcontrol block (PCB) with addresseflocal andremote)aswell
asports (local andremote). When a paclet arrives at a hostit is comparedagainst
the PCB’s. It is deliveredto the processwhich bestmatcheshe PCB entries. Both
TCP andUDP pacletscontainsourceanddestinationraddresseaswell assourceand

destinatiorports.

Initially whenatelnetsener is waiting for a connectiornthe local port numberis
boundto port513andtheremoteport numberis unbound.Thereis no connectioryet.
As soonasa connectionis createdthe remoteport is boundto the port numberthe

remotepaclet originatedfrom.

In the TCP casethis workswell. Henceslogin useda similar method.The slogin
sener would wait on a well known port. The client would then ask the systemfor
ancurrentlyunusedoort. The UDP packet would be sentto the sener with arandom
sourceport and the known destinationport. The paclet would be deliveredto the
processvhichwaslisteningontheslogin port. If theincomingpacketwasaconnection
requesthenthe sener processvould startanew processThenew processvould have
acoypy of thenetworking socket. Thenew processvould thensettheremoteportvalue
onits PCBusingthe connect(2systemcall. Now boththe parentandthe child would
have a PCB with the samelocal port. In the sener casethe remoteport would be
unbound. Thusall paclets which are not boundto the child processwill be sentto
the parent. By the sametokenall pacletsfor the child processwill be deliveredto it.
Thustheoperatingsystemwould beresponsibldor correctlydemultiplexing incoming
paclets. Unfortunatelyon the Sunrunning(Solaris2.5.1)underwhich | waswriting

this codethe demultiplexing did not work correctly The way thatthe bug manifested
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itself wasthatthe first connectionworkedfine. If a secondconnectionvasattempted
thennomorepacletsweredeliveredto ary of theapplications.This seemedxtremely
surprising. One would have thoughtthat other UDP basedprogramsmight usethe

samemechanisnmaswas attemptedn slogin. On checkingthe sourcefor the Trivial

File TransferProtocoldaemon(tftpd) A widely usedUDP basedile transfermprogram.
It transpirecthat tftpd getsaroundthis problemby sendingthe responsgaclet from

a differentlocal port thanthe adwertisedport. Oncethe responsas receved by the
clientall pacletsaresentto thenew portonthesener. A similarschemevastherefore
incorporatednto slogin. An irritating featureof thisschemas thatfor everyconnection
requesta new processs createdevenif the connectiorrequestsaarecomingfrom the

sameclient.

2.5.4 UserPrivileges

The slogin programwas developedon a Sunrunning Solaris2.5.1. In orderto test
slogin on wide arealinks anaccountat INRIA ,in the Southof Francewasused.This
accounthasno root privileges. It wasthereforenecessaryo try and get the slogin
sener (slogind)runningwith only userprivileges.

As soonasslogin manages connectionsetup,including the Diffie-Hellmanex-
changethe sener slogindrunsthe standardJnix login programto performauthenti-
cation.

Startingthe login programturnedout to be extremely problematic. The login
programrequiresto be startedfrom the lowestlevel shell. On UNIX systemsa file
“utmp” is usedto hold login records. In orderto startthe login programthe “utmp”
file needsanappropriateentry. Trying to write the “utmp” entryasanonroot process

provedto be a problem. A mechanismwas eventuallyfound througha library. The
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“utmp” entrywasnotclearedonlogoutasthesystenmwill eventuallyperformthistask.
Thiscauses problem for attemptdo log in immediatelyafterlogout,the“utmp” entry
isn’t clearedthe samepseudaerminalis allocatedandit is not possibleto log in. The

secondogin attemptsseemso clearthe entryandit is possibleto log in.

2.5.5 Testing

Theslogin protocolwastestednitially onalocal areanetwork. For realisticwide area

testsanaccountat INRIA wasusedasdescribedabove.

Also a systemwas built to emulatewide arealossylinks. This systemflakeway
is describedn AppendixB. Flakewaywastabledrivenandhencedeterministic.This
allowedfor repeatablé¢eststo testtheslogin protocol,usinghandcrafteddatasets.Test
datasetswerealsoderivedfrom ping tracesbetweenJCL andINRIA. It wasinitially
hoped,to performsystematidestsof slogin againstrlogin, to demonstratéhe benefit
of oneschemeover the other It wasnot clearthat suchtestswould actuallyhelpin
proving oneschemewvasbetterthananother Thereforethe flakewaywasonly usedfor

testing.

2.5.6 Security

At the time that the slogin work was done; 1994, therewere no generallyavailable
remotelogin programghatattemptedo cryptographicallyprotecteitherpassverdsor
sessiordata. Sincethattime “SSH” [94] a securelogin programhasbecomewidely
availableandis heavily used.

Any programbeingdevelopedto supportremotelogins, really neededo support
security Adding securityin theform of encryptionalsoallowedfor testingof ideasin

integratedlayer processingILP).
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A majorwin with slogin is thatasthe protocolandapplicationaresotightly cou-
pledtheconnectiorsetupexchangesanalsocarrypertinentdata.Carriedwith thecon-
nectionsetupmessagesvere Diffie-Hellman[22] setupinformation. Diffie-Hellman
allows two partiesthatdo not sharea commonsecretto generatea commonsecret.It
reliesonthedifficulty of factoringlargenumbersin theslogin casetheconnectiorand
Diffie-Hellmanexchangecan be taking placein the samepaclets. If TCP wasused
first a threeway handshale would needto take place,followed by the Diffie-Hellman
exchange.More pacletsareexchangedhanis necessaryWhich is wastefulof band-
width andtime. Sometransporfprotocolsdo allow datato be carriedin theconnection

setuppaclets.

Onceasecretkey hasbeengeneratedhenthe streamencryptionprotocolRC4 is
used.RC4is easyto implementandhasnoknown attackq78]. Onceseededby thekey
generatetby theDiffie-Hellmanexchange RC4generatea bytestream.This streamis
exclusive or'd with the datastream.At the recever the sameRC4 streamis generated
andthe receved datastreamis againexclusive or'd with the incomingstream. This
allowstherecovery of thetransmitteddata. As well asbeingsimpleto implementit is
alsocomputationallycheapthis canbeobseredfrom theimplementationn Appendix
D. Anotheradvantageof RC4 is thatbeingstreambasedunlike block solutionsit is
not necessaryo padtransmittedpaclet to a block boundary hencenot necessitating

thetransporiof extra paddingbytesin the datapayload.

TheDiffie-Hellmankey exchangeusesa prime modulusof 1024bits. The (prime
- 1)/ 2is alsoprime. Thisis supposedo make the exchangemoresecure.l generated
theprimemyselfwhich mayhave beenamistale. Its beentestedagainsall primesless

than2000andhashadthe RabinMiller testrun5 times. A 1024bit key is constructed
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from theexchange.

The streamcipher RC4 can acceptup to 2048 bit key. So the 1024 bit key is
repeatedo give a 2048bit key. In orderto have a differentencryptionkey in each
directionthe key is byte swappedfor the reversepath. Hopefully this doesnt opena

holein theencryption.

The GNU multiple precisionlibrary wasusedto manipulatehesdarge numbers.

The securityin slogin is only thereto encryptthe traffic. It doesnot performary
authentication.Authenticationis performedby the standardogin process.However,
asall traffic is encryptedthe passverd will not be availableto the world. The Diffie-

Hellmanalgorithmis susceptibléo manin the middle attacks.

Checksum Authentication

It isessentiathatall incomingpacletsareauthenticatedhtherwiseboguspacletscould
befed into the session A nonceis addedto the endof eachpaclet beforeencryption.

Thenonceis atrivial checksunthatis run acrosghe dataportionof the paclet.

The checksumalgorithm consistsof summingall the bytesin the datafield and
thenstoringthe low orderbyte at the end of the paclet. This schemes usedfor au-
thenticationnotfor protectingthe data.Beforethe payloadis encryptedhe checksum
byteis placedat the endof the payload.Whena pacletis recevedit is decryptedand
thechecksunalgorithmis run. Only if thecomputedthecksunbyteandthechecksum
bytein the paclket matchis the payloadaccepted.Thereis a very high likelihoodthat

the creatorof datapaclet knew the secretencryptionkey.
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2.6 Experiments

OnNovember27 1994theslogin andslogindprogramsexisted. Experimentavereper
formedbetweenJCL in LondonandINRIA atSophiaAntipolis. Thetypical roundtrip

time wasaround200mswith 17 hops.

The original ideahadbeento build anasymmetrigorotocol,at the client sideall
datawhich hadnotbeenacknavledgedwould besentin all paclets,thisseemedo bea
fairly reasonabl@approachasattheclientend,theinputis from thekeyboard.In order
to simplify the implementationthe first cut wasto build a symmetricprotocol: unac-
knowledgeddatafrom the senerwasalsorepeatedWith aterminalsizeof 24x80this
couldmean1920bytesin a screerrefresh,generategperhapdy an editor However,
experimentshovedthatthearbitrarypacletsizeof 1024whichwaschosersometimes
meantthata screerof datawould requiretwo paclets.HostMTU discovery, would be
extremelyuseful,to allow the applicationto transmitthe largestpossiblepaclet size

for apath.

In orderto simplify the buffering of databoth from the keyboardandthe remote
shell once 1024 bytesof datais in the transmitbuffer the programno longerreads
from the input keyboard/shell. This hasthe side effect of thereonly ever beingone
pacletsworth of databuffered. Soif a keyboardinterruptis usedto stopa flow, only
onepaclet's worth of datais everin the system.Whenalot of datais beinggenerated
from the sener endof theconnectionfor exampledisplayingavery largefile (e.g.cat

/etc/termcap)the protocolbecomes sendandwait protocol.
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2.7 Results

Onalongdelaylink with a smallamountof pacletlossthe slogin programfeelsmore
responsie thanrlogin. Thisis dueto nothaving to wait for oneroundtrip time whena
pacletis lost. It would beinterestingto modify a TCP implementatiorto alsosendall

bufferedbyteswhenthe numberof bytesis small.

The XON/XOFF flow controlandinterruptprocessingvork very well evenwith-

outspecialsupportthisis dueto only ever buffering onepacletsworth of data.

As mentionedabove when a lot of datais being sentthe currentimplementa-
tion becomesa sendandwait protocol. This meansthat currentlyslogin hasa lower
throughputthanrlogin. However, the authorbelievesthatapartfrom performingtests,
generatingalot of datawhich cannotpossiblybereadis notuseful,solimiting therate

is nota badpropertyof the currentimplementation.

2.8 Enhancements

Passingthe usernamedisplay variableandterm variablewould be useful The rlogin
protocolalsotrackswindow sizechangesThereis supportfor aseparateontrolchan-
nelin slogin which hasnever beenimplemented.This control channelcould be used

for window updates.

Theenvironmentvariablescould just be tacked ontothe endof the key in the key
exchange.They could actually be placedin the paclet as ervironmentvariablesand

notevenrequireinterpreting.
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2.9 Discussion

TCP is badly matchedto the requirement®f a rlogin application. In mostcaseshe
applicationwriter hasinformationaboutthe characteristic®f his applicationthatcan
be exploited. A classicexampleof this problemis rlogin, the echoingin rlogin is
performedby theremoteend,whenit wasdiscoveredthatfor every charactethatwas
typedfirst an ack was sentbackthenthe echo, TCP implementationsvere modified
to delayfor 200msto delaythe sendingof the ack sothatit could be carriedwith the

echo.

We can make mary obsenationsabouta typical rlogin session:a userdoesnot
type fast,sountil anacknavledgements receved up to somethresholdall characters
typedcanbe repeated.On long delay pathsthis shouldgive the bestresponsainder
conditionsof loss.Considerthe caseof acharactetypedby theuser Thesinglepaclet
carryingthis characteis lost. Thenanothercharacters typed. In the TCP casedueto
theNagledelaytypically 0.5secondwvill passuntil thetwo charactersretransmitted.
In the slogin casethe secondcharactemwill be sentimmediatelywith thefirst. If the
TCP hasNagledisabledit will still take onemoreroundtrip time for the characteto

bedelivered.

A usercannotnecessarilyeadveryfast: datarateof thereversechannekouldbe
keptto afairly low settableate.In factasthe protocolwasimplementedasa sendand
wait protocoltherewasalwaysa RTT of delay This provided a usefulside effect of
notrequiringary specialinterruptcharacteior X-ON/X-OFF flow control processing.

As thereis only ever onewindow of datato interrupt.
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2.10 Conclusions

Slagin providesa numberof benefitsover rlogin andtelnet. It providessecurityat no
significantoverhead Thisis alsotrue of SSH.

Slagin providesbetterresponsieneson long delaylinks with arny loss.

TCPis agoodgeneraleliableprotocol,but it doesnot matchtherequirementspf
evenasimpleapplication;suchasremotelogin.

The actualslogin implementationwasdifferentto the original specification.The
original specificatiorwasto have usedwindowing; theinitial implementatiorusedsend
andwait. This turnedout to be perfectlyacceptable A benefitof this decisionwas,
the control channel which had also beenspecified,did not have to be implemented.
Thecontrolchannelwasamongotherthingssupposedo carryinterruptcharactersAn
expeditedchannelwhich could overtale the datachannel. With sendand wait there
wasnever morethanonepacket of datawhich neededo beinterrupted.

The control channelwas also to have carriedwindow size changeinformation,
amongsbtherthings. Implementingthis featurewould not have provided ary signifi-
cantadwantage.

It washarderto specify implementanddehug theslogin protocolthanwriting say
rlogin. Theauthorhaswritten a rlogin for acommercialUNIX vendor socanvalidly
malke this comparison.

Theincreasedmplementatiorcomplexity of this approachwould be anobstacle
to its adoption.An avenuethatwasconsidemwasthe provision of building blocksto fa-
cilitate the constructiorof applicationlevel protocols(ALPs) suchasslogin [32]. This
directionwasnot pursued.Thework in this chapterwasdoneaspartof the Hipparch

project[5]. Partnersin the projectwherelooking at automaticprotocol composition
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[23], in orderto solve the compleity of designingandimplementingprotocols.
In this chapterone applicationhasbeenconsidered.In the next chapterwe con-

sidermailing liststo seeif ALP conceptsanbeusedin avery differentscenario.



Chapter 3

MMD: Multicast Mail Delivery

3.1 Intr oduction

Thework presentedn this chapteris joint work with ZhengWangandJonCrowcroft.
Thework wasdoneattheendof 1995,whichis why somedesigndecisionsnaynotbe

asappropriateodayasthey werethen. Thesedecisionsarediscussedhn section3.4.4.

In this chaptemwe considemailing lists asanotherapplicationthat could benefit
from applicationlevel protocols(ALPSs). This applicationis very differentto theslogin

application.lt is again,howeveravery heavily usedapplication.

As mailing lists grow large, currentcentralisedistribution becomesncreasingly
unmanageableln this chapterwe presentan alternatve mailing list delivery system
MMD. MMD delivers messagdo list membersby multicastand achieves reliabil-
ity with a lightweight retransmissiorschemebasedon expandingring local repair
ing. MMD canco-exist with corventionalmailing list delivery andrequiresminimum

changedo the systems.

Mailing lists areamongthe mostusefulapplicationson the Internet. It is impos-

sible to make an accuratesstimationasto how mary mailing lists exist in the whole
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Internet. As of June2nd 1996, www.lisxt.com,a mailing list directoryhada database

of 37,416lists.

Standardnailing list operationis fairly simple,amailing list is setup at a site by
allocatingan electronicmail addressfor examplemmd@cs.ucl.ac.ukAll electronic
mail sentto this addresss thenfannedout to all membersof the list at the mainlist

explodet

Thereare a numberof problemsassociatedvith this corventionalmailing list
operation[89]. First of all, the administrationof large mailing lists can be a very
time consumingactiity. The simplestpart of maintenancenay just be dealingwith
subscribe/unsubscribaessagesAlthough mailing list softwaretypically canhandle
automaticsubscriptionandunsubscriptiorj81], peopleoftenfail to changetheir mail
addresse the lists whenthey changeorganisations.A major problemreportedby
maintainersof large mailing lists is delivery failure. Whena mail transferagent[75]
fails to deliver mail to a recipientof a mailing list, a mail messagés often generated
by the mailer and sentbackto the list maintainerwith an errorreport. Therecanbe
mary reasondor delivery to fail, for example,the hosthamecannotbe found in the
DNS [60], the mailbox may no longerexist, the machinethatthe mailbox resideson
hasbeenunavailablefor prolongedperiodsetc ... Someof the problemsmay be the
kind of transienterrorsthatoccurin networking or they may be more permanentike
a recipienthaschangedorganisationsand no mail forwarding is enabledto the new
organisations Whetherthe erroris transientor permanenttime is spentby list main-
tainersprocessinghe delivery reports. For example, Information Sciencednstitute
(ISI), whichmaintainsmailinglists for Internetresearclgroupsthe [ETF andotherin-

ternetgroups,on averagerecevedabout400messagea monthrequestingadditionsor
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deletionsandabout300errormessagea monthdueto mail delivery problemsduring

1991[89]. Thememberson mostISI's mailing lists have increasedubstantiallysince.

Sinceevery messagéasto bereplicatedat the mail sener wherethe mailing list
residesalargeandactive mailinglist mayplacesignificantworkloadonthemail sener
andalsooutgoingtraffic for thelist maintainers site. The majority of the mailing lists
onthelnternetareoperatedsafreeserviceto aparticularcommunityor interestgroup,

soit is desirableio reducethe burdento thelist maintainers siteasmuchaspossible.

Whenthe numberof membersn a list reachesa few thousandsuchcentralised
distribution becomesncreasinglyunmanageableln this chaptey we presenta dis-
tributedapproactbasedn multicast,calledmulticastmail delivery(MMD). In MMD,
mailing list distribution utilises the multicast capacity of the underlying networks
(MBONE)[17]. Message$from the mainexploderaremulticastoutandeachsiteinter-
estedin a particularlist hasa local exploderwhich listensat the multicastaddressand

distributesto local membersf thelist.

With this approach, the entire mailing list operation is fully distributed.
The administratve load on the main explodersis drastically reduced. Subscrib-
ing/unsubscribings alocalmattersotherewill nolongerbethelargeturn-a-roundime
often encounteredvith somemailing lists. Any errorsgeneratedare handledlocally
andhenceeasierto solve. As thereplicationis donewith multicast,thetraffic loadon
themainexplodersis nolongeranissue.With local retransmissiomechanismanain
explodersonly needmulticasta messagence, or at mosta small numberof times
whenlocal repairingfails. Thus, MMD candeliver mailing lists more efficiently in
termsof network bandwidthandspeedf delivery. With MMD, thereis the additional

local burdenof configuringa new local list eachtime anew mailing list is joined. This
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is inevitable asa resultof the distributedapproach However, the setupprocesscould

beautomated.

3.2 DesignBasics

MMD wasdevelopedasan alternatve to corventionalmailing list delivery. Its aimis
to relievetheadministratve burdenson list managersandto reduceraffic anddelayin
messageélistribution. The coreof MMD is a multicastbasedlistribution systemwith a
lightweightretransmissioscheméasedn expandinging localrepairing. Thedesign

of MMD adheredo thefollowing basicprinciples:

1. Co-eistencewith corventionalmailing list delivery. Giventhe large installed
baseof corventionalmailing lists, any systemsncompatiblewith the corven-
tional onewill not work in practice. The useof MMD and corventionalmail
delivery mustnot be mutually exclusive. For ary list, userswho do not have ac-
cesdo networkswith multicastcapacitycancontinueto usecornventionalmailing

list delivery.

2. Minimum modificationsto currentsystemsMMD wasdesignedo replaceonly
the replicationpart of the mailing list delivery. Therehasdeliberatelybeenno
attemptmadeto replacecurrentmailing list maintenancesoftware. Subscribing,
unsubscribingmailing to a list andreceving mail arehandledthroughexisting
infrastructure. By doing so, MMD requiresminimum changedo the current

systems.

3. Handlingof multiple lists. MMD wasdesignedo handlemultiple mailing lists

so thatoneinvocationof the programand configurationfile would be required
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persite. It will alsoallow multiple liststo sharea simplemulticastgroup.

3.3 The Structure

The MMD suiteof programss brokeninto threedistinctcomponents:

Sender
MT'S

Mai n expl oder md_accept

")
mmd_nmul ti cast

%cast mul t&ocal expl oders
V

md_del i ver mrd_del i ver md_del i ver
SMrP SMTP SMTP
Recei ver Recei ver Recei ver

Figure3.1: The Structureof MMD

1. mmdaccept

Electronicmail entersthe MMD subsystenvia mmd.accept. The programis
invoked by the mail delivery program,it then makes a unicastconnectionto
the mmd.multicastprogramwhich is responsibldor multicastingthe mail mes-
sages. An example of operationwould be setup a mailing list for example
mmd@cs.ucl.ac.ykatherthan the mail now going to multiple recipientsit is
justsentto themmd.accept.Themmd.accepprogramis atrivial programwhich
is the entry point into the MMD subsystem.This programis invoked onceper

mail messag@nddoeslittle morethatopena connectiorto mmd.multicastand
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relay the messageln the unlikely event of mmd.multicastnot being available
mmd.acceptreturnsan error statusandthe mail messagés queuedoy the mail
softwarefor alaterdelivery attemptasmail transfersystemsaregoodatthis. All

retriesareleft to the existing mail infrastructure.

2. mmd.multicast

This programmmd.multicastis a sener processwhich is intendedto run con-
tinuously andis responsiblefor multicastingthe mail message.This program
sendsut periodicstatusmessagesontaininginformationaboutwhat messages
arecurrentlyavailable. This allows receversmmd.deliver to sendnegative ac-

knowledgementsvhenthey discoverthatnenv messageareavailable.

3. mmd.deliver

The programmmd.deliver is a sener processwvhich is responsibldor reliably
receving the multicastmail messageandperforminglocal delivery. It canalso

performretransmissions the eventof loss.

3.4 The Protocol

Theprotocolis totally text basedasaremail messageslwo channelsareused onefor
control messageandthe otherfor the data. Thereweretwo reasondor this choice,
onefor easeof de-multiplexing of messagedhe otherto allow receversto leave the
multicastgroup on which the datais sentin orderto take full advantageof multicast
pruning,so oncea site hasrecevedall the currentlyavailablemail it no longerneeds

to receve themail again.
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3.4.1 Statusmessage

Themessageonsistf colonseparatedields:

v1:STATUS:timeout range:list name:lowestmail message:highestail message:

1.v1

Theversionof the protocol.In this caseversionl.

2. STATUS

Thetypeof themessageThe keyword STATUS is actuallyin themessage.

3. timeoutrange

In orderto guardagainstthe ACK/NACK implosion [27] problema timeout
rangein secondss sentwith the message.Any recevers wishing to senda
NACK in responsdo a STATUS messagehoosesa randomtime valuewithin
thisrange.

4. list name

The nameof thelist.

5. lowestmail message

Themail messagearenumberedthisis is the lowestmail messagevailable.

6. highestmail message

The highestmail messagavailable.

3.4.2 NACK message

Themessageonsistf colonseparatedields:

v1:NACK:list name:mail messagezoptional fragment number or range>:
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. vl

Theversionof the protocol. In this caseversionl.

. NACK

Thetypeof themessageThekeyword “NACK” is actuallyin themessage.

. list name

Thenameof thelist.

. mail message

Themail messagé¢hatis beingNACK'd.

. <optionalfragmentnumberor range>:

If this field is not presenthenthe whole messages being NACK’d. A single
valuedenotesa particularfragmentis beingNACK’d. A rangeof fragmentscan
be specifiedby giving a startvalueandanendvalueseparatedvith an“-", e.g.

“10-15".

3.4.3 Datamessage

The mail messagearebrokeninto fragments.The sendercanchooseary appropriate

fragmentsize,theonly stipulationbeingthatoncea sizeis chosent mustbethesame

for all fragmentsandmustremainconstanfor a particularmessage.

Eachmail messagéragments prependedvith thefollowing headerThefieldsin

the headerare colon separate@ndthe lastentry is followed by two newlines (ASCII

nl, hex valueOxa),afterwhich the mail fragmentappears.

v1:list name:messag@umber:fragment:total number of fragments:
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1.v1

Theversionof the protocol.In this caseversionl.

2. list name

The nameof thelist.

3. messag@umber

Themail messag@aumber

4. fragment

The fragmenthumberof the messagdeingcarried.

5. total numberof fragments

Thetotal numberof fragmentsvhich make up this mail message.

3.4.4 RetransmissionScheme

In MMD, retransmissions recever-initiated basedon expandingring local repairing.
Whenarecever detectdhata messagés lost, it first requestshe messagén its local
scope.Any entity which hasa copy of the messageanreply to sucharetransmission
requestlf therequestedanessagés notretransmittedarecever canincreaséhescope
of its retransmissiomequesuntil the requestednessagés receved. We now describe
the detailsof protocoloperations.
The*mmd_multicast”programsendsoutperiodic*STATUS” messagesl hemes-
sageshemselesaresimpletext messageshe“*STATUS” messagesarryinformation
regardingthe rangeof messageavailable. If a“mmd_deliver” programdetectshatit
doesnot have a particularmessagét cansenda “NACK” messagen responsdo a

“STATUS” message.
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In orderto guardagainst“NACK” implosion,the“NACK” messagearenotsent
immediatelyafter receving the “STATUS” messageslf therewere mary recevers,
sending“NACK” messagesmmediatelyafter a “STATUS” messagevould lead to
mary “NACK” messagebeingsentat roughlythe sametime, thuspotentiallycausing
heary congestion. Ideally only one recever shouldsenda “NACK” in a particular
time period. A protocol could have beendevelopedin orderto synchroniseall the
participantsto guardagainstthe “NACK” implosion problem. This would however
have increasedhe compleity. Also the numberof messagesxchangedwvould have

increased.

As the distribution of mail makesno realtime guaranteesa simplerstratgy was
adoptedusinga randomelementto determinewhena “NACK” shouldbe sent. The
“STATUS” messagesarry atimeoutvaluewhichis a interval within which arandom
valueis chosenby eachrecever. This valueis usedasa delayperiodfrom the arrival
of the “STATUS” message Whenthis delay period passesthe recever may senda
“NACK” messageln theinterveningperiodanotherrecever may alreadyhave senta
“NACK?” for the requestednessageAs all messageare multicast,all receverswill
receve the “NACK” messagesso a list of “NACK” messagess recordedand only
nev “NACK” messagesentin ary particularperiod. In orderto grosslysimplify the
presentimplementationif any “NACK” or “DATA” messagesire seenin the delay
periodthenno“NACK” will besent,anew delayperiodwill bechoserandtheprocess
will repeateduntil thereareeitherno outstandingnessagesr therehasbeena quiet

delayperiodwhena“NACK” canbesent.

At this pointsomebackgrounds required.At thetime thatthiswork wasdonethe

MBONE wasbasedon a distancevectormulticastrouting protocol (DVMRP). Since
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thattime the protocolsusedhave changed What multicastprotocolis currentlyin use
doesnot affect our discussion. An importantfeaturethat haschangeds how far a
multicastpaclet travelsin the network is controlled. How is the scopeof a multicast
pacletcontrolled?Theinitial MBONE consistedf tunnelsbetweerparticipatingsites.
Thetunnelswereconfiguredwith thresholdsFor a pacletto traversea tunnelits time
tolive (TTL) hadto belargerthanthetunnelthreshold.Thereforehow far a multicast
paclettravelledwasgovernedby its initial TTL. Thehighertheinitial TTL thefurther
the scopeof the paclet. For exampleatthetime thiswork wasdonea TTL of lessthan
31 would keepa multicastpaclet within the UK. A TTL of lessthan16 would keep
a paclet within UCL. This wasnot consideredo be a flexible enoughscheme.Today
multicastpaclets can be boundedby using administratve scopeg58]. Ratherthan
using TTL’s to boundthe scopeof a paclet the multicastaddresss used. To greatly
simplify theexplanation pborderroutersin administratve domainsdo notallow paclets

with certainadministratve addressangedo traversethem.

The retransmissions carriedout in a distributed fashion. in MMD, not only
can the “mmd_multicast” programrespondto a “DATA” messagebut so can the
“mmd_deliver” programs.An expandingring searchfor local retransmissioris used.
TheTTL wasincreasedor “NACK” message® expandtheir scope.Thereforetopo-
logically closesiteshadthe opportunityto respondirst. If therewerenoresponseghe
scopeof the searchcould beincreaseduntil the whole world wassearchedThis TTL
basedxpandingring searchwould notwork todayasexplainedabove. Todayit would
benecessaryo configurealist of addressethatwould be sequentiallysearchedEach

addressvould have a greaterscopethanthe previousentry.

The“*NACK” messagearemulticast,thereforeall entitiesthathave a copy of the
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messagearein the positionto reply with therequestedD ATA". Thehopeis thatin all
but theinitial distribution of amessagethe retransmissiomequeswill be satisfiedby
anentity closerthanthe original sender As with “NACK” messagethe problemstill
existsthatalargenumberof “DATA” messagesouldbesentin responséo a“NACK”

messageCausinga “DATA” implosionproblem.

As with “NACK” messageSDATA” messagesre sentafter a randomdelayin
orderto guardagainstimplosion and synchronisatiorproblems. All entitieshave a
gueueof outgoingmessagesWheneer a“NACK” messagés seenall entitieswhich
have a copy of the messagelaceit on their outgoingmessageueue. The “DATA”
may alreadybe on the outgoingmessageaueue,in which caseit will not be added.
At somerandomtime in the future the outgoingmessagejueuewill be actvatedand
the queued‘DATA” pacletswill be transmitted. Every receved “DATA” paclet is
comparedgainsthosein theoutgoingqueue ary thatmatchareremoved. If anentity
requesta“DATA” pacletby sendinga “NACK”, mary entitiesmaybein apositionto
servicethisrequestAll siteswith theappropriaté DATA” will scheduleatransmission
in the future. As soonasthefirst site satisfiesthe requesthe othersiteswill remove

thetransmissiorirom their outgoingmessageueues.

The “STATUS” messagearriesa timeoutvalue so that the value can be varied
asthe size of the group changes.Currentlythe timeoutvalueis a small fixed value
(60 seconds).Theintentionis thatthe “mmd_deliver” programshouldnoticeif mary
“NACK” messageappeartogether If mary “NACK” messageappearogetherthis
signalsthatthetimeoutvalueis too low andthetimeoutvaluecanbeincreasedWhen
anew “DATA” messagdecomeswvailableandno “NACK” messagearerecevedin

say half the timeoutinterval thenthe timeoutvalue canbe graduallydecreasedThe
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“‘DATA”’ messagesre never sentout unsolicited,only whena “NACK” is receved
will a“DATA” messagde sent. It would seemmoreobviousto multicastall “D ATA”
messageassoonasthey arereceved. Themainreasorfor alwayssolicitinga“NACK”

is thatit enablesa morefrequentestimationof the sizeof thegroup.

3.5 RelatedWork

A simpletransportprotocol called Musefor multicastingUSENET newsgroupswas
presentedn [51]. Musedistributeseachnews articlein a singleUDP multicastpaclet

andthereareno retransmissiomechanismsor lossrecovery.

Therehave beenanumberof proposalgor reliablemulticasttransporin thelitera-
ture[27, 18,92, 8,57]. Many useacentralizedlistributiontreefor totally orderednul-
ticastdelivery. A reliable multicastschemebasedon distributedlossrecovery called
SRMwasdiscussedh [27]. Theretransmissioschemeaisedin MMD is similarto that

in SRMwhererepairfor lost pacletsaredonelocally.

3.6 Discussion

In the MMD design,we have assumedhat the mailing lists are opento the public,
thusno securitymechanismsvereincorporated For closedmailing lists, corventional
mailing list schemeganbe usedor the mail canbe encryptedo maintainsecreg. At
the presentime with the prevalenceof SFAM it would be necessaryo useanauthen-
ticationschemeo stoptheunauthorisednsertionof messages.

The MMD suiteof programsvasimplementedn C++ underSolarisandSunOS.
Theimplementatiorwastestedor six monthsfrom Decembe9950n a subsebf the

“rem-conf’ mailing list.
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3.7 Conclusions

Onepotentialfailing with the schemedescribeds thatof scaling,from the perspectre
of anindividual mailing list with mary subscribers.If a mailing list hasa thousand
subscriberslistributedthroughthe world, thenin the bestcase,a small mail message
couldbebetransmittedvide areawith a singlemulticastpacket transmissiorirom the
senderAt thelocal sitestherewill of coursebe TCP connectiongo performtheactual
mail delivery. In conditionsof losstherewill of courseberetransmissionsrhiswould
betrue of TCPaswell. Thereis alsotheissueof the low frequeng statusmessages.
Thesemay generatanoretraffic than TCP connectionn low volume mailing lists.
For individual mailing lists the benefitof MMD canbe seen.Therealscalingproblem
arisesn thecaseof largenumbersf mailing lists. Althoughtheprotocolwasdesigned
suchthatinformationfor multiple lists couldbecarriedtogetherthiswould notscaleto
carryingall theworld’s emaillist. Onepossiblesolutionmay be to usemary multiple

multicastaddressesT his partof the problemspacehasnot beenaddressed.

As with the slogin work presentedn the previous chapteran ALP hasbeende-
velopedand shavn to work in a small scaletest. The resourcesvere not available
for a truly global deploymentandtest. Nodeswere run in London, Cambridgeand
Edinkburgh.

We areableto show asin slogin thatwe candesignour protocolto take advantage
of ourknowledgeof theprotocol.In theMMD casethereis no timelinessrequirement.
Mailing lists are not requiredto provide real time delivery. A low frequeng status
messageankeepreceversapprisedf the currentmessageavailable.

Two very differentapplicationshave beenchosenand ALPs have beenbuilt to

demonstratehat thereis benefitfrom using this approach. They are provided as a
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proof of conceptasabasisfor therestof thework presentedn thisthesis.

Thereis still however the issueof composingALPs anddeploying them. As has
alreadybeenstatedothermembersof the HIPPARCH projectwerelooking into auto-
maticprotocolcompositior{23]. Someinitial work wasalsodonein providing building
blocksfor protocolscomposition32], this avenuewasnot pursued.

In the rest of this thesisour emphasiswill be on the deploymentaspectof the
problem. Entities called proxyletsare describedwhich allow codeto be deployedin
the “network”. Sucha schemecould be usedto deploy a MMD into the network.
An additionalbenefitof suchan approachwould be that applicationlayer multicast
couldbe used.Thereforeno relianceon the currentvariationof the availablemulticast
technology Theseideaswill beexploredin laterchapters.

Thenext stepin thepathtowardsALP deploymentis presentedh thenext chapter
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Chapter 4

JavaRadio: an application level active

network

4.1 Intr oduction

Thework presentedn this chapteris joint work with Michael Fry [35].

In the previous chapters(2, 3), we looked at the benefitsof Application Layer
Protocols(ALPs). In this chaptemwe describean experimentwhich s thefirst compo-
nentin building an applicationlevel active network. ALPs have benefitsbut they are
harderto developthanapplicationsouilt on, for exampleTCR If ALP’scouldbe made
portable,henceeasierto deploy they would becomemoreattractve. The extra effort
in developmentcouldbe counterbalancedith ubiquitousdeployment. The ALPs and
theprotocolsenerideawasnottheapproactihatwasultimatelyadopted.This chapter

is left in this form to shaw the gradualevolution of ideas.

The World Wide Web (WWW) [10] is the world’s largestdistributed database.
Large amountsof dataareavailablein variousformats. However, we believe thatthe

Hypertext TransferProtocol(HTTP) [25] over TransmissiorControl Protocol(TCP)
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[71] is notalwaysthe mostappropriatanechanisnior retrieving this data.An obvious

exampleis audiofiles storedin the WWW. Typically, to accessan audiosampleone
hasto downloadthe whole sampleandthenlistento it. A four minuteaudiosampleat

8K bytesper secondwould be 1920Kbytes. If thereis a slow or lossy pathbetween
the recever andtransmittey the downloadcould take a long time (e.g. from a WWW

seneratUniversityCollegeLondonto aclientattheUniversityof TechnologySydney

usuallytook aboutthreeanda half minutesin 1997).

Playingoutthesampleasit arrivedwould seemamoreappropriatesolution. How-
ever, streamingaudioover TCP cancauseproblemsif thereis arny loss. Undercondi-
tions of lossa delaybuilds up aslost pacletsareretransmitted A Real Time Protocol
(RTP) [80] [79] streamwould seemmoreappropriateassomepaclet losscanbe tol-
erated.A possiblesolutionfor listeningto audiostreamanay be to modify theHTTP
protocolto returncontentusingRTP streams.This solutionis limited asevery WWW

senerwould have to supportmary protocols.

Audio files arejust oneexampleof files availableon the WWW wherethe stan-
dardHTTP transaction®ver TCP areinappropriate Anothersolutionwidely in useis
RealAudio[64]. In thiscasea URL refersto adedicatechudiosenerwhich stream®ut
audiousinga protocolappropriatdor audio. Theaudiois heldon a separatsener, so
canonly beaccessewith dedicatedools. We proposea moregenericsolutionwhere

theactualcontentsuchasaudiocontinuego resideon a WWW sener.

4.2 Proposalfor Mobile Protocol Stacks

We proposenitially that proxy senersexist “close” to the WWW sener from which

contentis required. A standardJRL is sentto the proxy alongwith a eitheran Ap-
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plication Layer Protocol(ALP) or areferenceo an ALP. The proxy thenextractsthe
contentfrom the WWW sener andreturnsit usingthe ALP. This allows the client to
selecthow contentis returned. The client in effect causeghe pushingof the playout
protocolto the proxywhichis closeto the WWW sener. Ultimately it may make more
sensdo have the proxy co-residentvith the WWW sener.

Theclientmayalsopull anALP in orderto “view” thecontentf it doesnt already
containan appropriateplayoutmechanism.Repositoriesof ALPs (protocol seners)
could exist which containedboth endsof an ALP stack. Possibleprotocol version
mismatchesvould be solvedby having bothendsof thean ALP stacklocatedtogether
An applicationwould be at liberty to useany ALP available and signalto the proxy
which playoutALP to use.

To achieve this we requireaninfrastructurethat supportsamobile protocolstacks.
Although the protocol sener is describedherein the context of the WWW it may
be usedby other applicationsto upgradea protocol stack. In the initial work that
we describethe protocolsener hasnot yet beenimplementedout a proxy with fixed

protocolsanda client have beenbuilt.

4.2.1 Application Choice

To testthesedeaswe wantedto build anapplicationwith variousconfigurableprotocol
options.An initial applicatiorwasrequiredwvhichcouldbeimplementedvith anumber
of differentprotocolstacks. An audioapplicationwas chosenfor several reasons:it
couldbeimplementedvith separatg@rotocolstacksthe variousaudiocodingschemes
addanotherdimensionin variability, therealtime aspecteststhe Javaimplementation
framework we have chosen(belaw), it is easyto demonstrateandit is acontemporary

application.
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We have now built a framewvork usingthe Java programminglanguageto begin
experimentswvith mobile protocolstacks.In orderto supportmobile protocolstacksit
is desirablethatthe stackis portableandnot platform specific.A simpleway of meet-
ing this criterionis to useJava. Java programsare compiledto byte codeswhich are
interpretedby a virtual machine.Java programswill thereforerun on all architectures
for which aninterpreterexists. However interpretedcodewill not executeasfastas
native code. Justin Time (JIT) compilersarebecomingavailablefor mary platforms.
A simplisticview of aJIT compileris thatit corvertsthe portablebyte codesto native
codeto remove the performanceenaltyof interpreteccode.

Although Java offers portability it is not at all clearif it is suitablefor building
protocolstacks.For examplewe showv thatheademprocessingn Javais morecompli-
catedthanin the C [46] programminganguagewhich is the mostcommonlanguage
currentlyin usefor protocolbuilding. Anotherunknaovn waswhetherJavadeliversthe
performanceequiredfor the currentgeneratiorof applications.

A standardor transmittingreal time audio exists. We decidedto usethe Real-
time TransportProtocol(RTP) asoneof our configurableprotocols.Anotherprotocol
which is supporteds TCP. As well asa playouttool it wasalsonecessaryo write a
transmitterwhich could take audiofiles andgenerateRTP or TCP audiostreams.To
enableprotocolandcodecselectiona controltool wasbuilt to interactwith the proxy.
The controltool is usedto selectvariousaspect®f the playoutsuchasprotocolstack

andcodecselection.

4.2.2 Significance

We areattemptingo build aframework for thedeploymentof new protocolsratherthan

justbuild anew playouttool. Thework describecturrentlyusedixedALPs. Weintend
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to move towardsdynamicallydeployed ALPs. An exampleof a simple ALP thatwe
have in mindis an ALP which compresse8VWW pages.This would be downloaded
to a remoteproxy which would compressa pagebeforetransmission. The decom-
pressercouldbe pulledto thelocal client. Thisis a compressor/decompress&tP to
beusedin saving transmissiorbandwidth.The benefitis thatthe playoutprotocoland

transformatioron the datais determineddynamicallyat runtime.

Thiswork is alsoa contribution to researchnto Active Networks. We discusshis

aspecbelow.

4.3 Experiment Description

The structureof our experimentalframevork andapplicationis shovn in Figure4.1.
Ratherthan modify a WWW sener to supportdownloadingof protocols,we have

written a separatg@roxy senerwhichis placed‘close” to thetargetwebsener.

An audiotool: YetAnotherAudio Tool (YAAT), waitsfor incomingaudiostreams
and playsthemout. The proxy sener acceptsequestdor audioURLs. The audio
samplereferenceds downloadedto the proxy sener andthenplayedout to the audio
tool. The proxy seneracceptsequestshrougha Java RMI interface. Therequestsare
sentto the proxy sener from the controlinterfaceusingthe RMI interface. Although
aProtocolseneris shavn in thefigureit hasnot yet beenimplemented For our wide
areaexperimentsa proxy sener waslocatedat MartleshamHeathin the UK andthe

playoutwasperformedo Sydne in Australia.

The proxy sener acceptsa seriesof parametersa URL for the audiosample,a
streamypeRTP+UDPor TCP, acodecto use(PCMor ADPCM), anaudiosamplesize

(20ms,40ms,60msand80ms),aredundang level (up to two levels)anda destination
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for thestream.Thesearedescribedurtherbelow.

Theinteractionsareasfollows. A UniversalResourcd.ocater(URL) is sentto
the proxy sener of anaudiosampleon the WWW sener. While the audiosampleis
being pulled to the proxy sener the playoutis startedwith the parameterabove. If
network conditionschange suchas high levels of loss, the playoutcan be modified.
For examplewe canselecta higherlevel of compressionsuchaschangingfrom PCM
to ADPCM compressionwhich givesa 50% saving in bandwidth.If thereis high loss
rate,redundang canbeaddedo eachpaclet by carryingthe previousaudiosamplen
the currentpaclet. Currentlytwo levels of redundang are supported.At presenthe
variousparametersanbe modifiedby theuser However it would berelatively simple
to adda Quality of Servicemanagemwhich, asa function of feedbackat the recever,

modifiedthe audiostreamto attemptto bring it backto acceptableuality.

Thecodehasbeenwrittenin Java, whichis compiledto byte codeswvhich arethen
interpretedinside a Java Virtual Machine. This meansthat we have no dependeng
on a particularmachinearchitecture. A performancepenaltymay be paid for using

interpreteccode.

With the portablebyte codesthat Jara compilersgenerateprotocol stackscould
bewrittenin Javzaandthenexportedon demando their point of use.Thisis discussed
belonv underfuture work plans. Working with Java hasalso allowed us to evaluate
the problemsof writing protocol codein Java, aswell as discovering any potential

performanceroblemswhenusingJavafor arealtime application.

At presenburinfrastructuredoesnot yet supportcodemobility. We do have RTP
compliantJavacode two codecsPCMandADPCM, anaudioplayouttool andaproxy

sener. Thesearenow described.
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Protocol Server
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Control RMI
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Figure4.1: Framevork

4.4 ComponentOverview

4.4.1 YAAT - Yet Another Audio Tool

Theaudiotool YAAT is totally writtenin Java (Figure4.2). Threemethodsof playing

out streamsaresupported.

1. TCPdownload

In thismodea TCP connectioris usedto downloadtheaudiosample.Thewhole
audiofile is downloadedandthenplayed. A delayis incurredwhile thefile is
downloaded. The userhasto wait for the whole file to be downloadedbut the

audioquality is presered.

2. TCPstreaming

In thismodea TCP connections usedto downloadthe audiosample.Theaudio
playoutis startedafter a buffer of playoutdatahasbeengathered.In this mode

the usercanstartto listen to the audio sooner Every time a paclet is lost, at
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Figure4.2: Yet AnotherAudio Tool

besta delayof oneroundtrip time will beincurredattherecever. Sofor every
pacletlostthereis a build up of delayfor the transmittedoaclets. If the playout
buffer is notlarge enough eventuallythereceverwill have no data.If anodata
conditionarisesthentheaudiowill breakup astherewill be periodsof silence.
Thelarger the audiosamplethenthe larger the playoutbuffer hasto be, dueto

the potentialfor the build up of delay

3. RTP streaming

In thismodeRTP is usedover UDP. Variousoptionsareavailableto the uservia

the controlinterfacefor the playout. Optionscanbe variedduring playout.

Theoptionsavailableare:

e Codec

Currentlytwo codecsareavailable. The PCM codecactuallydoesnothing,
asthe audiosamplesn thefile at the sener areassumedo be PCM. The
audiodeviceis alsoassumedo accepPCM. Theothercodeds anADPCM

codecwhich givesa compressedgamplehalf the size of the original data
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sample. We were unableto perceve a changein the quality [21] of the

audiowhenswitchingfrom PCMto ADPCM.

e SampleSize

Thelengthof eachaudiosamplecanbevariedfrom 20msto 80msin 20ms

incrementsObviously changinghe samplesizechangeshe paclet size.

e Redundang

A redundanpaclet formatis supported.The currentpayloadmay carry a

paclet from the previoussample.

e Responséo loss

In theeventof pacletlossno audiosamples availableto placein theaudio
playoutbuffer. In this caseratherthaninserta 20mssilencesample,the
previous audio sampleis repeated37]. This repetitiongreatly enhances

the quality of theaudio.

4.4.2 Proxy Sewer

The proxy sener supportsa RMI interface for acceptingrequests. It also supports
HTTP to retrieve audiofiles. The proxy sener transmitsand possibly corverts the

retrievedfile eitherovera TCPconnectioror overa UDP+RT P stream.Theproxy sup-
portsaudioencodingn PCM andADPCM. Thesamplesizeof thetransmittedoaclets
canbevariedfrom 20msto 80msin 20msincrements.The proxy canalsoaddredun-
dang. Theredundang works by addinganaudiosamplefrom the previous paclet to

the currentpaclet. A paclet containsthe n sampleandthe n-1 sample perhapaising
a differentcodec. The schemds not limited to just onelevel of redundang. In fact

the sener supportsplacingtwo levels of redundang in eachpaclet. So a paclet can
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Figure4.3: ControlInterface

containthen, then-1 andthen-2 sample.

4.4.3 Control Interface

The control interface (Figure4.3) is usedto control the playoutof the audio stream.
Thevariousparametersuchasthe codecthe samplesizeandthelevelsof redundang

canbemodifiedwhile the streamis beingplayed.

4.4.4 Protocol Sewer

Theprotocolseneris currentlynotimplementedbut ultimatelythecodecsandtheRTP
component®f the protocolstackwill resideonit. Theintentionis thatbothsenerand
clientcomponent®f a protocolaredevelopedandplacedon the protocolsener. This
givesthe ability at run time for both endsof a communicationto adopta newv stack.
The new stackmay be adoptedfor a variety of reasons:performanceenhancements,
bug fixes, new stacks,etc. The ideais that the protocol sener will allow the rapid
deploymentof new protocols. Protocolenginesoften have to supportold versionsof
a protocolfor backward compatibility. In a world with protocolsenersif a protocol

mismatchoccursthenoneor bothsidesof acommunicatiorcanadopta new stack.
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4.5 Implementation Issues

4.5.1 Portability

All thecodewaswrittenin Javain orderto have portablecodewhich couldrunonary
platform. Oneexceptionhadto be madehowever. Javais afairly new languageandall
the APIs arenotcurrentlyimplementedr deployed. No portableway existsof access-
ing anaudiodevice from Java. SounfortunatelyYAAT will runon UNIX workstations
whereit makesthe (possiblyvery poor)assumptiorthatthefile “/dev/audio” will give
accesdo the audiodevice. With time a portableway of accessinghe audiodevice

shouldbecomeavailable.

4.5.2 Stability

In the few monthsthat the work hasbeenundervay Jara hasundegonea seriesof
changesIn mostcaseghe old APIs have beenpresered so, thoughno necessityex-
istedfor changingcode,if new functionality wasto be usedchangedo the codewere
necessaryA veryirritating featureof Javais thatis doesnotsupportconditionalcompi-
lation. Thethinking behindthis decisionis thatJava hasno architecturabependencies
sothereis no needfor conditionalcompilation.As the APIs evolve it is however often
usefulto be ableto build codeto the old API. An exampleof the problemis thatin
oneof the JDK releasesupportfor IP multicastwasintroducedinto the networking
API. Thissupportwasintegratedinto YAAT (ThisenabledvAAT to beusedto listento
MBONE sessions)Unfortunatelyin this releaseof the JDK the graphicsperformance
was seriouslybroken. It wasnecessaryo supporttwo versionsof the codein order
to performbenchmarks Conditionalcompilationwould be extremelyusefulin these

situations.
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45.3 Threads

Many featuresof the Java languagemake it easierto usethanmore corventionallan-
guagesOneof the bestfeaturesof the languages thatthreadsupportis built into the
language A commonproblemin usinga usefulfeaturelik e threadsn otherlanguages
is theworry that,if the codeis to betruly portable athreadgpackagemaynotbe avail-
ableon anotherplatform. With threadsaspart of the languagethey canbe usedwith

theknowledgethatthey will alwaysbeavailable.

Thuswith threadsandthe objectorientednatureof Java, it is very simpleto parti-
tion tasksinto separatehreadsFor examplein YAAT separatéhreadsareresponsible
for the audiodevice, networking andthe windowing interface. The threadscansup-
portdifferentpriorities, sothe audiothreadhasthe highestpriority of all thethreadsn
YAAT. Thevery natureof networking applicationgneanghatnetwork input eventsare
asynchronousA realbenefitof threaddss thata separateéhreadcanbeallocatedto the

variousnetwork input events.

Our RTP implementatiorhasdatapacletson onestreamandRTCP sessiorpack-
ets on anotherstream. All the sessionpaclet constructionand receptionwould be
commonacrossall applications.Threadsallow the building of a reusableRTP library

which usesa numberof threadg€o supportthe sessioranddatamessages.

4.5.4 HeaderProcessing

An applicationwhichis doingits own ApplicationLayer Framing(ALF) needgo pro-
cessandcreateheadeffieldsin paclets. In YAAT incomingRTP andRTCP needso
be processedin the proxy sener, RTP andRTCP pacletshave to be createdrom the

audiostreamfor transmission.
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struct rtphdr {

#i f defined(sparc) || defined(hpux)
unsi gned char rtp_v:2; /* Version */
unsi gned char rtp_p:1; /* Paddi ng */
unsi gned char rtp_x:1; /* Extension */
unsi gned char rtp_cc:4; /* CSRC count */
unsi gned char rtp_mi1; /* marker */
unsi gned char rtp_pt:7; /* payl oad */
#endi f
#i f defined(vax) || defined(ALPHA)
unsi gned char rtp_cc:4; /* CSRC count */
unsi gned char rtp_x:1; /* Extension */
unsi gned char rtp_p:1; /* Paddi ng */
unsi gned char rtp_v:2; /* Version */
unsi gned char rtp_pt:7; /* payl oad */
unsi gned char rtp_mi; /* marker */
#endi f
unsi gned short rtp_seq; /* sequence nunber */
unsi gned i nt rtp_tine; /* time stamp */
unsi gned int rtp_ssrc; /* Synchroni zati on source identifier */
b

Figure4.4: RTP header

struct rtphdr *rtp

char buf [ ENOUGH] ;
read(net, buf, ENOUGH);
rtp = (struct rtphdr *)buf
seq = rtp_v2->rtp_seq

Figure4.5: HeaderProcessingn C

No simpleway existsin Javaof extractingfieldsfrom aheaderor for puttingfields
in. In the C programmindanguagethe mostcommonlyusedlanguagdor this style of
processinga structureis declaredwith thefieldsin the header An examplefor a RTP
headeffile is shavn in Figure4.4. In C this structurewould be castover theincoming
bytesandthefieldswould thenbeaccessibleA simpleexampleis givenin Figure4.5.

In Javanosuchidiom existsandit is necessaryo extracteachfield individually. A

simpleexampleis givenin Figure4.6. Two problemsexist with Javaheadeprocessing.

1. Eachfield hasto be individually extracted. In the C caseas shown, a simple
structureis declaredasanoverlayonthe headeffields. If anew field is addedor

removedit is a simpleadditionor removal from the structure.In the Java casea
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byte b];
seq = Conv. byte2_to_int(b, 2);

public static int byte2_to_int(byte b[], int offset) {
int i;
int val = 0;
int bits = 16;
int tval;
for(i =0; i <2; i++) {
bits -= 8§;
tval = b[offset + i];
tval = tval <0 ? 256 + tval : tval;

val | = tval << bits;

}

return val;

Figure4.6: HeaderProcessingn Java

lot morecarehasto betakenin orderextractthe correctfields.

2. All integral quantitiesin Java aresigned. The sequenc@&umberis a 16 bit (i.e.
two byte)field. Sotwo byteshave to be extractedfrom the paclet to form the
sequencaumber As all integral quantitiesaresignedall bytevaluesgreatethan
127 will besignextendedandbe nggative. Sothe extractioncodefor eachbyte
hasto checkif thevalueis negative andthencorvertit backto a positive value.
Thisis extremelyinefficient. Every multibyte field musthave all byteschecled

to guardagainstsignextension.

OneinterestingdistinctionbetweenC andJava in the context of the headerpro-
cessingis that, as Java definesthe size of all its basequantities,the Java codeonce
written will alwayswork. The samecannot be saidof the C code,wherethe size of
integer quantitiesare not defined(Compiler Dependent).Also, as can be seenfrom

figure4.5,theorderingof thefieldsin a structures notdefined.
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4.6 Experimental Outcomes

The mostimportantquestionwhich we wishedto answerwas: could Jara be usedfor

building ALPs? This questioncanbe brokeninto two subsidiaryquestions.

1. Is the Java Virtual Machine(VM) fastenoughto allow the runningof realtime

code,suchasthe audiotool andthe playoutcodein the proxy?

2. Doesthe Java languageand API provide reasonabldooksfor writing protocol

code?

An initial experimentwasperformedocally atthe Universityof TechnologySyd-
ney (UTS). TheWWW senerandthe proxy wereon the samemachineandthecontrol
interfaceand YAAT wererun on a machineon the samesubnet. Both machinesn-
volvedin the experimentwere SunUltra 1's, running Solaris2.5.1. A threeminute
songwasusedasthetestsample.

The main computationalconcernwas that an audio samplecould be codedor
decodedn lesstime thanthe samplerepresentedl he smallestime samplesupported
is a20mssample.For PCM audiosampleghe codecdoesnothingasthefile contains
PCM samplesandthe Sunaudiodevice acceptPCM. In the ADPCM casethecodecs
corvertfrom PCMto ADPCM or ADPCM to PCM. To decodea 20msADPCM audio
sampleon a SunUltra 1 takes,betweenl-2ms. Thisis well insidethe 20msrequired.
Theworstcaseis the proxy where20msADPCM audiosamplesare createdwith two
levelsof audiosamplesThis processakes4-5ms.Thetime takenby the proxy for two
levels of redundang for 20mssamplesandthe transmissiorof the pacletsincluding
the pacletisationis ~5ms. Sousingthe ADPCM codecwith two levelsof redundang

anda samplesize of 20msa paclet needsto be transmittedevery 20ms. It actually
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takes~5ms,which leaves~15msavailable. Sofor asimplecodeclike ADPCM there

is plentyof time.

4.6.1 Local AreaExperiment

In orderto simulatethe effects of network loss, jitter and reordering,the RTP and
RTCP paclets were passedhougha flakeway (Appendix B) which induceslossand
jitter. Oneof the flakeway configurationdried wasto drop 2/3 of the paclets passed
throughit. For every threepacletsarriving at the flakeway only onewasallowed to
pass(the othertwo were dropped). This was a pathologicalcasewhich enabledthe
testingof the redundang code. With two levels of redundang enabledthe dropped
paclets appearedn the redundantpart of the payloadof the surviving paclet. The
whole streamcouldthereforebe reconstructedWith this high level of losswhich was

distributedfavorablyfor the applicationthe receved soundquality wasacceptable.

4.6.2 Wide AreaExperiment

A wide areaexperimentwasalsoattemptedvith the WWW senerandproxy senerlo-
catedatthe BT Research.aboratoriesn MartleshamUK), andYAAT andthecontrol
tool atUTSin Sydne (Australia). Two experimentswvereattemptedoneusinglSDN
betweerthetwo sitesandanothetusingthelnternet. Theintentwasto demonstratéhe
differencebetweerusingalossypathviathelnternetandanonlossypathacrosdSDN.
Thetwo sitesareaboutl0555Miles apart.It wasexpectedhatthe Internetpathwould
be lossyandthatthe ISDN pathwould shov no loss. The Internetpathhad21 hops
(determinedusingtraceroutd47]). The Internetpathexhibited very little loss: of the
orderof 1 or 2 percent By addingredundang its waspossibleto remove eventhisloss

attherecever. Theuserduringplayoutcanselectredundang to overcomethe effects
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of loss. However theimpactof this feedbackoop is perhapdizarre. Whatwe areef-
fectively doingis injectingmoredatainto the network in orderto overcomethe effects
of paclet loss,which hasquite likely beencausedoy network congestion.Intuitively

thisis counterto the congestiorcontrol policiesandmechanismsf the Internet.

The standard?CM audio streamis 64Kbits andthe ADPCM streamis 32Kbits.
If a 32Kbits ADPCM streamis being sentandlossis detectedwe add one level of
redundanyg creatinga 64Kbits ADPCM stream. In this examplethe paclet sizeis
doubled,but the paclet rateis not affected. The samplesizescanbe variedto change
the paclet rate. In the ISDN experimenta single 64Kbits channelwasused. Due to
the overheadof thethe IP+UDP+RP headersthe daterate of a 64KbitsPCM stream
exceedghe 64Kbitsthresholdof the singlechannelSDN connectionlt wasexpected
that a little loss would be detectedin this case. Ratherstunningly between80-90
percentloss was detectedand the audio was not intelligible. Even more strangely
sendinga 32Kbits ADPCM streamwith 32Kbits ADPCM redundang exhibited only

1-2 percentoss.We have exploredthereasongor this apparentlypeculiarbehaiour.

A paclet containingonelevel of redundany, for exampletwo ADPCM streams,
is slightly largerthana single PCM paclet usingthe samesamplesize dueto the few
extrabytesin theheaderequiredto supportredundang. An ADPCM streanmwith one
level of redundang thereforegenerates higherdataratethana PCM streamwith no
redundang. Both streamsare of the the order of 64Kbits, but the PCM streamwas
shaving alossof 80-90percentandthe ADPCM+ADPCM streamwasexhibiting only

1 or 2 percentoss.

The explanationlies in the fact that both sitesare using AscendISDN routers.

Both theroutershad STACKER LZS compressiorenabledat thelink level duringour
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experiments.Whenthe compressiorwasdisabledthe high lossratedroppedto a few
percent. It canonly be assumedhat the compressiorwas increasingthe size of the
pacletsor the computationwas causingthe loss. It seemdronic thata telephondine
whichis designedo take PCM audioshouldsosererelydisruptPCM audiowhenit is

sentasdata,betweenmAscendrouters..

4.6.3 Multicast Reception

Another experimentattemptedwvasto listento the 37th IETF in SanJoseDecember
9-131996,using YAAT. An interestingfeatureof using YAAT comparedo VAT [43]
andRAT [38] (theothercommonlyusedaudiotools)is thatYAAT is designednly for
playout,andnotfor conferencingThusit hasalargerplayoutbuffer thanthe othertwo
tools,andis betterableto copewith network jitter. The perceved quality of theaudio
whenusing YAAT seemedetterthanusing VAT or RAT. The larger playout buffer
and,in faceof loss,playingthelastpaclet ratherthansilence seemedo bethereason
for this improved quality. Although RAT alsorepeatshe previous paclet in faceof

lossthelarger playoutbuffer seemedo improve the quality of theaudio.

4.7 RelatedWork

SunMicrosystemdave awebsener, Jeees, which allows Javacodeto bepushednto
thesener (servlets). TheJava servletsrunin arestrictedervironment,dueto the secu-
rity concern®f downloadingarbitrarycodeinto asener. UsingaJeeeswebseneras
areplacementor the proxy seneris notcurrentlyfeasiblefor securityreasons.

Our work is significantly different to that embeddedn existing WWW-based
streamingtools. For example, Progressie Networks have a tool called RealAudio

which supportsstreamingaudio. SpecialpurposeAudio senersareusedfor the play-
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out of the audio. Code cannotbe pushedand pulled, and supportfor adaptationis

limited.

“Towardsan Active Network Architecture”[83], describesa scenariovhereper
hapsJavaor Safe-TCLcodeis pushednto nodesn thenetwork. Thiswork seemsnore
gearedo alowerlevel in thenetwork infrastructureandmayfaceseriousnanagement
problemssuchasdeployment.Whatwe areproposingwith our protocolseneris anap-
plicationlevel, end-to-endsolution,which we believe is both efficient andrealistically
deployable.

Our work is anexperimentalcontribution to researchnto active networks within
aJavaframeanork. Our focushasbeenon efficiency anddeployability, which beginsto
testthelimits of whatactve functionalelementanbe reasonablydeployed usingan
infrastructurehatis availabletoday

Ourwork hassomesimilaritieswith transcodework where attails of thenetwork,
a high bandwidthstreamneedsto be transformedo a lower bandwidthstream. The
protocol sener could be usedto pushprotocoltranscoderso the intersectionsof the

high/low bandwidthnetworks.

4.8 Discussionsand Conclusions

Anotherapplicationhasbeenchosenthatof audiostreamingandagainasin theslogin
andMMD caseghereseemgo be utility from usinganALP approach.

We have shown that usingthe Java programminganguaget is possibleto build
arealtime audioplayoutapplication.On high endworkstationgnterpretedoyte codes
arefastenoughto supportsucha realtime application.Justin Time compilerswill be

availablefor mostplatforms,so performancevorriesshoulddisappear
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The objectorientednatureof Jara enablesncapsulatiomndhencesimplereuse
of variouscomponentf the protocol stacksuchas the RTP code and the various
codecsJavabasedALPsarepossibleandhave beenshavn to work. Howeverthe Java
programminglanguagemakes paclet heademprocessingyuite complicatedand error

prone.

We have built a setof codecsandtools to enablethe playing out of real time
streamsThenext stageof the projectwasto designan API for mobile protocolstacks,
andthenbuild aprotocolsenerto validateourideas.A simpleALP whichweintended
to build is a simple compressoand decompresseto demonstratehatthe ALP API

whichis developedis flexible enoughto supporta totally differentstyle of interaction.

Weintendedo build aprotocolseneronwhichawholeprotocolstackwill reside,
alongwith codecs. So, ultimately, not only will the protocol stackbe pushedto the
proxy sener but the audiotool will alsopull its componenbf the stack. We ervisage
a modelwherewhole stackswill be available on protocolseners. A tool suchasa
WWW browsercanperhapspull adecompresseandpushacompressoto the WWW
sener. The protocolsener is independenof eitherthe sener or client application-
it is just a repositoryof possibleprotocol stacksto use. The protocol sener is not
limited to beingusedby just WWW applications. For example,nen componentof
thetelnetprotocolstackcould be pulledto the clientandpushedo the sener, suchas

encryption/decryptiofunctions.

Theprotocolsenerideasolvesalargesetof problems.Protocolstackcompatibil-
ity issueddisappeaif the whole stackis availablein oneplace. Theclientandsener
componentsvill interoperate New stackscanbe deployedrapidly. In anideal situa-

tion only oneimplementatiorof a stackmaybenecessaryFor example,if anew audio
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codecis developedthenall audiotools could dynamicallyincorporatethis codec- the
ultimatein softwarereuse.

At thispointit lookedasif all thatwasrequiredwasto defineanAPI for ALPsand
to build protocolseners. Defining an API that capturedthe semanticf all possible
ALP stacksturnedout not to be easy An exampleof oneof the problemsis givenin
the final chapter(7). It alsotranspiredthata specialpurposeprotocolsener wasnot
required.A webseneris aperfectlygoodrepositoryfor dynamiccodeasshowvn in the
next chapter().

The solutionfinally adoptedfor dynamicallydeploying ALPs is describedn the

next chapter().
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Chapter 5

Application Level Active Networking

5.1 Intr oduction

Thework presentedn this chapteiis joint work with Michael Fry andGlenMacLarty

[36].

In this chapterwe link togetherthe ideaspresentedn the slogin, MMD and
JavaRadiochapterq2, 3 and4). Thusfar we have concludedthat benefitcanbe de-
rivedfrom usingALPs. In the JavaRadiochapteranotherALP wasdeveloped.It was
built usingJava sothatin the next stepthe ALP couldbe downloadedandusedby ap-
plications. Defininga genericAPI betweeranapplicationanda stackis complicated.
The compleity is dueto trying to captureall the possibleapplicationrequirements.
An ALP maypossiblyincludeaudiocodecs.Thereforeall applicationsn atransaction
needto downloadthe ALP in orderto communicate StandardAPIs to network stacks
provide asmallsetof calls (e.g.open,acceptclose,sendreceve). Consideranaudio
ALP, the sendrequestwill take datain one audioformattranscoddt to anotherfor-
mat,frameit in RTP perhapsandthentransmitit. The API to an ALP would therefore

seento beanalagouso a standarchetwork API. Theintentwasto definesuchanAPI.
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Oneproblemthat arosewasthat of RTP redundang [69]. In this schememorethan
onepayloadis carriedin a paclet. A paclet containsthe currentaudiosampleanda
previous audiosample. Typically the previous audio sampleis encodedwith a codec
that provides higher compressiorthan that usedwith the primary sample. We have
considerecn API thatwhenpassediataencodest with a codecandthentransmitsit.
Thequestionariseshow will this simpleAPI supportre-encodinghe previoussample
thatit wasgiven? A simple solutionmay be to passin two buffersto be encodedas
the primary and the secondarysamples. The problembecomesmore complex when
oneconsiderghatarbitarylevelsof redundang areallowed by the specification.This
is one exampleof a problemthat was encountered.If functionality is addedto the
ALP the applicationmay requireupgrading. All we would have achievedis moving

the problemaround.

Thereforeinsteadof separatinghe applicationandthe ALP they aremeigedinto
a single entity a proxyletwhich is loadedinto the network. This structureis termed
Application Level Active Networking (ALAN). This chapterdescribeghe concepts

involvedandanda particularimplementatiorfunnelVéb.,

As the Internethasevolved the time to develop and deploy new protocolsand
serviceshasbeenincreasing.This increasdan deploymenttime is dueto a numberof
factors. As the Internethasbecomemore commerciallyimportant,thereis a natural
tendenyg to technicalstability that discouragegxperimentation.Standardisatiopro-
cessesirebecomingmorelengthy involving morepeople.With theincreasinghumber

of routersandendsystemgshe deploymenttime for new protocolsis alsoincreasing.

A proposedsolutionto this deploymentblockageis Active Networks[83]. This

solution proposegshat network paclets carry active codewhich can be executedin
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routers.Thisallowsfor eithernew protocoldeploymentor for singleactive components
to be deployed for one-of use. We believe that, while this solutionis elegant,issues
of performance securityand ownershipwill prevent a paclet basedapproachfrom

gainingacceptance.

Thereareclearly performancemplicationsfor executing3rd party codedynami-
cally on routers. The potentialimpacton the routerfastpathis likely to be unaccept-
able.Nonethelessomeof theseissuesarebeinginvestigatedisingFPGASs,but thisis

notyetapplicableto the currentnetwork infrastructure.

Thereare mary securityissuesat variouslevels. At whatlevel shoulddynamic
codebe trusted?Whosecodecanberunin aforeignrouter?lt is unlikely thatan ISP
will allow acompetingSPto run codeonits routers.Thepotentialfor network attacks
increaseseverelyif active codecanbeloadedinto routers.In essencearouteris such
acritical network componenthatit is unlikely thatthosein controlof suchentitieswill
allow eventhe simplestpiecesof codeto be dynamicallyloadedonto themby athird

party. Althoughthe ownerof aroutermaydynamicallyload codeinto arouter

Theapproachwe have developedis to deploy active elementsasapplicationlevel
entities. Thuswe have previously proposedandvalidatedan Application Level Active
Networking (ALAN) framewvork [31]. Therearetwo key component®f thisapproach.
Active entitiesarecalledproxylets Proxyletsarewrittenin Java andareidentifiedby
reference.A proxyletscanbe downloadedand executedon a specialproxy machine

calledan ExecutionEnvironmentfor Proxylets(EEP).

EEPsexist at stratgyic points of the network in an analogousmannerto Web
caches.They allow dynamicdeploymentof value-addedervices. We ervisagethat

EEPswill berun onendsystemsaswell asinsidelSP networks. Many ISPsnow al-
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low client Web senersto be placedinsidetheir networksin orderto benefitfrom high
bandwidthconnectvity. We arestartingto seesystemslacedinto ISP sitesfor content
distribution [6] andto aid reliablemulticast[44]. We believe thatplacingEEPsin ISP
sitesprovidesa moreflexible solution.

Thepurposeof this chaptelis to describeandjustify thecurrentstateof the ALAN
infrastructure.This is associateavith a softwarerelease.The chapteris organisedas
follows. We firstly provide an overview of the basicALAN approachusinga Web-
basedexample. We thendescriben detailthe major componentswhich arethe EER
theproxylet includingpermanensystenproxyletsthatareusedfor discoveryandrout-
ing. We discusamplementationssuesandlessondearnedirom deployment. We pro-

vide someperformancaneasuredo justify our beliefin ALAN.

5.2 ALAN Overview

5.2.1 BasicALAN

We have previously describedanALAN system[3]. Thissystems designedo enable
the enhancemeraf communicatiorbetweerregular Internetclientsandseners,such
asWWW browsersandseners. It alsoprovidesaplatformfor thedynamicdeployment
of active codeelementsThis systemhasbeenimplementedandtested.
Communications enhancedby oneor moreExecutionEnvironmentfor Proxylets
(EEP)thatarelocatedat optimal pointsof the end-to-endhathbetweerthe sener and
theclient. (In our first reportedversionthe EEPswere called Dynamic Proxy Seners
(DPSs). We have now changedthe nameof theseentitiesto one that we believe is
moredescriptve). It is possibleto download protocol entities,called proxylets onto

the EEPinfrastructure. Theseproxyletsthenact asfilters or enhancegrotocolfunc-
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tionalitiesthatimprove the level of servicebetweensenersandclients. Proxyletsare
implementedn Java. They are storedas single Java Archive (JAR) files on WWW

senersandhencearereferencedgndaccessibleia a URL.

An examplescenariois asfollows. A large text file resideson a WWW sener
in the UK. A userin Australiawishesto downloadthis text file. The end-to-endpath
betweenclient and sener typically includessomecongestedand/orlow bandwidth
network clouds. This resultsin high lateny pagedownloads. However, if we are
ableto compresghe text pagenearthe source,transmitthe compressedext to the
client, whereit is decompressedndrenderedthis will resultin improved download
lateng. Furthermoreit will alsoreducebandwidthcostsatthereceverasdetermined

by inboundvolume.

Oneapproactio thiswould beto implementthe optimisationatthe sener andthe
client. Howeverthisis not a genericor scalablesolution. Rather we producethe same

outcomein amannerthatis transparento bothsenersandclients.
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Thekey to this transparengis the useof a Webcacheroxylet Figure5.1 showvs
the interactionsinvolved. An EEP s run at the site from wherethe useris brows-
ing. A Webcacheproxyletis startedon the local EEP andthe proxy variablein the
usersbrowseris setto the Webcachegoroxylet EEP machine. (This is the only non-
transparenaspecbf the optimisation howeverit would seemareasonablstepto take
wheninstalling andconfiguringa browser). The Webcacheproxyletdoesnot actually
performary caching but this schemaallows the Webcachegroxyletto bein the pathof

HTTPrequests.

In the following descriptionthe numbersn parenthesearereferencego thein-
teractionsin Figure5.1. A HTTP requestinvolvesa requestfor a pageon a WWW
sener (1-3). Precedinghe requestegagein the returnedstreamis a MIME content
typedefiningthe contentof the stream(4-5). This allows the browserto correctlyren-
dertheincomingstream.The contenttype “text/html”, normally causeshebrowserto

downloadandrenderthetext.

The Webcacheoroxyletis in the positionto obsenre the contenttypesof all re-
sponsedeing transferred(5). This is done by the Webcacheperforminga HTTP
HEAD requestto the sener to retrieve the headernnformation suchas Content-type
and Content-Length. The Webcacheproxylet hasa table of mime contenttypeson
which it is ableto perform specialoperations. If a mime contenttype hasno table
entry, thenthe Webcacheroxyletsimply relaystheresponséo thebrovser Theseare

contenttypesto which the systemcanaddno value.

In our example,if the Webcacheroxyletobseresthatthe contenttypereturned
is “text/ntml”, it knows to performspecialprocessing.The Webcacheproxyletfirstly

attemptsto identify an EEP which is closeto the sourceof the text, i.e. the WWW



5.2. ALAN Overviev 95
sener on which thetext pageresides.In theinitial versionof ALAN therewasprior
knowledgeof the location of appropriateEEPSs. However in the currentversionthis
locationprocesss automated.

OnceanappropriateEEPIs identifieda text compressoproxyletis startedby the
Webcacheproxyleton the remoteEEPR At the sametime a decompresseproxyletis
startedonthelocal EEP(6). In bothcasesa URL referencedo the appropriatelAR file
is givento the EEPsothatit candownloadandstartthe proxylet

The compressiomproxyletis alsotold the URL of thetext file andthelocationof
the decompresseproxylet Thusthe compressomakesa standardHTTP requestfor
thetext file (7), thencompressetheincomingtext (8) whichis sentto thedecompresser
proxylet(9). Thedecompressehensimply decompressethe text andsendst to the
webbrowser(10).

Furtherimplementationdetails and performancemeasurementare provided in
[31]. This includesfurther examples,including transcodingof Web-basedaudio
streamsand somenon Web-basedroxylets The systemas describechowever has

somedeficiencies.

5.2.2 ALAN Enhancements

In subsequengectionswe describethe currentstatusof the two key componentsthe
proxylet the EER Howeverwe have alsofurtherenhancedheinfrastructureo address
two key shortcoming®videntin the systemdescribedabove.

Firstly, Figure5.1 shows a proxyletproviding compressiomf content.Oneof the
key requirementgor this serviceto be beneficialis for the contentto be compressed
from a point ascloseaspossibleto the source. This implies that we needto locatea

cooperatingMebcacheavhich is closeto the sourceweb sener. In our first versionthe
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EEPhostto contactis definedwithin a configurationfile. This methodis not scalable,
anddoesnot encompasshe dynamicchangeswvhich occurin the network hierarchy

Ourcurrentversionimplementsaninitial solutionto this problem but ongoingresearch

is investigatinga moregenericsolution.

Essentially this is anissueof EEP locationandinformationrouting. A related
issuethatis relevantto the scenariadescribeds thatit is not alwaysdesirableto com-
presstext. The pagemay be too small to justify compressionand or therewill be
no significantlateny savings dueto network conditions. This canbe viewed asan

applicationlevel routing problem,andalsooneof policy basedetrieval.

A furthershortcomingwith our initial approachs thatcontentthatis compressed
from aremoteproxyletwill bypassthe upstreantache.This resultsin the objectnot
beingstoredin the cache gvenif the contentis identicalto the original sourceobject.
This is amajorshortcomingasfuturerequestannotbe senedfrom acache put will

createanadditionalrequesto the original sener.

Furthermorave maywish to give userssomelevel of controlover how contentis
delivered.For example anorganisatiorwith ahigh-speed. AN andremoteuseraccess
via amodembank,mayinstall a webcacheThis would allow remotemodemusersto
requirethatall datais compressedeforetransferacrossthe modemlink, decreasing
objectsizeanddownloadlateng. Usersconnectedlirectly to the LAN however, may
prefernocontentprocessingsthis mayslow down deliverytime acrosshehigh-speed

link.

We discussour enhancement® meetthe issuesarticulatedabove following our

detaileddescriptionof proxyletsandEEPs.
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5.3 Proxylets

A proxyletis codewhichis dowvnloadedandrun onanEER Thenamewaschoserwith
regardsto appletswhich run in web browsers,andservletswhich run on web seners.

The proxyletis anentity which runsin the network.

5.3.1 Design

The proxyletis designedo be anentity which is loadedontoan EEPandthenrun. A
proxyletis loadedonto an EEP by reference.Using a referencemeanghat the entity
whichis loadingthe proxyletontoan EEPdoesnot have to have a copy of the proxylet
Loading by referencemeansthat only one copy of a proxyletneedsto exist. This
addressesomeof the problemghatoccurwith versionmismatchessincethereis only

onecopy of aproxyletandit is thedefinitive copy.

It wasalsodecidedhattherewould beno ownerof aproxylet Thereis no perma-
nenthandleto a proxylet Oncea proxyletis loadedandrun, arybodywith the correct
interfacecanconnecto the proxylet stopit or sendnew parametersThebenefitis that
a controlchanneldoesnot have to be held opento a runningproxylet Usinga control
channelwould have had otherramificationsin termsof the controlling nodefailing,
or the casewherecontrol needsto be handedover. A proxyletcanhave a permanent

connectiorto acontrollingentity if required.

A proxyletis a fire andforgetentity. Therewill be mary casesvherea proxylet
is startedby anotherproxyletor program.lt is thusnot clearwherethe controlshould
reside.If requiredan entity thatstarteda proxyletmay retainanassociationHowever
a featureof having no controlling entity is thatif anerroroccurs,thereis no obvious

placeto sendthe errormessage.
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A mechanisms requiredto stopa proxylet Also a mechanisms requiredto send
amessagé¢o a proxyletwhile it is running.

A proxyletdoesnot have accesdgo the network interfaceat a low level in terms
of paclet filters. Someactive network schemesllow entitiesto manipulateextant
flows. We provide no suchspecialhooksto proxylets In termsof deploymentspecial
permissionsvould berequiredto allow the EEPto manipulateflows. Therewould also
be no portableway to provide suchfeatures. It wasalsofelt that mostapplications
thatmadeuseof proxyletswill be awarethatthey areusingproxylets Sothereis no
requiremento hijack or manipulateflows.

A proxyletis not ableto useor affect local resource®n the hoston which it is
running. The only exceptionto this rule is the ability to createnetwork connections.
A proxyletis not ableto createfiles or look at the contentsof files. It is not ableto
spavn processesn the hoston which it is running. This securefeatureof a proxylet
shouldmeanthat sitescanrun EEPswithout beingconcernedaboutpossiblesecurity
violations (apartfrom possibledenial of serviceattackscausedby generatinglarge

amountsf network traffic).

5.3.2 Implementation

Proxyletsarewritten in Java andhave to adhereto a proxyletinterface. This is shovn
in figure5.2. Thisis similar to theinterfaceshatappletsor servletshave to adhereo.
It would have beenpossibleto provide specialmechanism$or proxyletsto create
network connections.Insteadit wasdecidedto allow a proxyletto just usethe APIs
availableto standardlarza programsWe didn’t wantto limit thescopeof possibleprox-
yletsby reducingthe setof network optionsavailableto them.Usingthe standardlava

networking APIs makesit relatively simpleto createproxyletsfrom existing network



5.3. Proxylets

public interface Proxyletlnterface {
/**
** This is the first method to be called in the proxylet.
** |t is expected that this method will just store its argunents
** and return.
* %
** @aramargs The initial arguments. Note that args[0] is the

** ¢l ass nane.
* %

**/

abstract void init(String args[]) throws Exception;

/**
** This nmethod is called after the init method is called. Once this
** nmethod returns the proxylet is term nated.

* %
**/

abstract void run() throws Exception;

/**

** This method may be called while the proxylet is running to provide
** new argunents.

** @aram con New paraneters to the proxylet.

**/

abstract void control (String con) throws Exception;

/**
** This method is called to notify the proxylet to stop. If the
** proxyl et does not stop it will be killed in a nunmber of seconds.

* %

* % [

abstract void stop() throws Exception;

Figure5.2: Interfaceimplementedy a proxylet

99
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code.

We alsoconsideregroviding specialchanneldor simpleinter-proxyletcommu-
nications,asit wasclearthat proxyletswould be requiredto communicatewith each
other It turnedout thatit wassimplerto just allow proxyletsto usewhatever mecha-
nismwascornvenient. Themostcornvenientmethodusedby proxyletshasbeenRMI. A
nice side effect of proxyletsusingRMI for inter-proxyletcommunications that stan-
dardprogramsanmake useof servicegrovidedby proxylets A servicemaybemade
up of a numberof proxylets suchasthe Webcacheproxylet(Section5.2.1). A prox-
yletmayfor exampleneedto communicatavith anothemproxyletin orderto discovera
service.

A standardwvay of bundlingtogethera setof Java classess to usea Java archve
JAR file. Physicallya proxyletis justa JAR file. Initially we hadconsideredwriting
specialsenerson which proxyletswould reside. It washowever decidedto just refer
to proxyletsvia UniversalResourcd.ocatorsURLSs. It thereforefollowed that prox-
yletscouldresideon WWW seners. This removedtherequirementor having special

Seners.

5.3.3 Lessondearnedfrom deployment

A numberof issueshave arisenduring deployment. One of the issuesis to do with
security As statedabove a proxyletonce running can potentially be controlled by
anybodywith the correctinterface. This unfortunatelymeantthatanybody could also
kill arunningproxylet In factit wasobsenedthatthe graphicalinterfaceto running
proxyletsmadeit rathertoo easyto kill proxylets

As atemporarysecuritymeasurea schemewvasdesignedhatonly allowed prox-

yletsto be manipulatedrom a nominatedhost. A mechanisnalreadyexistedto allow
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whatjava calls “properties”’to be passedhroughto proxylets A file called“META-
DATA” containingpropertiescan be placedin the jar archve thatis a proxylet The
propertiesin the METADATA file can then be madeavailable to a proxylet This
schemecanbeusedto passn configurationinformationto a proxylet Somenew prop-
ertieswerecreatedwhich, if presentstatefrom which hostconnectiongo a proxylet
areallowed.

Someof the proxyletsthat have beenwritten needto contactotherproxyletsrun-
ning on the sameEER Currentlya property“java.rmi.serer.hostname’is usedto de-
terminethe nameof the host. This informationis requiredso often that the proxylet

stubshouldreturnthis information.

5.3.4 Futuredirections

A proxyletis currentlyhousedn a simplejar file. Oneof our partnersan the ALPINE
project,LancastetJniversity, hasimplementegroxyletsasXML files. Usingan XML
file allows for conditionalstatements$o be placedin the file to determinewhat class
files shouldbeloaded.This hasbeenusedmainly to supportthe notionof architecture
specificcode. The architectureof the machineis determinedand, if available,natve
codecanbeloaded.Howeverassoonasit is possibleto load native code the notion of
safecodeis jeopardised.

The currentway of parameterisin@ proxyletis to eitherpassit an argumentor
to seta propertyin the METADATA file. To seewhatis in a METADATA file it is
necessaryo extractthefile from thejar file that containsit. However if a proxyletis
an XML file, thenit would be simpleto seewhatthe propertiesareandto createnewv
proxyletswith differentproperties.It would alsobe possibleto placeconditionalcode

in the XML file, suchasalternatve locationsof thejar file thatcontainghe classcode.
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More complex securitysettingscouldalsobe placedin the XML file.

5.4 Execution Environmentfor Proxylets -

EEPs

5.4.1 Design

An EEPIs the entity on which a proxyletis run. It hastwo interfaces. The control
interfaceis usedto load,run, modify andstopproxylets The monitorinterfaceis used
to monitoranEER

The distinctionbetweerthe two interfacesis intendedto denotethe differencein
use. The controlinterfaceis usedby a client to manipulatea particularproxylet The

controlinterfaceconsistof a numberof methods:

e Load
This methodis usedto load a proxyletonto an EER A URL is passedo this
method.

e Run

Oncea proxyletis loadedit is startedwith the agumentgo this method.

e Modify
Oncea proxyletis runningit canbe passedewn argumentsby this method.The
argumentsarepassednto theproxyletvia thecontrolmethodhatit mustprovide.
e Stop

This is a methodto stopa proxylet Calling the stop method,causeghe stop

methodin the proxyletto be called. A proxyletis thereforeprovided with an
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opportunityto cleanlyterminate.If a proxyletignoresthe stopmethodit will be

killed anyway aftera numberof seconds.

The control methodsare mappedonto the methodsthat a proxyletmustprovide,
ascanbeseenn Figure5.2.

The monitor interfaceis intendedto be usedby the owner of an EEPto monitor
activity onanEER It is ratherlike a processamonitor, suchasthe “ps” or “top” com-
mandsfoundon UNIX systemsThe“top” commandypically polls the systemat one
secondntervalsandthendisplaysa list of process Ratherthanusea polling scheme,
which is wastefulof network bandwidth,a call backschemas used.A registrationis
madewith anEER andwhenthereis a changeof statethe EEPsendsa messag¢o all
registeredparties.

Themethodf the monitorinterfaceareasfollows.

e register

This is how a monitoringentity registersinterestin an EER A handleis passed
to the EEPto denotewherethe callbackshouldgo. If the EEPis retrieving a

proxyletthrougha cachethenthe hostandport of the cachearealsoreturned.

e unregister

Thisis usedto detacha monitoringentity.

e version

Thisreturnsthe versionnumberof the EEP

e proxylet
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This returnsall thatis known aboutthis proxylet suchaswhereit wasloaded

from andwith whatargumentdt wasstarted.

5.4.2 Implementation Issues

The EEPis written in Java, asarethe proxylets The currentimplementatiorusesa
separatelasza VM for eachproxylet This is wastefulin termsof resourcesbut does
malke it relatively easyto manageproxylets A Proxyletcaneasilybekilled by killing

theVM in whichit is running. Using a separat&/M alsomeanghat proxyletscannot

interferewith eachother

A proxyletis actuallyrun by downloadingthejar file to alocalfile systemandthen
usingthe standardlava classloadeto run the proxylet Usingthe normalclassloader
allows the standardlava securitypermissiondile to be usedto restrictthe permissions

of proxylets

Theproxyletlocationis actuallyaddedo the“java.rmi.serer.codebaseproperty
This hasto be doneto allow proxyletsto registerserviceswith the “rmiregistry”. The
“rmiregistry” hasto be ableto accesghe codethatis registeredwith it. A typicalway
of usingRMI is thata pieceof codeis startedwith the “codebase’propertypointing
at the locationof the code. Whena call is madeto the “rmiregistry” to make a class
available acrossthe network, “codebase’is usedto locatethe code. An unfortunate

limitation of this schemas thatonly onecodelocationcanbe set.

As hasalreadybeenmentionedthereis no obvious placewhereerrorscausedy
proxyletsshouldbe sent. No specialmechanismis provided to proxyletsto register
errors. In our initial experimentsa proxyletwriter would typically have accesgo the

EEPs.Errorsgeneratedby proxyletswould appeaiin thewindow from whichthe EEP
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wasrun.

CertainlyonUnix systemsherearetwo stream®nwhichoutputcanbegenerated:
astandarautputstreamanda standarderrorstream.Java providescallsto sendoutput
to thesetwo streamsRatherthaninventa new way of generatingutputit wasdecided
to continuewith this way of generatingoutput.

Thesetwo streamsare capturedoy the EEPfrom the proxylet andthenmulticast
at a site-widetime to live (TTL). Any outputgeneratedy legag/ codewill alsobe
correctly captured. Simply multicastingthe error at a site-wide TTL meansthat no
per site configurationis necessary A simpleloggercanlog all messagegenerated
by all proxyletsat that site. The format of the messages suchthat the proxyletand
streamonwhichthemessagavasgeneratedaneasilybeidentified. A simpleprogram
is provided to print out the error messagegeneratedt a site. However the issueof
errorsgenerate@taforeignsiteis notcurrentlyaddressedOur plansin thisregardare
discussedbelon.

Currentlythe EEP providesvery little to aid a proxylet A proxylethasfull ac-
cessto all of the JIDK apartfrom the componentsvhich are protectedoy the security
manager

An attempthasbeenmadeto keepthe EEPassmallaspossible Only functionality
which s absolutelynecessarjrasbeenplacedin the EERP As will beseenbelonry some
of whatcouldbe consideredo be EEPfunctionalityhasbeenimplementedn theform

of permanensystenproxylets

5.4.3 Lessondearnedfrom deployment

Therearea numberof obviousdeficiencies.

Errorsgeneratedy proxyletsat foreign sitesare not handled. However thereis
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supportfor the userto write a proxyletwhich returnserrorsfrom foreignsites.

In theinitial designit wasfelt thatonly a monitoringagentwould needto know
whatproxyletsarerunningon an EEP However therearecasesvherea proxyletneeds
to know whatproxyletsarerunningon a particularEER An examplemaybea proxylet
whichis usedto startanothemproxyleton every EER In this casethe proxyletwill need
to beableto checkif theotherproxyletis alreadyrunning.

Many proxyletsneedto interactwith servicesunningonthelocal EER The EEP

shouldprovide thelocalhostnamethroughthe proxyletstub

5.5 Controlling Proxylets -

The graphical userinterfaces

Thereare currently two separateGUIs associatedvith funnelVéb. Oneis a control
interface.Theotheris amonitorinterface. Theseparat&Ulsarepartitionedconsistent
with theinterfacesofferedby the EER

Thecontrolinterfaceis usedto load,start,modify andstopaproxylet If aproxylet
exits for whatever reasonthis informationis not propagatedo the control interface,
sincethe controlinterfaceperformsatomictransactionsvith a proxylet

The monitorinterfaceshons what proxyletsarerunningon an EEPandtheir cur-
rentstate.This interfacecanbe usedto spavn controlinterfaceswhich canbe usedto
manipulatendividual proxylets

A simplecommandine interfaceis alsoprovidedto print out all the error mes-
sagegeneratedy the EEPsatasite. Typically, whenwriting anddehuggingproxylets
it is necessaryo run all threeinterfaces.

An implementatiomeasorto keepthemonitoringandcontrolinterfacesseparatés
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thatthemonitoringinterfaceusescallbacks.Thecallbacksareimplementedy anEEP
makingRMI callsbackto the monitorinterface.This causeswo potentialproblemsif
theinterfaceswvereintegrated.Firstly, it would notbe possibleto starta proxyletthatis
not runninga rmiregistry for whatever reasons.The secondreasonis thatit would be
difficult to starta proxyleton an EEPataforeignsitefrom behindafirewall. A typical
configuratiorfor afirewall is thatoutgoingconnectionsreallowedandincomingones
arenot. Similarly it would not be possibleto startproxyletsfrom sitesthatarebehind

NATs (Network AddressTranslators).

In the longerterm however thereis an intentto provide an integratedinterface.
This can perhapsbe achieved by disablingmonitoring features,or by implementing

callbacksvia analternatve mechanisnio RMI.

5.6 System Proxylets

As haspreviously beenobsened,ourinitial releasecontainedseveraldeficienciesper
hapsthemostsignificantbeingin theareaof dynamicdiscovery of EEPsandrouting. It
couldbeamuedthatsuchfunctionsarecoreto the EEPinfrastructureandthusshould
be implementedwithin the EEP However in practicaltermsit is more attractve to
develop suchfunctionality incrementallyas proxylets This allows usto upgradethe
functionality of running EEPsrelatively easily In this sectionwe describetwo such
proxyletswhich representuite simple,initial approacheto providing routingander-

ror handlingfunctions.

We have developeda simplemechanisnfor certainproxyletsto be startedat boot
time of an EEP. We call thesesystenproxylets At this time systenproxyletsdo not

have ary specialprivileges.They arealsonothandleddifferentlyto standargroxylets
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Their only distinctionis thatthey areloadedat boottime. It shouldbe notedthat if
eitherof the two systemproxyletsis not presentthe EEP will continueto function,

althoughwith slightly reducedunctionality.

5.6.1 Routing

Thescopeof the problemof building a scalableapplicationlevel routinginfrastructure
is huge.In orderto permitexperimentationye have providedarouting proxyletwhich
doesnot scaleand providesa very nawve proximity interface. Below we outline our
currentwork towardsproviding ascalableoutinginfrastructurd33]. Thenext chapter
(6) goesinto greaterdetail.

The initial routing proxyletprovidestwo interfaces. The first interface provides
a list of all executingEEPs. The secondnterfaceprovidesthe locationof a proxylet
closeto a provideddomainname.

Theimplementatiorof the routing proxyletis simple. A coordinatomodeis pre-
configuredinto the routing proxylet Each proxyletperiodically sendsa registration
pacletto thecoordinator All EEPsarethereforeknown by the coordinator

Any routing proxyletcanbe interrogatedor thelist of all EEPs. The clientdoes
not needto know which routing proxyletis the coordinator If arequesis madeof an
EEPwhichis notthe coordinatorthenit will requesthe informationfrom the coordi-
natorandpassit onto theclient.

Aswell asalist of all availableEEP<theroutingproxyletalsoprovidesaproximity
function. The proximity functionhasthe name“close”. A domainnamecanbe passed
tothe“close” methodof arny routingproxyletandit will attempto returnanEEPwhich
is closeto this domainname.Our implementations extremelynaive: alongestmatch

onthedomainnamestringis performed.
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We realize that thereis a large numberof obvious failure modeswith sucha
scheme. For example,if a requestis madefor an EEP closeto “acm.og” thereis
no usefulgeographianformation. Another problemis that nowadaysa site with, for
example,thesuffix “.au” doesnot necessariljhave to bein Australia.

Thereforewe have provideda routing proxyletwith mary limitations. However it
hasallowed moreinterestingproxyletsto be built. For example,the cachingproxylet
[52] is currentlybeingmodifiedto usethe routing proxylet This allowsit to locatean
EEPclosethethe sourcewebsener.

Therouting proxylethasanautomaticupgrademechanismwWhena routing prox-
ylet performsits periodicregistrationwith the coordinatora versionnumbercompari-
sontakesplace. If the coordinatoris runninga newer versionof the routing proxylet
thanthe proxyletregistering thentheregisteringproxyletloadsthelatestversionof the
proxylet This automaticreloadmechanisnhasallowed usto upgradethe implemen-
tationof therouting proxylet It automaticallydeploys acrossall runningeEPs.As we

developmorescalablesolutionsthey will betrivial to deploy.

5.6.2 Error Handling

As statedearliera proxyletis a fire andforgetentity. Thereforeif dekuggingor error
outputis generatedrom a proxyletthereis no obviousplaceto sendthe output.
Currentlyany outputgeneratedby a proxyletis multicastat a sitewide scope.An
applicationis providedto print out the error messagesThis allows “local” proxylets
to be dehugged. However currentlythereis no way to retrieve error messagefrom
remotesites. A systemproxylethasbeenprovidedfor error handlingwhich currently
doesnothing. Eventuallywe intendto useit to returnerror message$rom foreign

sites. As with the routing proxylet this will be deployed automaticallyasit becomes
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available.

5.7 Performance Measurements

We have undertalen someinitial measurement indicatethe overheadncurredby
thearchitectureTheseresultsalsoindicatewhereperformanceanbeoptimised.Mea-
surementsvere taken using the Webcachesxampledescribedoreviously. Overheads

canbedecomposethto a numberof componentssfollows.

e EEPLocationOverhead
e ProxyletLoadTime

e ProxyletExecutionOverhead

5.7.1 EEP Location
For thetext compressiomxample the overheadncurredis thetime to locatea suitable
remoteEER the time for the remoteEEP to download, load and start executingthe
proxylet andthe time that the proxyletitself takesto download the requestedgage,
compresst, andtransferit to thelocal EEP(or Webcache).

For proxyletsinvoked from the Webcachethe decisionof which EEPto contact
canbe madeby a call to thelocal EEPsRoutingProxylet This call incursa delayand
is shavn to bearound130milliseconds.This delayis the overheadbf theRMI call and

the processindime of the RoutingProxyletto determinea suitableremoteEER

5.7.2 Proxylet Load Time
The proxyletload time consistsof the time taken to download the jar file from the
proxyletwebsener, thetime to starta new Java Virtual Machine(VM) andthetimeto

synchronisgéhe newv VM with the currentVM.
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Sincea proxyletis awebobject,its codecanbe cached.Thusthe delayto down-
load the proxyletcodeis likely to be small whena particularproxyletis loadedfre-
quently
Thesizeof the proxyletbytecodes alsorelatively small,with mostproxyletscur-
rently beingunder6Kb in size. A numberof load timesobsened on a testmachine
shoved a delay of approximately3000millisecondsfor loadinga proxyletof around
4Kb from a web sener on the local areanetwork. This time consistedof approxi-
mately1000msto startthenew VM, under200msto downloadthebyte code with the
remaindemadeup of RMI overheadsynchronisationsecuritychecking,andlogging.
Thesetimings will obviously vary for differentEEPs,with the hardware perfor
manceof the hostEEP machinebeingcritical to the speedof startinga VM. The net-
work lateng in retrieving proxyletcodeis alsoafactorwhichwill increaseoverallload

time.

5.7.3 ExecutionTime

Theoverheadncurredby thetranscodingproxyletis dependenbn anumberof factors.
e Retrieval time for thewebobject

Sizeof requesbbject(for proxyletssuchasthetext compressor)

Overheadf the proxyletprocess

Speedf themachineon which the proxyletis beingexecuted

Network delayincurredin transmissiorof transcodedlatato clientor local EEP

GiventhatanEEPIs selectedasednits likely “closeness’to thewebobject,the

retrieval time of thewebobjectwill oftenbesmall. Againthisis dependentn caching
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andtransieninetwork performance.

The remainderof the overheadis dependenbn transientnetwork performance,
the performanceof the proxylettranscodingorocessand the machineon which it is
beingexecuted.Theseoverheadwill impactthe overall efficiency of thearchitecture,
but canbe optimisedthroughproxyletimplementatiorandlocationof EEPsthathave

adequatgrocessingesources.

Crossplatform testshave shavn the following resultsfor the compressiorprox-
ylet Thecompressowasrun standaloneandan averagetakenover 10 runs. Theweb

objectwasatext pagecontainingthefull King Jame®Bible comprising5073934bytes.

OperatingSystem Processor Memory(Mb) | JDK | Time (ms)
Solaris8 440MHz UltraSpardli 256 1.3 5206
Solaris8 167MHz UltraSparc 128 1.3 12814

Linux 2.2.16 733MHz Intel Pentiumlll 256 1.3 2219
Windows 2000 | 733Mhz Intel Pentiumlll 256 1.3 2198

Table5.1: Compressiomimes

For text compressiorthe benefitof usingthis architecturas demonstrateavhen

availablebandwidthis low andthe sizeof therequestedbjectis large.

A bottleneckhowever will be the compressiormrate of the streamat the remote
EEPR Using the compressioriimings from Table 5.1, for the Linux operatingsystem,
we canseethatthe compressotranscodethe King JamesBible of size5073934bytes
in 2219milliseconds.This extrapolatedo a compressiothroughputof 228658%ytes

persecondpr around18 Mbps.

Thereforewe predict,for this implementationcompressionis a benefitwhenthe

availableend-to-endandwidthis lessthan18Mbps.
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To supportour hypothesiswve performeda testof the implementatiorby down-
loading the King JamesBible from a web sener at University College Londonto a
clientat the University of Technology Sydne. This wasperformedoncethroughour
architectureand onceusing no intermediatecaching. It resultedin a downloadtime
throughour architectureof 4 minutes23 secondsn comparisorto the non-caching

downloadtime of 19 minutesl2 seconds.

5.8 Charging

For funnelVébto bethe mostuseful,global deploymentwould berequired with EEPs
runningat sitesall over the world, andin somecasesunningin the core of the net-
work. An applicationlayer multicastproxyletwould be bestsituatedn the coreof the
network, asopposedo theedges.

The problemis whatincentve would therebeto allow athird partyto run a prox-
yletonyour EEP?Theobviousandstandardncentiveis chagingto allow athird party
to runaproxyletonanEER

For someproxyletsmaking an arrangemento run a proxyleton a specificEEP
maybereasonableln thegenerakasethe power of funnelVébwould betheability for
the EEPto be dynamicallychosen.In this casethe owner of the EEPandthe proxylet
userwould have no prior arrangementin sucha circumstancelectroniccashcouldbe
passedo anEEPbeforeit allows a proxyletto execute.

Resourceshatareusedby a proxyletsuchas CPU cyclesor network bandwidth
couldbe paidfor with electroniccash.The meteringandallocatingof resourcesvould

be simpleto implement.

Thekey to globaldeploymentof EEPsandtheuseof proxyletsmaybefor owners
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of EEPsto chagefor usage.

5.9 RelatedWork

Active Networks hasbeenan importantareaof researchsincethe seminalpaperby
Tennenhouset al.[83] We have discussecearlier how our work differs from router
level active network research Our researchs probablymorecloseto that carriedout

in active services[7]but is moredynamicallydeployable.

Ourwork bearssomesimilaritieswith mobile agenttechnology[50]. An example
of mobileagenttechnologyis IBM’ s aglets[49].Althoughmobileagentsandproxylets
may for somefunctionsbe interchangeablehereis a differencein motivation. Both
proxyletsandmobile agentscanbe optimisationghat attemptto reducenetwork load
andovercomenetwork lateng. Proxylets in the generalcase,aid in this processy
attemptingto transformthe communicatiorstreamand/orperformsomeintermediate
protocolprocessing A mobile agentin contrastis typically executedcloseto atarget

site,in orderto performaninteractionon the users behalf.

The incentive for muchmobile agentwork is distributedcomputing. The mobile
agentinfrastructuransulateghe userfrom the network. An exampleis amobile agent
infrastructureallowing an agentto move from one executionervironmentto another
while preservingts state. Proxyletscould be written to behae asmobile agents but

eachproxyletwould have to written to managet’ s own statewhenmoved.

Mobile agenttechnologyseemsto rely on knowing a priori wherethe agents
shouldbe executed. We in contrastaim to have proxyletsexecutedat an appropriate
location,basedon network metrics. The criteriafor placinga mobile agentis comput-

ing resourcefor aproxyletit is networking resourceHenceour interestin Application
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Level Routing(ALR).

The Active Cachework of Pei Cao[16]et al implementsa migrationof codevia
“cacheapplets”.Theseareassociate@vith websenerobjects andaremigratecdto local
proxies.Cacheappletgperformoptimisationsuchasimproving thecachingbehaiour

of dynamicdocumentsin ourwork suchoptimisationaretransparento thewebsener.

Oneprimaryobjectivein our ALR work hasbeenarequiremenfor minimumcon-
figuration. Our ALR solutioncanbe consideredo be analogougo the self organising

work of [48, 15, 93].

Much of thework to datein topologydiscovery androutingin active servicesys-
temshasbeenpreliminary We have tried to drav on someof the morerecentresults
from thetraditional(nonactive) approachew thesewo sub-problemsandto thisend,

we have takena closelook atwork by Francis[29] aswell asthe nimrod project[19.

5.10 Deployment

A releasevasmadeof funnelVéb2.0.1on21stMarch2000.

The releases currently only availableto projectpartners. The releaserequires
minimal configurationto startan EEP Simple configurationinformationis required

suchasthelocationof the Javarelease.

As it is expectedthat the EEP infrastructureshould be running permanentlya
“cronjob” is usedto checkthatan EEPis running. The cronjobrunsevery hour. It
attemptgo connecto thelocal EER If theconnectiorsucceedsll is well. If for some

reasorthe EEPis notrunning,the connectiorattemptfails anda nev EEPIs started.
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5.11 Proxylets

Overtime alarge numberof proxyletshave beenwritten.

1. TCPbridge
A simplebridging proxyletwhich relaysTCP connections A detailedexplana-
tion canbefoundin chaptel6 section6.2.2.

2. Webcache
A Webcacheproxyletwhich can start transcodingand compressiorproxylets
The proxyletusedin thewebcachexamplesn this chapter

3. rtptranscoder
A proxyletwhich cantranscodeimpleaudiosampledo RTP streamsThis prox-
yletis currentlyusedin conjunctionwith the Webcacheroxylet

4. refl
A simple reflectorproxyletwhich hasbeenusedto join multicastsessionson
foreignsites.

5. WAP

A WAP proxyletwhich corvertsHTML to WML.

6. NTP

A NTP proxylet The NTP proxyletis usedto determinethe roundtriptime be-

tweenEEPs.Potentiallyvery usefulfor applicationlayerrouting.

7. routing

Routingproxylet
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8. RLC

Recever-drivenLayer CongestiorControl proxylet[86].

5.12 Conclusions

The architectureandimplementatiorof the ALAN infrastructurein the form of fun-
nelWebhasbeendescribedlt is concludedhatit is afeasibleplatform. A numberof
proxyletshave beenwritten andthe numberis growing. Considerthe work in earlier
chapteronsloginandMMD. It would now bepossibleto implementtheseapplication
layer protocolsasproxylets

In orderto remotelylog into site A from site B a slogin proxyletcould be run at
eachsite. A local connectionusing SSH[94] over TCP could be madeto the slogin
proxylet The slogin proxyletwould thensendpacletsto the slogin proxyletat site B
usingthe slogin protocol. At site B the slogin proxyletwould createa TCP connection
to the SSHdaemon. The usefulnes®f the slogin proxyletin this instancewould be
its low delay characteristicsnot for its encryption. If the slogin proxyletwas being
usedfor securitypurposeshe EEPsandproxyletswould have to betrusted. The EEPs
couldonly betrustedif the ownerscanbetrusted.In the caseof a compary allowing
remoteloginsfor its employeesthis would bethe case AssumingthatbothEEPswere
controlledby the compary. The slogin proxyletcould be signedto protectagainsta
Trojan.

The MMD protocol could also be implementedas a proxylet This would cer
tainly aid with deployment. In factthe MMD stratg)y would work bestif the main
multicastingcomponentould be placedin the core of the network. If natve multi-

castingis not availableusingproxyletsthe schemecouldfall backto usingapplication
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layermulticast.

It hasbeenshawn thatapplicationlayerprotocolsprovide advantagesbut they are
harderto implementthanprotocolsusingfor example, TCP. Extrawork is requiredin
designingandimplementingtheseprotocols. The extra effort requiredto designand
implementtheseprotocols couldbejustifiedif it is only doneonce.Thisis thesolution
beingsuggestetiere.Only oneimplementatiorof sloginor MMD needdo existif they
arewritten as proxylets Every userof the slogin or MMD could referencethe same
proxylet Enhancementsr bug fixes could be deployed instantaneouslyTotal catas-
trophewould alsobe easyto achieve. A critical bug in an upgradewould potentially
causeevery userto usethe broken proxylet The point remainsthat proxyletsallow
rapidglobaldeployment.In thenext chaptertthis featureis usedto trivially deploy new
proxylets

A componentvhichis missingis routing. In subsectiorb.6.1avery naverouting
solutionis described.This solutionwasdevelopedsolelyto allow the ALAN concept
to betested.In the next chapter(6), a scalableroutinginfrastructures describedThis

is thelastpiecein the puzzle.



Chapter 6

An Architecture for Application Layer

Routing

6.1 Intr oduction

Thework presentedn this chapters joint work with Michael Fry and Jon Crowcroft
[33].

In the previouschaptemwe have proposedimplementecanddemonstratedn Ap-
plicationLayerActive Network (ALAN) infrastructure Thisinfrastructurgpermitsthe
dynamicdeploymentof active servicesn thenetwork, but attheapplicationlevel rather
thanthe routerlevel. Thusthe advantageof active networking arerealised,without
the disadwantagesf router level implementation. However we have previously left
unsohedtheissueof appropriateplacemenpf ALAN supportedservices.Thisis an
Application Layer Routingproblem. In this chapterwe definethis problemandshav
that,in contrasto IP, it is amulti-metricproblem.Wethenproposeanarchitecturghat
helpsconceptualis¢he problemandbuild solutions.We proposedetailedapproaches

to theactive nodediscovery andstatemaintenancaspect®f ApplicationLayerRout-
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ing (ALR).

Ourapproacthasbeenvalidatedoy developmentsn thecommercialnternetervi-
ronment.lt is the casethatsomelnternetServiceProviders(ISPs)will supportseners
at their sitessuppliedby third parties,to run codeof their (3rd parties’) choice. Ex-
amplesinclude repair heads[44], which are senersin the network which help with
reliablemulticastin a numberof ways. In the reliable multicastscenarioan entity in
the network can perform ACK aggregation and retransmission.Another exampleis
FastForward Networks BroadcasOverlay Architecture[40]. In this scenaridhereare
mediabridgesin the network. Theseareusedin combinationwith RealAudio[64] or

othermultimediastreamdo provide anapplicationlayer multicastoverlaynetwork.

We believe that ratherthan placing “boxes” in the network to perform specific
tasks,we shouldplacegenericboxesin the network that enablethe dynamicexecu-
tion of applicationlevel services.We have proposeda ALAN ervironmentbasedon
DynamicProxySeners(DPS).In ourlatestreleasef this systemwe renameheappli-
cationlayeractive nodesof the network ExecutionEnvironmentsor Proxylets(EEPS).
By deploying active elementknown as proxyletson EEPswe have beenableto en-

hancethe performancef network applications.

In our initial work we have statically configuredEEPSs. This hasnot addressed
the issueof appropriatdocation of applicationlayer services. This is essentiallyan

ApplicationLayerRouting(ALR) problem.

For largescaledeploymentof EEPsit will benecessaryo have EEPsdynamically
join a meshof EEPs,with little to no configuration. As well as EEPsdynamically
discoveringeach otherapplicationghatwantto discoveranduseEEPsshouldalsobe

ableto chooseappropriateEEPsasa function of oneor moreform of routing metric.
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Thusthe ALR problemresolesto anissueof overlaid, multi-metricrouting.

This chapteris organisedasfollows. We first describeour ALAN infrastructure
by way of someapplicationexamples. Theseexamplesreveal the Application Layer
Routingissuesthat requiresolution. We then proposean architecturethat aids con-
ceptualisatiorandprovidesa framewvork for animplementablesolution. This chapter

concentratesntheissuesof node(EEP)discovery andstatemaintenance.

6.2 Application Layer Active Networking

The previous chapter5 describedhe ALAN architectureandits renditionin the form

onthefunnelV¢b[34] package.

6.2.1 WWW cacheproxylet

We have written anumberof proxyletsto testourideas.Possiblythemostcomplicated
examplehasbeenawebcacheroxylet[53].

Thewebcacheroxyletis describedn the previouschapterb. Fig. 6.1is repeated
hereto aid thedescription.

A limitation of our initial experimentdgs thatthelocationsof thevariousEEPsare
known a priori by thewebcachegroxylet Anotherproblemis thatit is notalwaysclear
thatit is usefulto performary level of compressionFor exampleif a WWW sener
is on the samenetwork asthe browserit may make no senseo attemptto compress
transactions.

From this applicationof proxyletstwo clearrequirement&mege which needto
be satisfiedby our applicationlayer routing infrastructure.The first requirements to
returninformationregardingproximity. A questionasked of theroutinginfrastructure

may be of theform: returnthelocationof anEEPwhich s closeto agivenIP address.
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Figure6.1: Text Compression

Anotherrequirementould be the available bandwidthbetweenEEPs,aswell asper
hapsthe bandwidthbetweernan EEPanda givenIP address An implied requirement
alsoemepges.It shouldnot take morenetwork resource®r time to performALR than
to performthe native transaction.

Giventhis locationandbandwidthinformationthe webcacheproxyletcould now
decideif therewereary benefitto be derived by transcodingor compressing trans-
action. So a questionaslked of the applicationlayer routing infrastructuremay be of
the form: find a EEP“close” to this network andalsoreturnthe available bandwidth

betweernthatEEPandhere.

6.2.2 TCPbridge

Oneof oursimplestproxyletsis aTCPbridgeproxylet The TCPbridgeproxyletrunson
anEEPandacceptsonnection®n a portthatis specifiedvhenthe proxyletis started.
As soonasa connectionis accepteda connectionis madeto anotherhostand port.

This proxyletallows applicationlayer routing of TCP streams.It could obviously be
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extendedo routespecificUDP streams.

We have experiencedhe benefitsof a TCPbridgeby usingtelnetto remotelog
in to computersacrossheglobe. A directtelnetfrom onecomputerto anotheracross
the global Internetmay often experiencevery poor responsdimes. However if one
canchaina numberof TCP connectiongessentially sourcerouting) by logging into
intermediatesites,betterperformancas typically achiezed. This is becausehe sgy-
mentedT CP connectiongespondmorepromptlyto loss,anddo not necessarilyncur
the overheadf end-to-encderrorcontrol.

A requirementhatemegesfrom this scenarias theneedfor theapplicationrout-
ing infrastructureto returna numberof EEPson a particularpath. We may askof the
ALR: give me a path betweennodeA andnodeB on the network which minimises
delay We mayalsoaskfor apathbetweemodeA andB which maximiseghroughput,
by beingmoreresponsie to errors. It may alsobe possiblethatwe requiremorethan

onepathbetweemodeA andnodeB for faulttolerance.

6.2.3 VOIP gateway

A proxyletthatwe intendto write is co-locatedwith a gatevay from the Internetto the
PSTN.Theideais thata personis usingtheir PDA (PersonabDigital Assistant)with a
wirelessnetwork interfacesuchaslEEE 802.11or perhap<luetooth[11].

Using a paclet audioapplicationsuchas“vat”, the userwishesto make a voice
call to atelephonevia an IP-to-telephog gatevay. The simplething to do would be
to discover alocal gatavay. A moreinterestingsolutionwould be to find the closest
gatevay to the telephory endpoint. An agumentfor doing this might be that it is
cheapeto performthelong haul partof the connectiorovertheInternetratherthanby

usingthe PSTN.
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This addsanotherequirementthe ability to discoverinformationaboutavailable
services.The normalmodelfor servicediscovery is to find a servicein the local do-
main. We have arequirementor servicediscovery acrosshewhole domainin which
EEPsarerunning. So a proxyleton an EEPwhich is providing a VOIP gatevay may
wantto inject informationinto the routing infrastructurewhich canbe usedby VOIP

awareapplications.

6.2.4 Multicast

With the seemingfailure of wide areamulticastdeploymentit startsto make sense
to useproxyletsinside the network to performfanoutof streamsaswell as perhaps
transcodingandretransmissionA requirementhatemegesfor multicastis thatthere
is enoughinformationin theroutinginfrastructurefor the optimal placementf fanout

points.

6.3 Application Layer Routing Ar chitecture

A numberof routingrequirements$or our ALAN infrastructurenave emegedfrom the
examplesdescribedn theprevioussection.In essenceurbroadgoalis to allow clients
to choosean EEPor setof EEPson which to run proxyletsbasedon oneor morecost

functions.Typical metricswill include:

Availablenetwork bandwidth.

Currentdelay

EEPresources.

Topologicalproximity.
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We mayalsowantto addotherconstraintsuchasuserpreferenceolicy, pricing,
etc. In this chaptemwe focusinitially on metric-basedouting.

An Application Layer Routing (ALR) solutionmustscaleto a large, global EEP
routingmesh.lt mustpermitEEPsto discover otherEEPSs,andto maintaina notion of
“distance”betweeneachEEPin a dynamicandscalablemanner It will allow clients
to launchproxylets(or “services”)basedn oneor moremetricspecificationandpos-
sibly otherresourcecontingenciesOncetheseservicesarelaunchedthey becomehe
entitiesthatperformtheactual“routing” of informationstreams.

We thereforeproposean ALR architecturghathasfour componentsin this sec-
tion we simply provide an overview of the architecture.The four componentsareas

follows.

1. EEPDiscovery.

2. RoutingExchanges.

3. ServiceCreation.

4. InformationRouting.

EEPdiscovery is the processvherebyan EEP discovers (or is ableto discover)
the existenceof all other EEPsin the global mesh. In our currentimplementation
(describedoelow) all EEPsregisterat a single pointin the network. This solutionis
clearly not scalable requiringthe introductionof a notion of hierarchy Our proposed
approachs describedn the next section. The approachaddresseboth the arrival of
new EEPsandtheterminationor failure of existing EEPs.

Routingexchangesrethe processesvherebyEEPslearnthe currentstateof the

ALAN infrastructurewith regardto the variousmetrics. On this basisEEP Routing
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Tablesarebuilt andmaintained.The routingmeshesembeddedn routing tablesmay
alsoimplementnotionsof clustersand hierarchy However thesestructureswill be
dynamic,dependingon the stateof the network, with differentstructuredor different
metrics. The stateinformationexchangedrom which routing informationis derived
may be explicitly transmittedbetweenEEPSs,or may beinferredfrom the obsenation

of informationstreams.

Servicecreationis the processvherebya proxyletor setof proxyletsaredeployed
andexecutedon oneor moreEEPR Theclient of this servicecreationservicespecifies
the proxyletsto belaunchedandthe choice(s)of EEPspecifiedvia metrics. Theclient

may alsospecifycertainservicedependenciesuchasEEPresourceequirements.

The serviceproxyletsto be launcheddependentirely on the servicebeing pro-
vided. They encompassll the examplesdescribedn the previous section. For ex-
ample,thewebcachgroxyletlaunchedranscodersr compressoraccordingto mime
contenttype. The metricusedherewill be someproximity constraint(e.g. delay)to
the datasource and/oravailablebandwidthon the path. The TCPbridgeproxyletswill
be launchedio optimiseresponsrenesgo lossand maximisethroughput. The VOIP

gatevay proxyletwill requireatelephory gatevay resourceatthe EER

Informationroutingis the taskperformedby the proxyletsoncelaunched.Again
the function performedby theseproxyletsare dependenbn the service. It may entalil
information transcoding,compression;TCP bridging or multicastsplitting. In each

caseinformationis forwardedto the next point(s)in anapplicationlevel path.

The restof this chapteris devotedto describingour more detailedproposalsor

EEPDiscovery andRoutingExchanges.
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6.4 Discovery

6.4.1 Discovery phase

We will now describehow the discovery phasetakes place. The discovery phaseis
implementedby a “discovery proxylet thatis pre-configuredwith eachEEPR Since
proxyletsareloadedon EEPsby URL referenceit is trivial to updatetheversionof the

discovery proxylet it will beautomaticalljjoadedwhena EEPstartsup.

The function of the discovery phaseis for all EEPsto join a global “database”,
which canbe used/interrogatetly a “routing proxylet (discussedurtherin the next
section)to find the locationof an EEP(s)which satisfiesthe appropriateconstraints.
Constructinghis databaséhroughthe discovery phasds thefirst stagetowardsbuild-

ing aglobalroutinginfrastructure.

Requirements

Therearea numberof requirements$or our discovery phase:

1. Thesolutionshouldbe self configuring. Thereshouldbe no staticconfiguration

suchastunnelsbetweerEEPs.

2. Thesolutionshouldbefaulttolerant.

3. Thesolutionshouldscaleto hundredsor perhapshousandsf deplojed EEPs.

4. No relianceontechnologiesuchaslIP multicast.

5. Thesolutionshouldbeflexible.
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Thediscovery protocol

Thesolutioninvolveshbuilding alargedistributeddatabasef all nodes.A nave regis-
tration/discoery modelmight have all registrationsalwaysgoing to oneknown loca-
tion. However it is obvious that sucha solutionwould not scalebeyond a handful of

nodes.It would not be suitablefor a globalmeshof hundredsor thousand®f nodes.

In orderto spreadheload we have optedfor a modelwherethereis a hierarchy
Initially registrationsmaygo to theroot EER But a new list of EEPsto registerwith is
returnedby the EERP So a hierarchyis built up. An EEP hasknowledgeof ary EEPs
which have registeredwith it aswell asa pointerto the EEPabove it in the hierarchy
Sotheinformationregardingall the EEPsis distributedaswell asdistributing where
the registrationmessagego. The time to sendthe next registrationmessages also
includedin the protocol. So asthe numberof EEPsgrows or asthe systemstabilises

thefrequeny of themessagesanbedecreased.

If an EEPthatis beingregisteredwith fails, the EEPregisteringwith it will just

try thenext EEPIn its list until it getsbackto theroot EERP

With this hierarchalmodel, if thelist of all EEPsis requiredthenan application
(normallythis will be only routing proxyletg, cancontactany EEPandsendit a node
requesimessageln responsdo a noderequesimessagéhreechunksof information
will be returned: a pointerup the hierarchywherethis EEP last registered;a list of
EEPsthathave registeredwith this EEPIf ary; alist of thebackupEEPsthatthis EEP
might registerwith. Usingthe nodemessagénterfaceit is possibleto walk the whole
hierarchy Soeitheranapplicationextractsthe wholetableandstartsrouting proxylets
on all nodes,or a routing proxyletis injectedinto the hierarchywhich replicatesdtself

usingthenodemessage.



6.4. Discovery 129

The discovery proxyletoffers anotherservice. It is possibleto registerwith the
discovery proxyletto discover statechangesThe statechangeshatareof interestarea
changan whereregistrationmessagearegoing,a EEPwhich hasfailedto re-register

beingtimedout,anda nev EEPjoining thehierarchy

In thediscussiorabove we have not saidanything abouthow thehierarchyis actu-
ally constructedWe don't believethatit actuallymatterssolong aswe have distributed

theload,to provide load balancingandfault tolerance.

It may seemintuitive thatthe hierarchybe constructecaroundsomemetric such
asRoundTrip Time (RTT). So, say all EEPsin the UK registerwith an EEPin the
UK. This would certainly reducethe network load against,say a modelthat hadall
theregistrationamadeby EEPsin the UK goingto Australia. A defenceagainsipatho-
logical hierarchieds that the registrationtime can be measuredn minutesor hours
not secondsWe canafford suchlong registrationtimesbecauseve expecttherouting
proxyletsto exchangemessageatamuchhigherfrequeng andform hierarchiedased
on RTT andbandwidthetc... Soa failednodewill bediscoveredrapidly attherouting
level. Althoughit seemdik e a chickenandegg situationthe discovery proxyletscould
requestopologyinformationfrom theroutingproxylets to aidin theselectiorof where
anew EEPshouldregister We alsodon’t wantto repeatthe messagexchangeghat

will goonin the higherlevel routingexchanges.

We have consideredwo othermechanismgor forming hierarchies.Thefirst is
a randommethod. In this schemea nodewill only allow a small fixed numberof
nodesto registerwith it. Oncethis numberis exceededary registrationattemptswill
be passedo oneof thelist of nodeswhich is currentlyregisteredwith the node. The

selectioncanbe maderandomly If, for example,thelimit is configuredto befive, the
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sixthregistrationrequesivill be providedwith the alreadyregisterednodesasthe new
parentEEP This solutionwill obviously form oddhierarchiesn thesensehatthey do
not mapontothetopologyof thenetwork. It couldhowever bearguedthatthis method
maygive anaddedevel of faulttolerance.

Thesecondnethodthatwe have beenconsiderings a hierarchybasedn domain
namessothatthe hierarchymapsdirectly ontothe DNS hierarchy Thusall siteswith
thedomain“.edu.au”all registerwith thesamenode.In this casewe canuseproximity
informationderived from DNS to build the hierarchy This schemewill however fail
with thedomain®“.com”, wherenothingcanbeimplied aboutlocation. Also, the node
thatis acceptingegistrationsfor the“.com” domainwill be overwhelmed.

We believe that, sinceregistrationexchangeoccurinfrequently we canchoosea
hierarchyforming mechanisnwhich is independentf the underlyingtopology The
morefrequentroutingexchangesliscussedh the next sectionwill mapontothetopol-
ogy of the network anddetectary nodefailures.

We have discussea hierarchywith a singleroot. If this provedto beaproblem,
we couldhave aninfrastructurevith multiple roots. But unlike therestof the hierarchy
therootnodeswould have to be awareof eachotherthroughstaticconfigurationsince

they would have to poolinformationin orderto behae lik e a singleroot.

Messagesxchangedy discovery proxylet
Thetypesof messagessedareregistration messgesandnodemessges Theregis-
trationmessageareusedsolelyto build the hierarchy The nodemessageareusedto
interrogatehe discovery infrastructure.

Version numbes are usedto both detecta protocol mismatch,andto trigger the

reloadingof anew versionof thediscovery proxylet Thehostcountwill makeit simple
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to discover thetotal numberof nodesby interrogatingtheroot node.

e Rgjistrationrequesimessage.

— Versionnumber
— Thisnodesname.

— Countof hostsregisteredbelaw this node.

e Rgyistrationacknavledgemenimessage,

sentin responséo aregistrationrequesimessage.

— Versionnumber

— Next registrationtime.

A delaytime beforethenext registrationmessagshouldbesent. Thistimer
canbe adjusteddynamicallyasa function of load, or reliability of a node.
If anodehasmary childrenthetimer mayhaveto beincreasedo allow this
nodeto servicea large numberof requestslf achild nodehasneverfailed
to registerin the requiredtime, thenit may be safeto increasethe timeout

value.

— List of nodesto registerwith,

usedfor fault tolerance.Typically thelastentryin thelist will betheroot

node.

e Noderequesmessage.

— Versionnumber

e Nodeacknavledgementmessagesentin respons&o a noderequesimessage.
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— Versionnumber
— Hostthis noderegisterswith.

— List of backupnodego registerwith.

It is usefulto have thelist of backupnodesn casethepointerupto thelocal

nodefails, while atreewalk is taking place.

— List of nodesthatregisterwith this node.

6.5 Routing exchanges

Oncetheunderlyingregistrationinfrastructurds in placethis canbe usedto startrout-

ing proxyletsonthenodes.Theprocesss simpleandelegant. A routingproxyletcanbe

loadedon ary EEP Onerouting proxyletneedgo bestartedon justoneEEPanywhere
in the hierarchy By interrogatingthe discovery proxyletall the childrencanbe found

aswell asthe pointersup the tree. The routing proxyletthenjust startsan instance
of itself on every child andon its parent. This procesgepeatsanda routing proxylet
will berunningonevery EER Theroutingproxyletwill alsoregisterwith thediscovery

proxyletto be informedof changegnen nodes,nodesdisappearingchangen parent
node). Sooncea routing proxylethaslaunchedtself acrossthe network, it cantrack

changesn the network.

Many differentrouting proxyletscanbewritten to solve variousproblems.lt may
not evenbe necessaryun arouting proxyleton eachnode. It maybe possibleto build
up a model of the connectvity of the EEP meshby only occasionallyhaving short
lived, probingproxyletsrunningon eachcluster The boundarybetweerhaving a cen-
tralisedroutinginfrastructureagainsta distributedroutinginfrastructurecanbe shifted

asappropriate.
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We believe that mary differentrouting proxyletswill be runningusingdifferent
metricsfor forming topologies. Obvious exampleswould be pathsoptimisedfor low

lateng. Or pathsoptimisedfor high bandwidth.This s discussedurtherbelow.

6.5.1 Connectvity mesh

In a previous sectionwe describeda numberof proxyletsthat we have alreadybuilt
and are consideringbuilding, along with their routing requirements. Somerouting
decisioncanbe solved satishctorily by usingsimple heuristicssuchasdomainname.
Therewill howeverbeasetof servicesvhichrequiremoreaccuratdeedbackrom the
routingsystem.

We believe that someof the more complex routing proxyletswill have to make
routing exchangesalong the lines of map distribution MD [19]. A MD algorithm
floodsinformationaboutlocal connectity to the whole network. With this informa-
tion topologymapscanbeconstructedRoutingcomputationganbemadehopby hop.
An examplemaybe analgorithmto computethe highestbandwidthpipe betweenwo
pointsin the network. A more centralisedapproachmay be requiredfor application
layer multicastwhereoptimalfanout pointsarerequired.

In fixed routing architecturesachnode,by somemechanismpropagatesome
informationaboutitself and physically connectecheighbours.Metrics suchasband-
width or RTT for theselinks may be includedin theseexchanges.In the ALR world
we arenotconstrainedo usingonly physicallinks to denoteneighboursTheremaybe
conditionswherenodeson oppositesidesof the world may be consideredeighbours.
Also links do notnecessarilyeedto bebidirectional.We expectto usevariousmetrics
for selectingoutingneighboursWe won't necessarilye distributing multiple metrics

throughonerouting mesh. We may createa separateouting meshfor eachmetric.
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Thisis exploredfurtherbelow.

Anotherimportantissuewhich doesnt usually arise from traditional routing is
thatif careis nottaken, certainnodesmay disappeafrom therouting cloudif a node

cannotfind a neighbour

6.5.2 Snoopingfor network state

The maintenancef network statecanbe performedvia periodicexchangedetween
routing proxylets While this has merit, it hasthe disadwantagethat the exchanges
themselesputloadonthenetwork, andthereforampactnetwork performanceWhile
not dismissingthis approachwe proposeherean alternatve approachthatusesmore
implicit routingexchanges.

Proxyletsstartedon EEPsmake useof the standardnetworking API to transmit
information. It would berelatively simpleto addalittle shimlayer, suchthatwhenever
anetworking call is madewe canestimatefor example the bandwidthof a path. Thus
bandwidthinformationderivedfrom serviceproxylets suchasa multicastproxylet can
be fed backinto the routing infrastructure.An initial proposalfor how this might be

utilisedis now discussed.

6.5.3 SelfOrganisingApplication-level Routing - SOAR

In this sectionwe describea possibleapproacho building a dynamicrouting infras-
tructure. The requirements, constructtopologiesbasedon variousrouting metrics
[56]. Oneof the problemsthatmustbe overcomes thatthe underlyingtopologyis not
known. Givena large numberof nodesa structuremustbe imposedon thesenodes.
In orderto reducethe scopeof the problemneighbouringnodes(by somemetric) are

formedinto clusters.Theseclusterscanthemselesthenbe formedinto a heirarchy It
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shouldbebornein mindthatnodesmayappeaanddisappeaatary time. It is therefore
importantthat connectity is notlost dueto thelossof a node. The maintainancef
the SQAR regionsis acontinuougprocessEspeciallywhenconsideringhatbandwidth
metricsmay vary dueto network load.

We proposea recursve approacho this, basedn extendingideasfrom RLC[86]
and SOT[48], called Self OrganisedApplication-level Routing (SOAR). The ideais

thata SOAR doesthreetasks:

1. Exchangegraphs/map$19][30] with other SOARS in a region, using traffic

measuremerto infer costsfor links in graphsto re-defineregions.

A region (andthereare multiple setsof regions, one per metric), is informally
definedasa setof SOARs with comparabldink costsbetweenthem,and”sig-
nificantly” differentedgecostsout of the region. An electionprocedures run
within aregion to determinewhich SOAR reportsthe region graphto neighbour

regions.Clearly, thebootstrapregionis asingle SQAR.

The above definition of "significant” needsexploring. An initial idea is to
usethe sameapproachas RLC[86] - RLC usesa set of dataratesdistributed
exponentially- typically, say 10kbps, 56kbps, 256Kbps, 1.5Mops,

45Mops andsoon.

Thisroughlycorrespondso thelink ratesseenat the edgeof thenet,andthusto
a setof userspossiblesharesf the netat the next "level up”. Finetuning may

be possibldater.

2. SQAR usesmeasurementf usertraffic (asin SOT[48]) to determinethe avail-

ablecapacity- eitherRTCP reportsof explicit rate,or inferring the availablerate
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W, ; Maximumad\ertisedreceve window

RTT ; TheRoundTrip Time

b ; thenumberof pacletsacknavledgedby 1 ACK
p ; themeanpacletlossprobability

B ; thethroughputachievedby a TCPflow

Table6.1: Termsin the PadhyeTCP Equation

by modellingalink andothertraffic with the Padhye[6T equationprovide ways
to extract this easily Similarly, RTTs can be estimatedrom measuremenbr
reports(or an NTP proxyletcould be constructedairly easily). Thisideais an
extensionof thenotionproposedy Villamazar[87]usingthe Mathis[59 simpli-

fication,in "OSPFOptimizedMultipath”, p < (M SS/(BW * RTT))?

A morecomple versionof this wasderivedby Padhyeetal.:

m 1
RTT" RTT\/2% + Tymin(1,3,/22)p(1 + 32p?)

B = min( (6.1)

RTT Is estimatedn the usualway, if thereis two way traffic. RTT; = RTT;

alpha + (1 — alpha) * RTT;_; It canalsobederivedusingNTP exchanges.

Thenwe simply measurdossprobability (p) with aEWMA. Smoothingparam-
eters(alpha,betafor RTT, andlossaveragingperiodfor p) needto beresearched
accurately- note that a lot of applicationsusethis equationdirectly now[76]
ratherthanAIMD sendingala TCP. This meanghatthe availablecapacity(after

you subtracfiixedrateapplicationdike VOIP) is well modelledby this.

Statedsimply, giventhe RTT andlossprobability betweertwo nodesit is possi-
ble to estimatethe bandwidththata single TCP flow would take. This givesus

abandwidthboundthat TCPfair flows shouldstaywithin. Anotherway of con-
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sideringthisis thatit alsotells usthe bandwidththatthe next flow hasavailable.
Theonly informationthatis requiredis RTT andlossprobability Both of which

canbeactiely or passvely measuredetweemodes.

. Oncea SQAR hasestablished metricto its bootstrapconfiguredneighbour it
candeclarewhetherthat neighbouris in its region, or in a differentregion - as
thiscontinuesclusterswill form. Theneighboumwill reportits setof "neighbour”
SQARs(asin adistancevectoralgorithm)togethemith their metrics(strictly, we
don’t needthe metricsif we areassumingall the SOARs in aregion aresimilar,
but therearelots of administratve reasonsvhy we may- in ary caseacapacity-
basedegionwill notnecessarilypecongruentith adelay-basedegion. Also, it

may be usefulto usethe neighbourexchangesspartof the RTT measurement).

The exchangesare of region graphsor maps- eachSQAR on its own forms
a region andits reportis basicallylike a link statereport. We shouldexplore
whetherthe SOAR reportsshouldbe floodedwithin aregion, or accumulateds

with adistancevector

A graphis a flattenedlist of nodeaddresses/labelsith alist of links for each

node,eachwith oneor moremetrics.

NodeandLink Labelsarein a URL-like syntax,for example
soar:// node-id.region-id.soar-id. net andaLink labelisjustthe

farendnodelabel.

Metricsare<t ype, val ue> tuples(ASCIl syntax). Examplesof metrics

include:

e A metricfor delayis typically milliseconds
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e A metricfor throughputs Kbps
e A metricfor topologicaldistancds hopcount

e A metricfor topologicalneighbouris IP address/mask

As statedabove,a SOAR will from time to time discoverthataneighboulSOAR
is in adifferentregion. At this point, it marksitself asthe”edge” of aregion for
that metric. This is an opportunityfor scaling- the SOARs in a region usean
electionprocedurdo determinewhich of themwill acton behalfof the region.
TheelectedSQAR (choserby lowestIP addressor perhapstthe steinercentre,
or maybeby configuration),thenpre-fixesthe labelswith a region id (perhaps

madeup from date/timeandelectedSOAR nodelabel.

soar://node-id.region-id.soar-id.net/metricnanme
soar://node-id.region-id.region-id.soar-id. net/metricnane
soar://node-id.region-id.region-id.region-id.soar-id.net/netricnane

etc

6.6 RelatedWork

Active Networks hasbeenan importantareaof researchsincethe seminalpaperby
Tennenhouset al.[83] (Somepeoplewould suggesthat this work was precededvy
the Softnet[28] work). This paperis baseconwork in aresearchprojectwhichis more
orientedtowardsactive services[31,7], which hasemepgedasan importantsubtopic
thoughthe Openarcltonferenceandrelatedevents.

In the currentwork, we areattemptingto addresgproblemsassociateavith self-
organisatiorandrouting, both internalto Active Servicesinfrastructure aswell asin

supportof specificuserservices.To this endwe aretaking a similar approacthto the
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work in scout[63, specificallythejoustsystem[39, ratherthanthe moreadwenturous,
if lessdeterministicapproachevidencedin the Ants work[90, 15]. Extensionof these
ideasinto infrastructureserviceshasbeencarriedout in the MINC Project[14 andis
partof the RTP framawork (e.g. Perkinswork on RTP quality[6§.

Much of thework to datein topologydiscovery androutingin active servicesys-
temshasbeenpreliminary We have tried to drav on someof the morerecentresults
from thetraditional(nonactive) approaches thesewo sub-problemsandto thisend,
we have takenacloselook atwork by Francis[29],aswell asthe nimrod project[19.

Our approachis trying to yield self-oganising behaiour as in earlier
work[48][15][93], aswe believe thatthis is attractive to the network operatoraswell
asto theuser

Therehave beena numberof recentadvancesin the areaof estimationof cur-
rent network performancemetricsto supportend systemadaption,aswell as (possi-
bly multi-path)route selection,e.g. for throughput.thereis the work by Mathis[59,
Padhye[6T and Handlg/[76], andfor multicast[88, andits applicationin routing by
Villamizar[87]. morerecently severaltopology discovery projectshave refinedtheir
work in estimatingdelays,andthis wasreportedin Infocomthis yeat for example,in

Theilman[84, Stemm[82, Ozdemir[6§ andDuffield[24].
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Chapter 7

Conclusion

Currentnetworking implementatiorchoicesfor applicationsarelimited in two dimen-
sions.Firstly: optionsavailableto the builder of a network applicationarelimited. For
atwo party communicationif reliability is required the fastesway to build anappli-
cationis to build it usinga reliabletransportsuchas TCP - evenif the applications
requirementsnap poorly to the servicesprovided by TCP. The seconddimensionin
the problemis that of protocoldistribution. Two endpointscommunicatingvith each
othermustusethe sameversionof a protocol(or onemustsupportbackward compat-
ibility). It takestime for communicatiorstacksto be deployed. It alsotakestime for
enhancementsr bug fixesto beincorporatecanddeployed. In ary significantprotocol
theremustthereforebe backward compatibility. Typically protocolsemploy anoption
negotiationstage.During this phaseboth endscorverge on a mutually acceptablen-
teractionset. Therearerarely epochswhereit is possibleto sayprotocol A versionl

will disappeaandhenceforthonly protocolA version2 will bein use.

In theslogin (2) andMMD (3) chapterst is demonstratethatdesigningnetwork
protocolsto mapontoanapplications requirementsmprovesefficiency. In the slogin

caseit providesbetterinteractvity on long delaylossylinks. The problemremains
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that significantly more work is requiredto build an applicationlevel protocol (ALP)

thanto usetraditional methods. We are led to the obsenation that if it was made
easierto write applicationspecificprotocolsthenthey would be used.Initial work was
donein termsof decomposingrotocols;ALPs [32]. Theeventualgoalwasto provide
building blocksfrom which protocolscould be built. Othermembersof the Hipparch
project[5], workedonsolvingthis problemusingautomatigorotocolcompositiorusing
Esterel[23]. This approactof providing a library of building blockswasnot pursued.

A library of building blockswould have beena viable approacttio have taken.

A more efficient placeto attackthe problemseemedo be that of deployment.
However, whatwould be deployed? Thusthe problemof simplifying the building of
ALPs still exists. The traditionalway is that a protocolis defined;an exampleof a
protocol could be the Simple Mail TransferProtocol(SMTP) [75]. As the protocol
becamepopulareachnen mail productrequireda new implementatiorof the protocol.
The SMTP protocolis designedo run over ary reliabletransportprotocol. An ALP
could be designedhathadthe samefunctionalityasSMTP This ALP couldrun over
UDP. Carefully designedsmall mail messagesould be deliveredusing only a two
paclet exchange. Clearly more paclets would be requiredif arny pacletswere lost.
In contrastSMTP running over TCP therewill be at leastthree paclets exchanged
to setupthe TCP connection. Therewill alsobe at leastthreepacletsto teardown
the connection. The SMTP part of the protocolwill addanotherfew pacletsto the
exchange.lt is thereforemoreefficientin termsof network utilisationto usean ALP,

however, thereis still the problemof increasedmplementatiorcompleity.

Thedecisionwastakento tackletheproblemfrom anotherangle.If it waspossible

to produceoneimplementatiorof a protocolthatwassharedby all applicationsthen
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the extra implementatioreffort may bejustified. This is nota new idea. Traditionally
suchapackagingf codeis calledalibrary. However, alibrary only partially solvesthe
problem.It mayforcethe choiceof whatlanguageherestof the applicationis written
in. It will almostcertainlynotwork acrosoperatingsystenplatforms.At thetimethis
problemwas being considereda new programminglanguageappearedn the scene.
This programmindanguagevasJava[9]. Javaseemedo offer asolutionto thelibrary
problem.A Java programcompileddown to platformindependenbyte codesandJava
virtual machinegJVMs), Java interpretorsvereavailableacrossa rangeof platforms.
It seemedhatit shouldbe possibleto develop ALPs in Java that could be portably
incorporatednto applications.Thevisionwas,thatin thefuture,animplementatiorof
aprotocolwould beavailablefor downloadfrom astandardodiessener. Applications
would bewritten suchthatwhena protocolstackwasrequired;onecouldbe download
on demand.Oncedownloaded asit wascomprisedof portableplatformindependent
byte codes,t couldbe integratedinto the application.This integrationcould be either

directly into anapplicationor asa separat@rocesshatthe applicationinteractswith.

Multiple benefitscould be derived from sucha scheme Firstly: only oneimple-
mentationof a protocolwould be required. The extra effort requiredin implementing
sucha protocolwould thereforebe justified. Secondly:a singleprotocolimplementa-
tion downloadedon demandwould solve all possibleversioncontrolproblems.When
abug is fixedin the protocolstackor an additionmadeit could be madeavailablein
placeof the olderstack.It would not bethis simpleif functionalitywasto beaddedio

aprotocolstackastheapplicationmayrequireknowledgeof thesenew options.

In the JavaRadiochapter(4) initial work pursuingtheseideasis describedFirstly

ary doubtsaboutthe performanceof Java hadto be dispelled. Java is aninterpreted
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languageijt alsousesa memoryallocatorbasedon garbagecollection. Both of these
factorscould renderit unsuitablefor building protocol stacks. In orderto testboth
ALP ideasandperformanceoncernsarealtime audioapplicationwaschosenlt was
shown that Java could meetthe performanceconstraintof a realtime audioplayout.

Thegroundvwork wasalsolaid for ALP stacks.

They were not however implemented. Dynamically linking an ALP stackinto
an applicationturnedout to be problematic. The issuewasin the API betweenthe
applicationandthe ALP. Shouldthe API be genericenoughto capturethe semantics
of all possiblenetwork stacks?Perhapghereshouldbe APIs perapplicationdomain.
Initially it wasbelieved thatit shouldbe possibleto captureall possibleinteractions
by just modellingthe API on standardhetworking APIs. An API that supportedhe
standard(connectionsetup,datatransferphaseand connectiontear down) andthen
enhancedvith mechanismgo dynamicallyattachthe stack. A numberof problems
were encountereadvhenconsideringRTP, the stackwhich wasdevelopedfor JaraRa-
dio. As developedThe RTP stackperformedtransformson the databy applyinga
codec.Input datapresentedn PCM form to the stackcould be transformednto LPC
beforetransmissionA genericAPI mightthensupporta mechanisnior transformso
be performedon data. A moregenericAPI would supporta chainof datatransforms
(e.g. compressioriollowed by encryptionby ...). However, in RTP a morecomple
problemwasencounteredit is possibleto sendRTP audiowith redundang [69]. The
basicideais to sendprevious audio sampleswith the presentaudio sample. With a
large enoughplayoutbuffer at the recever, if the previous audio samplewaslost the
next samplecanbe used.Multiple levels of redundang canbe performed.Eachlevel

of redundang goesbackin the paclet history. Typically theredundansamplesvould
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usecodecswith highercompressiorthanthe primary sample. A paclet could there-
fore carry notonly the currentpieceof databut previous piecesof data. However, the
encodingof the datawould be differentfor eachtransmission.This is one example
of why a genericAPI would be difficult to develop. Anotherproblemis paradoxically
with versioning.Oneof theintendedgoalswasto do awvay with possibleversionmis-
matches.If a new featureis addedto the ALP the applicationwould still needto be
modifiedin somecasedo utilise this feature. One possiblesolutionto this problem
may have beento placea configurationGUI with the ALP. New optionscouldthenbe
presentedlirectly to the user The conclusionis not thatit is not possibleto definea
genericAPI, ratherthatit would be difficult andproneto the pitfalls describedabove.
A genericAPl may emege from the reliable multicastbuilding block [91] or similar

work.

Anothersolutionto loadingALPsinto endapplicationss to loadtheminto thenet-
work. This mechanisnwastermed”Application Level Active Networking” (ALAN),
chapter5. The ALAN ideasareimplementedn theform of a packagdunnelVé¢hb The
ideasfrom chapterd weretaken andintegratedinto this new framework. The stream-
ing audioideaswerefitted into a WWW contet. For the streamingaudioexamplea
mechanisnwasshown for deploymentwhich requiredno changego the endsystems
exceptfor minor configurationchangesvererequired.lt wasshowvn thatnew applica-
tion specificprotocolscould bedeplo/edinto the network. Thetwo original goals,one
to shav thatbenefitcanbe derived from applicationlevel protocolsandthe secondo
easehedeploymentof suchprotocols,aremetin funnelVh Proxyletscanbewritten
andmadedynamicallyavailable.Only oneimplementatiorof a proxyletis requiredfor

ary particulartask.Proxyletsareloadedby referencelf for whatever reasora proxylet
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is changedthe old versionis replacedby the new version. Any subsequenattempts
to usethe proxylet will automaticallygetthe new proxylet Thereareflaws in such
a schemea bug canbe deplogyed asquickly asa fix. Incrementaldeploymentis not

possiblethisis notnecessarilyad.

The funnelVébinfrastructuredemonstratea usefulconcept.However, onemore
componenwasrequired. For all theinitial experimentshe locationof EEPs(Execu-
tion Environmentfor Proxyletg hadto beknown beforehandWhatwasrequiredwasa
mechanisnior usingthe funnelVébinfrastructuredynamically If anALAN stylesys-
temwereto be deployedthenApplication Layer Routing (ALR) would be necessary
In chapter6 the ALR schemds described.With this final componentt is possibleto

usethefunnelVé¢binfrastructureasa completeandusablesystem.

7.1 FutureWork

A numberof projectsin the researchcommunity are currently using funnelVéh
ALPINE [1], RADIOACTIVE [4] andANDROID [2]. Therehasalsobeensomein-
terestin the InternetEngineeringTask Force (IETF) communityto usethe proxylet
conceptn OpenPluggableEdgeServiceOPES)[3. This senesto validatetheideas

presented.

For a funnelVeb style infrastructureto be truly interestinga wide scaleglobal
would be necessaryThis would allow for mary new servicedo bebuilt anddeployed.
Noincentve currentlyexistsfor asiteto runanEER If ausercouldbechaged(Chapter
5.8)for runninga proxyletthenwider deploymentwould occur This mightalsobethe

incentve for ISPsto put EEPsin coreof the network.

In Chapter6, somepreliminary work in applicationlayer routing is described.
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Scalablerouting protocolsneedto be built within this framewnvork suchasapplication

layermulticast.
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Appendix A

Glossary

ACK Acknowledgement

ADPCM Adaptive PulseCodeModulation
AIMD Additive IncreaseMulticative Decrease
ALF ApplicationLayerFraming

ALP ApplicationLayerProtocol

ALR ApplicationLayerRouting

APl ApplicationProgrammingnterface
BT British Telecom

CBQ ClassBasedQueuing

DLPI DataLink Provider Interface

DNS DomainNameSystem

DPS DynamicProxy Seners
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DVMRP DistanceVectorMulticastRoutingProtocol

EEP ExecutionEnvironmentfor Proxylets

EWMA ExponentiallyWeightedMoving Average

FPGA Field Programmabl&ateArray

FreeBSD FreeVersionof the Berkeley SoftwareDistribution

Funnelweb ApplicationLevel Active Networking Infrastructure

GUI GraphicalUserInterface

HTML Hypertext MarkupLanguage

HTTP Hypertext TransferProtocol

IETF InternetEngineeringlaskForce

ILP IntegratedLayerProcessing

IP InternetProtocol

ISDN IntegratedServiceDigital Network

ISI InformationSciencesnstitute

ISP InternetServiceProvider

INRIA TheFrenchNationallnstituteFor Researchn ComputerScienceAnd Control

JAR Jara Archive

JDK Java Developmentit
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JIT Justin Time Compiler

JVM JavaVirtual Machine

Jeeves SunMicrosystemsvebsystem

LAN Local AreaNetwork

LPC LinearPredictve Coding

LZS Lempel-Zv standarccompression

MBONE MulticastBackBone

MMD MulticastMail Delivery

MTU Maximum TransmissiorUnit

NACK Negative Acknowledgement

NAT Network AddressTranslator

OPES OpenPluggableEdgeServices

OSPF OpenShortesPathFirst

PCB Proces<ontrolBlock

PCM PulseCodeModulation

PDA PersonabDigital Assistant

PSTN Public SwitchedTelephoneNetwork

RFC Requestor Comment
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RLC ReceverdrivenLayeredCongestiorcontrol

RMI RemoteMethodInterface

RPC Remore ProcedurecCall

RTCP RTP ControlProtocol

RTP RealTime Protocol

RTT RoundTrip Time

SOAR SelfOrganisingApplication-level Routing

SPAM UnsolicitedEmail

SRM ScaleabldreliableMulticast

SSH SecureShell

SYN Synchronize

Slogin SimpleLogin

TCL Tool Command.anguage

TCP TransmissiorControl Protocol

TTL TimetoLive

UCL UniversityCollegelLondon

UDP UserDatagramProtocol

URG TCP UrgentPointer
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URL UniversalResourcd.ocator

UTS Universityof TechnologySydne

VM Virtual Machine

VOIP VoiceoverlP

WAP WirelessApplicationProtocol

WML WirelessMarkup Language

XML ExtensibleMarkupLanguage

YAAT Yet AnotherAudio Tool
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Appendix B

Flakeway

The Flakewaytool wasbuilt in orderto testslogin andMMD applications.

All networks will lose paclets. The probability of a paclet beinglost canvary,
but pacletswill alwaysbe lost. Thereforenetwork protocolsand Application Level
Protocols(ALPs) needto berobustagainsipacletlosses.

WhenALPs arebeingtestedanddeluggedit is usefulto be ableto simulateloss.
It is possibleto simulatelossin a numberof ways. The applicationitself could be
modifiedto drop paclets. Testscould be performedon realnetworksin the hopethat
with enoughtestingall problemswill be discovered. A programsuchas Dummynet
[77] which is installedin a FreeBSDkernelcould be usedto drop paclets. Another
possibilityis to useflakeway, which predateummynet.

Designgoals:
e Deterministicandrepeatabléehaiour
e Drivenfrom realpacletdatatraces
e No Kernelmodifications

e Simpletoinsertin paclet flow
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| Value| Action |
>0 | delayin milliseconds

0 forwardpacletno delay
<0 | droppaclet

FigureB.1: Possibleactions

For the rest of this Appendixwe will describethe operationsand implementa-
tion of flakeway. At thetime thatslogin (Chapter2) wasbeingwritten a methodwas
requiredto testslogin. As discussedabove codecould have beenput into slogin to
simulateloss. This wasnotdone,it would have addedextra codeto slogin unnecessar
ily. The codewould not have availableto otherapplications.lt wasdecidedto build a
flakeway outsidethe application.

Themainfeaturerequiredfrom flakewaywasdeterministidoehaiour. Thiswould
allow teststo be repeatecand make it possibleto craft testscenarios.It would also
allow realtraffic tracesto be useddirectly asinputto flakeway.

Another requirementwas that no applicationchangesshouldbe requiredwhen
usingflakeway. A mechanisnwasdevisedto placeflakeway in the path of a paclet
flow. Thiswill bedescribedaterin theimplementatiorsection.

In orderto provide deterministicbehaiour flakeway is table driven. Tablesare
associatedo destinationaddressesA paclet that entersflakeway and doesnot have
anassociatedableis ignored.FigureB.1 shavs the threeactionsthata paclet canbe
subjectedo. A pacletcanbe: droppedforwardedimmediatelyor delayed.

Therearetwo typesof actiontablesthatanincomingpaclet canmatch. A desti-
nationaddresss associateavith oneof thesetwo typesof actiontable.

Both typesof actiontablescontainlists of actionsasdescribedn FigureB.1. The

actiontablesare traversedsequentiallyand whenthe end of the tableis reachedhe
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[ Action|

0
-1
1000

FigureB.2: ExamplePacket counttable

| Time period| Action ||

1000 0
1000 -1
1000 1000

FigureB.3: ExampleTime sequencéable

processstartsagain.Thetablesbehae lik e circularlists.

Thefirst typeof tableis a“Packet counttable” FigureB.2 is anexampleof sucha
table. Eachpacletthatarrivesis matchedagainsthe currententry. The pacletis then
subjectedo the actionin the currententry. The next entry thenbecomeshe current
entryin readines$or the next paclet. Whenthenext entryis off theendof thelist then
the currententry becomeshefirst entryin the table. To work throughthe examplein
FigureB.2; thefirst paclet is forwardedwith no delay the secondpaclet is dropped,
thethird pacletis delayedfor 1000msthe fourth paclet restartshe process.

The secondype of tableis a“Time sequenceable” FigureB.3 is anexampleof
suchatable. In the paclet countexamplesadwanceghroughthetableweremadedue
to pacletarrival. In thetime sequencadvancesaremadeasa function of time period.
Eachtime thetime periodexpiresthenext actionin thetableis used.In FigureB.3; ary
pacletarriving in the first L000mswill beforwarded,in the next 1000mspacletswill
be dropped,n the next 1000msthey will be delayedby 1000ms.This schemeallows
the emulationof periodicoutager delays.

A very simpleexperimentwasperfomeda ping wasrun from UCL to INRIA in
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FLakeway FLakeway FLakeway
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FigureB.4: PingTrace.UCL - INRIA

SophiaAntipolis. The ping outputwasthenusedto generatgaclet numberandtime
sequencéraces.Pingswerethenrun throughflakeway. Thetraceswerethenplotted
in FigureB.4. It canbe obseredthatoriginal traceandthe packet numbertracelook
almostidentical. This is to be expected,whateser befell the original ping paclet in
termsof lossor delayis emulatedby flakeway does. In the caseof thetime sequence
tracethe two graphsarenot so correlated.This canperhapse explainedby thetime
basedetweerthe pingsandthetableslipping.

Flakewayis a usefultool for beingableto performrepeatedxperimentsandper
hapsemulatethe behaiour of a real network, from paclet traces.Onelimitation that
will be discussedn the next sectionis thatit could not handlelarge loads, asit is

implementedn userspace.

B.1 Implementation

A majordesignconstrainvasthatit shouldbepossibleo useflakewaywithoutaltering

the applicationsundertest. The questionis how to interposeoneselfinto the traffic
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Fl akeway

User

Ker nel

TCP/ I P
St ack

Data Link Provider Interface

Et hernet Driver

FigureB.5: Flakeway workstation

flow. Thesolutiontakenby Dummynetwasto placea modulein the FreeBSDkernel.
In previous CBQ [88] work on Solaris,streamanoduleswere usedto get control of
paclets. The CBQ approachwould alsohave requiredtwo network interfaces,which

flakewaydidn’t A majordesigngoalhadbeenno kernelmodifications.

Thework wasbeingdoneon Solaris2.4andthis operatingsystenprovideda Data
Link Provider Interface(DLPI) [85]. The DLPI allows the transmissiorandreception
of MAC framesbypassinghe usualprotocolhandling. StandardDLPI implementa-
tions have a minor flaw, they do not passup or allow the settingof the MAC header

FortunatelySun have extendedDLPI to allow the transmissiorand receptionof the

MAC header

Flakeway is a userspaceprogramwhich usesthe DLPI interfaceto gatherand

sendpaclets(seeFigureB.5).

Flakewaywill receve acopy of all pacletsthatarrive onthis interface.Flakeway
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canalsoconstructandsendawhole MAC frame.

ConsiderFigure B.6, the trick is to get the host “neptune”to sendpaclets to
“thud”. Packetsreceved by flakeway on thud destinedfor dangerwill be processed.
Thosepacletsselectedo beforwardedwill besentto “danger”.

We facetwo problemsf{irstly how do we getpacletsfrom “neptune’to flakeway,
secondlyhow doesflakeway sendthesepacletsto “danger”?

Thefirst partof theproblemis to setahostroutefrom “neptune”to be“danger’to
bevia “thud”. All pacletsdestinedor “danger”will now traverse“thud” theflakeway
machine lf IP forwardingis disabledhenthehoststackwon't attemptary forwarding.
Packetsfor “danger”will arrive at“thud” andflakewaywill procesghem.If areceved
pacletis to beforwardedby flakeway it rewritesthe MAC andtransmitsit.

In orderhelpfind potentialmis-configurationsatherthansetthe gatavay address
to “thud”, it wassetto a specialflakeway address.After testingif a badhostroute
wasnot clearedforwardingentrieswith flakewayaddressewould hopefullystandout.

This meanghatflakeway hasto respondo ARP requestgor its specialaddress.
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B.2 Conclusions

Flakeway is runin userspacesotheflow which it is manipulatingmustbe sendingat
arelatively low datarate. For testingslogin andaudiosampledor JavaRadiothe data
ratewaslow enoughfor flakewayto beused.

A furtherenhancememtaitherthanto delayor dropmightbeto corruptthepaclet.
Beingableto duplicatepacletsmayalsobe a usefulfeature.

Dummynetis ableto ratelimit a flow to simulatea bottleneck.lt is alsoableto
drop paclets probabilistically Flakeway is ableto do neither Adding probabilistic
droppingwould be simple, rate limiting would high datarateswould not be possible
from userspace.

Flakeway turnedout to be extremelyusefulfor testingslogin andJavzaRadio,es-

peciallyasexplicit drop patternscould be programmed.
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Appendix C

TCP Evolution

Someexamplesof why TCPis not alwaysthe appropriatechoicefor network applica-
tions.

Since TCP [72] was specifiedin 1981 networks have evolved. This evolution
has meantthat for periodsof time TCP hasnot beenan optimal mediumfor some
applications As the networks have evolvedapplicationsusingTCPand TCPitself has
hadto evolve. MismatchedetweemetworksandTCP have becomeapparenandthen
addressedAlso therehave beenproblemswith applicationand TCP mismatche$65].

In way of examplethe following two sectionsgive examplesof: applicationto
TCPmismatchesndTCPto network mismatches.

It could be postulatedthatin someof thesecasesan applicationlayer protocol
(ALP), tightly matchedto an applicationsrequirementsyould have faredbetterthan

applicationdmplementedusingTCP

C.1 Application modifications

The applicationNetscapes commonly usedfor web browsing. The protocol that

Netscapaisess HTTP.
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C.1.1 Netscape multiple streams

The protocolusedto retrieve contentfrom awebseneris HTTP. In initial versionsof
the HTTP protocol 1.0 a separatd CP connectionvasrequiredfor every URL. If for
exampleaweb pagecontainedmary imageshena TCP connectiorwould berequired
for eachimage.A connectiorperimage. Whenfacedwith this problemthe Netscape
implementorschoseto openmultiple simultaneousconnections. This increasedhe
users satishctionasweb pageswould be downloadedfasterthanthe previous single
connectiorschemeMultiple connectionfhiowever areextremelyunfriendlyto the net-
work. TCP’s slow startalgorithmis in somesensedefeatedasthe congestiorwindow
is multiplied by the numberof connectionsattempted. The multiple TCP flows are

competingwith eachotherandcausingmoreloadonthe network thana singleflow.

C.1.2 HTTP - singleconnection

A problemwith the HTTP 1.0 protocolwasthat a single TCP connectionis usedfor
eachrequest.Soin orderto retrieve a pagea connections createda requests made
andtheendof thepageis markedby theconnectiorbeingtorndown. Thisis inefficient
in a numberof ways. If mary pagesareretrieved from onesener thenmultiple con-
nectionsetupandconnectiorteardown pacletshave to be exchanged.Eachseparate
TCP connectionwill needto go througha congestiorcontrol phaseto reacha stable
operatingrate (slow start). A longerrunningconnections betterableto stabiliseand

betterutilise the availablebandwidth.

With later versionsof the HTTP [25] protocolall transactionsvith a web sener

canbeperformedover onepersistentonnection.
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C.2 Implementation modifications

As well asapplicationshaving to be modifieddueto aninappropriatanteractionbe-
tweenTCPandtheapplicationmodificationshave beensuggestedndimplementedn
TCR Thisis not an exhaustve list but shovs modificationswhich have beenrequired
with time.

A large setof modificationsand a requirementor backward compatibility may

causenteractionandimplementatiorproblemsn the future.

C.2.1 TransactionTCP T/TCP

T/TCP[13] is an attemptto supporta RemoteProcedureCall (RPC)still interaction
for TCR. T/TCP doesnot requiremultiple exchange®f setuppaclketsandis designed
to cacheflow stateinformation.

HTTP over T/TCPwould be moreefficientthanover TCP

C.2.2 LargeWindows

As networks becomdasterit becameapparenthatthe 64K maximumwindow sizein
TCPis not sufficient to fully utilise a Gigabitpipe. Extensionshave beenproposedo

allow largerwindow sizes[42].

C.2.3 Selectve Acknowledgement- SACK

TCP’sstandarcdacknavledgemenschemeis acumulatve acknavledgementTheloss
of asinglesggmentin asequencef segmentscannotedescribedo thepeer Whenan
acknavledgemenis recevedtheonly informationthatcanbegarnereds thatseggments
uptothisacknavledgemenhumbermave beerreceved. If tenseggmentsaresentandthe
fifth segmentis lost, thesendeon seeingheacknavledgemenhasnoway of knowing

only onesggmenthasbeenlostandcouldvery well retransmitll theunacknevledged
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segments.

An optionalselectve acknavledgemen{54] wasthereforeaddedto TCP, A later
additionwasmadeto the schemeo allow for the signallingof duplicatereceved seg-

ments[26].

C.2.4 CongestionControl

In orderto stopthecongestiortollapseof thelnternetvariouscongestiorcontrolmech-

anismsaretypically in mostTCPimplementation$41].

C.2.5 Unreliable Delivery

TCPprovidesreliabledelivery. Somerealtime streamingapplicationssuchasaudioor
videocancontinueto functionevenif somepacletsin thestreamarelost. A suggestion
hasbeenmadeto modify aTCPreceverto sendACK’sfor pacletswhichhavenotbeen
receved. If anapplicationselectshis optionfor a realtime streama large delaywill

not build up aspacletsareretransmitted.

PathMTU discovery

Differentpartsof the Internethave differentMaximum Transmissiornit sizes. The

InternetProtocolsuitemandates minimumtransmissiorsizeof 576 octets.This size
is alot smallerthansayan Ethernetmaximumframesizewhich is 15000ctets. Tra-

ditional TCP implementationsvould usethe maximumtransmissiorsizeif two hosts
wereon the samesubnetandrevertto thelower sizeof 576 octetsif the hostswereon

differentsubnets.Two hostson differentsubnetswith a transmissiorsize of greater
than576would notfully utilise thelink.

Soamodificationwasmadeto TCPwhich allowed TCP[61] to discoverthe max-

imum availablelink sizeon a pathanduseit.
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Thisis anextremelyvaluablemodification.Unfortunatelythemechanisnto deter

minetheoptimumpacletsizeonalink is notavailableto UDP basedALF applications.
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Appendix D

RC4 Implementation

FigureD.1 andD.2 arethe headeffile and C sourcefile of the RC4implementations
takenfrom slogin. They arepresentedherein full to demonstratéhe simplicity of the

algorithm.In figure D.2 thefunctionrc4net, is calledfor eachbytein thedatastream.

#defi ne BSI ZE 256

struct rc4 {
u_char sbox[ BSI ZE] ;
u_char key[ BSI ZE] ;
int i;
int j;

s

struct rc4 *rcdinit(u_char *key, int len);
u_char rcdnext(struct rc4 *rc4);

FigureD.1:rc4.h
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#i ncl ude "rc4. h"

static
voi d
swap(u_char *pl, u_char *p2)
u_char tenp;
temp = *pil,
* 1:*p2;
*p2 = tenp;

struct rc4 *
rcdinit(u_char *key, int |en)

struct rc4 *rc4;

int i, j;
rcd = mall oc(sizeof (struct rc4));
if(0 == rc4)
return O;
for(i = 0; i < BSIZE, i++)

rca->sbox[i] = i;

for(i = 0; i < BSIZE, i ++)
rc4->key[i] = key[i %l en];
for(j =1 =0; i < BSIZE; i++)
j = (j + rcd->sbox[j] + rc4d->key[i]) % BSI ZE;
} swap( & c4->sbox[i], & c4->sbox[)]);
rcd->i =rc4-> = 0,
return rcé;
}
u_char
Ec4next(struct rcd *rc4d)
int t;
rc4->i = (rc4->i + 1) % BSI ZE;
rc4->j = (rc4->j + rcd->sbox[rc4->i]) % BSI ZE;
swap( & c4->sbox[rc4->i], & c4->sbox[rc4->j]);
t = (rc4->sbox[rc4->i] + rc4->sbox[rc4->j]) % BSI ZE
} return rc4->sbox[t];

FigureD.2: rc4.c
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