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Problem of Verifying Protocol Code

• The problem of vulnerabilities in security protocols is remarkably 
resistant to the success of formal methods

• Perhaps, tools for verifying the actual protocol code will help
– Csur (VMCAI’05), fs2pv (CSF’06), F7 (CSF’08), Aspier (CSF’09), etc etc

• Currently, fs2pv most developed, but hitting a wall
– Translates libraries and protocol code from F#/OCaml to ProVerif, Blanchet’s 

state-of-the-art verifier for crypto protocols

– ProVerif does whole-program analysis of code versus symbolic attacker

– Long, unpredictable run times on F# reference implementations of Cardspace
(ASIACCS’08), TLS (CCS’08)

• Instead, we have a new scalable analysis for the fs2pv codebase
– Using refinement types based on first-order formulas 

– Checked compositionally with a general-purpose verifier



Our new method:

Invariants for Cryptographic Structures



AUTHENTICATED RPC

SAMPLE PROTOCOL

Client 
Service

request HMAC(key,request)

response HMAC(key,response)

We obtain no guarantee of request/response correlation:

Client sends request1, request2 awaits replies
Service computes and sends response1, response2
Opponent swaps response1, response2
Client successfully checks MACs, and acts on the swapped responses



Informal Description



Logical Specification



F# Implementation



Connecting to localhost:8080
Sending {BgAyICsgMj9mhJa7iDAcW3Rrk...} (28 bytes)
Listening at ::1:8080
Received Request 2 + 2?
Sending {AQA0NccjcuL/WOaYS0GGtOtPm...} (23 bytes)
Received Response 4

Test



Opponent as F# Program



Security Theorem



F7: Refinement Types for F#
• We use extended interfaces (.fs7)

– We typecheck implementations

– Interfaces include types refined
with first-order formulas

– Only libraries security-specific

• We support a large subset of F#

– Algebraic types, records, patterns, refs

– Concurrency
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Security by Typing



Security by Typing





What Else Is In The Paper?

• Theory of refined modules to justify independent type-
checking of F# libraries
– Inductive definitions expressed as Horn clauses in F7 interface files

• Discussion of F7 and improvements since CSF’08

• Comprehensive libraries for standard crypto
– Key management, authenticated encryption, hybrid encryption, 

derived keys, endorsing signatures

• Example protocols: Otway-Rees key exchange,
secure conversations

• Case study: Windows CardSpace



Experimental Evaluation

• Above a threshold, typing faster than whole program analysis,
and errors in typing much easier to localize

• But, F7 needs hand-written logical theories, tedious to check
– Candidate for mechanized proof with interactive theorem prover

• But, F7 relies entirely on Z3 for deduction during typechecking
– Some appeal to tactics, cf PVS, HOL/Boogie, etc, would probably help



Some Conclusions

• F7 achieves flexible and scalable verification of security code
– can beat sophisticated whole-program analysis on realistic examples

• The only domain-specific part of our theory is the predicate 
library (Pub, IsMAC, etc), so we hope it will easily port
– to other refinement–type checkers for functional code

– and even to verifiers for imperative languages

• Our community is making real progress on verified software
– “Verified Software Initiative” aka “The War on Error”

– Our work contributes a hybrid approach to verifying code in existing 
functional languages: (1) prove logical theory by hand or with proof 
assistant, then (2) link to code with refinement types
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