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Abstract. Electromagneti@nalysis(EMA) canbe usedto compromisesecret
information by analysingthe electricand/ormagnetic elds emanatingfrom a
device. It follows differentialpower analysis(DPA) becominganimportantside
channelcryptanalysisattack on mary cryptographicimplementationsso that
constitutesa real threatto smartcardsecurity A systematisimulationmethod-
ology is proposedto identify and assesslectromagneti¢EM) leakagechar
acteristicsof secureprocessorsat designtime. This EM simulationmethodol-
ogy involvescurrent o w simulation,chip layout parasiticextraction,thendata
processingo simulatedirect EM emissionsor modulatedemissionsTestsim-
plementedon synchronousand asynchronougrocessorsndicatesthat the syn-
chronousprocessothasdatadependenEM emission,while the asynchronous
processohasdatadependentiming which is visible in differential EM analy-
sis (DEMA). In particular DEMA of amplitudedemodulate@&missiongeveals
greaterleakagecomparedo DEMA of directemissionandDPA. Theproposed
simulation methodologycan be easily employed in the frameavork of an inte-
gratedcircuit (IC) design o w to performa systematic€M characteristicanaly-
sis.

Keywords. EM side-channehnalysis;smartcard; designtime securityevalua-
tion

1 Intr oduction

Smartcardsarewidely usedfor authenticatiorandsecuringransactionsTheir crypto-

graphicoperationsarebasedn symmetricabr asymmetricatryptographialgorithms
suchastriple DES,AES or RSA. But evenif thecryptographialgorithmsandthe pro-

tocolsare securejnformation aboutsecretdatamay leak throughside-channelsuch
astiming of computation1], power consumptior{2], aswell aselectromagneticadi-

ation[3]. In the EM side-channela smartcard emitsdifferentamountsof EM emis-
sion during the computationdependingon the instructionsand databeing executed.
Somesophisticatedstatisticaltechniquesuchasdifferentialelectromagneti@analysis
(DEMA) [3, 4, 5] candetectvariationsin EM emissiorsosmallthatindividual key bits

canbeidenti ed. This meanssecretkey informationcanbe recoreredfrom the secure
devices.



To keepthesedevicessecureagninstthe EM side-channehttacks,a hugeamount
of researcthasbeenundertalen. However, in commonindustrialpractise the security
evaluationof the securedevice designss only performedafterchipsaremanufctured.
This post-manudictureanalysids time consumingerrorproneandvery expensve. This
hasdriventhe studyof thedesign-timesecurityevaluationwhich aimsto examinedata-
dependenEM characteristic®f secureprocessorsso asto assessheir securitylevel
aguinstEM side-channehnalysisattacks.

The moststraightforvard way to simulateEM wavespropagtingin a circuit is to
usea 3D or planarEM simulator which involvessolving Maxwell's equationgor the
electricandmagneticvector elds in eitherthe frequeng or time domain.However a
full-wave 3D simulatorincorporatingcharacterisedonlineat semiconductodevicesis
tootime consumingo bepracticalfor chip-level analysisVarioustypesof eld sensors,
namelyelectricor magneticeld sensomeasuringn nearor far eld, usedby attack-
ersalsoincreasdhe challengesn EMA simulation.Differenttypesof sensorsneasure
differenttypesof eld, sothey requiredifferentsimulationmethodsFurthermorethe
modulatedEM emissiong4] have begun arousingattentionin the cryptanalysiscom-
munity aswell asthe directEM emissionghatarenormally exploitedin EM analysis
attacks[5]. Modulatedemissionsoccurwhen a datasignalmodulatescarrier signals
which thengenerateEM emissionspropagting into the space Differentmodulation
mechanismsequiredifferentdemodulatiormanners.

In this paper we presenta designtime security evaluation methodologyfor EM
side-channehnalysis.t rst partitionsan electronicsystemundertestinto two parts:
the chip andthe packageThe packages simulatedin an EM simulatorandmodelled
with lumpedparameter®, L andC. Thechipincorporatinghepackagdumpedparam-
etersis thensimulatedn circuit simulatorsThis mixed-lesel simulationobtainscurrent
consumptiorof the systemundertestaccuratelyandswiftly. Next, the securityevalua-
tion methodologyinvolvesa procedureof dataprocessingpn the currentconsumption
to simulateEM emissionsDifferentmethodsof dataprocessingare requiredto tar
getcorrespondindypesof sensorskFurthermoreto simulatemodulatedEM emissions,
demodulatiorin amplitudeor angleis incorporatednto the simulation o w.

Therestof the paperis organisedasfollows. In Section2, we presenour simula-
tion methodologyof systempartitioningand simulationproceduresncorporatingdif-
ferenttypesof EM emissionsanddifferent eld sensorsin Section3, we demonstrate
simulationresultsfor two processor®n our testchip from which datadependenEM
characteristigs successfullyidenti ed andveri ed by measuremernesults.Section4
presents brief conclusion.

2 Simulation Methodologyfor EM Analysis

2.1 Systempartitioning

As describedn Sectionl, a 3D full-wave eld simulatorincorporatinglarge number
of semiconductodevicesis too time consumingo be practicalfor chip-level analysis.
Oursimulationapproachs to partitionanelectronicsysteminto two parts.The rst part

1 Someexamplesof nonlinearcomponentsireDiode, BJT andMOSFET



is the chip, simulatedn circuit simulators like SPICE whichis fundamentallya wed
becausavave couplingis notaccuratelyrepresentedvenif transmissiotinesareused
for theinterconnectsHowever, thechip dimensionsaresmallenough(comparedo the
wavelength)to toleratethe error€. The secondartis the packageandeventhe printed
circuit board(PCB), which canbe accuratelysimulatedby a (3D or planar)EM sim-
ulator andbe modelledwith lumpedcomponent§R, L andC). Thelumpedelements
will thenbeincorporatednto the samecircuit simulatorto achieve theresponsef the
entiresystem.

2.2 Simulation procedure

The procedurego performan EMA simulationon a chip designis shovn in Figure 1.
TheEM analysissimulation o w is similarto thatof poweranalysisvhichmeasurethe
globalcurrentof adevice [6]. However EM analysismayfocusonasmallerblock such
asthe ALU or the memory In this case,a Verilog/SPICEco-simulationcanbe used
wherethe partitioning function provides an easymeansto selectthe desiredblock(s)
to test.With Verilog/SPICEco-simulationyariousinstructionsareeasilyexecutedand
modi ed throughtestbenchles writtenin Verilog. Accuratesimulationof currentcon-
sumptionis achiezedin the SPICE-like simulation.Oncethe currentdatal dd(t) for the
desiredblock(s) or a whole processois collected,it is passedo MATLAB™ andis
processeti implementDEMA accordingto the sensotypesandemissiontypes.

The dataprocesgrocedurgor EM analysisis shavn in the shadaved box in Fig-
ure 2. It includessynchronisingand re-samplingof two setsof currentconsumption
datawhenthe processoundertestis computingwith differentoperandsWe perform
signalprocessingn eachsetof currentconsumptiordataaccordingo thetypesof EM
emissiongo bemeasuredndaccordingo thetypesof eld sensoréo measuréheEM
emissions.

Directvs modulated EM emissions EM emissionsanbe generallycateyorisedinto
two types:directemissionsandmodulatedemissiong4]. Directemissionsare caused
directly by current o w with sharprising/falling edges.To measuredirect emissions
from a signalsourceisolatedfrom interferencdrom othersignalsourcespneusesiny
eld probespositionedvery closeto the signalsourceand special Iters to minimise
interferenceTo getgoodresultsmayrequiredecapsulatinghe chip.

Modulatedemission®ccurwhenadatasignalmodulatesarriersignalswhichthen
generaté&M emissionpropagtinginto thespaceA strongsourceof carriersignalsare
the harmonic-richsquare-vave signalssuchasa clock, which maythenbe modulated
in amplitude,phaseor someothermanner The recovery of the datasignalsrequiresa
recevertunedto thecarrierfrequeny with a correspondinglemodulatar

2 The velocity of electromagnetipropagtionis limited by the laws of nature,andin silicon-
dioxideit is approximatelyl:5 10 m/s. Fastsignaledgesn smartcardchipswith anedge
rateof underlnshave to beconsidereds“high speed’only whenthelongestchip dimension
is beyond50mm,asarule of thumh



Fig. 1. Digital design o w with EM analysis
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Fig. 2. EM analysissimulationprocedure



Amplitude Modulation

In acircuit, thedatasignalmaycoupleto a carriersignal(e.g.clockharmonicsdue
to E eld capacitve couplingor H eld magneticcoupling,which generatessum
of thedatasignalandthe carriersignal.Oncethesetwo coupledsignalsgo through
asquare-lav device (e.g.atransistor)the productof thetwo signalsis generated.
For instance an n-channelransistoroperatesn the saturatiorregion whenVps >
Ves Vrn, its draincurrentremainsapproximatelyconstan@s:lpgysay [7]:

b
Ipsn(sa) = 7n(VGs Vrn)? 1)

wherethe constanb, denoteghe n-channekransistorgain factor Vs denoteghe
gate-sourcevoltageandVy,, denoteghethresholdvoltage.
If theinputVgsis a clock signal(V¢jok) coupledwith a datasignal(Vyaa): Ves =
Vgatat Veloak, in Which the square-vave clock signalVg o« canberepresentedsa
Fomirierserieswith thefundamentafrequeng f andall theoddharmonics:
a sin(2pnft).
n=1;3;5::: P
Thesaturatiorcurrentlpgysz) becomes:

" ! #
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b 4
osea) = 5 Vawat & Cosinzpnft) Ve @
n=1,3,5::

Expanded]pssa) containsitemsof interestasthe productof sinusoidalsignals

andthe coupleddatasignal:by, 1é3 ] nip sin(2pnft)Vyata-

n=1,3,5::
This processs amplitudemodulation(AM), wherethe coupleddatasignalVyaa
modulatesclock harmonicswith diminishingmagnitudelf the currentlpgysa) is
picked up by an EM sensorandfed into a bandpasdter tunedto a certainclock
harmonicfrequeng, the signalVysa canbe recovered.This processs amplitude
demodulation.
Amplitudemodulationcanalsooccurin atransistowhenthedigital gateinputVgs
is itself a square-wave, harmonic-richsignal. For example,in one cryptographic
executionrun, theinputVgg is 00111100...while in anotherun, theinput at the
sameayatebecome¥/z as01010101... ThenVgg andVes have Fourierseriesex-
pressionglifferentat somecarrierfrequencieslf a demodulatois tunedto oneof
thesecarrierfrequenciesthe differenceof the coefcients in the Fourierseriescan
be detectedandviewed asa manifestatiorof the differencein Vgg andVgs. This
typeof AM modulationmechanisnis dominantfor deep-submicrotechnologie3.
In deepsubmicrorprocesseshedependencef saturatiordraincurrentl pgysz) On
gatesourcevoltageVgs is bettermodelledby alinearratherthana quadraticrela-
tionship.

3 Gatelengthsbelow 0.35pmareconsideredo bein the deep-submicroregion.



Angle Modulation(phaseor frequeny modulation)

Couplingof circuitscanalsoresultin changesn theangle(frequeng or thephase)
of the carriersignals.If thereis a coupling betweena dataline andthe internal
clock circuitry, e.g.its voltagecontrolledoscillator (VCO), this coupling can af-

fectthe outputclock frequeng by affectingthe VCO controlvoltage.Theresulted
clock frequeng variationmay be visible asdata-dependeritming in differential
EM analysis.

Exploiting modulatedemissionsanbe easiemndmoreeffective thanworking with
directemission[4]. Somemodulatedcarrierscould have substantiallybetterpropag-
tion thandirectemissionwhich may sometimese overwhelmedy noise. The modu-
latedemissiorsensingloesnotrequireary intrusive/invasivetechniquesr ne grained
positioningof probes.

Dependingnthetypesof EM emissionsn EMA attacksdirectemission®r modu-
latedemissionsEMA simulationmayrequiredemodulatiorof correspondingnanners
of themodulation.

EM eld measuementequipment A numberof sensorsanbe usedto detectthe
EM signalsin EMA attacks.They aredivided into thosedetectingelectricandthose
detectingmagnetic elds in near eld 4, or thosedetectingfar- eld EM- eld. In EM
analysisattackson small deviceswith weakEM emissionsuchasa smartcard,near
eld sensorgremoreappropriate.

An exampleof near- eld electric eld sensords amonopoleantennalt generally
measureshe near eld electriccomponentaroundcurrent-carryingconductorwhere
electric eld magnitudeE p |. Near- eld magnetic eld sensorsgenerallymeasure
thenear eld magneticcomponentroundcurrent-carryingconductorwheremagnetic
eld magnitudeB p I.

Thesimplestmagneticeld sensoiis aloop of wire. An EM eld is inducedin the
loop dueto achangan magneticux throughtheloop causedyy a changingmagnetic
eld producedoy anAC current-carryingonductor Thisis thetransformeseffect. The

inducedvoltageis:
Zz
1B
Vv ST ds 3
over surface S using areaelementds. We canrewrite it into the following equation,

which saysthe measuremertdutputis proportionalto therate of changeof the current
which causeshemagneticeld.

_ o dl
V=Mg (4)

whereM denotegshe mutualinductancébetweerthe sensoandthe concernedircuit.

4 Near eld refersto adistancewithin onesixth of thewavelengthfrom the source(r < | =2p),
while far- eld refersto adistancebeyondit (r > | =2p).



Thistypeof eld sensorsenseshe changeof magnetic ux, sowe usetherateof
changeof the currentdl=dt to track EM emission.Simulationfor this type of sensor
involvesdifferentialcalculuson currentconsumptiordata.

Therearealsofar- eld electromagnetic eld sensorssuchaslog-periodicanten-
nas.They generallymeasurdar- eld electromagneticeld andoftenwork with other
equipmentto harnessmodulatedemissions.For example,an amplitude modulation
(AM) recever tunedto a clock harmoniccan perform amplitudedemodulationand
extractusefulinformationleakagefrom electronicdevices[4].

Thisis notanexhaustve list of eld sensorshut providesaview thatdifferenttypes
of sensorsneasurdlifferenttypesof eld, sothatrequiredifferentapproacheg EM
simulations.

Low-pass ltering effect of EM sensors The last stepof dataprocessingprocedure
asshawn in the shadeved box in Figure 2 is the low-pass ltering. Consideringthe

inductancen eld sensorsandthe load resistancdrom connectednstrumentge.g.
anampli er or anoscilloscope)anRL low-passlter is formedasshavn in Figure3.

Its 3dB cutoff ° frequeng is calculatedas feuof = R=2pL. Dueto this RL low-pass
Itering effect, thetwo setsof processedurrentconsumptiordatahave to below-pass
Itered atthe endof the EMA dataprocessingrocedure.

Fig. 3. RL low-passlter

Finally, DEMA is performedby subtractingpneEMA tracefrom another Security
weaknesswvill be manifestedaspulsesin the DEMA trace,revealing data-dependent
EM characteristicsf thetesteddesign.ThetermDEMA here(andfurtherin this paper)
refersto the variation(difference)in the EM emissionsinsteadof statisticaltreatment
correlatingthe variationto hypotheticaldatabeing manipulatedasin a real DEMA
attack[3]. Thisis because¢he proposednethodologyis to evaluatedata-dependeM
characteristicef securegprocessodesignswhich arethe fundamentalveakness real
DEMA attackexploits andcanbeidenti ed with deterministicdata.

5 Thefrequeny atwhich the outputvoltageis 70.7%of theinputvoltage



3 Evaluation Resultsof The Simulation Methodology

3.1 EM simulation setup

DEMA simulationhasbeencarriedout on a testchip, fabricatedn UMC 0.18um six
metal CMOS processaspartof the G3Cardproject[8, 9]. Figure4 shaws a pictureof
thetestchipwhich contains ve 16-bitmicrocontrollerprocessorsvith differentdesign
styles.This paperaddressethe synchronouprocessofS-XAP) on thetop left corner
andthedual-railasynchronouprocessofDR-XAP) in themiddle.

Fig. 4. Themicrocontrollemprocessor§S-XAPR, DR-XAP) onthechip areunderEMA simulation
test.

Wetamgetsimpleinstructionge.g.XOR (exclusive OR), shift, load,storeetc)which
cangive a goodindicationof how the hardwarereactsto operationsof cryptographic
algorithms A shortinstructionprogramrunstwice with operand®f differentHamming
weight.The rst runsetsthel/O triggerporthighby storing™1' into memory computes
"00 XOR 55', andsetsthe I/O trigger port low by storing 0" into memory while the
secondun setsthel/O porthigh, computes55 XOR 55', andsetsthe /O port low.

3.2 EM simulation of a synchronousprocessor

Figure 5 shavs the EMA simulationover the S-XAP processarWe simulatedirect
EM emissionpicked up by aninductive sensorOn the graphwe plot the EM traces
of the processoffor "00 XOR 55' and '55 XOR 55', aswell asthe differential EM
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Fig. 5. EMA simulationover S-XAP processoexecutingXORuwith differentoperands

plot of EMAL - EMA2 (DEMA). The EM traces(EMA1 andEMAZ2) aresuperposed
andappearasthe top tracein Figure5. The differential EM trace(DEMA) is shifted
down from thecentreby 6 10 unit to clearly shaw its relative magnitude The EM
emissionmagnitudeis computedthroughdl=dt asdiscussedn Section2.2,thushas
unitsof pA=s.

The measuremendf EM emissionson the sameprocessoiperformingthe same
codeis shavn in Figure 6. The EM emissionsare picked up by an inductive sensor
over 5000runsto averageout the ambientnoise(although200 runsareenough) then
aremonitoredon anoscilloscopeThe inductive headin usehasresistancdr = 5.42 ,
inductanceL = 9.16uH.When delivering power into a 4K  load, the 3dB cutoff is
calculatedas70MHz. The measurementesultsdemonstratéhe EM tracesarearound
50MHz, complyingto theexplanationof the RL low-passltering effectin Section2.2,
andthe parameterbave beenusedin the EMA simulationshovn in Figure5.

Boththemeasuremergndthesimulationresultsobsenre thedifferentialtracepeaks
when the processolis executing XOR logic operations.This meansdatadependent
EM emissionis leakinginformationrelatedto key bits at thoseinstancesthusmeans
vulnerability in EMA attacks.The agreemenin the measuremerandthe simulation
resultsveri ed the validity of the proposedEMA simulationapproachThe simulated
EM tracesn Figure5 arelowerin shapecomparedo thosemeasure@roundthecircled
placesasthe simulationincludesno power contritution from memoryaccesses.

To gain a perceptiorof the DPA attackversusthe DEMA attack,Figure7 demon-
stratedDPA measuremeraver S-XAP processoperformingthe samecode.Although
only 4 measurementunsto averageout noise,datadependenpower consumptiorcan
clearly identify whenthe processoiis executing XOR logic operations.The peakto
peakin the differential trace (DPA) is about6% of the peakto peakof the original
signals(Power Analysis1 and Paver Analysis2). As a comparisonthe peakto peak
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Fig. 6. EMA measuremendver S-XAP processoexecutingXORwith differentoperandgexper
imentalgraph)

DEMA is aboutthe samelevel of the peakto peakof the original signals(EMA 1 and
EMA 2) in Figuresb and6, indicatingthe samedevel of informationleakagdan the EM
side-channeandin the power channel.

3.3 EM simulation of an asynchronousprocessor

We thenperformEMA simulationon processoDR-XAP which is designedn a dual-
rail asynchronoustyle with return-to-zerchandshakingprotocol. This balancedasyn-
chronoustircuitry wasbelieved to be securesincepower consumptiorshouldbe data
independeni9]. Figure8 shavstheEMA simulationresult.Onthegraphwe superpose
the EM tracesof the processofor '00 XOR 55' and'55 XOR 55', andputthe DEMA
traceat the bottom. The DEMA traceexhibits a wobble at only about1% magnitude
of that of the original traces(EMA1 and EMAZ2). This matcheswith the projection
thatasynchronoudesignwith dual-railcodingandreturn-to-zerdhandshakings much
moresecureagainstside-channehnalysisattacks.

The measurementesultin Figure 9 also indicatesno information leakagealong
the logic operation.ComparingFigure8 and9, we obsere again lower magnitudein
shaperoundthecircledplacesn simulation resultedrom no memoryaccessepower
consumptiorin simulation.

PerformingEMA simulationon modulatedemissionson the asynchronougroces-
sor, we achieved moreintriguing results We collectedthe currentconsumptiordataas
we did in direct emissionsimulation,thenwe processedhe datawith amplitudede-
modulation.The carrierusedto demodulatehe EM signalis the 17th clock harmonic
(TheasynchronouXAP executesat a speedaround10 to 50MHz. Heretake a carrier
whosefundamentals 20MHz). From the simulationresultsshowvn in Figure 10, we
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obseredgreatelevel of differentialsignalscomparedo Figure8. The peakto peakof
thedifferentialtrace(DEMA) is about32% of the peakto peakof the original signals
(EMA 1andEMA 2).

Thereasonwhy the amplitudedemodulatedEMA revealsstrongerdifferentialsig-
nalsis demonstrateth a simpleexampleshavn in Figure11. The pulsein subplot(a)
is amodulatingsignal. Subplot(b) shovs the AM modulationwith a sinusoidalkarrier
andits productdetectionbaseddemodulatioi10]. The pulseappearn the negative
side of the modulation,and demodulatedas a negative pulse.Subplot(c) shovs the
modulatingsignalwith samemagnitudeandperiod,but time shifteda bit. Subplot(d)
shavs its AM modulationwith the samesinusoidalarrierasin (b). The pulseappears
on the positive side of the modulation,anddemodulatedisa positive pulse.The sign
oppositionin theraw tracescanresultin large peaksn their difference.

In asimilarway, datadependentiming in the programexecutioncausedigni cant
peaksin the differentialtraceshowvn in Figure 10, althoughno obvious time shift is
obseredin theraw trace§AM demodulate®EMA 1 and2), becausdow-passltering
hasobscureahetime shift. We however seehigherpeaksin Figure10 aroundthe sec-
ond STORE operationasaresultof the time shift accumulatedn previous operation.
Thisdatadependentiming causedEM informationleakagds muchhigherin thetested
asynchronouslesignthanthe synchronouslesign,asa resultof the lack of clocki.e.
synchronisationThe amplitudedemodulatedEMA simulationrevealsan unexpected
weaknessn the testedasynchronouslesignagainst EM side-channebttacks,which
providesa goodexampleof usefulnes®f the design-timesvaluationin the securepro-
cessodesign o w.
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4 Conclusion

A simulationmethodologyfor EMA hasbeenproposednthebasisof ananalyticalin-
vestigationof EM emissionsn CMOS circuits. This simulationmethodologyinvolves
simulationof currentconsumptiorwith circuit simulatorsandextractionof IC layout
parasiticawvith extractiontools.Oncecollected thedataof currentconsumptioris pro-
cessedvith MATLAB to simulateEMA.

Testinghasbeenperformedon synchronousindasynchronougrocessorandthe
resultshave demonstratedhat DPA and DEMA of direct emissionsreveal aboutthe
samdevel of leakageWhile DEMA of amplitudedemodulate@missionsevealsgreater
leakage suggestingetterchancef successn differential EM analysisattacks.The
comparisorbetweerthe EMA on synchronousindasynchronougprocessorindicates
that the synchronougprocessorhas datadependenEM emissionswhile the asyn-
chronousprocessohasdatadependentiming whichis visible in DEMA.

Theproposedimulationmethodologycanbe easilyemployedin the framework of
anintegratedcircuit design o w. To thebestof ourknowledge theproposedimulation
methodologyfor EMA isthe rst availableassessmemtf EM leakagecharacteristicef
cryptographigrocessoratdesigntime. It movesonestepcloserto acompletesecurity-
awaredesign o w for cryptographicprocessorsvhich aimsto cover all known side-
channelnalysisattacks.
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