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Abstract. Electromagneticanalysis(EMA) canbe usedto compromisesecret
informationby analysingthe electricand/ormagnetic�elds emanatingfrom a
device. It follows differentialpower analysis(DPA) becominganimportantside
channelcryptanalysisattack on many cryptographicimplementations,so that
constitutesa real threatto smartcardsecurity. A systematicsimulationmethod-
ology is proposedto identify and assesselectromagnetic(EM) leakagechar-
acteristicsof secureprocessorsat designtime. This EM simulationmethodol-
ogy involvescurrent�o w simulation,chip layoutparasiticsextraction,thendata
processingto simulatedirect EM emissionsor modulatedemissions.Testsim-
plementedon synchronousandasynchronousprocessorsindicatesthat the syn-
chronousprocessorhasdatadependentEM emission,while the asynchronous
processorhasdatadependenttiming which is visible in differentialEM analy-
sis (DEMA). In particular, DEMA of amplitudedemodulatedemissionsreveals
greaterleakagecomparedto DEMA of directemissionsandDPA. Theproposed
simulationmethodologycan be easily employed in the framework of an inte-
gratedcircuit (IC) design�o w to performa systematicEM characteristicsanaly-
sis.

Keywords. EM side-channelanalysis;smartcard;designtime securityevalua-
tion

1 Intr oduction

Smartcardsarewidely usedfor authenticationandsecuringtransactions.Their crypto-
graphicoperationsarebasedonsymmetricalor asymmetricalcryptographicalgorithms
suchastriple DES,AESor RSA.But evenif thecryptographicalgorithmsandthepro-
tocolsaresecure,informationaboutsecretdatamay leak throughside-channelssuch
astiming of computation[1], power consumption[2], aswell aselectromagneticradi-
ation [3]. In the EM side-channel,a smartcardemitsdifferentamountsof EM emis-
sion during the computationdependingon the instructionsand databeing executed.
Somesophisticatedstatisticaltechniquessuchasdifferentialelectromagneticanalysis
(DEMA) [3, 4, 5] candetectvariationsin EM emissionsosmallthatindividualkey bits
canbeidenti�ed. This meanssecretkey informationcanberecoveredfrom thesecure
devices.



To keepthesedevicessecureagainsttheEM side-channelattacks,a hugeamount
of researchhasbeenundertaken.However, in commonindustrialpractise,thesecurity
evaluationof thesecuredevicedesignsis only performedafterchipsaremanufactured.
Thispost-manufactureanalysisis timeconsuming,errorproneandveryexpensive.This
hasdriventhestudyof thedesign-timesecurityevaluationwhichaimsto examinedata-
dependentEM characteristicsof secureprocessors,so asto assesstheir securitylevel
againstEM side-channelanalysisattacks.

Themoststraightforwardway to simulateEM wavespropagating in a circuit is to
usea 3D or planarEM simulator, which involvessolvingMaxwell's equationsfor the
electricandmagneticvector�elds in eitherthe frequency or time domain.However a
full-wave3Dsimulatorincorporatingcharacterisednonlinear1 semiconductordevicesis
tootimeconsumingtobepracticalfor chip-level analysis.Varioustypesof �eld sensors,
namelyelectricor magnetic�eld sensormeasuringin nearor far �eld, usedby attack-
ersalsoincreasethechallengesin EMA simulation.Differenttypesof sensorsmeasure
differenttypesof �eld, so they requiredifferentsimulationmethods.Furthermore,the
modulatedEM emissions[4] have begunarousingattentionin thecryptanalysiscom-
munity aswell asthedirectEM emissionsthatarenormallyexploited in EM analysis
attacks[5]. Modulatedemissionsoccurwhena datasignalmodulatescarriersignals
which thengenerateEM emissionspropagating into the space.Differentmodulation
mechanismsrequiredifferentdemodulationmanners.

In this paper, we presenta designtime securityevaluationmethodologyfor EM
side-channelanalysis.It �rst partitionsanelectronicsystemundertestinto two parts:
thechip andthepackage.Thepackageis simulatedin anEM simulatorandmodelled
with lumpedparametersR,L andC.Thechipincorporatingthepackagelumpedparam-
etersis thensimulatedin circuit simulators.Thismixed-level simulationobtainscurrent
consumptionof thesystemundertestaccuratelyandswiftly. Next, thesecurityevalua-
tion methodologyinvolvesa procedureof dataprocessingon thecurrentconsumption
to simulateEM emissions.Differentmethodsof dataprocessingare requiredto tar-
getcorrespondingtypesof sensors.Furthermore,to simulatemodulatedEM emissions,
demodulationin amplitudeor angleis incorporatedinto thesimulation�o w.

Therestof thepaperis organisedasfollows. In Section2, we presentour simula-
tion methodologyof systempartitioningandsimulationproceduresincorporatingdif-
ferenttypesof EM emissionsanddifferent�eld sensors.In Section3, we demonstrate
simulationresultsfor two processorson our testchip from which datadependentEM
characteristicis successfullyidenti�ed andveri�ed by measurementresults.Section4
presentsabrief conclusion.

2 Simulation Methodology for EM Analysis

2.1 Systempartitioning

As describedin Section1, a 3D full-wave �eld simulatorincorporatinglarge number
of semiconductordevicesis too time consumingto bepracticalfor chip-level analysis.
Oursimulationapproachis to partitionanelectronicsysteminto two parts.The�rst part

1 Someexamplesof nonlinearcomponentsareDiode,BJTandMOSFET.



is thechip,simulatedin circuit simulators likeSPICE,which is fundamentally�a wed
becausewavecouplingis notaccuratelyrepresentedevenif transmissionlinesareused
for theinterconnects.However, thechipdimensionsaresmallenough(comparedto the
wavelength)to toleratetheerrors2. Thesecondpartis thepackageandeventheprinted
circuit board(PCB),which canbeaccuratelysimulatedby a (3D or planar)EM sim-
ulator andbemodelledwith lumpedcomponents(R, L andC). The lumpedelements
will thenbeincorporatedinto thesamecircuit simulatorto achieve theresponseof the
entiresystem.

2.2 Simulation procedure

Theprocedureto performanEMA simulationon a chip designis shown in Figure1.
TheEM analysissimulation�o w is similarto thatof poweranalysiswhichmeasuresthe
globalcurrentof adevice [6]. HoweverEM analysismayfocusonasmallerblocksuch
asthe ALU or the memory. In this case,a Verilog/SPICEco-simulationcanbe used
wherethe partitioningfunction providesan easymeansto selectthe desiredblock(s)
to test.With Verilog/SPICEco-simulation,variousinstructionsareeasilyexecutedand
modi�ed throughtestbench�les written in Verilog.Accuratesimulationof currentcon-
sumptionis achievedin theSPICE-likesimulation.OncethecurrentdataIdd(t) for the
desiredblock(s)or a whole processoris collected,it is passedto MATLAB™ andis
processedto implementDEMA accordingto thesensortypesandemissiontypes.

Thedataprocessprocedurefor EM analysisis shown in theshadowedbox in Fig-
ure 2. It includessynchronisingandre-samplingof two setsof currentconsumption
datawhentheprocessorundertestis computingwith differentoperands.We perform
signalprocessingoneachsetof currentconsumptiondataaccordingto thetypesof EM
emissionsto bemeasuredandaccordingto thetypesof �eld sensorsto measuretheEM
emissions.

Dir ect vs modulated EM emissions EM emissionscanbegenerallycategorisedinto
two types:directemissionsandmodulatedemissions[4]. Directemissionsarecaused
directly by current�o w with sharprising/falling edges.To measuredirect emissions
from asignalsourceisolatedfrom interferencefrom othersignalsources,oneusestiny
�eld probespositionedvery closeto the signalsourceandspecial�lters to minimise
interference.To getgoodresultsmayrequiredecapsulatingthechip.

Modulatedemissionsoccurwhenadatasignalmodulatescarriersignalswhichthen
generateEM emissionspropagatinginto thespace.A strongsourceof carriersignalsare
theharmonic-richsquare-wave signalssuchasa clock, which maythenbemodulated
in amplitude,phaseor someothermanner. Therecovery of thedatasignalsrequiresa
receiver tunedto thecarrierfrequency with acorrespondingdemodulator.

2 The velocity of electromagneticpropagation is limited by the laws of nature,andin silicon-
dioxideit is approximately1:5� 108 m/s. Fastsignaledgesin smartcardchipswith anedge
rateof under1nshave to beconsideredas“high speed”only whenthelongestchipdimension
is beyond50mm,asa ruleof thumb.
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Fig.1. Digital design�o w with EM analysis
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Fig.2. EM analysissimulationprocedure



� AmplitudeModulation
In acircuit, thedatasignalmaycoupleto acarriersignal(e.g.clockharmonics)due
to E �eld capacitive couplingor H �eld magneticcoupling,whichgeneratesasum
of thedatasignalandthecarriersignal.Oncethesetwo coupledsignalsgo through
asquare-law device (e.g.a transistor),theproductof thetwo signalsis generated.
For instance,ann-channeltransistoroperatesin thesaturationregion whenVDS >
VGS� VTn, its draincurrentremainsapproximatelyconstantas:IDSn(sat) [7]:

IDSn(sat) =
bn

2
(VGS� VTn)2 (1)

wheretheconstantbn denotesthen-channeltransistorgain factor, VGS denotesthe
gate-sourcevoltageandVTn denotesthethresholdvoltage.
If the inputVGS is a clock signal(Vclock) coupledwith a datasignal(Vdata): VGS =
Vdata + Vclock, in which thesquare-wave clock signalVclock canberepresentedasa
Fourierserieswith thefundamentalfrequency f andall theoddharmonics:

¥
å

n= 1;3;5:::

4
np sin(2pnf t).

ThesaturationcurrentIDSn(sat) becomes:

IDSn(sat) =
bn

2

"

Vdata +

 
¥

å
n= 1;3;5:::

4
np

sin(2pnf t)

!

� VTn

#2

(2)

Expanded,IDSn(sat) containsitemsof interestasthe productof sinusoidalsignals

andthecoupleddatasignal:bn
¥
å

n= 1;3;5:::

4
np sin(2pnf t)Vdata.

This processis amplitudemodulation(AM), wherethe coupleddatasignalVdata
modulatesclock harmonicswith diminishingmagnitude.If thecurrentIDSn(sat) is
pickedup by anEM sensorandfed into a bandpass�lter tunedto a certainclock
harmonicfrequency, the signalVdata canbe recovered.This processis amplitude
demodulation.
Amplitudemodulationcanalsooccurin atransistorwhenthedigital gateinputVGS
is itself a square-wave, harmonic-richsignal.For example,in onecryptographic
executionrun, the inputVGS1 is 00111100...,while in anotherrun, the input at the
samegatebecomesVGS2 as01010101....ThenVGS1 andVGS2 haveFourierseriesex-
pressionsdifferentat somecarrierfrequencies.If a demodulatoris tunedto oneof
thesecarrierfrequencies,thedifferenceof thecoef�cients in theFourierseriescan
bedetectedandviewedasa manifestationof thedifferencein VGS1 andVGS2. This
typeof AM modulationmechanismis dominantfor deep-submicrontechnologies3.
In deepsubmicronprocesses,thedependenceof saturationdraincurrentIDSn(sat) on
gatesourcevoltageVGS is bettermodelledby a linearratherthana quadraticrela-
tionship.

3 Gatelengthsbelow 0.35µmareconsideredto bein thedeep-submicronregion.



� AngleModulation(phaseor frequency modulation)
Couplingof circuitscanalsoresultin changesin theangle(frequency or thephase)
of the carriersignals.If thereis a couplingbetweena dataline and the internal
clock circuitry, e.g. its voltagecontrolledoscillator (VCO), this couplingcanaf-
fect theoutputclock frequency by affectingtheVCO controlvoltage.Theresulted
clock frequency variationmay be visible asdata-dependenttiming in differential
EM analysis.

Exploitingmodulatedemissionscanbeeasierandmoreeffectivethanworkingwith
directemission[4]. Somemodulatedcarrierscouldhave substantiallybetterpropaga-
tion thandirectemission,whichmaysometimesbeoverwhelmedby noise.Themodu-
latedemissionsensingdoesnotrequireany intrusive/invasivetechniquesor �ne grained
positioningof probes.

Dependingonthetypesof EM emissionsin EMA attacks:directemissionsormodu-
latedemissions,EMA simulationmayrequiredemodulationof correspondingmanners
of themodulation.

EM �eld measurement equipment A numberof sensorscanbe usedto detectthe
EM signalsin EMA attacks.They aredivided into thosedetectingelectricandthose
detectingmagnetic�elds in near-�eld 4, or thosedetectingfar-�eld EM-�eld. In EM
analysisattackson smalldeviceswith weakEM emissionssuchasa smartcard,near-
�eld sensorsaremoreappropriate.

An exampleof near-�eld electric �eld sensorsis amonopoleantenna.It generally
measuresthe near-�eld electriccomponentaroundcurrent-carryingconductorwhere
electric �eld magnitudeE µ I. Near-�eld magnetic �eld sensorsgenerallymeasure
thenear-�eld magneticcomponentaroundcurrent-carryingconductorwheremagnetic
�eld magnitudeB µ I.

Thesimplestmagnetic�eld sensoris a loop of wire. An EM �eld is inducedin the
loop dueto a changein magnetic�ux throughtheloop causedby a changingmagnetic
�eld producedby anAC current-carryingconductor. This is thetransformereffect.The
inducedvoltageis:

V = �
Z

S

¶B
¶t

� ds (3)

over surfaceS usingareaelementds. We canrewrite it into the following equation,
which saysthemeasurementoutputis proportionalto therateof changeof thecurrent
whichcausesthemagnetic�eld.

V = M
dI
dt

(4)

whereM denotesthemutualinductancebetweenthesensorandtheconcernedcircuit.

4 Near-�eld refersto a distancewithin onesixth of thewavelengthfrom thesource(r < l =2p),
while far-�eld refersto adistancebeyondit (r > l =2p).



This typeof �eld sensorsensesthechangeof magnetic�ux, sowe usetherateof
changeof the currentdI=dt to track EM emission.Simulationfor this type of sensor
involvesdifferentialcalculusoncurrentconsumptiondata.

Therearealsofar-�eld electromagnetic�eld sensorssuchaslog-periodicanten-
nas.They generallymeasurefar-�eld electromagnetic�eld andoftenwork with other
equipmentto harnessmodulatedemissions.For example,an amplitudemodulation
(AM) receiver tunedto a clock harmoniccan perform amplitudedemodulationand
extractusefulinformationleakagefrom electronicdevices[4].

This is notanexhaustivelist of �eld sensors,but providesaview thatdifferenttypes
of sensorsmeasuredifferenttypesof �eld, so that requiredifferentapproachesin EM
simulations.

Low-pass�ltering effect of EM sensors The last stepof dataprocessingprocedure
asshown in the shadowed box in Figure2 is the low-pass�ltering. Consideringthe
inductancein �eld sensors,and the load resistancefrom connectedinstruments(e.g.
anampli�er or anoscilloscope),anRL low-pass�lter is formedasshown in Figure3.
Its 3dB cutoff 5 frequency is calculatedas fcutoff = R=2pL. Due to this RL low-pass
�ltering effect, thetwo setsof processedcurrentconsumptiondatahave to below-pass
�ltered at theendof theEMA dataprocessingprocedure.

�� �

�

� � �

Fig.3. RL low-pass�lter

Finally, DEMA is performedby subtractingoneEMA tracefrom another. Security
weaknesswill be manifestedaspulsesin the DEMA trace,revealingdata-dependent
EM characteristicsof thetesteddesign.ThetermDEMA here(andfurtherin thispaper)
refersto thevariation(difference)in theEM emissions,insteadof statisticaltreatment
correlatingthe variation to hypotheticaldatabeing manipulatedas in a real DEMA
attack[3]. This is becausetheproposedmethodologyis to evaluatedata-dependentEM
characteristicsof secureprocessordesigns,which arethefundamentalweaknessa real
DEMA attackexploitsandcanbeidenti�ed with deterministicdata.

5 Thefrequency atwhich theoutputvoltageis 70.7%of theinputvoltage



3 Evaluation Resultsof The Simulation Methodology

3.1 EM simulation setup

DEMA simulationhasbeencarriedout on a testchip, fabricatedin UMC 0.18µm six
metalCMOSprocessaspartof theG3Cardproject[8, 9]. Figure4 shows a pictureof
thetestchipwhichcontains� ve16-bitmicrocontrollerprocessorswith differentdesign
styles.This paperaddressesthesynchronousprocessor(S-XAP) on thetop left corner
andthedual-railasynchronousprocessor(DR-XAP) in themiddle.

Montgomer y
modulo

exponentia tor

I/OSC-XAP
MPU

DR-XAP

OF-XAP

BD-XAPS-XAP

Memor y
8kB

Conf

Clk
gen

Fig.4. Themicrocontrollerprocessors(S-XAP, DR-XAP) onthechipareunderEMA simulation
test.

Wetargetsimpleinstructions(e.g.XOR (exclusiveOR),shift, load,storeetc)which
cangive a goodindicationof how the hardwarereactsto operationsof cryptographic
algorithms.A shortinstructionprogramrunstwicewith operandsof differentHamming
weight.The�rst runsetstheI/O triggerporthighby storing`1' into memory, computes
`00 XOR 55', andsetsthe I/O trigger port low by storing`0' into memory, while the
secondrunsetstheI/O porthigh,computes̀55XOR 55', andsetstheI/O port low.

3.2 EM simulation of a synchronousprocessor

Figure 5 shows the EMA simulationover the S-XAP processor. We simulatedirect
EM emissionpicked up by an inductive sensor. On the graphwe plot the EM traces
of the processorfor `00 XOR 55' and `55 XOR 55', as well as the differential EM
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Fig.5. EMA simulationoverS-XAPprocessorexecutingXORwith differentoperands

plot of EMA1 - EMA2 (DEMA). The EM traces(EMA1 andEMA2) aresuperposed
andappearasthe top tracein Figure5. The differentialEM trace(DEMA) is shifted
down from thecentreby 6� 1011 unit to clearlyshow its relative magnitude.TheEM
emissionmagnitudeis computedthroughdI=dt asdiscussedin Section2.2, thushas
unitsof µA=s.

The measurementof EM emissionson the sameprocessorperformingthe same
codeis shown in Figure6. The EM emissionsarepicked up by an inductive sensor
over 5000runsto averageout theambientnoise(although200runsareenough),then
aremonitoredon anoscilloscope.Theinductive headin usehasresistanceR = 5.42 ,
inductanceL = 9.16µH.When delivering power into a 4K load, the 3dB cutoff is
calculatedas70MHz.ThemeasurementresultsdemonstratetheEM tracesarearound
50MHz,complyingto theexplanationof theRL low-pass�ltering effect in Section2.2,
andtheparametershave beenusedin theEMA simulationshown in Figure5.

Boththemeasurementandthesimulationresultsobservethedifferentialtracepeaks
when the processoris executingXOR logic operations.This meansdatadependent
EM emissionis leakinginformationrelatedto key bits at thoseinstances,thusmeans
vulnerability in EMA attacks.The agreementin the measurementandthe simulation
resultsveri�ed thevalidity of theproposedEMA simulationapproach.Thesimulated
EM tracesin Figure5 arelowerin shapecomparedto thosemeasuredaroundthecircled
places,asthesimulationincludesnopowercontribution from memoryaccesses.

To gain a perceptionof theDPA attackversustheDEMA attack,Figure7 demon-
stratesDPA measurementover S-XAP processorperformingthesamecode.Although
only 4 measurementrunsto averageout noise,datadependentpower consumptioncan
clearly identify when the processoris executingXOR logic operations.The peakto
peakin the differential trace(DPA) is about6% of the peakto peakof the original
signals(Power Analysis1 andPower Analysis2). As a comparison,thepeakto peak
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Fig.6. EMA measurementover S-XAP processorexecutingXORwith differentoperands(exper-
imentalgraph)

DEMA is aboutthesamelevel of thepeakto peakof theoriginal signals(EMA 1 and
EMA 2) in Figures5 and6, indicatingthesamelevel of informationleakagein theEM
side-channelandin thepowerchannel.

3.3 EM simulation of an asynchronousprocessor

We thenperformEMA simulationon processorDR-XAP which is designedin a dual-
rail asynchronousstylewith return-to-zerohandshakingprotocol.This balancedasyn-
chronouscircuitry wasbelieved to besecuresincepower consumptionshouldbedata
independent[9]. Figure8 showstheEMA simulationresult.Onthegraphwesuperpose
theEM tracesof theprocessorfor '00 XOR 55' and'55 XOR 55', andput theDEMA
traceat the bottom.The DEMA traceexhibits a wobbleat only about1% magnitude
of that of the original traces(EMA1 and EMA2). This matcheswith the projection
thatasynchronousdesignwith dual-railcodingandreturn-to-zerohandshakingis much
moresecureagainstside-channelanalysisattacks.

The measurementresult in Figure 9 also indicatesno information leakagealong
the logic operation.ComparingFigure8 and9, we observe again lower magnitudein
shapearoundthecircledplacesin simulation,resultedfrom nomemoryaccessespower
consumptionin simulation.

PerformingEMA simulationon modulatedemissionson theasynchronousproces-
sor, we achievedmoreintriguing results.We collectedthecurrentconsumptiondataas
we did in direct emissionsimulation,thenwe processedthe datawith amplitudede-
modulation.Thecarrierusedto demodulatetheEM signalis the17thclock harmonic
(TheasynchronousXAP executesat a speedaround10 to 50MHz. Heretake a carrier
whosefundamentalis 20MHz). From the simulationresultsshown in Figure10, we
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observedgreaterlevel of differentialsignalscomparedto Figure8. Thepeakto peakof
thedifferentialtrace(DEMA) is about32%of thepeakto peakof theoriginal signals
(EMA 1 andEMA 2).

Thereasonwhy theamplitudedemodulatedEMA revealsstrongerdifferentialsig-
nalsis demonstratedin a simpleexampleshown in Figure11.Thepulsein subplot(a)
is a modulatingsignal.Subplot(b) shows theAM modulationwith a sinusoidalcarrier
andits productdetectionbaseddemodulation[10]. Thepulseappearson thenegative
side of the modulation,and demodulatedas a negative pulse.Subplot(c) shows the
modulatingsignalwith samemagnitudeandperiod,but time shifteda bit. Subplot(d)
shows its AM modulationwith thesamesinusoidalcarrierasin (b). Thepulseappears
on thepositive sideof themodulation,anddemodulatedasa positive pulse.Thesign
oppositionin theraw tracescanresultin largepeaksin their difference.

In asimilarway, datadependenttiming in theprogramexecutioncausedsigni�cant
peaksin the differential traceshown in Figure10, althoughno obvious time shift is
observedin theraw traces(AM demodulatedEMA 1 and2), becauselow-pass�ltering
hasobscuredthetime shift. We however seehigherpeaksin Figure10 aroundthesec-
ondSTOREoperation,asa resultof thetime shift accumulatedin previousoperation.
Thisdatadependenttiming causedEM informationleakageis muchhigherin thetested
asynchronousdesignthanthesynchronousdesign,asa resultof the lack of clock i.e.
synchronisation.The amplitudedemodulatedEMA simulationrevealsan unexpected
weaknessin the testedasynchronousdesignagainstEM side-channelattacks,which
providesa goodexampleof usefulnessof thedesign-timeevaluationin thesecurepro-
cessordesign�o w.
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4 Conclusion

A simulationmethodologyfor EMA hasbeenproposedonthebasisof ananalyticalin-
vestigationof EM emissionsin CMOScircuits.This simulationmethodologyinvolves
simulationof currentconsumptionwith circuit simulatorsandextractionof IC layout
parasiticswith extractiontools.Oncecollected,thedataof currentconsumptionis pro-
cessedwith MATLAB to simulateEMA.

Testinghasbeenperformedon synchronousandasynchronousprocessorsandthe
resultshave demonstratedthat DPA andDEMA of direct emissionsreveal aboutthe
samelevelof leakage.WhileDEMA of amplitudedemodulatedemissionsrevealsgreater
leakage,suggestingbetterchancesof successin differentialEM analysisattacks.The
comparisonbetweentheEMA on synchronousandasynchronousprocessorsindicates
that the synchronousprocessorhas data dependentEM emissions,while the asyn-
chronousprocessorhasdatadependenttiming which is visible in DEMA.

Theproposedsimulationmethodologycanbeeasilyemployedin theframework of
anintegratedcircuit design�o w. To thebestof ourknowledge,theproposedsimulation
methodologyfor EMA is the�rst availableassessmentof EM leakagecharacteristicsof
cryptographicprocessorsatdesigntime.It movesonestepcloserto acompletesecurity-
awaredesign�o w for cryptographicprocessorswhich aimsto cover all known side-
channelanalysisattacks.
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